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                                               ABSTRACT  

 

There are number of users who purchase products online and make payment 

through various websites. There are multiple websites who ask user to provide 

sensitive data such as username, password or credit card details etc. often for 

malicious reasons. This type of websites is known as phishing website. In order to 

detect and predict phishing website, we proposed an intelligent, flexible and effective 

system that is based on using Machine learning technique. We implemented 

classification algorithm and techniques to extract the phishing data sets criteria to 

classify their legitimacy. The phishing website can be detected based on some 

important characteristics like URL and Domain Identity, and security and encryption 

criteria in the final phishing detection rate. Our system will use machine learning 

algorithm to detect whether the website is phishing website or not. This application 

can be used by many E-commerce enterprises in order to make the whole 

transaction process secure. Machine learning algorithm used in this system provides 

better performance as compared to other traditional classifications algorithms. With 

the help of this system user can also purchase products online without any 

hesitation.  
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CHAPTER -1 

                                           INTRODUCTION 

 

Phishing is a cyber attack that uses disguised email as a weapon. The goal is to 

trick the email recipient into believing that the message is something they want or 

need — a request from their bank, for instance, or a note from someone in their 

company — and to click a link or download an attachment. What really distinguishes 

phishing is the form the message takes: the attackers masquerade as a trusted 

entity of some kind, often a real or plausibly real person, or a company the victim 

might do business with. It's one of the oldest types of cyberattacks, dating back to 

the 1990s, and it's still one of the most widespread and pernicious, with phishing 

messages and techniques becoming increasingly sophisticated. Phishing accounted 

for 29 per cent of all fraud attacks in the first quarter of 2019 and India stood second 

to the US on the list of top phishing hosting countries, Phishing is the fraudulent 

attempt to obtain sensitive information such as usernames, passwords and credit 

card details by disguising oneself as a trustworthy entity in an electronic 

communication. Phishing and malware-based attacks are the most prolific online 

fraud tactics globally and India is one of the top three target countries for such attacks, 

says a report. According to the RSA Quarterly Fraud Report for the period between 

January 1 to March 31, 2018, phishing accounted for 48 per cent of all cyber-attacks. 

The report that contains fraud attack and consumer fraud data and analysis, noted 

that Canada, the United States, India and Brazil were the countries most. 

 

1.1 TECHNOLOGY USED 

1.1.1 Machine Learning 

Machine Learning is the field of study that gives computers the capability to 

learn without being explicitly programmed. ML is one of the most exciting technologies 

that one would have ever come across. As it is evident from the name, it gives the 

computer that makes it more similar to humans: The ability to learn. Machine learning 

is actively being used today, perhaps in many more places than one would expect.A 
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subset of machine learning is closely related to computational statistics, which 

focuses on making predictions using computers; but not all machine learning is 

statistical learning. The study of mathematical optimization delivers methods, theory 

and application domains to the field of machine learning. Data mining is a related field 

of study, focusing on exploratory data analysis through unsupervised learning. In its 

application across business problems, machine learning is also referred to 

as predictive analytics. 

Machine learning involves computers discovering how they can perform tasks 

without being explicitly programmed to do so. It involves computers learning from 

data provided so that they carry out certain tasks. For simple tasks assigned to 

computers, it is possible to program algorithms telling the machine how to execute all 

steps required to solve the problem at hand; on the computer's part, no learning is 

needed. For more advanced tasks, it can be challenging for a human to manually 

create the needed algorithms. In practice, it can turn out to be more effective to help 

the machine develop its own algorithm, rather than having human programmers 

specify every needed step. 

 

Figure 1.1 Machine learning architecture 

 

 

 

https://en.wikipedia.org/wiki/Computational_statistics
https://en.wikipedia.org/wiki/Mathematical_optimization
https://en.wikipedia.org/wiki/Data_mining
https://en.wikipedia.org/wiki/Exploratory_data_analysis
https://en.wikipedia.org/wiki/Unsupervised_learning
https://en.wikipedia.org/wiki/Predictive_analytics
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1.1.2 Machine Learning approaches 

Machine learning approaches are traditionally divided into three broad categories, 

depending on the nature of the "signal" or "feedback" available to the learning system: 

Supervised learning:  

Supervised learning as the name indicates the presence of a supervisor as a teacher. 

Basically, supervised learning is a learning in which we teach or train the machine 

using data which is well labelled that means some data is already tagged with the 

correct answer. After that, the machine is provided with a new set of examples(data) so 

that supervised learning algorithm analyses the training data(set of training examples) 

and produces a correct outcome from labelled data.  

Supervised learning is where there are input variables (x) and an output variable (Y) 

and an algorithm is used to learn the mapping function from the input to the output. 

Y = f(X) 

The goal is to approximate the mapping function so well that when there is a new 

input data (x) that the output variables (Y) for that data can be predicted easily. 

 

 

                             Figure 1.2 Supervised learning flowchart 

https://en.wikipedia.org/wiki/Supervised_learning
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Unsupervised learning: 

Unsupervised learning is the training of machine using information that is neither 

classified nor labeled and allowing the algorithm to act on that information without 

guidance. Here the task of machine is to group unsorted information according to 

similarities, patterns and differences without any prior training of data.  

Unlike supervised learning, no teacher is provided that means no training will be given 

to the machine. Therefore, machine is restricted to find the hidden structure in 

unlabeled data by itself.  

 

 

Figure 1.3 Unsupervised learning flowchart 

Reinforcement learning: 

 A computer program interacts with a dynamic environment in which it 

mustperform a certain goal. As it navigates its problem space, the program is 

provided feedback that's analogous to rewards, which it tries to maximize.  

https://en.wikipedia.org/wiki/Reinforcement_learning
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Figure 1.4 Reinforcement learning flowchart 

 

1.2 OBJECTIVES: 

• URLs sometimes known as “Web links” are the primary means by which users 

locate information in the Internet.  

• Our aim is to derive classification models that detect phishing web sites by 

analysis of the lexical and host-based features of URLs.  

• We analyze different classifying algorithms to find the spam website. 
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CHAPTER -2 

LITERATURE SURVEY 

 
 

Qi Li, Mingyu Cheng, Junfeng Wang, Bowen Sun,”LSTM based Phishing 
Detection for Big Email Data”[2020] 
 

In recent years, cyber criminals have successfully invaded many important 

information systems by using phishing mail, causing huge losses. The detection of 

phishing mail from big email data has been paid public attention. However, the 

camouflage technology of phishing mail is becoming more and more complex, and the 

existing detection methods are unable to confront with the increasingly complex 

deception methods and the growing number of email. In this paper, we proposed a 

LSTM based phishing detection method for big email data. The new method includes 

two important stages, sample expansion stage and testing stage under sufficient 

samples. In the sample expansion stage, we combined KNN with K-Means to expand 

the training data set, so that the size of training samples can meet the needs of in-depth 

learning. In the testing stage, we first preprocess these samples, including 

generalization, word segmentation and word vector generation. Zuochao Dou, Student 

Member, IEEE, Issa Khalil, Member, IEEE, Abdallah Khreishah, Member, IEEE, Ala Al-

Fuqaha, Senior Member, IEEE and Mohsen Guizani, Fellow, IEEE,”Systematization of 

Knowledge (SoK): A Systematic Review of Software Based Web Phishing Detection” 

Then, the preprocessed data is used to train a LSTM model. Finally, on the basis 

of the trained model, we classify the phishing emails. By experiment，we evaluate the 

performance of the proposed method, and experimental results show that the accuracy 

of our phishing detection method can reach 95%. 

Pros: 

The system effectively identifies the phishing attacks through E-mail. 

Cons: 

The system is still prone to other forms of the phishing attacks. 
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C.Emiten shyni, Anesh D Suda, G.S. Edwin Ebby Phishing Detection in  websites 
using Parse Tree validation-2018 
 

Phishing is a form of cyber attack that leverages social engineering approaches 

and other sophisticated techniques to harvest personal information from users of 

websites. The average annual growth rate of the number of unique phishing websites 

detected by the Anti Phishing Working Group is 36.29% for the past six years and 

97.36% for the past two years. In the wake of this rise, alleviating phishing attacks has 

received a growing interest from the cyber security community. Extensive research and 

development have been conducted to detect phishing attempts based on their unique 

content, network, and URL characteristics. Existing approaches differ significantly in 

terms of intuitions, data analysis methods, as well as evaluation methodologies. This 

warrants a careful systematization so that the advantages and limitations of each 

approach, as well as the applicability in different contexts, could be analyzed and 

contrasted in a rigorous and principled way. This paper presents a systematic study of 

phishing detection schemes, especially software based ones. Starting from the phishing 

detection taxonomy, we study evaluation datasets, detection features, detection 

techniques, and evaluation metrics. Finally, we provide insights that we believe will help 

guide the development of more effective and efficient phishing detection schemes. 

Pros:  

Provides insights on improving the phishing detection methodologies. 

Cons: 

 The system is less accurate. 

 

Happy chapIa;Riddhi kotak;Mittal joiser-“A machine Approach for 
URL based web phishing using Fuzzy logic as classifier”-2019 
 

Phishing is the major problem of the internet era. In this era of internet the 

security of our data in web is gaining an increasing importance. Phishing is one of the 

most harmful ways to unknowingly access the credential information like username, 

password or account number from the users. Users are not aware of this type of attack 

and later they will also become a part of the phishing attacks. It may be the losses of 

financial found, personal information, reputation of brand name or trust of brand. So the 
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detection of phishing site is necessary. In this paper we design a framework of phishing 

detection using URL. 

Pros: 

The proposed method improved the forecast accuracy over selected benchmark 

algorithms by about 20% to 80%, according to four performance metrics: MAE, MAPE, 

RMSE, NRMSE. 

 

Cons: 

 However, the demand for energy has dissimilar profiles variations depending on 

the type of day, weather conditions and geographical area. 

 
Junaid Rashid, Toqeer Mahmood, Muhammad Wasif NisarPhishing Detection 

using machine learning techniques -2020 

 

Today, everyone is highly dependent on the internet. Everyone performed online 

shopping and online activities such as online Bank, online booking, online recharge and 

more on internet. Phishing is a type of website threat and phishing is Illegally on the 

original website Information such as login id, password and information of credit card. 

This paper proposed an efficient machine learning based phishing detection technique. 

Overall, experimental results show that the proposed technique, when integrated with 

the Support vector machine classifier, has the best performance of accurately 

distinguishing 95.66% of phishing and appropriate websites using only 22.5% of the 

innovative functionality. The proposed technique exhibits optimistic results when 

benchmarking with a range of standard phishing datasets of the “University of California 

Irvine (UCI)” archive. Therefore, proposed technique is preferred and used for phishing 

detection based on machine learning. 

 

Pros: 

An optimal weighted ensemble approach is employed to combine these forecasts 

and provide the final forecasting result. 
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Cons: 

The system uses only a single machine learning algorithm; hence it may not 

produce accurate results. 

 

JIAN MAO1 , (Member, IEEE), WENQIAN TIAN1 , PEI LI1 , TAO WEI2 , (Member, 

IEEE), AND ZHENKAI LIANG3 , (Member, IEEE),”Phishing-Alarm: Robust and 

Efficient Phishing Detection via Page Component Similarity”[2017] 

 

Social networks have become one of the most popular platforms for users to 

interact with each other. Given the huge amount of sensitive data available in social 

network platforms, user privacy protection on social networks has become one of the 

most urgent research issues. As a traditional information stealing technique, phishing 

attacks still work in their way to cause a lot of privacy violation incidents. In a Web-

based phishing attack, an attacker sets up scam Web pages (pretending to be an 

important Website such as a social network portal) to lure users to input their private 

information, such as passwords, social security numbers, credit card numbers, and so 

on. In fact, the appearance of Web pages is among the most important factors in 

deceiving users, and thus, the similarity among Web pages is a critical metric for 

detecting phishing Websites. In this paper, we present a new solution, called Phishing-

Alarm, to detect phishing attacks using features that are hard to evade by attackers. In 

particular, we present an algorithm to quantify the suspiciousness ratings of Web pages 

based on the similarity of visual appearance between the Web pages. Since cascading 

style sheet (CSS) is the technique to specify page layout across browser 

implementations, our approach uses CSS as the basis to accurately quantify the visual 

similarity of each page element. As page elements do not have the same influence to 

pages, we base our rating method on weighted page-component similarity. We 

prototyped our approach in the Google Chrome browser. Our large-scale evaluation 

using real-world websites shows the effectiveness of our approach. The proof of 

concept implementation verifies the correctness and accuracy of our approach with a 

relatively low performance overhead. 
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Pros: 

An optimal weighted ensemble approach is employed to combine these forecasts 

and provide the final forecasting result. 

 

 

Cons: 

The system uses only a single machine learning algorithm; hence it may not 

produce accurate results. 
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CHAPTER - 3 

SYSTEM ANALYSIS 

 

3.1 PROPOSED SYSTEM 

There are number of users who purchase products online and make payment 

through various websites. There are multiple websites who ask user to provide sensitive 

data such as username, password or credit card details etc. often for malicious reasons. 

This type of websites is known as phishing website. In order to detect and predict 

phishing website, we proposed an intelligent, flexible and effective system that is based 

on using Machine learning technique. We implemented classification algorithm and 

techniques to extract the phishing data sets criteria to classify their legitimacy.The 

phishing website can be detected based on some important characteristics like URL 

and Domain Identity, and security and encryption criteria in the final phishing detection 

rate. Our system will use machine learning algorithm to detect whether the website is 

phishing website or not.This application can be used by many E-commerce enterprises 

in order to make the whole transaction process secure. Machine learning  algorithm 

used in this system provides better performance as compared to other traditional 

classifications algorithms. With the help of this system user can also purchase products 

online without any hesitation.  

 

ADVANTAGES OF PROPOSED SYSTEM: 

• The system makes use of two  machine learning algorithms logistic regression and 

decision tree classifier to effectively identify and predict phishing attacks. 

• The system gives a comparative analysis of the results obtained from using the two 

machine learning algorithms. 

• The system makes use of the best machine learning algorithm to accurately identify 

the phishing attacks. 
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APPLICATIONS: 

• Online cybersecurity 

• Security softwares 

• Other cybersecurity  applications 

 

3.2 ARCHITECTURE DIAGRAM: 

 

 

                               Figure 3.1 System Architecture 

 

WORKING: 

In order to detect and predict phishing website, we proposed an intelligent, 

flexible and effective system that is based on using Machine learning technique. We 

implemented classification algorithm and techniques to extract the phishing data sets 

criteria to classify their legitimacy. The phishing website can be detected based on 

some important characteristics like URL and Domain Identity, and security and 

encryption criteria in the final phishing detection rate. Our system will use machine 

learning algorithm to detect whether the website is phishing website or not.This 
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application can be used by many E-commerce enterprises in order to make the whole 

transaction process secure. Machine learning  algorithm used in this system provides 

better performance as compared to other traditional classifications algorithms. With the 

help of this system user can also purchase products online without any hesitation.  

 

3.3MODULE DESCRIPTION: 

Dataset collection  

 Data preprocessing  

 Splitting of Dataset                                

 Dataset clustering 

           Training with algorithm                              

Evaluation 

DATASET COLLECTION MODULE: 

 A data set is a collection of data. Machine learning has become the go-to method 

for solving many challenging real-world problems. It’s definitely by far the best 

performing method for prediction tasks. These machine learning machines that have 

been working so well need fuel lots of fuel; that fuel is data. The 

more labelled data available, the better our model performs. The idea of more data 

leading to better performance has even been explored at a large-scale by Google with a 

dataset of 300 Million images! When deploying a machine learning model in a real-world 

application, data must be constantly fed to continue improving its performance. And, in 

the machine learning era, data is very well arguably the most valuable resource. There 

are three steps of collecting data. 

Classification. When an algorithm to answer binary yes-or-no questions  or  to make a 

multi-class classification (grass, trees, or bushes; cats, dogs, or birds etc.)  

Regression. For an algorithm to yield some numeric value. For example, if you spend 

too much time coming up with the right price for your product since it depends on many 

factors, regression algorithms can aid in estimating this value. 
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Ranking. Some machine learning algorithms just rank objects by a number of features. 

Ranking is actively used to recommend movies in video streaming services or show the 

products that a customer might purchase with a high probability based on his or her 

previous search and purchase activities. 

 

Figure 3.2 Dataset collection 

DATA PRE-PROCESSING: 

Data pre-processing is a cleaning technique which is used to convert / transform 

the raw data into a clean and properly structured dataset suitable for further analysis. 

Data is usually collected and gathered from various sources , so it should be good 

enough and in some specific format before the model learns or gets trained with the 

data. This will help  in achieving better and accurate results with valuable information. 

The basic steps in pre-processing involve filling up missing values and null values , 

getting rid of possible outliers and normalisation.  
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 Figure 3.3 Dataset preprocessing 

 

SPLITTING OF DATASET  

In machine learning ,any dataset is usually split into two : training data and test 

data. The output variable along with other variables are included in the training set . The 

model learns the data and tries to generate some pattern . The other part of the dataset 

serves as a test set to validate our model’s prediction. The scikit library has a function 

called train_test_split to divide our data . test_size is the parameter which gives us the 

percentage of data that should belong to the test set. train_size stores the remaining 

part as the training dataset , either of which should be specified. random_state acts as a 

random number generator . For our dataset , we split the training and testing set with 

80 , 20 ratio the random state is passed as 0.  

 

DATASET CLUSTERING 

Dataset Clustering or cluster analysis is a machine learning technique, which 

groups the unlabelled dataset. It can be defined as "A way of grouping the data points 

into different clusters, consisting of similar data points. The objects with the possible 

similarities remain in a group that has less or no similarities with another group." 

It does it by finding some similar patterns in the unlabelled dataset such as 

shape, size, color, behavior, etc., and divides them as per the presence and absence of 

those similar patterns.It is an unsupervised learning method, hence no supervision is 

provided to the algorithm, and it deals with the unlabeled dataset.After applying this 

https://www.javatpoint.com/unsupervised-machine-learning
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clustering technique, each cluster or group is provided with a cluster-ID. ML system can 

use this id to simplify the processing of large and complex datasets. The clustering 

technique is commonly used for statistical data analysis. 

 

TRAINING WITH ALGORITHM 

The system gives a comparative analysis of the accuracies achieved from 

training using two different machine learning algorithms logistic regression and decision 

tree classifier. 

Decision tree classifier 

 Decision Tree is a Supervised learning technique that can be used for both 

classification and Regression problems, but mostly it is preferred for solving 

Classification problems. It is a tree-structured classifier, where internal nodes represent 

the features of a dataset, branches represent the decision rules and each leaf node 

represents the outcome. 

 In a Decision tree, there are two nodes, which are the Decision Node and Leaf 

Node. Decision nodes are used to make any decision and have multiple branches, 

whereas Leaf nodes are the output of those decisions and do not contain any further 

branches.The decisions or the test are performed on the basis of features of the given 

dataset.It is a graphical representation for getting all the possible solutions to a 

problem/decision based on given conditions. 

 It is called a decision tree because, similar to a tree, it starts with the root node, 

which expands on further branches and constructs a tree-like structure.In order to build 

a tree, we use the CART algorithm, which stands for Classification and Regression Tree 

algorithm.A decision tree simply asks a question, and based on the answer (Yes/No), it 

further split the tree into subtrees.There are various algorithm�s in Machine learning, so 

choosing the best algorithm for the given dataset and problem is the main point to 

remember while creating a machine learning model. Below are the two reasons for 

using the Decision tree: 
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 Decision Trees usually mimic human thinking ability while making a decision, so 

it is easy to understand. 

 The logic behind the decision tree can be easily understood because it shows a 

tree-like structure. 

 
 

Figure 3.4 Decision tree classifier 

 

Logistic regression  

Logistic Regression statistical method is used for analyzing the dataset and 

produces a binary outcome. One or more autonomous variables may have consisted of 

the dataset. The result is determined by these variables that are dichotomous in nature. 

Which means only two results are possible. It is a specific category of regression and it 

is used in the best way to predict the binary and categorical output. Logistical 

Regression method is used to regulate the impact of numerous autonomous variables 

which are conferred at the same time. This method also predicts any one of the two 

independent categories of variables. Logistic regression designs the best-fitting function 

with the help of the maximum likelihood method in order to maximize the probability of 
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classifying the recognized data into the proper division. Various appliances of logistic 

regression are forecast market trends, to find the success and failure rates in results, 

the true or false category in recruiting employees based on their performance in need of 

employment in a company, image categorization, health care and analyze a group of 

people affected by disease. 

 

 
 

Figure 3.5 Logistic regression 

 

EVALUATION: 

To evaluate the accuracy and to detect spam websites, we have used precision recall 
F1 score and F1 measure in logistic regression and decision tree classifier.As a result 
we get 85% for the decision tree classifier and 97% for logistic regression.The out put of 
the projected model displays whether the URL is malcious or not. 
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CHAPTER 4 

SOFTWARE DESCRIPTION 

 

4.1 JUPYTER NOTEBOOK: 

 In this project the jupyter notebook is used as an IDE.  

At some point, we all need to show our work. Most programming work is shared either 

as raw source code or as a compiled executable. The source code provides complete 

information, but in a way that’s more “tell” than “show.” The executable shows us what 

the software does, but even when shipped with the source code it can be difficult to 

grasp exactly how it works. 

Imagine being able to view the code and execute it in the same UI, so that you 

could make changes to the code and view the results of those changes instantly, in real 

time? That’s just what Jupyter Notebook offers. Jupyter Notebook was created to make 

it easier to show one’s programming work, and to let others join in. Jupyter Notebook 

allows you to combine code, comments, multimedia, and visualizations in an interactive 

document — called a notebook, naturally — that can be shared, re-used, and re-

worked.  

And because Jupyter Notebook runs via a web browser, the notebook itself could 

be hosted on your local machine or on a remote server. 

 

4.2 PYTHON: 

 In this project python is used as programming language.In technical terms, 

Python is an object-oriented, high-level programming language with integrated dynamic 

semantics primarily for web and app development. It is extremely attractive in the field 

of Rapid Application Development because it offers dynamic typing and dynamic 

binding options. Python is relatively simple, so it's easy to learn since it requires a 

unique syntax that focuses on readability. Developers can read and translate Python 

code much easier than other languages. In turn, this reduces the cost of program 

https://jupyter.org/
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maintenance and development because it allows teams to work collaboratively without 

significant language and experience barriers. 

  

Additionally, Python supports the use of modules and packages, which means 

that programs can be designed in a modular style and code can be reused across a 

variety of projects. Once you've developed a module or package you need, it can be 

scaled for use in other projects, and it's easy to import or export these modules.One of 

the most promising benefits of Python is that both the standard library and the 

interpreter are available free of charge, in both binary and source form. There is no 

exclusivity either, as Python and all the necessary tools are available on all major 

platforms. Therefore, it is an enticing option for developers who don't want to worry 

about paying high development costs.If this description of Python over your head, don't 

worry. You'll understand it soon enough. What you need to take away from this section 

is that Python is a programming language used to develop software on the web and in 

app form, including mobile. It's relatively easy to learn, and the necessary tools are 

available to all free of charge. 

 



21 

 

CHAPTER 5 

RESULTS AND DISCUSSION 

 

5.1 FINAL RESULTS OBTAINED 

To begin with, testing of the trained model, we can split our project into modules of 

implementation that is done.  

In this project makes use of two different machine learning algorithms logistic regression 

and decision tree classifier.The output of all the classifiers listed on the phishing dataset 

is contrasted in this project. We validated these algorithms on 1003 research samples 

using a number of performance metrics, and the results are tabulated here with graphs 

                                 

                                     Fig 5.1:Graph-URL dataset 

 

The above graph represents the performance analysis of the URL Datasets . Many 

Machine Learning researchers have developed algorithms and methods to identify 

phishing websites. After a detailed analysis, we have come to the conclusion that the 

vast majority of the study is conducted by well-known machine learning algorithms. In 

terms of accuracy, precision, memory, and other considerations, a number of variations 

were used. by trial and error detection strategies that are thriving phishing website 

URLs. The extension permits the straightforward preparation of our phishing detection 

model to end-users. For future enhancements, we intend to build the phishing detection 

system as scalable internet service will incorporate on-line learning so new phishing 

attack patterns can simply be learned and improve the accuracy of our models with 

better feature extraction. 

 

 



22 

 

The performance of the Decision tree classifier using the various measures such as 

precision, recall, and F Score, we determine the accuracy as 85%. 

 

 precision

  

 

  recall  

 
f1-score  

 
Support 

 

Bad 0.82 0.26 0.40 14964 

Good 0.86 0.99 0.92 69129 

Accuracy   0.86 84093 

 
macro avg  

      
0.84 0.62 0.66 84093 

 

weighted 

avg        

0.85 0.86 0.83 84093 

 

                         Table 1:accuracy table-Decision tree classifier 

The performance of the Logistic regression using the various measures such as 

precision, recall, and F Score, we determine the accuracy as 97%. 

 

 precision

  

 

  recall  

 
f1-score  

 
Support 

 

Bad 0.98 0.88 0.93 14964 

Good 0.97 1.00 0.98 69129 

Accuracy   0.97 84093 

 
macro avg  

      
0.98 0.94 0.96 84093 

 

weighted 

avg        

0.97 0.97 0.97 84093 

 

                

                Table 2:accuracy table-Logistic Regression 

 

The graph above illustrates the precision of each classifier as calculated against test 

samples. However, when learning the average success of a classifier in phishing 

detection, false positives and false negatives are given particular consideration. We 

don't want users to be able to navigate phishing URLs, so we use false positives are 

considered to be vital whereas deciding the most effective classifier. 

Thus,from the above results and discussions it is clear we have successfully 

implemented the project for effective phishing detection. 
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                                                        CHAPTER – 6 

CONCLUSION AND FUTURE WORK 

 

6.1 CONCLUSION 

In this project, we have successfully implemented a system to effectively detect 

phishing attacks using two different machine learning algorithms such as logistic 

regression and decision tree classifier.By implementation of the project it is found that 

logistic regression algorithm is the most accurate algorithm compared to the decision tree 

classifier. The present cybersecurity methods are inaccurate and inefficient. The system 

has provided an easy and efficient solution at very cost-effective approach.  

 

6.2 FUTURE WORK 

In the coming future, we review this application of phishing attacks detection to 

detect and overcome large scale cyber attacks with more accuracy and efficiency. The 

application has good use in the security field.  In the electricity department, they have 

more chance to develop or convert this project in many ways. Thus, this project has an 

efficient scope in coming future where manual predicting can be converted to 

computerized prediction in a cheap way. 
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APPENDIX 

(A) SCOURCE CODE: 
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(B)SNAPSHOTS: 
 

 

                  Phishing web site for phishing URL detection 
 

 

                       Example for a legitimate website URL 
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                     Example for a malicious website URL 

 

[C] PLAGIARISM REPORT: 
 

 


