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ABSTRACT 

Numerous activities in our daily life require us to verify who we are by showing our ID documents 

containing face images, such as passports and driver licenses, to human operators. However, this 

process is slow, labor intensive and unreliable. As such, an automated system for matching ID 

document photographs to live face images  in real time and with high accuracy is required. In this 

paper, we propose DocFace to meet this objective. We first show that gradient-based optimization 

methods converge slowly  when many classes have very few samples, a characteristic of existing 

ID-selfie datasets. To overcome this shortcoming, we propose a method, called dynamic weight 

imprinting, to update the classifier weights, which allows faster convergence and more 

generalizable representations. Next, a pair of sibling networks with partially shared parameters are 

trained to learn a unified face representation with domain-specific parameters. Cross-validation on 

an ID-selfie dataset shows that while a publicly available general face matcher  only achieves a 

true accept rate. 
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CHAPTER   1 

                                                                                       INTRODUCTION 

 IDENTITY verification plays an important role in our daily lives. For example, access control, 

physical security and international border crossing require us to verify our access (security) level 

and our identities. A practical and common approach to this problem involves comparing an 

individual’s live face to the face image found in his/her ID document. An application scenario of the 

DocFace+ system. The scans the ID document photos or reads the photo from the embedded chip 

and the camera takes another photo of the holder’s live face (selfie). By comparing the two 

photos, the system decides whether the holder is indeed the owner of the ID document. 

 

Aim:      

 The main aim of this project is to solve the problem of counterfeiting certificates we are 

proposing an digital certificate system based on block chain technology and to verify the traveler’s 

identity using live camera, which allows faster convergence and more generalizable 

representations. 

Synopsis:  

Numerous activities in our daily life require us to verify who we are by showing our ID documents 

containing face images, such as passports and driver licenses, to human operators. However, this 

process is slow, labor intensive and unreliable. As such, an automated system for matching ID 

document photos to live face images (selfies) in real time and with high accuracy is required. In 

this paper, we propose DocFace+ to meet this objective. We first show that gradient-based 

optimization methods converge slowly (due to the underfitting of classifier weights) when many 

classes have very few samples, a characteristic of existing ID-selfie datasets. To overcome this 

shortcoming, to update the classifier weights, which allows faster convergence and more 
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generalizable representations. Next, a pair of sibling networks with partially shared parameters are 

trained to learn a unified face representation with domain-specific parameters. Cross-validation on 

an ID selfie dataset shows that while a publicly available general face matcher. 
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CHAPTER 2 

LITERATURE SURVEY 

2.1 REVIEW IN LITERATURE WORK 

 

 Xiang Xiang the recent developments of Convolutional Neural Networks, the performance of face 

verification methods has increased rapidly. In a typical face verification method, feature 

normalization is a critical step for boosting performance. This motivates us to introduce and study 

the effect of normalization during training. But we find this is non-trivial, despite normalization 

being differentiable. We identify and study four issues related to normalization through 

mathematical analysis, which yields understanding and helps with parameter settings. Based on 

this analysis we propose two strategies for training using normalized features. It is a modification 

of softmax loss, which optimizes cosine similarity instead of inner-product. The second is a 

reformulation of metric learning by introducing an agent vector for each class. We show that both 

strategies, and small variants, consistently improve performance by between 0.2% to 0.4% on the 

LFW dataset based on two models. This is signi_cant because the performance of the two models 

on LFW dataset is close to saturation at over 98%. 

Hao Wang, Yitong Wang proposed Face recognition has made extraordinary progress owing to 

the advancement of deep convolutional neural networks (CNNs). The central task of face 

recognition, including face verification and identification, involves face feature discrimination. 

However, the traditional softmax loss of deep CNNs usually lacks the power of discrimination. To 

address this problem, recently several loss functions such as center loss, large margin softmax 

loss, and angular softmax loss have been proposed. All these improved losses share the same 

idea: maximizing inter-class variance and minimizing intra-class variance. In this paper, we 

propose a novel loss function, namely large margin cosine loss (LMCL), to realize this idea from a 

different perspective. More specifically, we reformulate the softmax loss as a cosine loss by L2 
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normalizing both features and weight vectors to remove radial variations, based on which a cosine 

margin term is introduced to further maximize the decision margin in the angular space. As a 

result, minimum intra-class variance and maximum inter-class variance are achieved by virtue of 

normalization and cosine decision margin maximization. We refer to our model trained with LMCL 

as CosFace. Extensive experimental evaluations are conducted on the most popular public-

domain face recognition datasets such as MegaFace Challenge, Youtube Faces (YTF) and 

Labeled Face in the Wild (LFW). We achieve the state-of-the-art performance on these 

benchmarks, which confirms the effectiveness of our proposed approach. 

Yi Sun, Yuheng Chen The key challenge of face recognition is to develop effective feature 

representations for reducing intra-personal variations while enlarging inter-personal differences. In 

this paper, we show that it can be well solved with deep learning and using both face identification 

and verification signals as supervision. The Deep IDentification-verification features (DeepID2) are 

learned with carefully designed deep convolutional networks. The face identification task 

increases the inter-personal variations by drawing DeepID2 features extracted from different 

identities apart, while the face verification task reduces the intra-personal variations by pulling 

DeepID2 features extracted from the same identity together, both of which are essential to face 

recognition. The learned DeepID2 features can be well generalized to new identities unseen in the 

training data. On the challenging LFW dataset, 99:15% face verification accuracy is achieved. 

Compared with the best previous deep learning result on LFW, the error rate has been 

significantly reduced by 67%. 

 

 

 

2.1 EXISTING SYSTEM 
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 In the existing system, Identity verification plays an important role in our daily lives. For 

example, access control, physical security and international border crossing require us to verify 

our access (security) level and our identities. to verify who we are by showing our ID documents 

containing face images, such as passports and driver licenses, to human operators. However, this 

process is slow, labor intensive and unreliable. As such, an automated system for matching ID 

document photos to live face images (selfies) in real time and with high accuracy is required. After 

verifying a traveler’s identity by face comparison, the gate is automatically opened for the traveler 

to enter. For IDselfie matching, they are comparing a scanned or digital document photo. 

 

2.2 PROPOSED SYSTEM  

 We are proposing a certificate system based on blockchain to overcome the problem. Data 

are stored in different nodes, and anyone who wishes to modify a particular internal datum must 

request that other nodes modify it simultaneously. Thus, the system is highly reliable. We 

developed a decentralized application and designed a certificate system based on Ethereum 

blockchain. This technology was selected because it is incorruptible, encrypted, and trackable and 

permits data synchronization. By integrating the features of blockchain, the system improves the 

efficiency operations at each stage. The system saves on paper, cuts management costs, 

prevents document frgery, and provides accurate and reliable information on digital certificates 

and compare user live face with verified document face.   

 

 

 

 

 



               

15 

 

CHAPTER 3 

METHODOLOGY 

3.1 REQUREMENT SPECIFICATION  

3.1.1 HARDWARE SPECIFICATION 

 Hard Disk :  80GB and Above 

 RAM  :  4GB and Above 

 Processor : P IV and Above 

 

3.1.2 SOFTWARE SPECIFICATION  

 Windows 7 and above 

 JDK 1.7 

 J2EE  

 Tomcat 7.0 

 MySQL 

 

3.1.3 TECHNOLOGIES USED 

 

 J2EE (JSP, Servlet), JavaScript, HTML, CSS, AJAX. 

 Hibernate Framework 

 MVC Pattern 

 Design Pattern 
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3.1.4 ALOGORITHUM USED 

 KNN 

 RSA 

 SHA-256 

 

3.2 ADVANTAGES AND DISADVANTAGES 

3.2.1 ADVANTAGES 

  modification of softmax loss, which optimizes cosine similarity instead of inner-product. 

Avoid the need of hard sample mining. Improve performance over models without 

normalization. 

 minimum intra-class variance and maximum inter-class variance are achieved by virtue of 

normalization and cosine decision margin maximization. Our approach consistently 

achieves the state-of-the-art results on several face benchmarks. 

 optimize the triplet loss on a different space of triplets.The proxy-loss improves on state-of-

art results for three standard zero-shot learning datasets, by up to 15% points. 

 

3.2.2 DISADVANTAGES 

 The problem of ID-selfie matching poses numerous challenges that are different from 

general face recognition. For typical unconstrained face recognition tasks, the main 

challenges are due to pose, illumination and expression (PIE) variations. 

 The low quality of document photos due to image compression1 and (2) the large time gap 

between the document issue date and the verification date remain as the primary difficulties. 

 

3.3 SYSTEN DESIGN  
 
3.3.1 ACTIVITY DIAGRAM  
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Activity diagram is a graphical representation of workflows of stepwise activities and actions with 

support for choice, iteration and concurrency. An activity diagram shows the overall flow of control. 

The most important shape types: 

 Rounded rectangles represent activities. 

 Diamonds represent decisions. 

 Bars represent the start or end of concurrent activities. 

 A black circle represents the start of the workflow. 

 An encircled circle represents the end of the workflow. 
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3.3.2 DATA FLOW DIAGRAM 

 

 

               A Data Flow Diagram (DFD) is a graphical representation of the “flow” of data through an 

information system, modeling its aspects. It is a preliminary step used to create an overview 

system which can later be elaborated DFDs can also be used for visualization of data processing.  
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3.3.3 ARCHITECTURE DIAGRAM 
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3.4 SYSTEM ALOGORITHM 

3.4.1.2 KNN algorithm 

KNN can be used for both classification and regression predictive problems. However, it is 

more widely used in classification problems in the industry. To evaluate any technique we 

generally look at 3 important aspects: 

1. Ease to interpret output 

2. Calculation time 

3. Predictive Power 

Let us take a few examples to place KNN in the scale: 

 

KNN algorithm fairs across all parameters of considerations. It is commonly used for its easy of 

interpretation and low calculation time. 

Pseudo Code of KNN 

We can implement a KNN model by following the below steps: 
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1. Load the data 

2. Initialize the value of k 

3. For getting the predicted class, iterate from 1 to total number of training data points 

1. Calculate the distance between test data and each row of training data. Here we will 

use Euclidean distance as our distance metric since it’s the most popular method. The 

other metrics that can be used are Chebyshev, cosine, etc. 

2. Sort the calculated distances in ascending order based on distance values 

3. Get top k rows from the sorted array 

4. Get the most frequent class of these rows 

5. Return the predicted class 

3.5 MODULES  

 User Registration And Authentication 

 User Upload Certificate 

 Get Certificate 

 QR Request And Response From Verification Authority 

3.5.1 MODULES EXPLANATION 

           User Registration And Authentication 

 

In this module user needs to registers into his application and a request will be sent to 

central board server for authentication. Unless the central board server approves the request user 
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cannot login into his account. When central board server approves the request a key will be 

generated and user can login into his account. 

 

User Upload Certificate: 

After user login into his account he needs to upload certificates namely pan card, aadhar card, 

voter id, ssc certificates to central board server. Central board server will review the certificates 

and accepts or decline the certificates. If central board server accepts the accepts the certificate 

those details will be stored in E.C.S and Blockchain. If central board server declines the certificate 

it won’t be stored in E.C.S. or Block Chain. 

 

Get Certificate: 

If user needs a certificate he will send request to central board server. If central board server 

found the user details to be genuine he accepts the request and forward a request to E.C.S where 

all the certificates will be there. E.C.S. responds for the request and certificates will be provided to 

the user. 

 

QR Request and Face verification: 

If user wants to apply for any certificates he will send request to central board server and central 

board server will check the details and forward the request to E.C.S. E.C.S will generate the QR 

Code and forwarded to user via central board server. User forwards the QR code to the verifying 

authority and if all details are correct and face matches with live face Verifying authority will issue 

the document. 

 

 

 



               

24 

 

Chapter 4 

 

                                                              System Features 
 

 A new optimization method for classification-based embedding learning on shallow 

datasets3. A new recognition system containing a pair of partially shared networks for learning 

unified representations from IDselfie pairs. An evaluation of COTS and public-domain face 

matchers showing ID-selfie matching is a non-trivial problem with different challenges from 

general face matching. 

 

4.1 Design and Implementation Constraints 

 

4.1.1 Constraints in Analysis 

 Constraints as Informal Text 

 Constraints as Operational Restrictions 

 Constraints Integrated in Existing Model Concepts 

 Constraints as a Separate Concept 

 Constraints Implied by the Model Structure 

4.1.2 Constraints in Design 

 Determination of the Involved Classes 

 Determination of the Involved Objects 

 Determination of the Involved Actions 

 Determination of the Require Clauses 



               

25 

 

 Global actions and Constraint Realization 

4.1.3 Constraints in Implementation 

                   A hierarchical structuring of relations may result in more classes and a more 

complicated structure to implement. Therefore it is advisable to transform the hierarchical 

relation structure to a simpler structure such as a classical flat one. It is rather 

straightforward to transform the developed hierarchical model into a bipartite, flat model, 

consisting of classes on the one hand and flat relations on the other. Flat relations are 

preferred at the design level for reasons of simplicity and implementation ease. There is no 

identity or functionality associated with a flat relation. A flat relation corresponds with the 

relation concept of entity-relationship modeling and many object oriented methods. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



               

26 

 

CHAPTURE 5 

                                                        RESULT AND DISCUSSION 

5.1 RESULT 

A. ID Document Photo Matching 

 To the best of our knowledge, the first study on IDselfie matching is attributed to 

Starovoitov et al.  Assuming all face images are frontal faces without large 

expression variations, the authors first localize the eyes with Hough Transform. 

Based on eye locations, the face region is cropped and gradient maps are 

computed as feature maps. The algorithm is similar to a general constrained 

face matcher, except it is developed for a document photo dataset. Bourlai et al. 

considered ID-selfie matching as a comparison between degraded face images, 

i.e., scanned document photos, and high quality live face images. 

                                      B.Deep Face Recognition 

 With the success of deep neural networks in the ImageNet competition [16], 

virtually all of the ongoing research in face recognition now utilizes deep neural 

networks to learn face representation . Taigman et al.  first proposed the 

application of deep neural networks to learn face representation. They designed 

an 8-layer convolutional neural network and trained it with a Softmax loss 

function, a standard loss function for classification problems. They used the 

outputs of the bottleneck layer as face representation and achieved state-of-the-

art performance at that time in 2014. Considering that Softmax loss only 

encourages large inter-class variations but does not constrain intra-class 

variations, Sun et al.  later proposed to train networks with both a classification 

signal (Softmax loss) and a metric learning signal (Contrastive loss). About the 

same time, Schroff et al. [19] proposed a metric learning loss function, named 
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triplet loss, boosting the state-of-the-art performance on the standard LFW 

protocol . Liu et al. first bridged the gap between classification loss functions and 

metric learning methods with the Angular-Softmax (A-Softmax) loss function, a 

modified Softmax loss that classifies samples based on angular distances. Wang 

et al.  recently pro�posed the Additive Margin Softmax (AM-Softmax), which 

learns to increase the angular discriminability with an additive margin and is 

shown to be more robust than Softmax. 

  C.Heterogeneous Face 

 Recognition Heterogeneous face recognition (HFR) is an emerging topic that 

has become popular in the past few years . It usually refers to face recognition 

between two different modalities, including visible spectrum images (VIS), near 

infrared images (NIR) , thermal infrared images , composite sketches , etc. ID-

selfie matching can be considered to be a special case of HFR since the images 

to be matched come from two different sources. Therefore, the techniques used 

in HFR could be potentially helpful for the ID-selfie problem. Most methods for 

HFR can be categorized into two types: synthesis-based methods and 

discriminant feature�based methods. Synthesis-based methods aim to 

transform the images from one modality into another so that general 

intra�modality face recognition systems can be applied . 
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                                                                     CHAPTER 6 

                                       CONCLUSION AND FUTURE WORK 

6.1 CONCLUSION 

In this paper, we propose a new face recognition system, named DocFace+, for matching ID 

document photos to selfies. The transfer learning technique is used, where a base model for 

unconstrained face recognition is fine-tuned on a private ID-selfie dataset. A pair of sibling 

networks with shared high-level modules are used to model domain-specific parameters. 

Based on our observation of the weight-shift problem of classification-based embedding 

learning loss functions on shallow datasets, we propose an alternative optimization method, 

called dynamic weight imprinting (DWI) and a variant of AM Softmax, DIAM-Softmax. 

Experiments show that the proposed method not only helps the loss converge much faster 

but also leads to better generalization performance. A comparison with static weight 

imprinting methods confirms that DWI is capable of capturing the global distribution of 

embeddings accurately. Different sampling methods are studied for mini-batch construction 

and we find that a balanced sampling between the two domains is most helpful for learning 

generalizable features. We compare the proposed system with existing general face 

recognition systems on our private dataset and see a significant improvement with our 

system, indicating the necessity of domain-specific modeling of ID-selfie data. Finally, we 

compare the performance of different matchers on the Public-IvS dataset and find that 

although this dataset is similar to a general face dataset, our system still generalizes well. 
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6.2 FUTURE WORK 

This application has more advantages future work of this project to increases the high quality of 

dataset. The classification-based loss functions are able to capture global information and thus 

achieve state-of-the art performances on general face recognition problems  while the metric 

learning loss functions are shown to be effective on very large datasets . 
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                                                    APPENDIX 

 A. SCREEN SHOT 

 

 

Fig 6.1 login page 

User needs to registers into his application and a request will be sent to central board server for 

authentication. Unless the central board server approves the request user cannot login into his 

account. When central board server approves the request a key will be generated and user can 

login into his account. 
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Fig 6.2 request page 

 

. When central board server approves the request a key will be generated and user can login into 

his account. 

 

Fig 6.3 
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.  After user login into his account he needs to upload certificates namely pan card, aadhar card, 

voter id, ssc certificates to central board server. Central board server will review the certificates 

and accepts or decline the certificates. If central board server accepts the accepts the certificate 

those details will be stored in E.C.S and Blockchain. If central board server declines the certificate 

it won’t be stored in E.C.S. or Block Chain. If user needs a certificate he will send request to 

central board server. 

 

                                 

 

Fig 6.4 
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. If central board server found the user details to be genuine he accepts the request and forward a 

request to E.C.S where all the certificates will be there. E.C.S. responds for the request and 

certificates will be provided to the user.   

 

 

Fig 6.5 

.   If user wants to apply for any certificates he will send request to central board server and 

central board server will check the details and forward the request to E.C.S. E.C.S will generate 

the QR Code and forwarded to user via central board server. User forwards the QR code to the 

verifying authority and if all details are correct and face matches with live face Verifying authority 

will issue the document. 
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Fig 6.6 Comparing the the live face and id document face  
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B.SOURCE CODE 

Login  

import java.io.IOException; 

import java.io.PrintWriter; 

import javax.servlet.RequestDispatcher; 

import javax.servlet.ServletException; 

import javax.servlet.http.HttpServletRequest; 

import javax.servlet.http.HttpServletResponse; 

import javax.servlet.http.HttpSession; 

import service.UserDao; 

import com.http.servlet.HttpsServlet; 

 

public class Login extends HttpsServlet { 

 

 public void doPost(HttpServletRequest request, HttpServletResponse response) 

   throws ServletException, IOException { 
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  response.setContentType("text/html"); 

  PrintWriter out = response.getWriter(); 

  //--------------------------- 

  UserDao userDao = new UserDao(); 

  String email = request.getParameter("email"); 

  String password = request.getParameter("password"); 

  String result = userDao.userLogin(email, password); 

  if (!result.equalsIgnoreCase("no")) { 

   System.out.println("---------------------->>>>"+result); 

   String temp[] = result.split(","); 

   if (temp[1].equalsIgnoreCase("pending")) { 

    request.setAttribute("msglog", "Your request is in pending..."); 

    RequestDispatcher rd = request.getRequestDispatcher("index.jsp"); 

    rd.forward(request, response); 

   }else if(temp[1].equalsIgnoreCase("declined")){ 

    request.setAttribute("msglog", "Your request is rejected"); 

    RequestDispatcher rd = request.getRequestDispatcher("index.jsp"); 
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    rd.forward(request, response); 

   } else { 

    HttpSession session=request.getSession(true); 

    session.setAttribute("image", temp[2]); 

    session.setAttribute("email", email); 

    session.setAttribute("name", temp[0]); 

    RequestDispatcher rd = request.getRequestDispatcher("menu.jsp"); 

    rd.forward(request, response); 

   } 

  } else { 

   request.setAttribute("msglog", "Invalid email or password"); 

   RequestDispatcher rd = request.getRequestDispatcher("index.jsp"); 

   rd.forward(request, response); 

  } 

  out.close();} 

} 

Userdao 
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import java.util.List; 

import hibernate.util.HibernateUtil; 

import org.hibernate.Criteria; 

import org.hibernate.Session; 

import org.hibernate.Transaction; 

import org.hibernate.criterion.Restrictions; 

import model.CertificatesPojo; 

import model.QrPojo; 

import model.UserPojo; 

 

public class UserDao implements MethodInterface { 

 

 @Override 

 public boolean saveUser(UserPojo userPojo) { 

  boolean result = false; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 
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  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(UserPojo.class); 

   cr.add(Restrictions.eq("email", userPojo.getEmail())); 

   List<UserPojo> list = cr.list(); 

   if (list.isEmpty()) { 

    session.save(userPojo); 

    result = true; 

   } 

   tx.commit(); 

 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 



               

42 

 

  } finally { 

   session.close(); 

  } 

  return result; 

 } 

 

 @Override 

 public boolean setProfile(String email, String image) { 

  boolean result = false; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(UserPojo.class); 

   cr.add(Restrictions.eq("email", email)); 

   List<UserPojo> list = cr.list(); 
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   if (!list.isEmpty()) { 

    UserPojo userPojo = list.get(0); 

    userPojo.setImage(image); 

    session.update(userPojo); 

    result = true; 

   } 

   tx.commit(); 

 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return result; 
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 } 

 

 @Override 

 public String userLogin(String email, String password) { 

  String result = "no"; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(UserPojo.class); 

   cr.add(Restrictions.eq("email", email)); 

   cr.add(Restrictions.eq("password", password)); 

   List<UserPojo> list = cr.list(); 

   if (!list.isEmpty()) { 

    for (UserPojo userPojo : list) { 

     result = userPojo.getName() + "," + userPojo.getUid() + "," 
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       + userPojo.getImage(); 

    } 

   } 

   tx.commit(); 

 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return result; 

 } 

 

 @Override 
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 public boolean saveCertificates(CertificatesPojo certificatesPojo) { 

  boolean result = false; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   session.save(certificatesPojo); 

   result = true; 

   tx.commit(); 

 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 
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   session.close(); 

  } 

  return result; 

 } 

 

 @Override 

 public List<CertificatesPojo> loadCertificateStatus(String email) { 

  List<CertificatesPojo> list = null; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(CertificatesPojo.class); 

   cr.add(Restrictions.eq("email", email)); 

   list = cr.list(); 

   tx.commit(); 
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  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return list; 

 } 

 

 @Override 

 public boolean updatePanCard(String email, String panCard, 

   String panStatus, String type) { 

  boolean result = false; 

  Session session = HibernateUtil.openSession(); 
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  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(CertificatesPojo.class); 

   cr.add(Restrictions.eq("email", email)); 

   List<CertificatesPojo> list = cr.list(); 

   if (!list.isEmpty()) { 

    if (type.equals("pan card")) { 

     CertificatesPojo certificatesPojo = list.get(0); 

     certificatesPojo.setPanCard(panCard); 

     certificatesPojo.setPanStatus(panStatus); 

     certificatesPojo.setStatus("pending"); 

     session.update(certificatesPojo); 

     result = true; 

    } else if (type.equals("aadhar card")) { 

     CertificatesPojo certificatesPojo = list.get(0); 
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     certificatesPojo.setAadharCard(panCard); 

     certificatesPojo.setAadharStatus(panStatus); 

     certificatesPojo.setStatus("pending"); 

     session.update(certificatesPojo); 

     result = true; 

    } else if (type.equals("voter id")) { 

     CertificatesPojo certificatesPojo = list.get(0); 

     certificatesPojo.setVoterId(panCard); 

     certificatesPojo.setVoterIDStatus(panStatus); 

     certificatesPojo.setStatus("pending"); 

     session.update(certificatesPojo); 

     result = true; 

    } else if (type.equals("sslc")) { 

     CertificatesPojo certificatesPojo = list.get(0); 

     certificatesPojo.setSslc(panCard); 

     certificatesPojo.setSslcStatus(panStatus); 

     certificatesPojo.setStatus("pending"); 
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     session.update(certificatesPojo); 

     result = true; 

    } 

   } 

   tx.commit(); 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return result; 

 } 

 

 @Override 
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 public boolean saveQR(QrPojo qrPojo) { 

  boolean result = false; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(QrPojo.class); 

   cr.add(Restrictions.eq("email", qrPojo.getEmail())); 

   cr.add(Restrictions.eq("certificates", qrPojo.getCertificates())); 

   List<QrPojo> list = cr.list(); 

   if (list.isEmpty()) { 

    session.save(qrPojo); 

    result = true; 

   } 

   tx.commit(); 
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  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return result; 

 } 

 

 @Override 

 public List<QrPojo> loadQr() { 

  List<QrPojo> list = null; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 



               

54 

 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(QrPojo.class); 

   list = cr.list(); 

   tx.commit(); 

 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 

   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return list; 

 } 
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 @Override 

 public List<QrPojo> loadQr(String email) { 

  List<QrPojo> list = null; 

  Session session = HibernateUtil.openSession(); 

  Transaction tx = null; 

  try { 

   tx = session.beginTransaction(); 

   tx.begin(); 

   Criteria cr = session.createCriteria(QrPojo.class); 

   cr.add(Restrictions.eq("email", email)); 

   list = cr.list(); 

   tx.commit(); 

 

  } catch (Exception e) { 

   if (tx != null) { 

    tx.rollback(); 

   } 
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   e.printStackTrace(); 

  } finally { 

   session.close(); 

  } 

  return list; 

 } 


