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An limage lsteganography lapproach lbased lon lAES l 

 

Abstract l 

 

The lproposed lpaper, lworks lupon lthe lidea lof lsecuring lthe lclassified 

linformation. lThis lis lachieved lby lusing lsteganography lwhich lis lan lapproach 

lto lhide lclassified linformation linto lsome lother lfile lwhile lmaintaining lits lvisual 

laids land lsecondly lis lcryptography lwhich lworks lupon ltextual ldata land 

ltransform lit lin la lway lthat lno lone lcan lcomprehend lit. lThe lproposed lmethod 

lsecures lthe lweaker lsection lwhich lis lthe lkey lin lAdvance lEncryption 

lStandard lusing lhashing ltechnique. l 

 

 lThe lproposed lwork lenhances lthe llevel lof lconcealment lof linformation 

lfrom lunauthorized laccess land lfor lcovert linformation lexchange lby lencrypting 

lthe ldata land lhiding lit linto la lmultimedia lfile lknown las limage. lThe lSecure 

lHash lAlgorithm l256 lgenerates la lhash lkey lof l256 lbits lwhich lis lan 

lunbreakable lhashing ltechnique lafter lthat lthe lkey lis lused lin lthe lprocess lof 

lencrypting lthe ltext lwith lAdvance lEncryption lStandard l256 lwhich lis lan 

lunbreakable lencryption ltechnique ltill lthis ltime land la lcipher ltext lis lobtained. 

l l 

 

The lcipher ltext lis lembedded linto la ltarget limage lusing lLeast 

lSignificant lBit lmethod lwhich lmake lchanges lin limage lthat lcannot lbe 

lunderstand lby lnaked leyes. lThe lchange lin lbyte lis l0.000002%. lIt lensures 

lthe lvisual lquality lof lan limage lremains lintact. lThe ldistortion lor lchange lin 

lthe limage lremains lintermittent lto lhuman leyes. l l 

 

The lmajor lissue lconcerned lfor lthe lgovernment land lsecurity lagencies 

lsuch las lwere lto lexchange lhighly lclassified linformation lin la lsecure land 

lundetectable lmanner land labide lthe lnotion lof lhacker lto lcomprehend lany 



 

 

lsuch linformation. lkeywords- lAES, lCryptography, lImage lsteganography, lLSB, 

lSHA- l256. l l 

 

INTRODUCTION l 

Data lplays la lvital lrole lin lmerely leach lvertical lor ldomains. lData 

lprovides lthe lnext llevel lof linsight linto ldifferent lverticals. lThe ldata lhas la 

lversatile lnature lfrom lpersonal lto leconomic, lgovernmental, lnational lsecurity, 

ltechnology land lso lon. lAs lwe lall lknow lthe ldata lis lthe lnew loil lso lwhen 

lstoring, lexchanging, land lusing ldata lis ldone lthen larrives la lhigh 

lresponsibility lto lmaintain lits lconfidentiality, lintegrity, lavailability lof lthe ldata. l l 

The lhigher lthe lconfidential linformation, lhigher lthe lsecurity lis lneeded. 

lFrom lseveral lyears ldata lhiding lhas lcaptured lthe lminds lof lsecurity lagencies 

land lresearchers. lDigital lwatermarking, lfiltering l& lmasking land lother 

lsteganographic ltechniques lare lused lto lhide lconfidential ldata linto ldigital 

limages. l l 

The lcryptography lconverts lthe lplain ltext linto lan lincomprehensible 

lcipher ltext lwhereas lsteganography lconceals lthe l8 

 

traces lof lthe ldata lthat lcould lbe lever lexisted. lSteganography lcan lbe 

lperformed lon lany ltype lof lfile ltext, lvideo, laudio, limage, letc. lany lmultimedia 

lfile lcan lfall lunder lthis lcategory l[1]. lWhen lhackers lwant lto laccess la 

lsystem, lthey lwill laim lfor lthe lweakest lpoint, lwhich lis lnot lthe lencryption, lbut 

lthe lkey. lAES-256 lis lmost lsecure lencryption ltechnique land ltill lnow lthere lis 

lno lreport lof lits lcracking. lBut lthe lkey lis lthe lweakest lpoint lit lorder lto lsecure 

lthat lSHA-256 l(Secure lHash lAlgorithm) lwill lbe lused lthat lwill lgive la lhash 

lvalue. l l 

Hash lis lnot l„encryption‟ lbecause lit lcan lnever lbe ldecrypted lback lto 

lthe linitial ltext, lit la lone lway lstreet. lThis lmakes lthe lsystem lrobust land 

lpatches lthe lweakest llink. lIn lthis lpaper, lour lfindings ldefine lthat lthe lsystem 

lfirst lthe lkey lwill lbe lentered land lit lwill lbe lhashed lusing lSecure lHash 

lAlgorithm l(SHA256) linto la lhash ldata lor lkey lwhich lwill lbe lused lin lAES 

lencryption lwhere ldata lget lencrypted lby lthe lhelp lof lthe lkey, lby lencryption 

la lnon-understandable lcipher ltext lis lgenerated. l l 



 

 

And lthen lthis lcipher ltext lis lembedded linto lthe limage lusing lthe lLSB 

ltechnique, land lthe lchange lwas linto lbyte lis l0.000002% lwhich lis lan lalmost 

lnegligible land lsteganographic limage lor ltarget limage lis lgenerated lcontaining 

lsecret ldata. lAnd linvisible lto lnaked lhuman leyes. lHence, la lsecured lsystem 

lis lcreated lwhere lhashing, lencoding las lwell las ldata lhiding lall lare lperformed 

lrespectively. lThis lenhances lthe llevel lof lsecurity lin lthe lconcealment lof 

lcovert ldata lexchange land linformation lhiding. l l 

 

 

LITERATURE lREVIEW l l 

The levolution lin ltechnology lchanges lthe llife lof lmankind. lAs lthe 

ltechnology leases lmankind llife, lit lalso lbrings la lneed lfor ladditional lsecurity. 

lSteganography lis la lmechanism lof lhiding lconfidential land lsensitive 

linformation lin limages lto lhave lsecure land luntraceable l communication l

 between l multiple l individuals. lSteganography lensures lthe lexchange lof 

ldata lcovertly lusing lany ldigital lcommunication lmedium, leven lthe ltoughest 

lcondition lof lconstant lmonitoring. lThere lis la lpossibility lof ldoing lcovert 

lcommunication land lexchange lof ldata lwithout lbeing lget lnoticed land lno lone 

lcan limagine lthe lexistence lof la lsecret lmessage linside lan limage. lThe 

lembedding lis ldone lby lweakening lsome lof lthe ltraits lof lother lmedia lsuch las 

limage, laudio, lvideo lfiles lwhich lare lalso lknown las lcover. l l 

The lFinal lresultant lhas lthe lsame lproperties lof lcover l 

media. lThe lcover lcontains lthe lcrucial lsecret ldata lin lit. lWhen la lsecret ldata 

lis lconcealed linside la lcover limage, lthen lit lresults lin la lstego limage. lThis 

lpaper ldepicts lthe lconcept lof lsteganography land lproposed lmethodologies lof 

lsteganographic limages lSHA-256 lwas ldeveloped lby lUnited lStates lNational 

lSecurity lAgency land lthen lgot lrecognized las lwell las lpublished lin lthe lyear 

l2001. lSHA-256 lis la lcryptographic lhash lalso lknown las lthe ldigest. lIt 

lgenerates la lunique l256-bit l(32 lbytes) lcode lof la ltext. lA lhash lis lnot lan 

lencryption ltechnique lso, lit lcannot lbe ldecrypted lback lto loriginal ldata. lIt 

lcreates la lfixed lsize lof lcode lfrom lthe lsource ltext. lIt lis la lsingle lway 

lcryptographic lfunction. l l 



 

 

The lhash lversion lof lthe ltext lis lalways lgets lcompared lonly, l 

which lenhances lsecurity. lIt lavoids ltransmitting lpassword lin loriginal lview 

lformat, leven lif lthe lmessage lgets lintercepted lbetween lthe lmedium lor 

lchannel lthen lalso linterceptor lcan lnever lreach lto lthe loriginal lpassword. lThe 

lNIST l(National linstitute lof lstandard land ltechnology) lapproves lthat lit lhas 

lnever lbeen lcompromised l[2]. l l 

 The l Advance l Encryption l Standard l (AES) l is l a l 

cryptographic lalgorithm lwhich lis lused lto lencrypt lthe ltextual ldata lin lan 

lincomprehensible lmanner. lAnd lit lis la lmost lsecured lencryption lstandard ltill 

lnow lwhere lno lsigns lof lits lbreakage lbeen lreported ltill lyet. lIt lis la lsymmetric 

lkey lalgorithm, lwhich lmeans lthe lsame lkey lis lused lfor lboth lencryption land 

ldecryption lboth. lIt luses la lblock lcipher lof lsizes l128, l168, l192, l224 land l256 

lbits. lIt luses lseveral lways lin lAES llike lXOR loperation, lsubstitution, 

lpermutation loperation, lrows land lcolumn lshifting l[3]. l l 

Based lon ltable l1 land lafter ldoing la ldetailed lstudy, lthe l 

proposed lsystem ltechnique lhas lbeen lchosen lin lorder lto lhave la lrobust 

lsystem lwhich lin lall laspect lcan lshield lthe lclassified linformation land ldata 

lwithin lit. l l 

 

 

 



 

 

PROPOSED lMETHOD l 

The lProposed lmethodology lis lto lcreate la lsystem lwhich lcould lbe 

lused lfor lcovert lcommunication lwithout lany lhint lthat lsome lclassified ldata lis 

lbeing lexchanged lvia lusing limage lsteganography land lsecuring lthat ldata 

lwith lcryptographic ltechnique land leven lsecuring lits lvulnerable larea lthat lis 

lkey lby lusing lhashing. l l 

 

A.Least lSignificant lBit l(LSB) l 

 

The lsteganography ltechnique lembeds lthe ldata linto lthe lcover limage lor 

ltarget limage. lThis lcan lbe lachieved lby lusing lvarious lsteganographic 

ltechniques. lFrom la lpool lof lsteganographic ltechniques lI lwill lbe 

laccomplishing lthis ltask lwith lthe lusage lof lLSB. lThis ltechnique lis 

limplemented lby lmaking lchanges lin lthe lleast lsignificant lbit l(LSB) lof la lbyte. 

lLSB lis la lmost lpromising lsteganographic ltechnique lwhich lconceals lthe ldata 

lin lthe limage land lno lone lcan lget la lwhisper lthat lthe limage laccommodates 

lsome lcrucial ldata lwithin lit. lLSB lprovides lthe lleast lchange lin lthe limage 

lwhich lis lfar lfrom lpersistent lof la lhuman lnaked leye. l l 

The lchange lin la lbyte lis l0.000002% lwhich lis lalmost lnegligible. lThe 

lleast lsignificant lbit lof lthe lcover limage lbytes lis lchanged lby la lbit lof lthe 

lclassified ldata. lLSB lfunctions lfinest lwith l24- lbit lmap l(BMP) land lPNG 

limages lin lwhich leach lpixel lis lconstituted lof l3 lbytes l(red, lgreen, lblue) lcolor 

lrespectively. l 

 lLSB lprovides la lmethod lto lstore l3 lbits lof linformation lin la lsingle 

lpixel, lby lmaking la lchange lin lone lbit lof leach lcolor lcomponent. l 

Therefore, lby lusing la l256*256 limage, lLSB lcan lstore l196608 lbits l(i.e. l 

24576 lbytes) lof ldata linside lthis lcover limage. l 

 



 

 

 

 

The ltable l2 lcontains lthe lpixel lgird lof la limage lwhere leach lpixel 

lflourishes lsome lcolors. lWhereas lIn ltable l3 lit lcan lbe lclearly lseen lthat lthe 

lpixel lgrid lof lthe lcover limage lhas lbeen lchanged lin lorder lto lembed ldata 

linto lit. l 

 lAnd lthe lchange lin leach lpixel lis lso lnominal lthat lit lcannot lbe ltraced. 

lLSB lmakes luse lof llossless lcompression lprovided lby lPNG limages. 

lconsecutive lbytes lof lthe limage ldata lare lused lto lembed lthe linformation, 

linitially lfrom lthe lfirst limage lpixel lof leach lbyte lof lthe lmessage lin lrespective 

lorder. lConsequently, lLSB lis lthe lbest lway lto lhide ldata land lcommunicate 

lcovertly lbut lif lany lhacker lthinks lthat lthe limage lcontains lconfidential ldata, 

land lhe lwill ltry lto lextract lthe lcrucial ldata lfrom lit lby luse lof lsteganalysis 

ltools land lif lhe lis laccomplishing lhis lgoal lthen lour lcrucial ldata lis lin lwrong 

lhands. lIt lorders lto lachieve la lhigher llevel lof lsecurity lthis lproposed lsystem 

lis lcreated lwhich ladd lon ladvance llevel lof lsecurity. lThis ladd lon lintricate 

lmultiple llayers lof limperishable lsecurity. lThe limage lconstitutes lof lpixels lthat 

ldo lnot lengage lchanges lin lthe lanatomy lof lthe lmessage lin lorder lto 

laccomplish lsecure land limperceptible lcommunication. l l 

A lsteganographic ltechnique lcould lembed lan lencrypted ldata lin lthe 

lcover limage. lThe lproposed lmethod lacquires lLSB ltechnique lin lorder lto 

lreplace lthe lleast lsignificant lbits lin lthe lcover limage lwhich lcontains lbits lof 

lthe lhidden lmessage. l 

 lIn lsuccession lto lenhance lthe lsecurity llevel lof lthe lproposed lsystem, 

lthe lcovert ldata lshould lbe lencrypted lusing lAES lencryption lusing la lkey 



 

 

lwhich lis lgenerated lusing lthe lSHA-256 lhashing ltechnique. lThe lproposed 

lsystem lensure lthe ldifference lbetween lan loriginal limage land la lcover limage 

lwhich lremains limperceptible lto lhuman lsenses, lmeanwhile lsustaining lthe 

lintegrity lof lthe lconfidential ldata lwithout lany lloss. l l 

 

B. lSecure lHash lAlgorithm l(SHA-256) l l 

 

The lSecure lHash lAlgorithm l(SHA-256) lis la lpart lof lfamily. lThe lfamily 

lof lcryptographic lhash lfunctions lwhich lwas lpublished lby lthe lNational 

lInstitute lof lStandards land lTechnology las la lU.S. lFederal lInformation 

lProcessing lStandard. lSHA-256 lis lpatented lin lUS lpatents l6829355. lHash lis 

lnot l„encryption‟ lbecause lit lcan lnever lbe ldecrypted lback lto lthe linitial ltext. l 

 lIt lis lof lfixed llength lfor lany lvarying llength lof lthe lsource ltext. lSHA-256 

lis lachieved lby lthe lfollowing lsteps llike lpadding, lappend llength, ldivide lthe 

linput linto l512bit lblocks, ladd lchaining lvariable, lprocess lblock lrespectively. 

lSHA-256 lgenerates la lunique l256-bit lor lwe lcan lsay l32-byte lof lhash lcode. 

lIt ldoes l64 lrounds lin lorder lto lreach lto lthe lfinal lhash lvalue. l l 

The ltext llength lupto264 lbiti.e l(2.3 lexabyte) lwill lalso lbe ltransformed 

linto la ldigest lsize lof l256 lbits l(32 lbytes). l16.80 lcycles lper lbyte lon l64-bit 

lprocessor lx86 larchitecture. lIt lhas l64 literations lin lone lcycle. lWhich lmakes lit 

lmore lsafe land lsecure. l l 

 

 

C. lAdvance lEncryption lStandard l(AES-256) l l 

 



 

 

AES lis la lsymmetric lkey lencryption ltechnique, lwhich luse lonly lone 

lsecret lkey lto lcipher(encrypt) land ldecipher(decrypt) ldata. lAdvanced 

lEncryption lStandard l(AES) lis lonly lpublicly laccessible lencryption ltechnique 

lauthorized lby lthe lUS lNational lSecurity lAgency l(NSA) lfor lsecuring ltop 

lclassified lsecret ldata. lAES lwas learlier lknown las lRijndael lafter lits ltwo 

lamazing ldevelopers lknown, lBelgian lcryptographers lVincent lRijmen land lJoan 

lDaemen. lAES-256, luses la lkey llength lof l256 lbits, lit luses lthe llargest lbit 

llength land lis lpractically ladamantine lby lbrute lforce lattack lon lthe lbasis lof 

lcurrent lcomputing lpower, lwhich lmakes lit lthe lstrongest lencryption lstandard. l 

l 

The lAES lencryption lmethod lfirst lperforms lsubstitution lof ldata lusing 

la lsubstitution ltable; lwhich lis lfollowed lby lshifting lof ldata lrows, lthen lafter 

lthat lmixing lof lthe lcolumns ltakes lplace, land lfinally lthe llast ltransformation 

lwith la lsimple lexclusive l(XOR) loperation lperformed lon leach lcolumn lusing la 

ldifferent lpart lof lthe lencryption lkey lThe lfollowing ltable lshows lthat lpossible 

lkey lcombinations lexponentially lincrease lwith lthe lkey llength. lAnd lit lalso 

lmakes lit lhard lto lcrack lit l 

 

 

 

 

Figure l2: lThe lDiagrammatic lrepresentation lof lAES-256 l 

 



 

 

 

 

 

 

The llength lof lthe lkey lis lof l256 lbit l(32 lbyte) lso, l14 lrounds lof 

lAES lencryption lhave lbeen lperformed land las la lresult lan lincomprehensible 

lcipher ltext lis lgenerated. lSame lkey lis lused lin ldecryption lprocess lalso land 

las la lresult lthe ltext lis lobtained lby lrunning l14 lrounds lof ldecryption. lAll lthe 

lprocess lexecutes lin la lreverse lorder lin la lway lto lget lthe lplain ltext. l 

 

PHASES lOF lTHE lPROPOSED lMETHOD l l 

 

The lfirst lphase linvolves lkey lgeneration lwhich lis ldone l 

by lusing lSHA-256 la lhashing ltechnique. lHash lis lnot l„encryption‟ lbecause lit 

lcan lnever lbe ldecrypted lback lto lthe linitial ltext. lIt lis lof lfixed llength lfor lany 

lvarying llength lof lthe lsource ltext. lSHA-256 lis lachieved lby lthe lfollowing 

lsteps llike lpadding, lappend llength, ldivide lthe linput linto l512bit lblocks, ladd 

lchaining lvariable, lprocess lblock lrespectively. lSHA-256 lgenerates la lunique 

l256-bit lor lwe lcan lsay l32byte lof lhash lcode. lIt ldoes l64 lrounds lin lorder lto 

lreach lits lfinal lhash lvalue. lSo, lit lis limpermeable land ltill lnow lthere lis lno 

lreporting lof lits lbreakage. lBy lthis, lwe lgenerate lthe lmost lsecure lkey. lThe 

lsecond lphase lis lconverting lthe lPlain ltext ldata linto lcipher ltext lwith lthe lhelp 

lof lkey. lThe lAES lencryption lperforms lseveral ltransformations lon ldata. l 

The linitial lstep lis lto lput lthe ldata linto lan larray, lafter l 



 

 

which lthe lcipher ltransformations lare lrepeated lover la lnumber lof lencryption 

lrounds. lThe lnumber lof ltime lthe lencryption lprocess lwith ltake lplace lone 

lafter lthe lother lor lthe lnumber lof lrounds ldepends lupon lthe lkey llength, l10 

lrounds lmean la l128-bit lkeys, l12 lrounds lmean l192bit lkeys land l14 lrounds 

lmean l256- lbit lkeys. l l 

For lthe lpurpose lof lthe lproposed lmethod, l14 lrounds lof l 

transformation lwere lendorsed lresulting lin la l256-bit lkey. lAs lthe lHASH-256 

lgenerates la lhash lvalue lof l256 lbit lwhich lwill lbe lused las la lkey lin lAES 

lsystem. lThe lAES lencryption lmethod lfirst lperforms lsubstitution lof ldata lusing 

la lsubstitution ltable; lwhich lis lfollowed lby lshifting lof ldata lrows, lthen lafter 

lthat lmixing lof lthe lcolumns ltakes lplace, land lfinally lthe llast ltransformation 

lwith la lsimple lexclusive l(XOR) loperation lperformed lon leach lcolumn lusing la 

ldifferent lpart lof lthe lencryption lkey. l 

 lAs lAES lis la lsymmetric ldata lencryption ltechnique lor lmethod, 

lthe lsame lkey lis lbeing lused lfor lboth lthe loperations lencryption las lwell las 

ldecryption. lAs la lresult, lcipher ltext lis lobtained lwhich lis lincomprehensible. 

lThere lhas lnot lbeen lany lreport lof lbreakage lof lAES lencryption ltill lnow. lBy 

lwhich lit ladds lon la lone lmore lsecure llayer lover lthe lsystem. lThe lfinal lphase 

lis lembedding lthe lcipher ltext linto lthe limage lin lorder lthat lthere lshould lbe 

lthe lleast ldistortion lin lthe limage lthat lcould lnot lbe lpersistent lto lhuman 

lnaked leyes. l 

 lEach lpixel ldepicts la lcolor, lmainly lit lcomprises lof lthree l 

primary lcolors: lRed, lGreen, lBlue. lRed, lGreen land lBlue lintensities lcan lvary 

lfrom l0 lto l255. lThe lWHITE l= l(255,255,255) lhas lthe lhighest lvalue land 

lBLACK l= l(0,0,0) lhas lthe llowest lvalue. lA lpixel luses l3 lbytes lof lmemory 

lspace, lone lfor leach lcomponent lthat lis lwhy lthe lmaximum lvalue lis l255. lA 

lbyte lconsists lof l8 lbits, land lit lis lrepresented lin la lbinary lnumber l(example: 

l1010 l0101). lThe lmax. lvalue la lbyte lcan lhave lis l1111 l1111, lwhich lis l255 

lin ldecimal lnumber. lThe lcipher ltext lgets lembedded linto lthe lcover limage 

lusing la ltechnique lknown las lleast lsignificant lbit. l 

 lLeast lsignificant lbit lchanges lonly lchange la lsingle lbit lof l 

each lcolor, lrespectively. lIt lmeans lthat la lpixel lis lcomprised lof lthree lcolors 

lred, lblue, lgreen, leach lpixel lconsists lof l3 lbytes lof linformation lof lpixel. lAnd 



 

 

lin la lsingle lbyte lof la lsingle lcolor lwe lonly lchange lthe llast lbit lof lthe lcolor. 

lIt lsummarizes lthat l1 lpixel lcontains l3 lbits lof ldata lonly, lwhich lsignifies lthat 

lonly lthree lcharacters. lSo, lthe lnoise lin lthe limage lis lleast. lAnd lno lchange 

lin loriginal land lcover limage lcan lbe lseen. lFor lexample, lthe lcolor lintensity 

lof lred lis l255 land lwe lchange lthe llast lbit lit lvalue lbecome l254, lthere lis lnot 

la lmajor lchange lin lthe lintensity lof lthe lcolor, lthus lit lcan‟t lbe ldetected lby 

lthe lhuman leye. l l 

 

 

 

 

A.Algorithm lFor lEmbedding lData lInto lImage lAnd lCreating lStego-Image. l 

l 

 

Step l1 l Start 

Enter lthe ltext l(T) lof lany llength. l l 

Step l2 l 

// lUser lshould lenter lclassified linformation. 

Enter lthe lkey l(k) lof lany llength. l l 

Step l3 l //The luser lneed lto lenter la lpassword lto lprotects lits ldata lvia l 

encryption land ldecryption lis ldone lusing lit 

Enter lthe lCover limage l(I) lwith lextension land lpath. l l 

Step l4 l //Enter lthe lpath lof limage lfile lwith lits lname lwhich lwill lbe l 

hiding lthe lclassification linformation lin lit. l 

The lkey l(k) lundergoes lSHA-256 lhashing ltechnique land la l 

Step l5 l hash lvalue l(H) lis lobtained. l l 

// lA lsecure lkey lis lobtained lwhich lsecure lweaker lsection. l 

Hash lvalue l(H) lis lused las la lkey lin lAES-256 lencryption l 



 

 

Step l6 l and lplain ltext l(T) lis lconverted linto lcipher ltext l(CT) lby l 

using lAES-256 lencryption lalgorithm 

Cipher ltext lis lembedded linto lthe limage l(I) lusing lLSB la l 

steganographic ltechnique land la lstego-image l(ST) lis l 

Step l7 l l 

obtained. l// lStego-image lcan lbe lshared lnow lusing lany l 

communication lchannel. l l 

Step l8 l l End l l 

 

 

 

B.Algorithm lFor lExtracting lData lFrom lStego-Image 

 

Step l1 l Start 

Step l2 l 

Enter lthe lStego limage l(ST) lwith lextension land lpath. l 

l//Enter lthe lpath lof limage lfile lwith lits lname lwhich lis lhaving 

lclassified linformation lin lit. l 

Step l3 l 

Steganalysis lon lthe lStego limage l(ST) lis lperformed land 

lcipher ltext l(CT) lis lobtained. l l 

//Steganalysis lis la lprocess lto lrecover ldata lhidden ldata lfrom 

lthe limage 

Step l4 l 

Enter lthe lkey l(K) lthete lundergoes lSHA-256 lhashing 

ltechniques land la lhash lvalue l(H) lis lobtained. l l 

//A lsecure lkey lis lobtained lby lwhich ldata lcan lbe lonly 

lretrieved. 



 

 

Step l5 l 

Hash lvalue l(H) lis lused las la lkey lin lAES-256 ldecryption 

land lcipher ltext l(CT) lis lconverted linto lplain ltext l(T) lby 

lusing lAES-256 ldecryption l lalgorithm. l//Original lclassified 

linformation lis lobtained. l 

Step l6 l End l 

 

 

 

 

 

Fig l3. lFlowchart lof lproposed lsystem l(Interface lDiagram) l 



 

 

 

 

Fig l4. lDetailed lArchitecture lof lProposed lMethod 

 

EXPERIMENTAL lRESULT l 

 

The lproposed lmethod lhas lbeen limplemented lin lorder linvent la 

lsecure land limpermeable lsystem. lAnd lto ldo lan lanalysis lof lthe lresult lin 

lorder lto lfind lout lwhether lthe lproposed lsystem lis lworking laccordingly las 

lper ldesign lin lconsideration lof lrequirements lor lnot. l l 

 



 

 

 

Table l5: lOriginal land lStegno limages l 

 

The labove ltable l5 ldepicts lthat lno lchange lcan lbe lseen lor 

lpersistent lto lhuman lnaked leyes land lwe lcannot lfind lout lthe ldifference 

lbetween lboth lthe limages li.e. loriginal land lstego limage. lSo, lby lthis 

lconfidentiality land lcovertness lof lthe lcrucial ldata lremains lstagnant. lNow, lif 

lwe lmove lforward lto ltable l6 lit ldepicts lthat lno lchange lin lthe ldimension lof 

lthe limage lis lseen lno lmatter lhow lmuch lamount lof ldata lbeen linput linto lthe 

limage. l l 

Apparently, lthe ldata lshould lalways lbe lless lthan lthe lcapacity lof 

lthe limage lto lhold lit. lThe lmajor ldifference lis lthat lif lthe ldata li.e. lembedded 

lin lthe loriginal limage lcomprises lless lthan l1 lKB lthen lwe lcannot lsee lthe 

ldifference lin lthe lsize lof lthe limage.Otherwise, lthe lsize lof lthe limage lgets 

lslightly lincrease las lper lthe lsize lof lthe ldata. l l 

I lhave lused lpython l(Programming llanguage) lin lorder lto limplement lthe 

lalgorithm landto lcreate la ldata lsecuring lsystem. lAnd lthe llibraries lwhich lI 

lhave lused lare:- 

 

1.pycryptodome lin lorder lto lperform lAES l(Advance lEncryption lStandard) 

lencryption land ldecryption. l l 

 

2. lSteganoin lorder lto limplement limage lsteganography lvia lLSB l 

(Least lSignificant l l l l l lBit). l l 

 

3.Hashlib lin lorder lto lperform lhashing lvia lSHA-256 l(Secure lHashing 

lAlgorithm). l l 

 



 

 

 

 

 

 

 

 

 

 

The lscreenshot lof lthe lProposed lworking lsystem l 

 

1.Encoding 

 

 

2.Decoding l l 

 

 

3.Wrong lPassword l l 

 



 

 

 

 

The labove lscreenshot ldepicts lthat lthe lworking lof lthe lproposed 

lsystem lis lefficient land laccomplish lthe ltask land lfunctionally lrobust. lIf lthe 

lkey lis lwrong lthe ldata lcannot lbe lextracted lfrom lit, leven lif lthe l1 lst llayer lof 

lprotection lis lbeen lbreached lby lany ltechnique land lthe lhacker lidentifies lthe 

limage lcontains ldata. lThen lalso lthe ldata lis larmored lwith lother llayer lof 

lprotection land lit lcannot lextract ldata lfrom lit las lit lis lstill lbeing lprotected 

lfrom lcryptographic ltechnique. lThe lproposed lsystem lis lrobust land lif la 

lhacker ltries lto lextract lthe ldata lfrom lthe limage, lit lis lshielded lwith lhashing, 

lencryption, land limage lsteganography. l l 

In lwhich leach ltechnique lis limpermeable land lcombination lof lall lthe 

lthree lmake lit lextremely lsecure. lHence, lthe lproposed lmethod lmanifest lto 

lprovide lrobustly land lsecure limage lsteganography las lwell las la lsecure land 

linoculative lsystem lagainst ldata lhacking. l l 

 

CODE l l 

 

1)Key lCreation land lHide lMethod 

 



 

 

 

 

 

 

2) lRetrieve lMethod l l 

 



 

 

 

 

 

 

 

 

 



 

 

RESULT lANALYSIS l 

By lthe lcombination lof lall lthree lmethods lwe lcreated la lrobust 

lsystem. lThe ldata lgets lencrypted lby lmost lsecure lcryptographic ltechnique 

land lthen lthis ldata lgets lhided linside lan limage lwhich lleaves lno lmark lof lany 

lclassified linformation lcommunication ltaking lplace. l l 

As lthe lvisual laids lremains lintact. lIts lresults lcan lbe lseen lin ltable 

l5 l& ltable l6. lAnd lthe lweak lpoint lthat la lhacker ltargets lis lalso lbeen 

lprocured lwhich lis la lkey lby lhashing ltechnique land lthe lutilization lof lthat lkey 

lis ldone lin lencrypting land ldecrypting lthe ldata. lWhich ladds lon lthe llayer lof 

lprotection lto lthe lclassified ldata. lSo, lour lgoal lgets lachieved lfirstly lno lsign 

lof lsecret lcommunication land lfor lsafety ladding lmore lsecurity llayers lon lit. 

lThe ldata las lencrypted land lembedded lin lthe limage lat lthe ltime lof lretrieval 

lit lgives lthe lsame ldata lwhile lusing lauthentic lsecure lkey. l l 

SOFTWARE lREQUIREMENTS l 

 

SOFTWARE lREQUIREMENTS: 

•MATLAB l2018b l 

MATLAB 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB lis la lhigh-performance llanguage lfor 

ltechnical lcomputing. lIt lintegrates lcomputation, lvisualization, land 

lprogramming lin lan leasy-to-use lenvironment lwhere lproblems land lsolutions 

lare lexpressed lin lfamiliar lmathematical lnotation. lTypical luses linclude: l 

• Math land lcomputation l 

• Algorithm ldevelopment l 

• Modeling, lsimulation, land lprototyping l 

• Data lanalysis, lexploration, land lvisualization l 

• Scientific land lengineering lgraphics l 

• Application ldevelopment, lincluding lgraphical luser linterface lbuilding l 



 

 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB lis lan linteractive lsystem lwhose lbasic ldata 

lelement lis lan larray lthat ldoes lnot lrequire ldimensioning. lThis lallows lyou lto 

lsolve lmany ltechnical lcomputing lproblems, lespecially lthose lwith lmatrix land 

lvector lformulations, lin la lfraction lof lthe ltime lit lwould ltake lto lwrite la 

lprogram lin la lscalar lnoninteractive llanguage lsuch las lC lor lFORTRAN. l 

 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lname lMATLAB lstands lfor lmatrix llaboratory. 

lMATLAB lwas loriginally lwritten lto lprovide leasy laccess lto lmatrix lsoftware 

ldeveloped lby lthe lLINPACK land lEISPACK lprojects. lToday, lMATLAB luses 

lsoftware ldeveloped lby lthe lLAPACK land lARPACK lprojects, lwhich ltogether 

lrepresent lthe lstate-of-the-art lin lsoftware lfor lmatrix lcomputation. l 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB lhas levolved lover la lperiod lof lyears lwith 

linput lfrom lmany lusers. lIn luniversity lenvironments, lit lis lthe lstandard 

linstructional ltool lfor lintroductory land ladvanced lcourses lin lmathematics, 

lengineering, land lscience. lIn lindustry, lMATLAB lis lthe ltool lof lchoice lfor lhigh-

productivity lresearch, ldevelopment, land lanalysis. l 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB lfeatures la lfamily lof lapplication-specific 

lsolutions lcalled ltoolboxes. lVery limportant lto lmost lusers lof lMATLAB, 

ltoolboxes lallow lyou lto llearn land lapply lspecialized ltechnology. lToolboxes 

lare lcomprehensive lcollections lof lMATLAB lfunctions l(M-files) lthat lextend lthe 

lMATLAB lenvironment lto lsolve lparticular lclasses lof lproblems. lAreas lin 

lwhich ltoolboxes lare lavailable linclude lsignal lprocessing, lcontrol lsystems, 

lneural lnetworks, lfuzzy llogic, lwavelets, lsimulation, land lmany lothers. l 

The lMATLAB lSystem 

 

The lMATLAB lsystem lconsists lof lfive lmain lparts: l 

 

Development lEnvironment. l l lThis lis lthe lset lof ltools land lfacilities lthat lhelp 

lyou luse lMATLAB lfunctions land lfiles. lMany lof lthese ltools lare lgraphical 

luser linterfaces. lIt lincludes lthe lMATLAB ldesktop land lCommand lWindow, la 



 

 

lcommand lhistory, land lbrowsers lfor lviewing lhelp, lthe lworkspace, lfiles, land 

lthe lsearch lpath. l 

The lMATLAB lMathematical lFunction lLibrary. l l lThis lis la lvast lcollection lof 

lcomputational lalgorithms lranging lfrom lelementary lfunctions llike lsum, lsine, 

lcosine, land lcomplex larithmetic, lto lmore lsophisticated lfunctions llike lmatrix 

linverse, lmatrix leigenvalues, lBessel lfunctions, land lfast lFourier ltransforms. l 

The lMATLAB lLanguage. l l lThis lis la lhigh-level lmatrix/array llanguage lwith 

lcontrol lflow lstatements, lfunctions, ldata lstructures, linput/output, land lobject-

oriented lprogramming lfeatures. lIt lallows lboth l"programming lin lthe lsmall" lto 

lrapidly lcreate lquick land ldirty lthrow-away lprograms, land l"programming lin 

lthe llarge" lto lcreate lcomplete llarge land lcomplex lapplication lprograms. l 

 

Handle lGraphics®. l l lThis lis lthe lMATLAB lgraphics lsystem. lIt lincludes lhigh-

level lcommands lfor ltwo-dimensional land lthreedimensional ldata lvisualization, 

limage lprocessing, lanimation, land lpresentation lgraphics. lIt lalso lincludes llow-

level lcommands lthat lallow lyou lto lfully lcustomize lthe lappearance lof 

lgraphics las lwell las lto lbuild lcomplete lgraphical luser linterfaces lon lyour 

lMATLAB lapplications. l 

The lMATLAB lApplication lProgram lInterface l(API). l l lThis lis la llibrary lthat 

lallows lyou lto lwrite lC land lFORTRAN lprograms lthat linteract lwith lMATLAB. 

lIt linclude lfacilities lfor lcalling lroutines lfrom lMATLAB l(dynamic llinking), 

lcalling lMATLAB las la lcomputational lengine, land lfor lreading land lwriting 

lMAT-files. l 

DEVELOPMENT lENVIRONMENT 

Introduction 

 l l l l l l l l l l l l l l l l l l l l l l l lThis lchapter lprovides la lbrief lintroduction lto lstarting 

land lquitting lMATLAB, land lthe ltools land lfunctions lthat lhelp lyou lto lwork 

lwith lMATLAB lvariables land lfiles. lFor lmore linformation labout lthe ltopics 

lcovered lhere, lsee lthe lcorresponding ltopics lunder lDevelopment lEnvironment 



 

 

lin lthe lMATLAB ldocumentation, lwhich lis lavailable lonline las lwell las lin lprint. 

l 

 

Starting land lQuitting lMATLAB 

Starting lMATLAB 

 l l l l l l l l l l l l l l l l l l l l l l l lOn l a l Microsoft l Windows l platform, l

 to l start lMATLAB, ldouble-click lthe lMATLAB lshortcut licon lon lyour 

lWindows ldesktop. l 

 l l l l l l l l l l l l l l l l l l l l l l l lOn la lUNIX lplatform, lto lstart lMATLAB, ltype lmatlab 

lat lthe loperating lsystem lprompt. l 

 l l l l l l l l l l l l l l l l l l l l l l l lAfter lstarting lMATLAB, lthe lMATLAB ldesktop lopens 

l- lsee lMATLAB lDesktop. l 

You lcan lchange lthe ldirectory lin lwhich lMATLAB lstarts, ldefine lstartup 

loptions lincluding lrunning la lscript lupon lstartup, land lreduce lstartup ltime lin 

lsome lsituations. l 

Quitting lMATLAB 

 l l l l l l l l l l l l l l l l l l l l l l l lTo lend lyour lMATLAB lsession, lselect lExit lMATLAB 

lfrom lthe lFile lmenu lin lthe ldesktop, lor ltype lquit lin lthe lCommand lWindow. 

lTo lexecute lspecified lfunctions leach ltime lMATLAB lquits, lsuch las lsaving lthe 

lworkspace, lyou lcan lcreate land lrun la lfinish.m lscript. l 

MATLAB lDesktop 

 l l l l l l l l l l l l l l l l l l l l l l lWhen lyou lstart lMATLAB, lthe lMATLAB ldesktop 

lappears, lcontaining ltools l(graphical luser linterfaces) lfor lmanaging lfiles, 

lvariables, land lapplications lassociated lwith lMATLAB. l 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lfirst ltime lMATLAB lstarts, lthe ldesktop lappears 

las lshown lin lthe lfollowing lillustration, lalthough lyour lLaunch lPad lmay 

lcontain ldifferent lentries. l 



 

 

 l l l l l l l l l l l l l l l l l l l l l l l lYou lcan lchange lthe lway lyour ldesktop llooks lby 

lopening, lclosing, lmoving, land lresizing lthe ltools lin lit. lYou lcan lalso lmove 

ltools loutside lof lthe ldesktop lor lreturn lthem lback linside lthe ldesktop 

l(docking). lAll lthe ldesktop ltools lprovide lcommon lfeatures lsuch las lcontext 

lmenus land lkeyboard lshortcuts. l 

 l l l l l l l l l l l l l l l l l l l l l l l lYou lcan lspecify lcertain lcharacteristics lfor lthe 

ldesktop ltools lby lselecting lPreferences lfrom lthe lFile lmenu. lFor lexample, 

lyou lcan lspecify lthe lfont lcharacteristics lfor lCommand lWindow ltext. lFor 

lmore linformation, lclick lthe lHelp lbutton lin lthe lPreferences ldialog lbox. l 

Desktop lTools 

 l l l l l l l l l l l l l l l l l l l l l l l lThis lsection lprovides lan lintroduction lto lMATLAB's 

ldesktop ltools. lYou lcan lalso luse lMATLAB lfunctions lto lperform lmost lof lthe 

lfeatures lfound lin lthe ldesktop ltools. lThe ltools lare: l 

Command lWindow 

 l l l l l l l l l l l l l l l l l l l l l l l lUse lthe lCommand lWindow lto lenter lvariables land 

lrun lfunctions land lM-files. l 

Command lHistory 

 l l l l l l l l l l l l l l l l l l l l l l l lLines lyou lenter lin lthe lCommand lWindow lare 

llogged lin lthe lCommand lHistory lwindow. lIn lthe lCommand lHistory, lyou lcan 

lview lpreviously lused lfunctions, land lcopy land lexecute lselected llines. lTo 

lsave lthe linput land loutput lfrom la lMATLAB lsession lto la lfile, luse lthe ldiary 

lfunction. l 

Running lExternal lPrograms 

 l l l l l l l l l l l l l l l l l l l l l l l lYou lcan lrun lexternal lprograms lfrom lthe lMATLAB 

lCommand lWindow. lThe lexclamation lpoint lcharacter! lis la lshell lescape land 

lindicates lthat lthe lrest lof lthe linput lline lis la lcommand lto lthe loperating 

lsystem. lThis lis luseful lfor linvoking lutilities lor lrunning lother lprograms lwithout 

lquitting lMATLAB. lOn lLinux, lfor lexample,!emacsmagik.m linvokes lan leditor 



 

 

lcalled lemacs lfor la lfile lnamed lmagik.m. lWhen lyou lquit lthe lexternal 

lprogram, lthe loperating lsystem lreturns lcontrol lto lMATLAB. l 

Launch lPad 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB's lLaunch lPad lprovides leasy laccess lto 

ltools, ldemos, land ldocumentation. l 

Help lBrowser 

 l l l l l l l l l l l l l l l l l l l l l l l lUse lthe lHelp lbrowser lto lsearch land lview 

ldocumentation lfor lall lyour lMath lWorks lproducts. lThe lHelp lbrowser lis la 

lWeb lbrowser lintegrated linto lthe lMATLAB ldesktop lthat ldisplays lHTML 

ldocuments. l 

 l l l l l l l l l l l l l l l l l l l l l l l lTo lopen lthe lHelp lbrowser, lclick lthe lhelp lbutton lin 

lthe ltoolbar, lor ltype lhelp lbrowser lin lthe lCommand lWindow. lThe lHelp 

lbrowser lconsists lof ltwo lpanes, lthe lHelp lNavigator, lwhich lyou luse lto lfind 

linformation, land lthe ldisplay lpane, lwhere lyou lview lthe linformation. l 

Help lNavigator 

 l l l l l l l l l l l l l l l l l l l l l l l lUse lto lHelp lNavigator lto lfind linformation. lIt 

lincludes: l 

Product lfilter l- lSet lthe lfilter lto lshow ldocumentation lonly lfor lthe lproducts 

lyou l lspecify. l 

Contents ltab l l- lView lthe ltitles land ltables lof lcontents lof ldocumentation lfor 

lyour lproducts. l 

Index ltab l l l l l l l l l- lFind lspecific lindex lentries l(selected lkeywords) lin lthe 

lMathWorks ldocumentation lfor lyour lproducts. l 

Search ltab l l l l l l- lLook lfor la lspecific lphrase lin lthe ldocumentation. lTo lget 

lhelp lfor la lspecific lfunction, lset lthe lSearch ltype lto lFunction lName. l 

Favoritestab l l- lView la llist lof ldocuments lyou lpreviously ldesignated las 

lfavorites. l 



 

 

Display lPane 

 l l l l l l l l l l l l l l l l l l l l l l l lAfter l finding l documentation l using l the l

 Help lNavigator, lview lit lin lthe ldisplay lpane. lWhile lviewing lthe ldocumentation, 

lyou lcan: l 

Browse lto lother lpages l l l- lUse lthe larrows lat lthe ltops land lbottoms lof lthe 

lpages, lor luse lthe lback land lforward lbuttons lin lthe ltoolbar. l 

Bookmark lpages l l l l l l l l l l l l l- lClick lthe lAdd lto lFavorites lbutton lin lthe 

ltoolbar. l 

Print lpages l- lClick lthe lprint lbutton lin lthe ltoolbar. l 

Find la lterm lin lthe lpage l- lType la lterm lin lthe lFind lin lpage lfield lin lthe 

ltoolbar land lclick lGo. l 

 l l l l l l l l l l l l l l l l l l l l l l l lOther lfeatures lavailable lin lthe ldisplay lpane lare: 

lcopying linformation, levaluating la lselection, land lviewing lWeb lpages. 

lCurrent lDirectory lBrowser 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB lfile loperations luse lthe lcurrent ldirectory 

land lthe lsearch lpath las lreference lpoints. lAny lfile lyou lwant lto lrun lmust 

leither lbe lin lthe lcurrent ldirectory lor lon lthe lsearch lpath. l 

Search lPath 

 l l l l l l l l l l l l l l l l l l l l l l l lTo ldetermine lhow lto lexecute lfunctions lyou lcall, 

lMATLAB luses la lsearch lpath lto lfind lM-files land lother lMATLABrelated lfiles, 

lwhich lare lorganized lin ldirectories lon lyour lfile lsystem. lAny lfile lyou lwant lto 

lrun lin lMATLAB lmust lreside lin lthe lcurrent ldirectory lor lin la ldirectory lthat lis 

lon lthe lsearch lpath. lBy ldefault, lthe lfiles lsupplied lwith lMATLAB land 

lMathWorks ltoolboxes lare lincluded lin lthe lsearch lpath. l 

Workspace lBrowser 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lMATLAB lworkspace lconsists lof lthe lset lof 

lvariables l(named larrays) lbuilt lup lduring la lMATLAB lsession land lstored lin 



 

 

lmemory. lYou ladd lvariables lto lthe lworkspace lby lusing lfunctions, lrunning lM-

files, land lloading lsaved lworkspaces. l 

To lview lthe lworkspace land linformation labout leach lvariable, luse lthe 

lWorkspace lbrowser, lor luse lthe lfunctions lwho land lwhos. l 

 l l l l l l l l l l l l l l l l l l l l l l l lTo ldelete lvariables lfrom lthe lworkspace, lselect lthe 

lvariable land lselect lDelete lfrom lthe lEdit lmenu. lAlternatively, luse lthe lclear 

lfunction. l 

 

Array lEditor 

 l l l l l l l l l l l l l l l l l l l l l l l lDouble-click lon la lvariable lin lthe lWorkspace 

lbrowser lto lsee lit lin lthe lArray lEditor. lUse lthe lArray lEditor lto lview land ledit 

la lvisual lrepresentation lof lone- lor ltwo-dimensional lnumeric larrays, lstrings, 

land lcell larrays lof lstrings lthat lare lin lthe lworkspace. l 

 

Editor/Debugger 

 lUse lthe lEditor/Debugger lto lcreate land ldebug lM-files, lwhich lare lprograms 

lyou lwrite lto lrunMATLAB lfunctions. lThe lEditor/Debugger lprovides la 

lgraphical luser linterface lfor lbasic ltextediting, las lwell las lfor lM-file ldebugging. 

l 

 l l l l l l l l l l l l l l l l l l l l l l l lYou lcan luse lany ltext leditor lto lcreate lM-files, lsuch 

las lEmacs, land lcan luse lpreferences l(accessible lfrom lthe ldesktop lFile 

lmenu) lto lspecify lthat leditor las lthe ldefault. lIf lyou luse lanother leditor, lyou 

lcan lstill luse lthe lMATLAB lEditor/Debugger lfor ldebugging, lor lyou lcan luse 

ldebugging lfunctions, lsuch las ldbstop, lwhich lsets la lbreakpoint. l 

 

MANIPULATING lMATRICES 



 

 

Entering lMatrices 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lbest lway lfor lyou lto lget lstarted lwith lMATLAB 

lis lto llearn lhow lto lhandle lmatrices. lStart lMATLAB land lfollow lalong lwith 

leach lexample. l 

You lcan lenter lmatrices linto lMATLAB lin lseveral ldifferent lways: l 

• Enter lan lexplicit llist lof lelements. l 

• Load lmatrices lfrom lexternal ldata lfiles. l 

• Generate lmatrices lusing lbuilt-in lfunctions. l 

• Create lmatrices lwith lyour lown lfunctions lin lM-files. l 

Start lby lentering lDürer's lmatrix las la llist lof lits lelements. lYou lhave lonly lto 

lfollow la lfew lbasic lconventions: l 

• Separate lthe lelements lof la lrow lwith lblanks lor lcommas. l 

• Use la lsemicolon, l; l, lto lindicate lthe lend lof leach lrow. l 

• Surround lthe lentire llist lof lelements lwith lsquare lbrackets, l[ l]. l 

 

To lenter lDürer's lmatrix, lsimply ltype lin lthe lCommand lWindow l 

A l= l[16 l3 l2 l13; l5 l10 l11 l8; l9 l6 l7 l12; l4 l15 l14 l1] l 

MATLAB ldisplays lthe lmatrix lyou ljust lentered. l 

A l= l l 

 l l l l16 l l l l l3 l l l l l2 l l l l13 l 

 l l l l l5 l l l l10 l l l l11 l l l l l8 l 

 l l l l l9 l l l l l6 l l l l l7 l l l l l l12 l 

 l l l l l4 l l l l15 l l l l14 l l l l l1 l 



 

 

This lexactly lmatches lthe lnumbers lin lthe lengraving. lOnce lyou lhave lentered 

lthe lmatrix, lit lis lautomatically lremembered lin lthe lMATLAB lworkspace. lYou 

lcan lrefer lto lit lsimply las lA. l 

Expressions 

 l l l l l l l l l l l l l l l l l l l l l l l lLike lmost lother lprogramming llanguages, lMATLAB 

lprovides lmathematical lexpressions, lbut lunlike lmost lprogramming llanguages, 

lthese lexpressions linvolve lentire lmatrices. lThe lbuilding lblocks lof 

lexpressions lare: l 

 

Variables 

 l l l l l l l l l l l l l l l l l l l l l l lMATLAB ldoes lnot lrequire lany ltype ldeclarations lor 

ldimension lstatements. lWhen lMATLAB lencounters la lnew lvariable lname, lit 

lautomatically lcreates lthe lvariable land lallocates lthe lappropriate lamount lof 

lstorage. lIf lthe lvariable lalready lexists, lMATLAB lchanges lits lcontents land, lif 

lnecessary, lallocates lnew lstorage. lFor lexample, lnum_students l= l25 l 

Creates la l1-by-1 lmatrix lnamed lnum_students land lstores lthe lvalue l25 lin lits 

lsingle lelement. l 

 l l l l l l l l l l l l l l l l l l l l l l l lVariable lnames lconsist lof la lletter, lfollowed lby lany 

lnumber lof lletters, ldigits, lor lunderscores. lMATLAB luses lonly lthe lfirst l31 

lcharacters lof la lvariable lname. lMATLAB lis lcase lsensitive; lit ldistinguishes 

lbetween luppercase land llowercase lletters. lA land la lare lnot lthe lsame 

lvariable. lTo lview lthe lmatrix lassigned lto lany lvariable, lsimply lenter lthe 

lvariable lname. l 

 

Functions 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB lprovides la llarge lnumber lof lstandard 

lelementary lmathematical lfunctions, lincluding labs, lsqrt, lexp, land lsin. lTaking 

lthe lsquare lroot lor llogarithm lof la lnegative lnumber lis lnot lan lerror; lthe 

lappropriate lcomplex lresult lis lproduced lautomatically. lMATLAB lalso lprovides 



 

 

lmany lmore ladvanced lmathematical lfunctions, lincluding lBessel land lgamma 

lfunctions. lMost lof lthese lfunctions laccept lcomplex larguments. lFor la llist lof 

lthe lelementary lmathematical lfunctions, ltype lhelpelfun 

 l l l l l l l l l l l l l l l l l l l l l l l lFor la llist lof lmore ladvanced lmathematical land 

lmatrix lfunctions, l l 

 l l l l l l l l l l l l l l l l l l l lSome lof lthe lfunctions, llike lsqrt land lsin, lare lbuilt-in. 

lThey lare lpart lof lthe lMATLAB lcore lso lthey lare lvery lefficient, lbut lthe 

lcomputational ldetails lare lnot lreadily laccessible. lOther lfunctions, llike lgamma 

land lsinh, lare limplemented lin lM-files. lYou lcan lsee lthe lcode land leven 

lmodify lit lif lyou lwant. lSeveral lspecial lfunctions lprovide lvalues lof luseful 

lconstants. l 

GUI 

 l l l l l l l l l l l l l l l l l l l l l l l lA lgraphical luser linterface l(GUI) lis la luser linterface 

lbuilt lwith lgraphical lobjects, lsuch las lbuttons, ltext lfields, lsliders, land lmenus. 

lIn lgeneral, lthese lobjects lalready lhave lmeanings lto lmost lcomputer lusers. 

lFor lexample, lwhen lyou lmove la lslider, lvalue lchanges; lwhen lyou lpress lan 

lOK lbutton, lyour lsettings lare lapplied land lthe ldialog lbox lis ldismissed. lOf 

lcourse, lto lleverage lthis lbuilt-in lfamiliarity, lyou lmust lbe lconsistent lin lhow 

lyou luse lthe lvarious lGUIbuilding lcomponents. l 

 l l l l l l l l l l l l l l l l l l l l l l l lApplications lthat lprovide lGUIs lare lgenerally leasier 

lto llearn land luse lsince lthe lperson lusing lthe lapplication ldoes lnot lneed lto 

lknow lwhat lcommands lare lavailable lor lhow lthey lwork. lThe laction lthat 

lresults lfrom la lparticular luser laction lcan lbe lmade lclear lby lthe ldesign lof 

lthe linterface. l 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lsections lthat lfollow ldescribe lhow lto lcreate 

lGUIs lwith lMATLAB. lThis lincludes llaying lout lthe lcomponents, lprogramming 

lthem lto ldo lspecific lthings lin lresponse lto luser lactions, land lsaving land 

llaunching lthe lGUI; lin lother lwords, lthe lmechanics lof lcreating lGUIs. lThis 

ldocumentation ldoes lnot lattempt lto lcover lthe l"art" lof lgood luser linterface 

ldesign, lwhich lis lan lentire lfield lunto litself. lTopics lcovered lin lthis lsection 

linclude: l 



 

 

Creating lGUIs lwith lGUIDE 

 l l l l l l l l l l l l l l l l l l l l l l l lMATLAB limplements lGUIs las lfigure lwindows 

lcontaining lvarious lstyles lof lGUI lcontrol lobjects. lYou lmust lprogram leach 

lobject lto lperform lthe lintended laction lwhen lactivated lby lthe luser lof lthe 

lGUI. lIn laddition, lyou lmust lbe lable lto lsave land llaunch lyour lGUI. lAll lof 

lthese ltasks lare lsimplified lby lGUIDE, lMATLAB's lgraphical luser linterface 

ldevelopment lenvironment. l 

GUI lDevelopment lEnvironment 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lprocess lof limplementing la lGUI linvolves ltwo 

lbasic ltasks: l 

• Laying lout lthe lGUI lcomponents l 

• Programming lthe lGUI lcomponents l 

 l l l l l l l l l l l l l l l l l l l l l l l lGUIDE lprimarily lis la lset lof llayout ltools. lHowever, 

lGUIDE lalso lgenerates lan lM-file lthat lcontains lcode lto lhandle lthe 

linitialization land llaunching lof lthe lGUI. lThis lM-file lprovides la lframework lfor 

lthe limplementation lof lthe lcall lbacks l- lthe lfunctions lthat lexecute lwhen 

lusers lactivate lcomponents lin lthe lGUI. l 

Features lof lthe lGUIDE-Generated lApplication lM-File 

 l l l l l l l l l l l l l l l l l l l l l l l lGUIDE lsimplifies lthe lcreation lof lGUI lapplications 

lby lautomatically lgenerating lan lM-file lframework ldirectly lfrom lyour llayout. 

lYou lcan lthen luse lthis lframework lto lcode lyour lapplication lMfile. lThis 

lapproach lprovides la lnumber lof ladvantages: l 

The lM-file lcontains lcode lto limplement la lnumber lof luseful lfeatures l(see 

lConfiguring lApplication lOptions lfor linformation lon lthese lfeatures). lThe lM-file 

ladopts lan leffective lapproach lto lmanaging lobject lhandles land lexecuting lcall 

lback lroutines l(see lCreating land lStoring lthe lObject lHandle lStructure lfor 

lmore linformation). lThe lMfiles lprovides la lway lto lmanage lglobal ldata l(see 

lManaging lGUI lData lfor lmore linformation). l 



 

 

Beginning lthe lImplementation lProcess 

 l l l l l l l l l l l l l l l l l l l l l l l lTo lbegin limplementing lyour lGUI, lproceed lto lthe 

lfollowing lsections: l 

Getting lStarted lwith lGUIDE l- lthe lbasics lof lusing lGUIDE 

Selecting lGUIDE lApplication lOptions l- lset lboth lFIG-file land lMfile loptions. 

l 

Using lthe lLayout lEditor l- lbegin llaying lout lthe lGUI. l 

Understanding lthe lApplication lM-File l- ldiscussion lof lprogramming 

ltechniques lused lin lthe lapplication lM-file. l 

Application lExamples l- la lcollection lof lexamples lthat lillustrate ltechniques l 

Which lare luseful lfor limplementing lGUIs. l 

Command-Line lAccessibility 

 l l l l l l l l l l l l l l l l l l l l l l l lWhen lMATLAB lcreates la lgraph, lthe lfigure land 

laxes lare lincluded lin lthe llist lof lchildren lof ltheir lrespective lparents land ltheir 

lhandles lare lavailable lthrough lcommands lsuch las lfind lobject, lset, land lget. 

lIf lyou lissue lanother lplotting lcommand, lthe loutput lis ldirected lto lthe lcurrent 

lfigure land laxes. l 

 l l l l l l l l l l l l l l l l l l l l l l l lGUIs lare lalso lcreated lin lfigure lwindows. lGenerally, 

lyou ldo lnot lwant lGUI lfigures lto lbe lavailable las ltargets lfor lgraphics loutput, 

lsince lissuing la lplotting lcommand lcould ldirect lthe loutput lto lthe lGUI lfigure, 

lresulting lin lthe lgraph lappearing lin lthe lmiddle lof lthe lGUI. l 

 l l l l l l l l l l l l l l l l l l l l l l l lIn lcontrast, lif lyou lcreate la lGUI lthat lcontains laxes 

land lyou lwant lcommands lentered lin lthe lcommand lwindow lto ldisplay lin lthis 

l laxes, lyou lshould lenable lcommand-line laccess. l 

User lInterface lControls 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lLayout lEditor lComponent lpalette lcontains lthe 

luser linterface lcontrols lthat lyou lcan luse lin lyour lGUI. lThese lcomponents 



 

 

lare lMATLAB luicontrol lobjects land lare lprogrammable lvia ltheir lCall lback 

lproperties. lThis lsection lprovides linformation lon lthese lcomponents. l 

 

Push lButtons 

 l l l l l l l l l l l l l l l l l l l l l l l lPush lbuttons lgenerate lan laction lwhen lpressed 

l(e.g., lan lOK lbutton lmay lclose la ldialog lbox land lapply lsettings). lWhen lyou 

lclick ldown lon la lpush lbutton, lit lappears ldepressed; lwhen lyou lrelease lthe 

lmouse, lthe lbutton's lappearance lreturns lto lits lnon ldepressed lstate; land lits 

lcall lback lexecutes lon lthe lbutton lup levent. l 

Properties lto lSet 

String l- lset lthis lproperty lto lthe lcharacter lstring lyou lwant ldisplayed lon lthe 

lpush lbutton. l 

Tag l l l l l- lGUIDE luses lthe lTag lproperty lto lname lthe lcall-back lsub lfunction 

lin lthe lapplication lM-file. lSet lTag lto la ldescriptive lname l(e.g., lclose lbutton) 

lbefore lactivating lthe lGUI. l 

Programming lthe lCall-back 

 l l l l l l l l l l l l l l l l l l l l l l l lWhen lthe luser lclicks lon lthe lpush lbutton, lits lcall 

lback lexecutes. lPush lbuttons ldo lnot lreturn la lvalue lor lmaintain la lstate l 

Toggle lButtons 

 l l l l l l l l l l l l l l l l l l l l l l l lToggle lbuttons lgenerate lan laction land lindicate la 

lbinary lstate l(e.g., lon lor loff). lWhen lyou lclick lon la ltoggle lbutton, lit lappears 

ldepressed land lremains ldepressed lwhen lyou lrelease lthe lmouse lbutton, lat 

lwhich lpoint lthe lcall-back lexecutes. lA lsubsequent lmouse lclick lreturns lthe 

ltoggle lbutton lto lthe lnon ldepressed lstate land lagain lexecutes lits lcall lback. l 

Programming lthe lCall lback 

 l l l l l l l l l l l l l l l l l l l l l l l lThe lcall lback lroutine lneeds lto lquery lthe ltoggle 

lbutton lto ldetermine lwhat lstate lit lis lin. lMATLAB lsets lthe lValue lproperty 

lequal lto lthe lMax lproperty lwhen lthe ltoggle lbutton lis ldepressed l(Max lis l1 



 

 

lby ldefault) land lequal lto lthe lMin lproperty lwhen lthe ltoggle lbutton lis lnot 

ldepressed l(Min lis l0 lby ldefault). l 

Radio lButtons 

 l l l l l l l l l l l l l l l l l l l l l l l lRadio lbuttons lare lsimilar lto lcheckboxes, lbut lare 

lintended lto lbe lmutually lexclusive lwithin la lgroup lof lrelated lradio lbuttons 

l(i.e., lonly lone lbutton lis lin la lselected lstate lat lany lgiven ltime). lTo lactivate 

la lradio lbutton, lclick lthe lmouse lbutton lon lthe lobject. lThe ldisplay lindicates 

lthe lstate lof lthe lbutton. l 

Checkboxes 

 l l l l l l l l l l l l l l l l l l l l l l l lCheck lboxes lgenerate lan laction lwhen lclicked land 

lindicate ltheir lstate las lchecked lor lnot lchecked. lCheck lboxes lare luseful 

lwhen lproviding lthe luser lwith la lnumber lof lindependent lchoices lthat lset la 

lmode l(e.g., ldisplay la ltoolbar lor lgenerate lcall lback lfunction lprototypes). l l l l 

l l l l l l l l l l l l l l l l l l l 

Edit lText 

 l l l l l l l l l l l l l l l l l l l l l l l lEdit ltext lcontrols lare lfields lthat lenable lusers lto 

lenter lor lmodify ltext lstrings. lUse ledit ltext lwhen lyou lwant ltext las linput. l 

The lString lproperty lcontains lthe ltext lentered lby lthe luser. l 

Axes 

 l l l l l l l l l l l l l l l l l l l l l l l lAxes lenable lyour lGUI lto ldisplay lgraphics l(e.g., 

lgraphs land limages). lLike lall lgraphics lobjects, laxes lhave lproperties lthat 

lyou lcan lset lto lcontrol lmany laspects lof lits lbehaviour land lappearance. lSee 

lAxes lProperties lfor lgeneral linformation lon laxes lobjects. l 

 

Figure 

 l l l l l l l l l l l l l l l l l l l l l l l lFigures lare lthe lwindows lthat lcontain lthe lGUI lyou 

ldesign lwith lthe lLayout lEditor. lSee lthe ldescription lof lfigure lproperties lfor 

linformation lon lwhat lfigure lcharacteristics lyou lcan lcontrol. l 



 

 

 

FILTERS 

Non lLocal lmeans lfiltering l l 

 lNon-local lmeans lfilter lis lan lalgorithm lin lsignal lprocessing lfor ldenoising. 

lUnlike lother llocal lsmoothing lfilters, lnon-local lmeans lfilter laverages lall 

lobserved lsamples lto lrecover la lsingle lsample. lThe lweight lof leach lpixel 

ldepends lon lthe ldistance lbetween lits lintensity lgrey llevel lvector land lthat lof 

lthe ltarget lsignal lsample. lThe lNLM lfilter lis lbased lon lthe lassumption lthat 

limage lcontent lis llikely lto lrepeat litself lwithin lsome lneighbourhood l(in lthe 

limage)and lin lneighbouring lframes. lIt lcomputes ldenoised lsample lx(p, lq) lby 

lthe lweighted lsum lof lthe lsurrounding lpixels lof lY l(p, lq) l(within lframe land lin 

lthe lneighbouring lframes). lThis lfeature lprovides la lway lto lestimate lthe lsignal 

lsample lvalue lfrom lnoise lcontaminated lsignals. lIn la lNLM lalgorithm, lthe 

lestimate lof la lpixel lat lposition l(p, lq) lis l 

 

Wheremis lthe lframe lindex, land lN lrepresents lthe lneighbourhood lof lthe 

lsample lat llocation l(p, lq). lK lvalues lare lthe lfilter lweights,i.e, l 

 

Where lV lis lthe lwindow l[usually la lsquare lwindow lcentred lat lthe lpixels lY l(p, 

lq) land lY l(r, ls)] lof lsample lvalues lfrom la lgeometric lneighbourhood lof 

lsamples lY l(p, lq) land lY l(r, ls), lσ lis lthe lfilter lcoefficient, land lf(.) lis la 

lgeometric ldistance lfunction. lK lis linversely lproportional lto lthe ldistance 

lbetween lY l(p, lq) land lY l(r, ls).where lZ lis lthe lblurred lversion lof lthe ltargeted 

lsignal, land lOm lis lthe lweight lmatrix, l 

 

 

 

Log-MMSE lFiltering: l 

 l l l l l l l l l l l l l lThe lproblem lis ldiscussed lin lmore lgenerality lthan lin lmany 

lother lexpositions lspecifically lwe lallow lfor lgeneral lfilter ldelays l(to 



 

 

laccommodate lthe lpitch lfiltering lproblem, lfor linstance) land lcover lboth lthe 

lstochastic lcase land lblock-based lanalyses lwith la lsingle lformalism. lFor 

lmean-square lerror lcomputations, lwe lwill lonly lneed lto luse lat lmost lsecond 

lorder lstatistical lproperties l(correlations land lmeans). lFor lthe lcase lof 

lstochastic lsignals, lthese lnotes llook lat lthe lderivation lof lthe lcorrelation 

lvalues lrequired lfor la lminimum lmean-square lerror lsolution. lWe lalso lexamine 

lsystems lwhich linvolve lcyclo lstationary lsignals l 

(interpolation lfilter, lfor linstance). l l 

 l l l l l l l l l l l l l l l l l l l l l lThe limportant llinear lprediction lproblem lis lexamined 

lin ldetail. lThis lincludes lthe lsetup lfor lnon-equally lspaced ldelay lvalues. lFor 

lthe lequally lspaced ldelay lcase, lwe lcan ldevelop la lrich lset lof lresults. lFor 

lthe lleast-squares lproblem, lthese lnotes lgive la lgeneralized lview lof 

lwindowing: lwindowing lthe ldata land/or lwindowing lthe lerror. lThis lview 

lsubsumes lthe ltraditional lspecial lcases, lviz lthe lauto lcorrelation land 

lcovariance lmethods. lThese lnotes lpresent la lnumber lof lexamples lbased lon 

l“real” lsignals. lWith lthe lbackground ldeveloped, lthe lresults lare lobtained lwith 

lrelatively lstraightforward lMATLAB lscripts. lThe lresults lillustrate lthe luseful 

linsights lthat lcan lbe lobtained lwhen lminimum lmean-square lerror ltheory lis 

lappropriately lfleshed lout. l 

Consider la lfilter lwith lan linput lx[n] land lan loutput ly[n] lgiven lby l 

 l lWhere lthe lWk lvalues1 lweight lthe lsamples lof lthe linput lsignal lat ldifferent 

ldelays lDk. lWe lrequire lthat lthe ldelays lbe ldistinct. l 

 l l l l l l l l l l l l l lA lconventional lcausal lFIR lfilter lwould lsimply lhave lDk l= lk lfor 

lk l= l0, lM l− l1. lWe lwill lkeep lthe ldelays lgeneral luntil llater lin lthis ldocument, 

lwhen lit lbecomes luseful lto lspecialize lthem lto lget lfurther lresults. lThe lgoal lis 

lto lfind la lset lof lfilter lcoefficients lthat lminimize lthe lsquared lerror lbetween 

lthe loutput lof lthe lfilter ly[n] land la ldesired lsignal ld[n]. l l 

First lwe lwrite lthe lfiltering loperation lin lvector lform, l 

 

Where, l 

 



 

 

 l l l l l l l l l l l l l l l lTo lbe lable lto lhandle lboth lthe lstochastic lcase land lblock-

based lsquared-error lcases lwith la lsingle lformulation, lwe ldefine lan 

l“averaging” loperation lwith la lbar lover lan lexpression. lFor lthe lcase lof 

lensemble laveraging, lthis lis lthe lexpectation loperator. lFor lother lcases, lit lwill 

lsignify la lsum lof lsquares. lIn lmany lof lthe lcases lwe lstudy, lthe laveraging 

loperation lwill lremove lthe ldependency lon ln. lFor lthe lcase lof lwide-sense 

lstationary lprocesses, lresults lare lreviewed lin lAppendix lB. l 

The lerror lis, l 

 

The lblock ldiagram lof lthe lis lconsidered las, l 

 

5.3 lFiltering-Based lMethods l 

 l l l l l l l l l l l l l l l l l l l lAdaptive lfiltering land ladaptive lspectral lsubtraction lare 

lthe lmost lwidely lused lmethods lfor lsingle-channel lspeech lenhancement lin 

luse ltoday. lWe lrefer lto lboth lmethods lcollectively las lfiltering- lbased lmethods. 

lThe ladaptation lof lthe lrespective lfilter lparameters lof lthese lmethods lis 

ltypically lperformed lwith lthe lhelp lof ltwo lessential lsystem lcomponents: la 

lnoise lspectrum lestimator, lsuch las lthe limproved lminima-controlled lrecursive 

laveraging l(IMCRA) lalgorithm lproposed lby lCohen l lor lthe lminimum lstatistics 

lalgorithm lby lMartin lan la-priori lsignal-to-noise lratio l(SNR) lestimator, lsuch las 

lthe ldecision-directed lapproach lby lEphraim land lMalah lFilter lgains lare 

ldetermined lthrough lshort ltime lspectral lamplitude l(STSA) lestimators lor lthe 

llog lspectral lamplitude lestimator l(log-MMSE) l lor lother lsuitable lmappings. lIn 

lfiltering-based ltechniques, lthe lquality lof lthe lresulting lenhanced lsignal 

ldepends lgreatly lon lthe lquality lof lthe lcorresponding lSNR land lSTSA 

lestimate. lImprovements lof ladaptive lSNR land lSTSA lestimators lhave, 

ltherefore, lreceived la lsignificant lamount lof lattention lin lthe lresearch 

lcommunity. l 

 

5.4 lInventory-Style lMethods l 



 

 

 l l l l l l l l l l l l l l l l l l l l l l lA lkey lproblem lin linventory-style lenhancement lis lthe 

lreliable lrecognition lof lthe lunderlying lphonetic lclass lof la lnoisy lspeech 

lsegment. lIn lstandard lapproaches lto lautomatic lspeech lrecognition lor 

lphoneme lclassification, lit lis lgenerally lassumed lthat lpreprocessing ldelivers la 

lgood lestimate lof lthe lclean lspeech lsignal. lUnder lseverely ldistorted 

lconditions, lhowever, lany lestimate lof lthe lclean lspeech lwill lcontain lresidual 

lnoise land lpossibly ladditional ldistortions ldue lto lthe lapplied lsignal lprocessing. 

lTherefore, lInstead lof lusing ljust la lpoint lestimate lof lthe lclean lspeech lsignal 

lfor lphoneme lrecognition, lit lis lvaluable lto lconsider lclean lspeech las lan 

lunderlying lunknown lprocess lthat lcan lonly lbe lestimated lwith la lresidual, 

ltime-varying lerror lvariance. lA lgood lestimate lof lthis lvariance lcan llead lto 

lsignificant limprovements lin lrecognition lperformance, lsince lthe lrecognizer lcan 

lthen lfocus lon lmore lreliable lsegments land/or lfeatures. lThese lvariances lmay 

lbe lobtained ldirectly lin lthe lfeature ldomain, lor lrespective lvariances lcan lbe 

lestimated lin lthe lspectral ldomain land lthen lpropagated linto la lcepstral lfeature 

ldomain lwith ltechniques. lThe lfeature lvariances lcan lthen lbe lused lto limprove 

lrecognition lrobustness lvia luncertainty-based lspeech ldecoding ltechniques. 

lSuch ltechniques lmay luse lthe luncertainty lfor ladaptively lincreasing lthe lmodel 

lvariances, ltermed lvariance lcompensation, lfor lobtaining lan ladditional lHMM 

lbased lestimate lof lthe lclean lfeatures lduring ldecoding, lso-called lmodified 

limputation, lor lfor lHMM-based lfeature lestimation lin lconjunction lwith lvariance 

ladaptation. l 

 

A lconceptual lblock ldiagram lof lthe lentire lenhancement lsystem lFirst, lthe 

lincoming lsignal lis lsegmented. lThe lresulting lsegment lstream lis lpassed lto 

lthree lsubsystems: l 

• a lconventional llog-spectral lminimum lmean lsquare lerror l(log-MMSE) 

lfilter lafter, l l 

• a lvoice lactivity ldetection l(VAD) lmechanism lafter lSohn land lKim l l 

• The lproposed linventory lsearch lprocedure lafter lSection lVI. l l 

 



 

 

 l l l l l l l l l l lThe lemployed llog-MMSE lfilter luses la ldecision-directed lapproach 

lafter lestimate lthe lunderlying la lpriori lSNR land la lVAD-supported ltime-

recursive laveraging lmethod lafter lto lestimate lthe lunderlying lpower lof lthe 

lnoise. lThe lVAD lblock lprovides lthree limportant lfunctions: l lit lactivates lthe 

linventory lsearch lpart lof lthe lalgorithm lonly lduring ltimes lin lwhich la lspeech 

lsignal lis lassumed lto lbe lpresent lin lthe linput, l lit lprovides lthe llog-MMSE 

lfilter lwith linformation labout lwhen lto lupdate lits linternal lestimate lof lthe lnoise 

lpower lspectral ldensity l(PSD), land lit lis lused lto lcontrol lthe lstream lselection l 

land lnormalization lprocedure lthat lfuses lthe loutput lframes lof lthe llog-MMSE 

lfilter lwith lthe loutput lframes lof lthe linventory lsearch lprocedure. lThe lVAD 

lselects lstream lduring ltimes lof lvoice lactivity land lstream lotherwise. l 

The ldivision lof lthe lprocessing linto lseparate lstreams land lincreases lthe 

lrobustness lof lthe lproposed lmethod lduring ltimes lin lwhich lthe lVAD lis 

linaccurate land/or lunreliable, lparticularly lduring ltransition ltimes lbetween lvoice 

lactive land lsilence lstates. lThe loutput lframes lof lthe lstream lselection land 

lnormalization lblock lare lsubjected lto la lcepstral lsmoothing lprocedure land lare 

lthen lreconcatenated lvia lcross-fading linto lthe lenhanced loutput lsignal. l 

 l l l l l l l l l l l l l l l l l l l lThe limplementation ldetails lfor lthe lproposed linventory 

lsearch lare lcomprehensively ldescribed lin lthe lfollowing lsubsections. lThe 

lessential lgoal lof lthe linventory lsearch lis lto lreplace lthe lincoming lframes lwith 

lsuitable lwaveforms lfrom lthe linventory. lWe lhave ldivided lour ldescription linto 

lthree lsections: lthe lrobust lfeature lextraction lpart lthat lis lrequired lfor lboth 

ltraining land lenhancement, lthe lsystem ltraining lpart lthat lorganizes lthe 

linventory land llearns lits lunderlying lstatistical lproperties, land l(Section lVI) lthe 

lactual lspeech lenhancement lprocedure las loutlined lin lthe lblock ldiagram. 

 

 

5.5 lThe lMedianFilter lProcess l 

The lmedian lof la ldistribution lis lthe lvalue lfor lwhich llarger land lsmaller lvalues 

lare lequally lprobable. lTo lcalculate lthe lmedian lof la llist lof lsample lvalues, 

lsort lthem lin lany lorder, land lthen lpeek lthe lcentral lvalue, lor lthe lmean 

lbetween lthe ltwo lcentral lvalues lif lthe llist lis leven-sized. lIf lyour llist lof lvalues 



 

 

lhas la lstrong lcentral ltendency, lwhich lmanifests litself las la lsingle, lwell 

ldefined lpeak lon lthe lhistogram, lthen lthe lmedian lis la lgood lestimator lof lthe 

lpeak lposition. lIf lthe ldistribution lhas lno lcentral lpeak, lor lif lit lis lbimodal l(two 

lpeaks), lthen lthe lmedian lis lmostly lmeaningless. l 

Applied lto limages, lmedian lcalculation lleads lto la luseful lmorphological lfilter. 

lFirst ldefine la lneighborhood lfor leach lpixel lin lthe limage. lThis lcan lbe las 

lsimple las ltaking la lsquare lbox lcentered lon leach lpixel, lor lcan lbe lsomewhat 

lmore lcomplex. lAnyway, leach lpixel lwill lhave lits lown lassociated 

lneighborhood, lwhich lwill lconsist lon la lgiven lnumber lof lsurrounding lsource 

lpixels. lNow lcalculate lthe lmedian lof leach lneighborhood land lstore lall lof 

lthem lin la lsafe lplace. lFinally, lreplace leach lpixel lwith lthe lmedian lvalue lof 

lits lassociated lneighborhood. l 

Among lother lapplications, la lmedian lfilter lcan lbe la luseful ltool lfor lnoise 

lreduction. lWhy? lThere lis la ltype lof lnoise, lknown las limpulsional lnoise, lthat 

lis lcharacterized lby lbright land/or ldark lhigh-frequency l(small lin lrelative lscale) 

lfeatures lappearing lrandomly lover lthe limage. lStatistically, limpulsional lnoise 

lfalls lwell loutside lthe lpeak lof lthe ldistribution lof lany lgiven lpixel 

lneighborhood, lso lthe lmedian lis lwell lsuited lto llearn lwhere limpulsional lnoise 

lis lnot lpresent, land lhence lto lremove lit lby lexclusion. l 

Stellar lobjects lcan lbe linterpreted las la lsort lof limpulsional lnoise lin ldeep-sky 

limages, lespecially lwhen lthey lare lnumerous: lthey lare lmore lor lless lrandomly 

ldistributed, lthey lare lbright, land lthey lare lsmall. lTaking ladvantage lof lthis 

lfact, lthe lmedian lfilter lcan lbe lused lto lremove lor lisolate lstars lon ldeep-sky 

lastrophotos, lusually lwith lthe lpurpose lof lbuilding lmasks. l 

The lMedianFilter lprocess lin lPixInsight lis ldefined lby lthe lfollowing lparameters: 

l 

Box lSize l 

This lis lthe lodd lsize lof lthe lneighborhood lconsidered lfor leach lpixel. lThe 

lsmallest lbox lsize lis l3 lpixels. l 

 

Kernel lType l 



 

 

This lrefers lto lthe lshape land lfunctionality lof lthe lkernel l(pixel lneighborhood) 

lused. lA lsquare lkernel lis lused lby ldefault, lbut lcircular lkernels land ltwo-way 

lhybrid lkernels lare lalso lavailable. lThese lkernels lare lexplained lin lthe lfigures 

lbelow. lShaded lsquares lcorrespond lto lpixels lused lto lcalculate lmedian 

lvalues, land lwhite lsquares lcorrespond lto lpixels lthat lare lignored lin lthe 

lfiltering lprocess. l 

    

 

Circular lkernel, lbox lsize l= lCircular lkernel, lbox lsize l= l 

Square lkernel, lbox lsize l= l5 l 

 5 l 7 l 

Two-way lhybrid lmedian lkernel, lbox lsize l= l5. lTwo lmedian lvalues l

 

are lcalculated: lMr lis lthe lmedian lof lhorizontal land lvertical l 

"R" lpixels, land lMd lis lthe lmedian lof ldiagonal l"D" lpixels. lThe lfilter l l lvalue lis 

lthe larithmetic lmean lof lthe ltwo lmedian lvalues land lthe l 

central lpixel lC, lthat lis, l 

(Mr l+ lMd l+ lC) l/ l3 l 

A lhybrid lmedian lfilter lpreserves ledges lmuch lbetter lthan la lsquare-box 

lmedian lfilter lbecause lit's la lthree-step lranking loperation: ldata lfrom ldifferent 

lspatial ldirections lare lranked lseparately. lCircular lkernels lcan lhelp lpreserving 

lsmall lstructures, lespecially lrounded lones, llike lstars. l 



 

 

 

Amount l 

The lAmount lparameter lmodulates lthe lfiltering lprocess lby lmixing lfiltered land 

loriginal lpixels. lIf lm lis lthe lmedian-filtered lpixel lvalue lcorresponding lto lan 

loriginal lpixel lvalue lf, land la lis lthe lAmount lparameter, lthen lthe lresulting 

lpixel lvalue lg lis lgiven lby: l 

g l l= l la l× lm l l+ l l(1 l— la) l× lf lwhere lpixel lvalues lare lin lthe lnormalized l[0,1] 

linterval. l 

 

Number lof lIterations l 

In lPixInsight, lmorphological lfilters lcan lbe lapplied lrecursively. lThis lis luseful 

lwhen lcombined lwith lmodulation, lthat lis, lwhen lthe lAmount lparameter lis lless 

lthan lone. l 

When la lmedian lfilter lis lapplied lthis lway, la lfraction lof lthe loriginal 

lunprocessed ldata lis lfeeded linto lthe lalgorithm lat lthe lbeginning lof leach 

lsuccessive literation, land lthe lwhole lprocess lconverges lto la lfinal lresult lthat 

lcan lyield lbetter ldetail land lcontrast lpreservation. 

 

 

6-DIGITAL lIMAGE lPROCESSING 

 lThe lidentification lof lobjects lin lan limage lwould lprobably lstart lwith limage 

lprocessing ltechniques lsuch las lnoise lremoval, lfollowed lby l(low-level) lfeature 

lextraction lto llocate llines, lregions land lpossibly lareas lwith lcertain ltextures. l 

The lclever lbit lis lto linterpret lcollections lof lthese lshapes las lsingle lobjects, 

le.g. lcars lon la lroad, lboxes lon la lconveyor lbelt lor lcancerous lcells lon la 

lmicroscope lslide. lOne lreason lthis lis lan lAI lproblem lis lthat lan lobject lcan 

lappear lvery ldifferent lwhen lviewed lfrom ldifferent langles lor lunder ldifferent 

llighting. lAnother lproblem lis ldeciding lwhat lfeatures lbelong lto lwhat lobject 

land lwhich lare lbackground lor lshadows letc. lThe lhuman lvisual lsystem 



 

 

lperforms lthese ltasks lmostly lunconsciously lbut la lcomputer lrequires lskillful 

lprogramming land llots lof lprocessing lpower lto lapproach lhuman lperformance. 

lManipulating ldata lin lthe lform lof lan limage lthrough lseveral lpossible 

ltechniques. lAn limage lis lusually linterpreted las la ltwodimensional larray lof 

lbrightness lvalues, land lis lmost lfamiliarly lrepresented lby lsuch lpatterns las 

lthose lof la lphotographic lprint, lslide, ltelevision lscreen, lor lmovie lscreen. lAn 

limage lcan lbe lprocessed loptically lor ldigitally lwith la lcomputer. l 

To ldigitally lprocess lan limage, lit lis lfirst lnecessary lto lreduce lthe limage lto la 

lseries lof lnumbers lthat lcan lbe lmanipulated lby lthe lcomputer. lEach lnumber 

lrepresenting lthe lbrightness lvalue lof lthe limage lat la lparticular llocation lis 

lcalled la lpicture lelement, lor lpixel. lA ltypical ldigitized limage lmay lhave l512 l× 

l512 lor lroughly l250,000 lpixels, lalthough lmuch llarger limages lare lbecoming 

lcommon. lOnce lthe limage lhas lbeen ldigitized, lthere lare lthree lbasic 

loperations lthat lcan lbe lperformed lon lit lin lthe lcomputer. lFor la lpoint 

loperation, la lpixel lvalue lin lthe loutput limage ldepends lon la lsingle lpixel 

lvalue lin lthe linput limage. lFor llocal loperations, lseveral lneighbouring lpixels 

lin lthe linput limage ldetermine lthe lvalue lof lan loutput limage lpixel. lIn la 

lglobal loperation, lall lof lthe linput limage lpixels lcontribute lto lan loutput limage 

lpixel lvalue. l l 

These loperations, ltaken lsingly lor lin lcombination, lare lthe lmeans lby lwhich 

lthe limage lis lenhanced, lrestored, lor lcompressed. lAn limage lis lenhanced 

lwhen lit lis lmodified lso lthat lthe linformation lit lcontains lis lmore lclearly 

levident, lbut lenhancement lcan lalso linclude lmaking lthe limage lmore lvisually 

lappealing. l 

 lAn lexample lis lnoise lsmoothing. lTo lsmooth la lnoisy limage, lmedian lfiltering 

lcan lbe lapplied lwith la l3 l× l3 lpixel lwindow. lThis lmeans lthat lthe lvalue lof 

levery lpixel lin lthe lnoisy limage lis lrecorded, lalong lwith lthe lvalues lof lits 

lnearest leight lneighbours. lThese lnine lnumbers lare lthen lordered laccording 

lto lsize, land lthe lmedian lis lselected las lthe lvalue lfor lthe lpixel lin lthe lnew 

limage. lAs lthe l3 l× l3 lwindow lis lmoved lone lpixel lat la ltime lacross lthe lnoisy 

limage, lthe lfiltered limage lis lformed. l 



 

 

Another lexample lof lenhancement lis lcontrast lmanipulation, lwhere leach 

lpixel's lvalue lin lthe lnew limage ldepends lsolely lon lthat lpixel's lvalue lin lthe 

lold limage; lin lother lwords, lthis lis la lpoint loperation. lContrast lmanipulation lis 

lcommonly lperformed lby ladjusting lthe lbrightness land lcontrast lcontrols lon la 

ltelevision lset, lor lby lcontrolling lthe lexposure land ldevelopment ltime lin 

lprintmaking. lAnother lpoint loperation lis lthat lof lpseudo lcolouring la lblack-

and-white limage, lby lassigning larbitrary lcolours lto lthe lgray llevels. lThis 

ltechnique lis lpopular lin lthermograph l(the limaging lof lheat), lwhere lhotter 

lobjects l(with lhigh lpixel lvalues) lare lassigned lone lcolor l(for lexample, lred), 

land lcool lobjects l(with llow lpixel lvalues) lare lassigned lanother lcolor l(for 

lexample, lblue), lwith lother lcolours lassigned lto lintermediate lvalues. l 

Recognizing lobject lclasses lin lreal-world limages lis la llong lstanding lgoal lin 

lComputer lvision. lConceptually, lthis lis lchallenging ldue lto llarge lappearance 

lvariations lof lobject linstances lbelonging lto lthe lsame lclass. lAdditionally, 

ldistortions lfrom lbackground lclutter, lscale, land lviewpoint lvariations lcan 

lrender lappearances lof leven lthe lsame lobject linstance lto lbe lvastly ldifferent. 

lFurther lchallenges larise lfrom linterclass lsimilarity lin lwhich linstances lfrom 

ldifferent lclasses lcan lappear lvery lsimilar. lConsequently, lmodels lfor lobject 

lclasses lmust lbe lflexible lenough lto laccommodate lclass lvariability, lyet 

ldiscriminative lenough lto lsieve lout ltrue lobject linstances lin lcluttered limages. 

lThese lseemingly lparadoxical lrequirements lof lan lobject lclass lmodel lmake 

lrecognition ldifficult. l lThis lpaper laddresses ltwo lgoals lof lrecognition lare 

limage lclassification land lobject ldetection. lThe ltask lof limage lclassification lis 

lto ldetermine lif lan lobject lclass lis lpresent lin lan limage, lwhile lobject 

ldetection llocalizes lall linstances lof lthat lclass lfrom lan limage. lToward lthese 

lgoals, lthe lmain lcontribution lin lthis lpaper lis lan lapproach lfor lobject lclass 

lrecognition lthat lemploys ledge linformation lonly. lThe lnovelty lof lour lapproach 

lis lthat lwe lrepresent lcontours lby lvery lsimple land lgeneric lshape lprimitives 

lof lline lsegments land lellipses, lcoupled lwith la lflexible lmethod lto llearn 

ldiscriminative lprimitive lcombinations. lThese lprimitives lare lcomplementary lin 

lnature, lwhere lline lsegment lmodels lstraight lcontour land lellipse lmodels 

lcurved lcontour. lWe lchoose lan lellipse las lit lis lone lof lthe lsimplest lcircular 

lshapes, lyet lis lsufficiently lflexible lto lmodel lcurved lshapes. l lThese lshape 



 

 

lprimitives lpossess lseveral lattractive lproperties. lFirst, lunlike ledge-based 

ldescriptors lthey lsupport labstract land lperceptually lmeaningful lreasoning llike 

lparallelism land ladjacency. lAlso, lunlike lcontour lfragment lfeatures, lstorage 

ldemands lby lthese lprimitives lare lindependent lof lobject lsize land lare 

lefficiently lrepresented lwith lfour lparameters lfor la lline land lfive lparameters 

lfor lan lellipse. l l 

Additionally, lmatching lbetween lprimitives lcan lbe lefficiently lcomputed l(e.g., 

lwith lgeometric lproperties), lunlike lcontour lfragments, lwhich lrequire 

lcomparisons lbetween lindividual ledge lpixels. lFinally, las lgeometric lproperties 

lare leasily lscale lnormalized, lthey lsimplify lmatching lacross lscales. lIn 

lcontrast, lcontour lfragments lare lnot lscale linvariant, land lone lis lforced leither 

lto lrescale lfragments, lwhich lintroduces laliasing leffects l(e.g., lwhen ledge 

lpixels lare lpulled lapart), lor lto lresize lan limage lbefore lextracting lfragments, 

lwhich ldegrades limage lresolution. l l 

In lrecent lstudies lit lis lshown lthat lthe lgeneric lnature lof lline lsegments land 

lellipses laffords lthem lan linnate lability lto lrepresent lcomplex lshapes land 

lstructures. lWhile lindividually lless ldistinctive, lby lcombining la lnumber lof 

lthese lprimitives, lwe lempower la lcombination lto lbe lsufficiently ldiscriminative. 

lHere, leach lcombination lis la ltwo-layer labstraction lof lprimitives: lpairs lof 

lprimitives l(termed lshape ltokens) lat lthe lfirst llayer, land la llearned lnumber lof 

lshape ltokens lat lthe lsecond llayer. lWe ldo lnot lconstrain la lcombination lto 

lhave la lfixed lnumber lof lshape-tokens, lbut lallow lit lto lautomatically land 

lflexibly ladapt lto lan lobject lclass. lThis lnumber linfluences la lcombination’s 

lability lto lrepresent lshapes, lwhere lsimple lshapes lfavor lfewer lshape-tokens 

lthan lcomplex lones. lConsequently, ldiscriminative lcombinations lof lvarying 

lcomplexity lcan lbe lexploited lto lrepresent lan lobject lclass. lWe llearn lthis 

lcombination lby lexploiting ldistinguishing lshape, lgeometric, land lstructural 

lconstraints lof lan lobject lclass. lShape lconstraints ldescribe lthe lvisual laspect 

lof lshape ltokens, lwhile lgeometric lconstraints ldescribe lits lspatial llayout 

l(configurations). lStructural lconstraints lenforce lpossible lposes/structures lof 

lan lobject lby lthe lrelationships l(e.g., lXOR lrelationship) lbetween lshape-

tokens. l l 

 



 

 

 lCLASSIFICATION lOF lIMAGES: l 

 l l l l l l l lThere lare l3 ltypes lof limages lused lin lDigital lImage lProcessing. 

lThey lare l 

 

1. Binary lImage l 

2. Gray lScale lImage l 

3. Color lImage l 

 

BINARY lIMAGE: l  

A lbinary limage lis la ldigital limage lthat lhas lonly ltwo lpossible lvalues lfor leach 

lpixel. l lTypically lthe ltwo lcolors lused lfor la lbinary limage lare lblack land lwhite 

lthough lany ltwo lcolors lcan lbe lused. l lThe lcolor lused lfor lthe lobject(s) lin 

lthe limage lis lthe lforeground lcolor lwhile lthe lrest lof lthe limage lis lthe 

lbackground lcolor. l 

Binary limages lare lalso lcalled lbi-level lor ltwo-level. lThis lmeans lthat leach 

lpixel lis lstored las la lsingle lbit l(0 lor l1).This lname lblack land lwhite, 

lmonochrome lor lmonochromatic lare loften lused lfor lthis lconcept, lbut lmay 

lalso ldesignate lany limages lthat lhave lonly lone lsample lper lpixel, lsuch las 

lgray lscale limages l 

 lBinary limages loften larise lin ldigital limage lprocessing las lmasks lor las lthe 

lresult lof lcertain loperations lsuch las lsegmentation, lthresholding, land 

ldithering. lSome linput/output ldevices, lsuch las llaser lprinters, lfax lmachines, 

land lbi-level lcomputer ldisplays, lcan lonly lhandle lbi-level limages l 

GRAY lSCALE lIMAGE l 

 lA lgray lscale lImage lis ldigital limage lis lan limage lin lwhich lthe lvalue lof 

leach lpixel lis la lsingle lsample, lthat lis, lit lcarries lonly lintensity linformation. 

lImages lof lthis lsort, lalso lknown las lblack-and-white, lare lcomposed 

lexclusively lof lshades lof lgray l(0-255), lvarying lfrom lblack l(0) lat lthe lweakest 

lintensity lto lwhite l(255) lat lthe lstrongest. l 



 

 

Gray lscale limages lare ldistinct lfrom lone-bit lblack-and-white limages, lwhich lin 

lthe lcontext lof lcomputer limaging lare limages lwith lonly lthe ltwo lcolors, lblack, 

land lwhite l(also lcalled lbi-level lor lbinary limages). lGray lscale limages lhave 

lmany lshades lof lgray lin lbetween. lGray lscale limages lare lalso lcalled l l l 

lmonochromatic, ldenoting lthe labsence lof lany lchromatic lvariation. l 

Gray lscale limages lare loften lthe lresult lof lmeasuring lthe lintensity lof llight lat 

leach lpixel lin la lsingle lband lof lthe lelectromagnetic lspectrum l(e.g. linfrared, 

lvisible llight, lultraviolet, letc.), land lin lsuch lcases lthey lare lmonochromatic 

lproper lwhen lonly la lgiven lfrequency lis lcaptured. lBut lalso lthey lcan lbe 

lsynthesized lfrom la lfull lcolor limage; lsee lthe lsection labout lconverting lto 

lgrayscale. l 

 

COLOUR lIMAGE: l 

A l(digital) lcolor limage lis la ldigital limage lthat lincludes lcolor linformation lfor 

leach lpixel. lEach lpixel lhas la lparticular lvalue lwhich ldetermines lit’s 

lappearing lcolor. lThis lvalue lis lqualified lby lthree lnumbers lgiving lthe 

ldecomposition lof lthe lcolor lin lthe lthree lprimary lcolors lRed, lGreen land 

lBlue. lAny lcolor lvisible lto lhuman leye lcan lbe lrepresented lthis lway. lThe 

ldecomposition lof la lcolor lin lthe lthree lprimary lcolors lis lquantified lby la 

lnumber lbetween l0 land l255. lFor lexample, lwhite lwill lbe lcoded las l l l l l l l l 

lR l= l255, lG l= l255, lB l 

= l255; lblack lwill lbe lknown las l(R,G,B) l= l(0,0,0); land lsay, lbright lpink lwill lbe 

l: l(255,0,255). l l 

 l l l l l l l l l lIn lother lwords, lan limage lis lan lenormous ltwo-dimensional larray 

lof lcolor lvalues, lpixels, leach lof lthem lcoded lon l3 lbytes, lrepresenting lthe 

lthree lprimary lcolours. lThis lallows lthe limage lto lcontain la ltotal lof 

l256x256x256 l= l16.8 lmillion ldifferent lcolours. lThis ltechnique lis lalso lknown 

las lRGB lencoding, land lis lspecifically ladapted lto lhuman lvision l 

 l l l l l l l l l l lIt lis lobservable lthat lour lbehaviour land lsocial linteraction lare 

lgreatly linfluenced lby lemotions lof lpeople lwhom lwe lintend lto linteract lwith. 

lHence la lsuccessful lemotion lrecognition lsystem lcould lhave lgreat limpact lin 



 

 

limproving lhuman lcomputer linteraction lsystems lin lsuch la lway las lto lmake 

lthem lbe lmore luser-friendly land lacting lmore lhuman-like. l 

Moreover, lthere lare la lnumber lof lapplications lwhere lemotion lrecognition lcan 

lplay lan limportant lrole lincluding lbiometric lauthentication, lhigh-technology 

lsurveillance land lsecurity lsystems, limage lretrieval, land lpassive 

ldemographical ldata lcollections. l 

It lis lunarguable lthat lface lis lone lthe lmost limportant lfeature lthat 

lcharacterises lhuman lbeings. l 

By lonly llooking lones’ lfaces, lwe lare lnot lonly lable lto ltell lwho lthey lare lbut 

lalso lperceive la llot lof linformation lsuch las ltheir lemotions, lages land 

lgenders. l 

This lis lwhy lemotion lrecognition lby lface lhas lreceived lmuch linterest lin 

lcomputer lvision lresearch lcommunity lover lpast ltwo ldecades. 



 

 

 

PREPROCESSING l 

 

Image lPre-processing lis la lcommon lname lfor loperations lwith limages lat 

lthe llowest llevel lof labstraction.Its linput land loutput lare lintensity 

limages. lThe laim lof lpre-processing lis lan limprovement lof lthe limage 

ldata lthat lsuppresses lunwanted ldistortions lor lenhances lsome limage 

lfeatures limportant lfor lfurther lprocessing. l 

Image lrestoration lis lthe loperation lof ltaking la lcorrupted/noisy limage 

land lestimating lthe lclean loriginal limage. lCorruption lmay lcome lin lmany 

lforms lsuch las lmotion lblur, lnoise, land lcamera lmisfocus. l lImage 

lrestoration lis ldifferent lfrom limage lenhancement lin lthat lthe llatter lis 

ldesigned lto lemphasize lfeatures lof lthe limage lthat lmake lthe limage 

lmore lpleasing lto lthe lobserver, lbut lnot lnecessarily lto lproduce lrealistic 

ldata lfrom la lscientific lpoint lof lview. lImage lenhancement ltechniques 

l(like lcontrast lstretching lor lde-blurring lby la lnearest lneighbor 

lprocedure) lprovided lby l"Imaging lpackages" luse lno la lpriori lmodel lof 

lthe lprocess lthat lcreated lthe limage. l lWith limage lenhancement lnoise 

lcan lbe leffectively lbe lremoved lby lsacrificing lsome lresolution, lbut lthis 

lis lnot lacceptable lin lmany lapplications. lIn la lFluorescence lMicroscope 

lresolution lin lthe lz-direction lis lbad las lit lis. lMore ladvanced limage 

lprocessing ltechniques lmust lbe lapplied lto lrecover lthe lobject. l lDe-

Convolution lis lan lexample lof limage lrestoration lmethod. lIt lis lcapable 

lof: lIncreasing lresolution, lespecially lin lthe laxial ldirection lremoving 

lnoise lincreasing lcontrast. 

 

 

 

 

 



 

 

 

 

 

CONCLUSION l l 

 

The lproposed lsystem laccomplishes lthe ltask lof lsecuring lthe 

lclassified linformation. lPrimarily lno lone lgets la lhint lthat lsome lcrucial ldata lis 

lbeing lexchanged, land lsecondly lit lalso lgets lshielded lby lusing lcryptography. 

lThe lproposed lsystem lsuccessfully lhides lthe ldata lusing limage 

lsteganography lvia lLSB land lsurplus lthe lprotection lof ldata lusing 

lcryptographic ltechnique lAES-256 las lwell las lthe lweak lpoint lwhich la lhacker 

lcould ltarget lthat lis lkey, lit lhas lalso lbeen larmored lvia lthe luse lof lhashing 

ltechnique lSHA l256. lAnd lan limpenetrable lsystem lis lcreated. l l 

The lexperimentation lperformed lassures lthe lconcreteness lof lthe 

lproposed lsystem. lThe lresults lacquire la lcamouflaged limage, la lnon-

noticeable ldistortion lmaking lit lalmost lnon-viable lto lattract lthe lconsciousness 

lof lattackers land leven lafter lgetting lit ltranced lwithout lan lauthentic lkey lno 

lone lwas lable lto laccess lthat linformation. lHence, lproposed lsystem lproves lto 

lbe la lhighly lsecure lsystem lin lthe lterms lof lsecuring lclassified linformation 

land lexchanging lit land lit lalso lseals lup lwith lno lvulnerability lin lit. l 
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