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ABSTRACT

Hackers can implant malwares (e.g. Trojans, Worms, etc.) in the web pages to steal user
information and acquire money illegally. In fact, it is noted that close to one-third of all websites are
potentially malicious in nature. Therefore, It makes sense to quickly detect malicious URLs on the
Internet. Different from most of previous methods, in this paper, we propose a method for online
malicious URL detection based on adaptive learning.

By collecting the network traffic from backbone networks, we train neural network models to detect
malicious URLs. But there is a serious problem in dynamically changing environments where the
statistical properties of target variable change over time, which is known as concept drift. To
address this problem, we apply a nonparametric test to correctly detect concept drifts in adaptive

learning.
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Chapter 1

Introduction

1.1 Overview

Malicious URLs are harmful to every aspect of computer users. Detecting of the malicious
URL is very important. Currently, detection of malicious webpages techniques includes black-
list and white-list methodology and machine learning classification algorithms are used.
However, the black-list and white-list technology is useless if a particular URL is not in list. In
the proposed system, an algorithm based on the CNN-LSTM model is constructed to address

this problem.

1.2 Scope of the Project

The main contributions of this project therefore are:

» Data Analysis
» Dataset Preprocessing
» Training the Model

» Testing of Dataset

1.3 Domain Overview

Machine Learning is the most popular technique of predicting the future or classifying information
to help people in making necessary decisions. Machine Learning algorithms are trained over
instances or examples through which they learn from past experiences and also analyze the
historical data. Therefore, as it trains over the examples, again and again, it is able to identify

patterns in order to make predictions about the future.

Data is the core backbone of machine learning algorithms. With the help of the historical data,

we are able to create more data by training these machine learning algorithms. For example,
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Generative Adversarial Networks are an advanced concept of Machine Learning that learns from
the historical images through which they are capable of generating more images. This is also
applied towards speech and text synthesis. Therefore, Machine Learning has opened up a vast

potential for data science applications.

1.3.1 Machine Learning

Machine Learning combines computer science, mathematics, and statistics. Statistics is essential
for drawing inferences from the data. Mathematics is useful for developing machine learning
models and finally, computer science is used for implementing algorithms.

However, simply building models is not enough. You must also optimize and tune the model
appropriately so that it provides you with accurate results. Optimization techniques involve tuning
the hyperparameters to reach an optimum result.

The world today is evolving and so are the needs and requirements of people. Furthermore, we
are witnessing a fourth industrial revolution of data. In order to derive meaningful insights from
this data and learn from the way in which people and the system interface with the data, we need
computational algorithms that can churn the data and provide us with results that would benefit
us in various ways. Machine Learning has revolutionized industries like medicine, healthcare,
manufacturing, banking, and several other industries. Therefore, Machine Learning has become
an essential part of modern industry.

Data is expanding exponentially and in order to harness the power of this data, added by the
massive increase in computation power, Machine Learning has added another dimension to the
way we perceive information. Machine Learning is being utilized everywhere. The electronic
devices you use, the applications that are part of your everyday life are powered by powerful
machine learning algorithms.

With an exponential increase in data, there is a need for having a system that can handle this
massive load of data. Machine Learning models like Deep Learning allow the vast majority of
data to be handled with an accurate generation of predictions. Machine Learning has
revolutionized the way we perceive information and the various insights we can gain out of it.
These machine learning algorithms use the patterns contained in the training data to perform

classification and future predictions. Whenever any new input is introduced to the ML model, it

11



applies its learned patterns over the new data to make future predictions. Based on the final
accuracy, one can optimize their models using various standardized approaches. In this way,
Machine Learning model learns to adapt to new examples and produce better results.

Types of Machine Learning

Machine Learning Algorithms can be classified into 3 types as follows —

1. Supervised Learning
2. Unsupervised Learning

3. Reinforcement Learning

Training Data

Machine Learning
Algorithm

New Input, X ——— Hypothesis, h Estimated Output, y

Supervised Learning

In the majority of supervised learning applications, the ultimate goal is to develop a finely tuned
predictor function h(x) (sometimes called the “hypothesis”). “Learning” consists of using
sophisticated mathematical algorithms to optimize this function so that, given input data x about
a certain domain (say, square footage of a house), it will accurately predict some interesting value

h(x) (say, market price for said house).

— 2 3.2 4.2
h(xy, e, x3,24) = Og + G121 + O3 + Oaxaxy + Oyxx; + O5xoT )
This function takes input in four dimensions and has a variety of polynomial terms. Deriving a

normal equation for this function is a significant challenge. Many modern machine learning

problems take thousands or even millions of dimensions of data to build predictions using

12



hundreds of coefficients. Predicting how an organism’s genome will be expressed, or what the
climate will be like in fifty years, are examples of such complex problems.

Under supervised ML, two major subcategories are:

¢ Regression machine learning systems: Systems where the value being predicted falls
somewhere on a continuous spectrum. These systems help us with questions of “How
much?” or “How many?”.

¢ Classification machine learning systems: Systems where we seek a yes-or-no prediction,
such as “Is this tumer cancerous?”, “Does this cookie meet our quality standards?”, and

SO on.

In practice, x almost always represents multiple data points. So, for example, a housing price
predictor might take not only square-footage (x1) but also number of bedrooms (x2), number of
bathrooms (x3), number of floors (x4), year built (x5), zip code (x6), and so forth. Determining
which inputs to use is an important part of ML design. However, for the sake of explanation, it is
easiest to assume a single input value is used.

Labeled Data

O Prediction

o8 -7l
I:I AA 7ot A Triangle

Lables

<:> I:I — Test Data

Hexagon Square

Model Training

Triangle

Steps Involved in Supervised Learning:

o First Determine the type of training dataset

o Collect/Gather the labelled training data.

o Split the training dataset into training dataset, test dataset, and validation dataset.

e Determine the input features of the training dataset, which should have enough

knowledge so that the model can accurately predict the output.

13



o Determine the suitable algorithm for the model, such as support vector machine, decision

tree, etc.

e Execute the algorithm on the training dataset. Sometimes we need validation sets as the

control parameters, which are the subset of training datasets.

e Evaluate the accuracy of the model by providing the test set. If the model predicts the

correct output, which means our model is accurate.

Regression

Regression algorithms are used if there is a relationship between the input variable and the output
variable. It is used for the prediction of continuous variables, such as Weather forecasting, Market
Trends, etc. Below are some popular Regression algorithms which come under supervised

learning:

1. Linear Regression

2. Regression Trees

3. Non-Linear Regression

4. Bayesian Linear Regression

5. Polynomial Regression

Classification
Classification algorithms are used when the output variable is categorical, which means there are

two classes such as Yes-No, Male-Female, True-false, etc.

e Spam Filtering,
e Random Forest
e Decision Trees
e Logistic Regression

e Support vector Machines

Chapter 2
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Literature Survey

21a

Literature Survey 1

Title

Adaptive Malicious URL Detection: Learning in the Presence of Concept Drifts

Authors

Guolin Tan, Peng Zhang, Qingyun Liu

Published Year

May 2018

Efficiency

Experimental results show that our method can effectively detect malicious
URLs by achieving 96% F1-score and accuracy.

Drawbacks

This work further can extend to comprehensively evaluate our malicious URL
detection method. Specifically, we intend to evaluate the effectiveness of
our method in ever-changing large-scale networks

Description

Hackers can implant malwares (e.g. Trojans, Wormes, etc.) in the web pages to
steal user information and acquire money illegally. In fact, it is noted that
close to one-third of all websites are potentially malicious in nature,
Therefore, It makes sense to quickly detect malicious URLs on the Internet.

Different from most of previous methods, in this paper, we propose a method
for online malicious URL detection based on adaptive learning. By collecting
the network traffic from backbone networks, we train machine learning
models to detect malicious URLs. But there is a serious problem in dynamically
changing environments where the statistical properties of target variable
change over time, which is known as concept drift. To address this problem,
we apply a nonparametric test to correctly detect concept drifts in adaptive
learning. Extensive experiments with different types of concept drifts are
performed to demonstrate the feasibility of our proposed method on both
artificial and real datasets. Our empirical study shows that this approach has
good performance in detecting malicious URLs and concept drifts.

22b

Literature Survey 2

Title

Classifying Phishing URLs Using Recurrent Neural Networks

Authors

Alejandro Correa Bahnseny, Eduardo Contreras Bohorquez_, Sergio Villegas

Published Year

January 2017

15




Efficiency

The LSTM model shows an overall higher prediction performance without
the need of expert knowledge to create the features.

Drawbacks

neural network models require far more training data, time and expertise
to achieve satisfactory results than traditional models

Description

As the technical skills and costs associated with the deployment of phishing
attacks decrease, we are witnessing an unprecedented level of scams that
push the need for better methods to proactively detect phishing threats. In
this work, we explored the use of URLs as input for machine learning models
applied for phishing site prediction. In this way, we compared a feature-
engineering approach followed by a random forest classifier against a nove
method based on recurrent neural networks. We determined that the
recurrent neural network approach provides an accuracy rate of 98.7% even
without the need of manual feature creation, beating by 5% the random
forest method. This means it is a scalable and fast-acting proactive detection
system that does not require full content analysis.

22c

Literature Survey 3

Title

Multi-Classification for Malicious URL Based on Improved Semi-supervised
Algorithm

Authors

Jun Yang, Pengpeng Yang , Xiaohui Jin, Qian Ma

Published Year

March 2017

this paper, the URL multi classification feature extraction method is proved

Efficiency : _ _ _ _
to be feasible after experiment, which also supports dynamic expansion,
with good adaptability.
Drawbacks it is necessary to select more relevant data sets to test the improved semi-
supervised algorithm and verify the effect in the actual project.
I Web attacks are increasing and the scale of malicious URL continues tg
Description

expand with the rapid development of the Internet, so that the network
security situation is increasingly grim. In this case, this paper studies the URL
multi-classification problem, which is a continuation of the reference [1] and

follows the data sets and most of feature selection methods in it. Firstly,
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different types of URL structure is analyzed and features which have obviousg
directivity to the attack type are increased based on the original features.
Secondly, an improved semi-supervised algorithm is proposed to train the
URL multi-classification model. Finally, the effect of the multi-classification
model is verified by using the data set with different labeling rate, which
shows the improved algorithm has good classification performance
compared to the previous algorithm.

2.3d

Literature Survey 4

Title

Network Traffic Classifier With Convolutional and Recurrent Neural
Networks for Internet of Things

Authors

MANUEL LOPEZ-MARTIN, BELEN CARRO

Published Year

September 2017.

Efficiency

The proposed method is robust and gives excellent F1 detection scores
under a highly unbalanced dataset with over 100 different classification
labels

Drawbacks

it possible to improve results with the inclusion of a CNN shows how the
initial intuition that allowed us to assimilate the vector time-series
extracted from network packets’ features as an image is correct, and
therefore CNNs are valid candidates for dealing with vector time-series of
similar nature

Description

A network traffic classifier (NTC) is an important part of current network
monitoring systems, being its task to infer the network service that ig
currently used by a communication flow (e.g., HTTP and SIP). The detection
is based on a number of features associated with the communication flow
for example, source and destination ports and bytes transmitted per packet
NTC is important, because much information about a current network flow
can be learned and anticipated just by knowing its network service (required
latency, traffic volume, and possible duration). This is of particular interest]
for the management and monitoring of Internet of Things (loT) networks
where NTC will help to segregate traffic and behavior of heterogeneous
devices and services. In this paper, we present a new technique for NTQ
based on a combination of deep learning models that can be used for loT|
traffic. We show that a recurrent neural network (RNN) combined with a
convolutional neural network (CNN) provides best detection results. The
natural domain for a CNN, which is image processing, has been extended tq
NTC in an easy and natural way. We show that the proposed method
provides better detection results than alternative algorithms without
requiring any feature engineering, which is usual when applying other
models. A complete study is presented on several architectures that
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integrate a CNN and an RNN, including the impact of the features chosen
and the length of the network flows used for training.

Chapter 3

System Analysis

One of the primary choices we face for our project implementations is “Which development
methodology should we use?” There are various software development methodologies are

available in the ICT industry. They are

. Agile Software Development

. Crystal Methods

. Dynamic Systems Development Model (DSDM)
. Extreme Programming (XP)

. Feature Driven Development (FDD)

. Joint Application Development (JAD)

. Lean Development (LD)

. Rapid Application Development (RAD)

. Rational Unified Process (RUP)

. Scrum

. Spiral

. Systems Development Life Cycle (SDLC)
. Waterfall (a.k.a. Traditional)

Among all these methodologies, we have decided to compare the two most popular and widely

used methodologies:
18



. Waterfall Model

. RAD Model

Waterfall Model

It is called as traditional approach. Waterfall is a linear method (sequential model) for any
software application development. Here application development is segregated into a sequence

of pre -defined phases.

Waterfall Model (Taken from Google.com)

* Requirement Doc.

Requirement ® Prepare Use Cases

.« Software architecture
* Map the stakeholders

» Construct the software
e Data storage & retrieval

e Install
¢ Test and Debug

e Check errors
e Optimize capabilities

(Reference : https://www.lucidchart.com/blog/waterfall-project-management-methodology)

Requirement gathering and documentation

In this stage, you should gather comprehensive data approximately what this challenge requires.
You may gather this data in a diffusion of ways, from interviews to questionnaires to interactive
brainstorming. By means of the stop of this section, the task requirements have to be clean, and

also you have to have a necessities file that has been allotted on your team.

2. System design

Using the well-known requirements, your team designs the solutions. During this phase, no
development will be happening. But the project team starts specification such as programming

language or hardware requirements.
19
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3. Implementation

During this phase software development coding will be happening. Web application programmers
take data from the previous stage and create a functional product. Web application programmers
write souce code in small pieces, which are integrated at the end of this phase or the beginning

of the next.

4. Testing

Once all coding is done, testing of the product can begin. Testers methodically find and report
any problems. If serious issues arise, your project may need to return to phase one for

reevaluation.

5. Delivery/deployment

In this phase, the solution is complete, and your project team submits the deliverables to be

deployed or released.

6. Maintenance

The final solution has been implemented to the client and is being used. As troubles arises, the
project team might also want to create patches and updates might also to deal with them. Again,

huge troubles may also necessitate a return to segment one.

RAD Model

Agile is an iterative, team-based approach to development. This method highlights the speedy

delivery of an software application in comprehensive functional components.

20



Rapid Application Development (RAD)

Prototype

I User Design Construction Cutover

Refine Test

RAD Model (Taken from Google.com)

References (https://www.lucidchart.com/blog/rapid-application-development-methodology)

Phase 1: Requirements planning

This phase is equivalent to a project scoping meeting. Although the planning phase is condensed
compared to other project management methodologies, this is a critical step for the ultimate

success of the project.

During this stage, web application programmers, clients (software users), and team members
communicate to determine the goals and expectations for the project as well as current and

potential issues that would need to be addressed during the build.

A basic breakdown of this stage involves:

Researching the current problem

Defining the requirements for the project

Finalizing the requirements with each stakeholder’s approval

It is important that everyone has the opportunity to evaluate the goals and expectations for the
project and weigh in. By getting approval from each key stakeholder and web application
programmer, teams can avoid miscommunications and costly change orders down the road.

Phase 2: User design
21
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Once the project is scoped out, it's time to jump right into development, building out the user

design through various prototype iterations.

This is the meat and potatoes of the RAD methodology—and what sets it apart from other project
management strategies. During this phase, clients work hand in hand with web application
programmers to ensure their needs are being met at every step in the design process. It's almost
like customizable software development where the users can test each prototype of the product,

at each stage, to ensure it meets their expectations.

All the bugs and kinks are worked out in an iterative process. The web application programmer
designs a prototype, the client (user) tests it, and then they come together to communicate on

what worked and what didn’t.

This method gives web application programmers the opportunity to tweak the model as they go

until they reach a satisfactory design.

Both the software web application programmers and the clients learn from the experience to

make sure there is no potential for something to slip through the cracks.

Phase 3: Rapid construction

Phase 3 takes the prototypes and beta systems from the design phase and converts them into

the working model.

Because the majority of the problems and changes were addressed during the thorough iterative
design phase, web application programmers can construct the final working model more quickly

than they could by following a traditional project management approach.

The phase breaks down into several smaller steps:

Preparation for rapid construction

Program and application development

Coding

Unit, integration, and system testing

22



The software development team of programmers, coders, testers, and web application
programmers work together during this stage to make sure everything is working smoothly and

that the end result satisfies the client’s expectations and objectives.

This third phase is important because the client still gets to give input throughout the process.

They can suggest alterations, changes, or even new ideas that can solve problems as they arise.

Phase 4: Cutover

This is the implementation phase where the finished product goes to launch. It includes data

conversion, testing, and changeover to the new system, as well as user training.

All final changes are made while the coders and clients continue to look for bugs in the system.

Benefits of RAD methodology

RAD is one of the most successful software development programs available today, with

numerous benefits for both software development teams as well as their clients.

Here are just a few advantages:

» RAD lets you break the project down into smaller, more manageable tasks.

» The task-oriented structure allows project managers to optimize their team’s efficiency by
assigning tasks according to members’ specialties and experience.

» Clients get a working product delivered in a shorter time frame.

» Regular communication and constant feedback between team members and
stakeholders increases the efficiency of the design and build process.

3.1 Existing System

The existing system is based on Convolutional Gated-Recurrenr-Unit CGRU model for
malicious URL detection. This model combines the characteristics of URLSs in the field of Web
attacks at the character level. It uses convolutional neural networks and gated recurrent units
to extract features from URLs. Finally, it combines the classification module to detect Web
attacks in URLs.

The existing system neural network model is divided into three parts:

23



1. Keyword-Based URL Character Embedding: The character embedding module is used to map
the original URL character into a low-dimensional vector, thereby encoding the original
sequence as a two-dimensional floating-point matrix.

2. Feature Extraction Module: The feature detection module uses the convolutional neural
network to extract features on the abstract level of the URL and uses the GRU as a pooling
layer, retaining the important features on the premise of preserving the context relationship.
It uses a combination of different-length convolution windows to more fully extract features
at each level.

3. Classification Module: The fully connected neural network is used to classify the detected
features. In our detection model, a stochastic gradient descent is used to jointly optimize the
model. In terms of model evaluation indicators, in addition to the accuracy rate, precision,

recall, and F1-score were selected to more fully evaluate our CGRU model.

3.2 Drawbacks of Existing System

<

Less effectiveness in ever-changing large-scale networks.

It requires more training data,time to achieve satisfactory results.
Needs more relevant data sets to test the semi-supervised algorithm.

Not possible to improve better results

D NN NN

Less experience and investigation

3.3 Proposed System

In the proposed system, the dataset matrixes matrices are then passed to an embedding layer
with batch size 128. An embedding layer maps each character onto a 128 length real valued
vector. This can be considered as one hyper parameter, we choose 128 to provide further
level of freedom to the deep learning architectures. This collaboratively works with other layers
in the deep network during backpropogation. This facilitates URL character clustering and
similar characters cluster together. This kind of character clustering facilitates other layers to

easily detect the semantics and contextual similarity structures of domain names.

24



The proposed system is a deep layer CNN and a hybrid network such as CNN-LSTM for
feature representation. Recurrent layer LSTM extract sequential information and CNN helps
to extract spatial information among the characters. Deep learning models capture the optimal
feature representation and its layers outputs a continuous value that represents how much the

pattern matched.

To learn the spatial co-relationships among the characters, CNN is used. It has two layers; in
first layer with the help of multiple convolution1D operations local features are extracted and
passed to the maxpoolinglD. A convolutionlD layer uses 128 filters with filter length 5 that
slide over the character embedding vectors sequence and outputs a continuous value at each
step. This is actually a representation of how much the pattern matched in the character
embedding vectors sub-sequence. This contains a pool length of 4. Next, the maxpoolinglD

output is flattened to a vector and passed to the recurrent layer of the network.

3.4 Advantages of Proposed System

Effectively detect malicious URLSs.
An overall higher prediction performance.
More feasible, with good adaptability.

Gives excellent detection scores

DN N N N

Less computation complexity

Chapter 4

Requirement Specification

4.1 Introduction

Clearly defined requirements are essential signs on the road that leads to a successful project.
They establish a formal agreement between a client and a provider that they are both working to
reach the same goal. High-quality, detailed requirements also help mitigate financial risks and
keep the project on a schedule. According to the Business Analysis Body of Knowledge definition,

requirements are a usable representation of a need.

25



Creating requirements is a complex task as it includes a set of processes such as elicitation,
analysis, specification, validation, and management. In this article, we’'ll discuss the main types

of requirements for software products and provide a number of recommendations for their use.

4.2 Hardware & Software Specification

4.2.1 Hardware Specification

Hardware Requirement

Hardware Minimum Requirement

Disk Space 32 GB or more,10 GB or more for Foundation Edition
Processor 1.4 GHz 64 bit

Memory 512 MB

Display (800 x 600) Capable video adapter and monitor

4.2.2 Software Specification

Backend Technologies

v Python

v" Numpy

v Sci-learn

v Eclipse IDE

Frontend Technologies

v" Web Technologies
v' Bootstrap

4.3 Software Description

4.3.1About Python

26



Python is a free, open-source programming language. Therefore, all you have to do is install
Python once, and you can start working with it. Not to mention that you can contribute your own
code to the community. Python is also a cross-platform compatible language. So, what does this
mean? Well, you can install and run Python on several operating systems. Whether you have a

Windows, Mac or Linux, you can rest assure that Python will work on all these operating systems.

&
o

Python is also a great visualization tool. It provides libraries such as Matplotlib, seaborn and

bokeh to create stunning visualizations.

Seaborn

A
i
i
1

Matplotlib B===ass a ' s » Bokeh
€

e

In addition, Python is the most popular language for machine learning and deep learning. As a
matter of fact, today, all top organizations are investing in Python to implement machine learning

in the back-end.

27



Python Line Structure

Python coding style comprises physical lines as well as logical lines or statements. A physical
line in a Python program is a sequence of characters, and the end of the line terminates the line
sequence as opposed to some other languages, such as C and C++ where a semi-colon is used
to mark the end of the statement. A logical line, on the other hand, is composed of one or more
physical lines. The use of a semi-colon is not prohibited in Python, although it's not mandatory.
The NEWLINE token denotes the end of the logical line. A logical line that only contains spaces,

comments, or tabs are called blank lines and they are ignored by the interpreter.

As we saw that in Python, a new line simply means that a new statement has started. Although,
Python does provide a way to split a statement into a multiline statement or to join multiple
statements into one logical line. This can be helpful to increase the readability of the statement.

Following are the two ways to split a line into two or more lines:

Explicit Line Joining

In explicit line joining, we use a backward slash to split a statement into a multiline statement.

Implicit Line Joining

Statements that reside inside [], {}, or () parentheses can be broken down into two or more

physical lines without using a back slash.

Multiple Statements on a Single Line

In Python, it is possible to club multiple statements in the same line using a semi-colon; however,
most programmers do not consider this to be a good practice as it reduces the readability of the

code.

Whitespaces and Indentation

Unlike most of the programming languages, Python uses indentation to mark a block of code.

According to Python coding style guideline or PEP8, we should keep an indent size of four.

Most of the programming languages provide indentation for better code formatting and don’t

enforce to have it. But in Python it is mandatory. This is why indentation is so crucial in Python.
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Comments in any programming language are used to increase the readability of the code.
Similarly, in Python, when the program starts getting complicated, one of the best ways to
maintain the readability of the code is to use Python comments. It is considered a good practice
to include documentations and notes in the python syntax since it makes the code way more
readable and understandable to other programmers as well, which comes in handy when multiple

programmers are simultaneously working on the same project.

The code can only explain how it does something and not why it does that, but Python comments
can do that. With Python comments, we can make documentations for various explanations in
our code itself. Comments are nothing but tagged lines of codes which increase the readability
of a code and make it self-explanatory. There are different ways of creating comments depending
on the type of comment we want to include in our code. Following are different kinds of comments

that can be included in our Python program:

1. Single Line Comments

2. Docstring Comments

3. Multiline Comments
Single line Python comments are marked with # character. These comments end at the end of
the physical line, which means that all characters starting after the # character (and lasts till the

end of the line) are part of the comment.

Python has the documentation strings (or docstrings) feature which is usually the first statement
included in functions and modules. Rather than being ignored by the Python Interpreter like

regular comments, docstrings can actually be accessed at the run time using the dot operator.

It gives programmers an easy way of adding quick notes with every Python module, function,
class, and method. To use this feature, we use triple quotes in the beginning of the documentation
string or comment and the closing triple quotes at the end of the documentation comment.

Docstrings can be one-liners as well as multi-liners.

Unlike some programming languages that support multiine comments, such as C, Java, and

more, there is no specific feature for multiline comments in Python. But that does not mean that
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it is totally impossible to make multiline comments in Python. There are two ways we can include

comments that can span across multiple lines in our Python code.

Python Block Comments: We can use several single line comments for a whole block. This type
of comment is usually created to explain the block of code that follows the Block comment. Python
Block comment is the only way of writing a real comment that can span across multiple lines. It
is supported and preferred by Python’s PEPS8 style guide since Block comments are ignored by
Python interpreter or parser. However, nothing is stopping programmers from using the second

‘non-real’ way of writing multiline comments in Python which is explained below.

Using Docstrings: Docstrings are largely used as multiline comments in Python by many
programmers since it is the closest thing to having a multiline comment feature in Python. While
it is not wrong to use docstrings when we need to make multiline comments, it is important to
keep in mind that there is a significant difference between docstrings and comments. Comments
in Python are totally ignored by the Python Interpreter, while docstrings, when used inside the

Python function, can be accessed at the run time.

Python Data Types

One of the most crucial part of learning any programming language is to understand how data is
stored and manipulated in that language. Users are often inclined toward Python because of its

ease of use and the number of versatile features it provides. One of those features is dynamic
typing.
In Python, unlike statically typed languages like C or Java, there is no need to specifically declare

the data type of the variable. In dynamically typed languages such as Python, the interpreter itself

predicts the data type of the Python Variable based on the type of value assigned to that variable.

Advantages of Python

e Universal Language Construct
e Support both High Level and Low Level Programming
e Language Interoperability

o Fastest Development life cycle therefore more productive coding environment
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e Less memory used because a single container hold multiple data types and each type
doesn’t require its own function

e Learning Ease and open source development

o Speed and user-friendly data structure

e Extensive and extensible libraries.

e Simple & support loT

e And many more

Based on the 3 languages that are described above, we decided to use Python as
programming language for developing this e-Voting web based application. The important

motives are

Easy to learn, even non experienced programmers can use it. Ex: spacing and
tabbing instead of extra syntax

e Interactive mode

e Large and comprehensive standard libraries

e Python programs resemble to that of pseudo-code. This makes it a basis and a must
have for beginner programmers due to its extreme ease a difficulty when compared

to C++ Java, Perl, and so forth

About Pandas

Pandas is a popular Python package for data science, and with good reason: it offers powerful,
expressive and flexible data structures that make data manipulation and analysis easy, among

many other things. The DataFrame is one of these structures.

Pandas is a high-level data manipulation tool developed by Wes McKinney. It is built on the
Numpy package and its key data structure is called the DataFrame. DataFrames allow you to

store and manipulate tabular data in rows of observations and columns of variables.

Pandas is built on top of the NumPy package, meaning a lot of the structure of NumPy is used
or replicated in Pandas. Data in pandas is often used to feed statistical analysis in SciPy, plotting

functions from Matplotlib, and machine learning algorithms in Scikit-learn.
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Jupyter Notebooks offer a good environment for using pandas to do data exploration and

modeling, but pandas can also be used in text editors just as easily.

Jupyter Notebooks give us the ability to execute code in a particular cell as opposed to running
the entire file. This saves a lot of time when working with large datasets and complex
transformations. Notebooks also provide an easy way to visualize pandas’ DataFrames and plots.

As a matter of fact, this article was created entirely in a Jupyter Notebook.

There are two types of data structures in pandas: Series and DataFrames.

1. Series: a pandas Series is a one dimensional data structure (“a one dimensional ndarray”)

that can store values — and for every value it holds a unique index, too.

2. DataFrame: a pandas DataFrame is a two (or more) dimensional data structure —

basically a table with rows and columns. The columns have names and the rows have indexes.

Those who are familiar with R know the data frame as a way to store data in rectangular grids
that can easily be overviewed. Each row of these grids corresponds to measurements or values
of an instance, while each column is a vector containing data for a specific variable. This means
that a data frame’s rows do not need to contain, but can contain, the same type of values: they

can be numeric, character, logical, etc.

Now, DataFrames in Python are very similar: they come with the Pandas library, and they are

defined as two-dimensional labeled data structures with columns of potentially different types.

In general, you could say that the Pandas DataFrame consists of three main components: the

data, the index, and the columns.

Firstly, the DataFrame can contain data that is:

. a Pandas DataFrame

. a Pandas Series: a one-dimensional labeled array capable of holding any data type with

axis labels or index. An example of a Series object is one column from a DataFrame.

. a NumPy ndarray, which can be a record or structured
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. a two-dimensional ndarray

. dictionaries of one-dimensional ndarray’s, lists, dictionaries or Series.

Some of the key features of Python Pandas are as follows:

It provides DataFrame objects with default and customized indexing which is very fast and

efficient.

. There are tools available for loading data of different file formats into in-memory data
objects.

. It is easy to perform data alignment and integrated handling of missing data in Python
Pandas.

. It is very simple to perform pivoting and reshaping of data sets in Pandas.

. It also provides indexing, label-based slicing, and sub-setting of large data sets.

. We can easily insert and delete columns from a data structure.

. Data aggregation and transformations can be done using group by.

. High-performance merging and joining of data can be done using Pandas.

. It also provides time series functionality.

. Inserting and deleting columns in data structures.

. Merging and joining data sets.

. Reshaping and pivoting data sets.

. Aligning data and dealing with missing data.

. Manipulating data using integrated indexing for DataFrame objects.

. Performing split-apply-combine on data sets using the group by engine.
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. Manipulating high-dimensional data in a data structure with a lower dimension using

hierarchical axis indexing.

. Subsetting, fancy indexing, and label-based slicing data sets that are large in size.

. Generating data range, converting frequency, date shifting, lagging, and other time-series

functionality.

. Reading from files with CSV, XLSX, TXT, among other formats.
. Arranging data in an order ascending or descending.

. Filtering data around a condition.

. Analyzing time series.

. Iterating over a data set.

Numpy

Numpy is the core library for scientific computing in Python. It provides a high-performance
multidimensional array object, and tools for working with these arrays. If you are already familiar

with MATLAB, you might find this tutorial useful to get started with Numpy.

A numpy array is a grid of values, all of the same type, and is indexed by a tuple of nonnegative
integers. The number of dimensions is the rank of the array; the shape of an array is a tuple of

integers giving the size of the array along each dimension.

NumPYy is, just like SciPy, Scikit-Learn, Pandas, etc. one of the packages that you just can’t miss
when you're learning data science, mainly because this library provides you with an array data
structure that holds some benefits over Python lists, such as: being more compact, faster access

in reading and writing items, being more convenient and more efficient.

NumPy is a Python library that is the core library for scientific computing in Python. It contains a
collection of tools and techniques that can be used to solve on a computer mathematical models
of problems in Science and Engineering. One of these tools is a high-performance

multidimensional array object that is a powerful data structure for efficient computation of arrays
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and matrices. To work with these arrays, there’s a vast amount of high-level mathematical

functions operate on these matrices and arrays.

an array is basically nothing but pointers. It's a combination of a memory address, a data type, a

shape, and strides:

. The data pointer indicates the memory address of the first byte in the array,

. The data type or dtype pointer describes the kind of elements that are contained within
the array,

. The shape indicates the shape of the array, and

. The strides are the number of bytes that should be skipped in memory to go to the next

element. If your strides are (10,1), you need to proceed one byte to get to the next column and

10 bytes to locate the next row.

Or, in other words, an array contains information about the raw data, how to locate an element

and how to interpret an element.

With NumPy, we work with multidimensional arrays. We’'ll dive into all of the possible types of
multidimensional arrays later on, but for now, we’ll focus on 2-dimensional arrays. A 2-
dimensional array is also known as a matrix, and is something you should be familiar with. In
fact, it’s just a different way of thinking about a list of lists. A matrix has rows and columns. By

specifying a row number and a column number, we're able to extract an element from a matrix.

We can create a NumPy array using the numpy.array function. If we pass in a list of lists, it will
automatically create a NumPy array with the same number of rows and columns. Because we
want all of the elements in the array to be float elements for easy computation, we’ll leave off the
header row, which contains strings. One of the limitations of NumPy is that all the elements in an
array have to be of the same type, so if we include the header row, all the elements in the array
will be read in as strings. Because we want to be able to do computations like find the average

guality of the wines, we need the elements to all be floats.
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NumPy has several advantages over using core Python mathemtatical functions, a few of which

are outlined here:

1. NumPy is extremely fast when compared to core Python thanks to its heavy use of C
extensions.
2. Many advanced Python libraries, such as Scikit-Learn, Scipy, and Keras, make extensive

use of the NumPy library. Therefore, if you plan to pursue a career in data science or machine

learning, NumPy is a very good tool to master.

NumPy comes with a variety of built-in functionalities, which in core Python would take a fair bit

of custom code.

Mathplotlib

Plotting of data can be extensively made possible in an interactive way by Matplotlib, which is a
plotting library that can be demonstrated in Python scripts. Plotting of graphs is a part of data

vistualization, and this property can be achieved by making use of Matplotlib.

Matplotlib makes use of many general-purpose GUI toolkits, such as wxPython, Tkinter, QT, etc.,
in order to provide object-oriented APIs for embedding plots into applications. John D. Hunter
was the person who originally wrote Matplotlib, and its lead developer was Michael Droettboom.
One of the free and open-source Python library which is basically used for technical and scientific
computing is Python SciPy. Matplotlib is widely used in SciPy as most scientific calculations

require plotting of graphs and diagrams.

Matplotlib is a plotting library like GNUplot. The main advantage towards GNUplot is the fact that
Matplotlib is a Python module. Due to the growing interest in python the popularity of matplotlib

is continually rising as well.

Another reason for the attractiveness of Matplotlib lies in the fact that it is widely considered to
be a perfect alternative to MATLAB, if it is used in combination with Numpy and Scipy. Whereas
MATLAB is expensive and closed source, Matplotlib is free and open source code. It is also

object-oriented and can be used in an object oriented way. Furthermore it can be used with
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general-purpose GUI toolkits like wxPython, Qt, and GTK+. There is also a procedural "pylab",
which designed to closely resemble that of MATLAB. This can make it extremely easy for

MATLAB users to migrate to matplotlib.

Matplotlib can be used to create publication quality figures in a variety of hardcopy formats and

interactive environments across platforms.

Another characteristic of matplotlib is its steep learning curve, which means that users usually
make rapid progress after having started. The officicial website has to say the following about
this: "matplotlib tries to make easy things easy and hard things possible. You can generate plots,

histograms, power spectra, bar charts, errorcharts, scatterplots, etc, with just a few lines of code.”

4.3.2 About IDE

IDE - Integrated Development Environment. It is software suite. It contains different instruments

for web application software engineers to compose and test applications.

Programming Web application software engineers utilize wide scope of devices habitually all
through application source code creation, building and application testing. Programming
Development apparatuses frequently incorporate word processors for source code creation, code

libraries for reuse, compilers and test stages.

An Integrated Development Environment (IDE) is a product application that gives a programming
domain to streamline creating and troubleshooting programming. Instead of playing out every
one of the means required to make an executable program as disconnected individual
assignments, it brings every one of the devices required into one application and workspace.
Every one of the devices has a familiarity with the earth, and they cooperate to display a

consistent improvement set for the designer.

An IDE typically has an editor and a compiler window. There, we can write our code, run it, and
compile it. Hence, it becomes much easier to develop applications using an IDE. The major

reasons for using an IDE are given below:

» We can easily write our code in its text editor window.

37



» To store the resource files of a project, we have a project editor window.
» It makes debugging of the code easier.
» An IDE’s autosuggest feature helps us in writing efficient code.

» We can import other projects for integrating with the existing one.

Without an IDE, a product web application software engineer must choose, send, incorporate
and deal with these instruments independently. An IDE brings huge numbers of those
improvement related instruments all together system, application or administration. The
incorporated toolset is intended to streamline programming advancement and can distinguish

and limit coding missteps and grammatical errors.

v' Komodo

v NetBeans

v" PyCharm

v" Python for Visual Studio.NET

v' PyDev

v' PyStudio

v LiClipse (Eclipse)

LiClipse is at the core for all Python based application development activities. It's been
available for many years. LiClipse is a set of plugins to enhance Eclipse. It improves the

overall Eclipse experience. It is best IDE tool to develop Python Applications.

Advantages of LiClipse

e Perfect Debugger
e Error checking features
¢ An enhanced ability to analyze the code for quality and security concerns

e Auto complete feature
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Based on the various IDE that are described above, we decided to use LiClipse as IDE

(Integrated Development Environment) for developing this e-Voting web based application.

Important Features That Make LiClipse our IDE of Choice

¢ Rich Reusable Libraries are available
¢ Model Driven Development
e Enterprise Python Tooling

e Powerful Debugging options

IDE is a program that is used to write applications (other programs) in a variety of programming
languages. It allows you to complete many distinct program development steps in one place
(program window). A program which allows you to do this is known as an integrated development
environment, or IDE. The program is free and easy to import onto your home computer.
LiClipse is used for writing programs in Python. There are several steps that must be completed
to set up LiClipse and further steps to start up a new Python project (set of Python components
which work together to make up an application).
PyCharm is an Integrated Development Environment (IDE) that provides tools for writing efficient
code. It supports various frameworks such as Django, Flask, and Pyramid. PyCharm is majorly
used by developers for application development with Python language.
Let’'s suppose, we are making a project using Python programming language. We know that
Python is extensively popular among the developer's community, as well as in industries, due to
its following features:
» Simple to code: Python is a very simple language compared to other programming
languages. Also, it is a developer-friendly language.
» Object-oriented language: Python is an object-oriented language that uses concepts of
classes and objects.
» GUI programming support: We can create graphical user interfaces using Python Tkinter
library. Besides, we can use modules such as PyQt5, PyQt4, and wxPython to create a
GUI application.
» High-level language: Python is a high-level programming language. We do not need to

take care of managing memory or the system architecture while writing Python codes.
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» Portability: Python is a portable programming language, i.e., we can run Python codes on
any platform. For example, we can run a code written for Windows in Linux, UNIX, and
Mac, without changing it.
» Integrated language: Python is an integrated programming language. We can easily
integrate C, C++, etc. with Python.
» Interpreted language: Python is an interpreted programming language as well. Python’s
source code is changed to bytecode. Due to this, it is directly executed without compiling.
» Large set of standard libraries: Python consists of a rich set of modules, packages, and
libraries. It helps in various stages of application development.
"notebook” or "notebook documents” denote documents that contain both code and rich text
elements, such as figures, links, equations, ... Because of the mix of code and text elements,
these documents are the ideal place to bring together an analysis description, and its results, as
well as, they can be executed perform the data analysis in real time.
The Jupyter Notebook App produces these documents.
As a server-client application, the Jupyter Notebook App allows you to edit and run your
notebooks via a web browser. The application can be executed on a PC without Internet access,
or it can be installed on a remote server, where you can access it through the Internet.
Its two main components are the kernels and a dashboard.
A kernel is a program that runs and introspects the user’s code. The Jupyter Notebook App has
a kernel for Python code, but there are also kernels available for other programming languages.
The dashboard of the application not only shows you the notebook documents that you have
made and can reopen but can also be used to manage the kernels: you can which ones are

running and shut them down if necessary.

Chapter 5

System Design

5.1 Introduction
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A UML diagram is a diagram based on the UML (Unified Modeling Language) with the purpose
of visually representing a system along with its main actors, roles, actions, artifacts or classes, in

order to better understand, alter, maintain, or document information about the system.

Mainly, UML has been used as a general-purpose modeling language in the field of software
engineering. However, it has now found its way into the documentation of several business
processes or workflows. For example, activity diagrams, a type of UML diagram, can be used as
a replacement for flowcharts. They provide both a more standardized way of modeling workflows

as well as a wider range of features to improve readability and efficiency.

5.2 Architecture Diagram

An architecture diagram is a graphical representation of a set of concepts, that are part of an

architecture, including their principles, elements and components.

What is a diagram? What are the types of diagrams for architecture? The Dragonl open EA
Method makes it very clear: if a diagram does not show a concept, principle or part of a principle,

it is NOT an architecture diagram, because it does not show (a part of) the architecture.

There are many kinds of architecture diagrams, like a software architecture diagram, system

architecture diagram, application architecture diagram, security architecture diagram, etc.

For system developers, they need system architecture diagrams to understand, clarify, and
communicate ideas about the system structure and the user requirements that the system must
support. It's a basic framework can be used at the system planning phase helping partners

understand the architecture, discuss changes, and communicate intentions clearly.
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Chapter 6

System Implementation

6.1 List of Modules

Module 1 : Data Evaluation

Module 2 : Feature Extraction

Module 3 : Prediction

6.1.1. Module 1 :Data Evaluation

Data Evaluation process seeks the unexpected in a data-driven manner, it is crucial that these
tools are seamlessly integrated so analysts can flexibly select and compose tools to use at
each stage of analysis. Few systems have integrated all these capabilities either
architecturally or at the user interface level. Visage's information-centric approach allows

coordination among multiple application user interfaces. It uses an architecture that keeps

track of the mapping of visual objects to information in shared databases.

It will typically generate dozens, if not hundreds, of exploratory graphs in the course of
analyzing a dataset. Of these graphs, you may end up publishing one or two in a final format.

One purpose of Data Evaluation is to develop a personal understanding of the data, so all your
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code and graphs should be geared towards that purpose. Important details that you might add

if you were to publish a graph2 are not necessary in an exploratory graph.

Visual data analysis methods in use in a wide range can be traced back to many centuries
ago, it is because that human eyes and brains possess strong structural ability to detect that
occupy such important position in data exploring. And visual analysis is to play a variety of

human models in the processing capacity of the special way to display data.

6.1.2 Module 2 : Feature Extraction

Feature extraction and selection methods are used isolated or in combination with the aim to
improve performance such as estimated accuracy, visualization and comprehensibility of
learned knowledge. Generally, features can be categorized as: relevant, irrelevant, or
redundant. In feature selection process a subset from available features data are selected for
the process of learning algorithm. The best subset is the one with least number of dimensions
that most contribute to learning accuracy .

Information gain of a feature is calculation the difference of entropy whether it appears in the
text. The larger information gain, the greater contribution the characteristics to the text.

Characteristics with high information gain will be selected as feature.

Dimensionality reduction is wide spread preprocessing in high dimensional data analysis,
visualization and modeling. One of the simplest ways to reduce dimensionality is by Feature
Selection; one selects only those input dimensions that contain the relevant information for

solving the particular problem.

Filter methods have low computational cost and faster but with inefficient reliability in
classification as compared to wrapper methods and better suitable for high dimensional data
sets. Hybrid/embedded methods are recently developed which utilize advantages of both
filters and wrappers approaches. A hybrid approach uses both an independent test and
performance evaluation function of the feature subset . Filters methods can be further
categorized into two groups, namely feature weighting algorithms and subset search
algorithms. Feature weighting algorithms assign weights to features individually and rank them

based on their relevance to the target concept .

6.1.4 Module 3: Prediction

Neural networks are multi-layer networks of neurons (the blue and magenta nodes in the chart
below) that we use to classify things, make predictions, etc. More complex neural networks

are just models with more hidden layers and that means more neurons and more connections
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between neurons. And this more complex web of connections (and weights and biases) is

what allows the neural network to “learn” the complicated relationships hidden in our data.

In a neural network, changing the weight of any one connection (or the bias of a neuron) has
a reverberating effect across all the other neurons and their activations in the subsequent
layers.
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The Long Short-Term Memaory network, or LSTM network, is a recurrent neural network that
is trained using Backpropagation Through Time and overcomes the vanishing gradient
problem. As such, it can be used to create large recurrent networks that in turn can be used
to address difficult sequence problems in machine learning and achieve state-of-the-art
results. Instead of neurons, LSTM networks have memory blocks that are connected through

layers.

A block has components that make it smarter than a classical neuron and a memory for recent
sequences. A block contains gates that manage the block’s state and output. A block operates
upon an input sequence and each gate within a block uses the sigmoid activation units to
control whether they are triggered or not, making the change of state and addition of
information flowing through the block conditional.

Chapter 7

Software Testing

Testing documentation is the documentation of artifacts that are created during or before the
testing of a software application. Documentation reflects the importance of processes for the
customer, individual and organization. Projects which contain all documents have a high level of

maturity. Careful documentation can save the time, efforts and wealth of the organization.

If the testing or development team gets software that is not working correctly and developed by
someone else, so to find the error, the team will first need a document. Now, if the documents
are available then the team will quickly find out the cause of the error by examining
documentation. But, if the documents are not available then the tester need to do black box and
white box testing again, which will waste the time and money of the organization.More than that,

Lack of documentation becomes a problem for acceptance.

Benefits of using Documentation

o Documentation clarifies the quality of methods and objectives.

e It ensures internal coordination when a customer uses software application.
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e It ensures clarity about the stability of tasks and performance.

e It provides feedback on preventive tasks.

o It provides feedback for your planning cycle.

e It creates objective evidence for the performance of the quality management system.
The test scenario is a detailed document of test cases that cover end to end functionality of a
software application in liner statements. The liner statement is considered as a scenario. The test
scenario is a high-level classification of testable requirements. These requirements are grouped

on the basis of the functionality of a module and obtained from the use cases.

In the test scenario, there is a detailed testing process due to many associated test cases. Before

performing the test scenario, the tester has to consider the test cases for each scenario.

In the test scenario, testers need to put themselves in the place of the user because they test the
software application under the user's point of view. Preparation of scenarios is the most critical
part, and it is necessary to seek advice or help from customers, stakeholders or developers to

prepare the scenario.

As per the IEEE Documentation describing plans for, or results of, the testing of a system or
component, Types include test case specification, test incident report, test log, test plan, test
procedure, test report. Hence the testing of all the above mentioned documents is known as

documentation testing.

This is one of the most cost effective approaches to testing. If the documentation is not right:
there will be major and costly problems. The documentation can be tested in a number of different
ways to many different degrees of complexity. These range from running the documents through
a spelling and grammar checking device, to manually reviewing the documentation to remove

any ambiguity or inconsistency.

Documentation testing can start at the very beginning of the software process and hence save

large amounts of money, since the earlier a defect is found the less it will cost to be fixed.
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the most popular testing documentation files are test reports, plans, and checklists. These
documents are used to outline the team’s workload and keep track of the process. Let’s take a

look at the key requirements for these files and see how they contribute to the process.

Test strategy. An outline of the full approach to product testing. As the project moves along,
developers, designers, product owners can come back to the document and see if the actual

performance corresponds to the planned activities.

Test data. The data that testers enter into the software to verify certain features and their outputs.
Examples of such data can be fake user profiles, statistics, media content, similar to files that

would be uploaded by an end-user in a ready solution.

Test plans. A file that describes the strategy, resources, environment, limitations, and schedule
of the testing process. It’s the fullest testing document, essential for informed planning. Such a

document is distributed between team members and shared with all stakeholders.

Test scenarios. In scenarios, testers break down the product’s functionality and interface by
modules and provide real-time status updates at all testing stages. A module can be described

by a single statement, or require hundreds of statuses, depending on its size and scope.

Test cases. If the test scenario describes the object of testing (what), a scenario describes a
procedure (how). These files cover step-by-step guidance, detailed conditions, and current inputs
of a testing task. Test cases have their own kinds that depend on the type of testing — functional,
Ul, physical, logical cases, etc. Test cases compare available resources and current conditions

with desired outcomes and determine if the functionality can be released or not.

Traceability Matrix. This software testing documentation maps test cases and their requirements.
All entries have their custom IDs — team members and stakeholders can track the progress of

any tasks by simply entering its ID to the search.

External documentation collects information from inner documentation but also emphasize on

providing a visual data representation — graphs, diagrams, etc.

External reports — these documents collect information on test results and can describe an entire

project or a particular piece of functionality.
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Test summary report — the file with final test results and findings, presented to stakeholders.

Bug reports — such files keep track of newly encountered bugs and their fixes. We prefer to keep
our bug documentation numbered, so it's easier to mention them in further documentation.
Reports are concise and focus on offering tangible solutions. Sometimes, bug reports can only

include issue description, if the team hasn’t yet found the best approach to fixing the problem.

The combination of internal and external documentation is the key to a deep understanding of all
testing processes. Although stakeholders typically have access to the majority of documentation,
they mostly work with external files, since they are more concise and tackle tangible issues and
results. Internal files, on the other hand, are used by team members to optimize the testing

process.

Black Box testers don't care about Unit Testing. Their main goal is to validate the application

against the requirements without going into the implementation details.

But as a curiosity or Out of the box thinking, have you ever wondered how developers test their
own code? What method do they use to test before releasing code for testing? How is dev-testing
important in an agile process? The answer to all this is Unit Testing. | want to educate you on the
importance of Unit Testing so that development and testing teams can work more collaboratively

to design, test and release an excellent application.

Unit Testing is not a new concept. It's been there since the early days of programming. Usually,
developers and sometimes White box testers write Unit tests to improve code quality by verifying
each and every unit of the code used to implement functional requirements (aka test drove

development TDD or test-first development).

Most of us might know the classic definition of Unit Testing

“Unit Testing is the method of verifying the smallest piece of testable code against its purpose.”

If the purpose or requirement failed then the unit test has failed.

In simple words, Unit Testing means — writing a piece of code (unit test) to verify the code (unit)

written for implementing requirements.

48



Project Information 49 © WISEN IT SOLUTIONS

iy
g

A ' N
adlnt @
Testing

Unit Testing is used to design robust software components that help maintain code and eliminate
the issues in code units. We all know the importance of finding and fixing defects in the early

stage of the software development cycle. Unit Testing serves the same purpose.

Unit Testing is an integral part of the agile software development process. When a nightly build
run unit test suite should run and report should be generated. If any of the unit tests have failed

then the QA team should not accept that build for verification.

If we set this as a standard process, many defects would be caught in the early development

cycle, saving much testing time.

| know many developers hate to write unit tests. They either ignore or write bad unit test cases
due to tight scheduled or lack of seriousness (yea they write empty unit tests, so 100% of them
pass successfully ;-)). It's important to write good unit tests or don't write them at all. It's even

more important to provide sufficient time and a supportive environment for real benefits.

e Testing can be done in the early phases of the software development lifecycle when other

modules may not be available for integration

e Fixing an issue in Unit Testing can fix many other issues occurring in later development

and testing stages

e Cost of fixing a defect found in Unit Testing is very less than the one found in the system

or acceptance testing
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o Code coverage can be measured
¢ Fewer bugs in the System and Acceptance testing

o Code completeness can be demonstrated using unit tests. This is more useful in the agile
process. Testers don't get the functional builds to test until integration is completed. Code
completion cannot be justified by showing that you have written and checked in the code.

But running Unit tests can demonstrate code completeness.

o Expect robust design and development as developers write test cases by understanding

the specifications first.
e Easily identify who broke the build

¢ Saves development time: Code completion may take more time but due to decreased

defect count overall development time can be saved.

7.1 General

Unit Testing frameworks are mostly used to help write unit tests quickly and easily. Most of the
programming languages do not support unit testing with the inbuilt compiler. Third-party open

source and commercial tools can be used to make unit testing even more fun.
List of popular Unit Testing tools for different programming languages:

» Java framework — JUnit

» PHP framework — PHPUnit

» C++ frameworks — UnitTest++ and Google C++

» .NET framework — NUnit

» Python framework — py.test
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Functional Testing is a type of black box testing whereby each part of the system is tested against

functional specification/requirements. For instance, seek answers to the following questions,
Are you able to login to a system after entering correct credentials?

Does your payment gateway prompt an error message when you enter incorrect card number?
Does your “add a customer” screen adds a customer to your records successfully?

Well, the above questions are mere samples to perform full-fledged functional testing of a system.

7.2 Test Driven Development

Test Driven Development, or TDD, is a code design technique where the programmer writes a
test before any production code, and then writes the code that will make that test pass. The idea
is that with a tiny bit of assurance from that initial test, the programmer can feel free to refactor
and refactor some more to get the cleanest code they know how to write. The idea is simple, but
like most simple things, the execution is hard. TDD requires a completely different mind set from
what most people are used to and the tenacity to deal with a learning curve that may slow you

down at first.

Functional Testing types include:
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1. Unit Testing

2. Integration Testing

3. System Testing

4. Sanity Testing

5. Smoke Testing

6. Interface Testing

7. Regression Testing

8. Beta/Acceptance Testing

9. Non-functional Testing types include:

Performance Testing

Load Testing

e Stress Testing

e Volume Testing

e Security Testing

e Compatibility Testing

¢ Install Testing

e Recovery Testing

¢ Reliability Testing

e Usability Testing

e Compliance Testing

e Localization Testing

7.3 Unit Testing

UNIT TESTING is a level of software testing where individual units/ components of a software

are tested. The purpose is to validate that each unit of the software performs as designed. A unit
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is the smallest testable part of any software. It usually has one or a few inputs and usually a g
single output. In procedural programming, a unit may be an individual program, function,
procedure, etc. In object-oriented programming, the smallest unit is a method, which may belong
to a base/ super class, abstract class or derived/ child class. (Some treat a module of an
application as a unit. This is to be discouraged as there will probably be many individual units
within that module.) Unit testing frameworks, drivers, stubs, and mock/ fake objects are used to

assist in unit testing.

A unit can be almost anything you want it to be -- a line of code, a method, or a class. Generally
though, smaller is better. Smaller tests give you a much more granular view of how your code is
performing. There is also the practical aspect that when you test very small units, your tests can

be run fast; like a thousand tests in a second fast.

Black Box testers don't care about Unit Testing. Their main goal is to validate the application

against the requirements without going into the implementation details.

Unit Testing is not a new concept. It's been there since the early days of programming. Usually,
developers and sometimes White box testers write Unit tests to improve code quality by verifying
each and every unit of the code used to implement functional requirements (aka test drove

development TDD or test-first development).
Most of us might know the classic definition of Unit Testing —

“Unit Testing is the method of verifying the smallest piece of testable code against its purpose.”

If the purpose or requirement failed then the unit test has failed.

In simple words, Unit Testing means — writing a piece of code (unit test) to verify the code (unit)

written for implementing requirements.

7.4 Blackbox Testing

During functional testing, testers verify the app features against the user specifications. This is
completely different from testing done by developers which is unit testing. It checks whether the
code works as expected. Because unit testing focuses on the internal structure of the code, it is

called the white box testing. On the other hand, functional testing checks app’s functionalities

53



Project Information 54 © WISEN IT SOLUTIONS

without looking at the internal structure of the code, hence it is called black box testing. Despite g
how flawless the various individual code components may be, it is essential to check that the app
is functioning as expected, when all components are combined. Here you can find a detailed

comparison between functional testing vs unit testing.

7.5 Integration Testing

INTEGRATION TESTING is a level of software testing where individual units are combined and
tested as a group. The purpose of this level of testing is to expose faults in the interaction between

integrated units. Test drivers and test stubs are used to assist in Integration Testing.

integration testing: Testing performed to expose defects in the interfaces and in the interactions
between integrated components or systems. See also component integration testing, system

integration testing.

component integration testing: Testing performed to expose defects in the interfaces and
interaction between integrated components. System integration testing: Testing the integration
of systems and packages; testing interfaces to external organizations (e.g. Electronic Data

Interchange, Internet).

Integration tests determine if independently developed units of software work correctly when they
are connected to each other. The term has become blurred even by the diffuse standards of the
software industry, so I've been wary of using it in my writing. In particular, many people assume
integration tests are necessarily broad in scope, while they can be more effectively done with a

narrower scope.

As often with these things, it's best to start with a bit of history. When | first learned about
integration testing, it was in the 1980's and the waterfall was the dominant influence of software
development thinking. In a larger project, we would have a design phase that would specify the
interface and behavior of the various modules in the system. Modules would then be assigned to
developers to program. It was not unusual for one programmer to be responsible for a single

module, but this would be big enough that it could take months to build it. All this work was done
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in isolation, and when the programmer believed it was finished they would hand it over to QA for

testing.

Integration testing tests integration or interfaces between components, interactions to different
parts of the system such as an operating system, file system and hardware or interfaces between

systems. Integration testing is a key aspect of software testing.

Integration Testing

|

Module A | Module B |

7.6 System Testing

SYSTEM TESTING is a level of software testing where a complete and integrated software is
tested. The purpose of this test is to evaluate the system’s compliance with the specified
requirements. System Testing means testing the system as a whole. All the modules/components

are integrated in order to verify if the system works as expected or not.

System Testing is done after Integration Testing. This plays an important role in delivering a high-

quality product.
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ModuleA

System testing

ModuleB ModuleC

System testing is a method of monitoring and assessing the behaviour of the complete and fully-
integrated software product or system, on the basis of pre-decided specifications and functional
requirements. It is a solution to the question "whether the complete system functions in

accordance to its pre-defined requirements?"

It's comes under black box testing i.e. only external working features of the software are
evaluated during this testing. It does not requires any internal knowledge of the coding,

programming, design, etc., and is completely based on users-perspective.

A black box testing type, system testing is the first testing technique that carries out the task of
testing a software product as a whole. This System testing tests the integrated system and

validates whether it meets the specified requirements of the client.

System testing is a process of testing the entire system that is fully functional, in order to ensure
the system is bound to all the requirements provided by the client in the form of the functional
specification or system specification documentation. In most cases, it is done next to the
Integration testing, as this testing should be covering the end-to-end system’s actual routine. This
type of testing requires a dedicated Test Plan and other test documentation derived from the
system specification document that should cover both software and hardware requirements. By
this test, we uncover the errors. It ensures that all the system works as expected. We check
System performance and functionality to get a quality product. System testing is nothing but

testing the system as a whole. This testing checks complete end-to-end scenario as per the
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customer’s point of view. Functional and Non-Functional tests also done by System testing. All g
things are done to maintain trust within the development that the system is defect-free and bug-
free. System testing is also intended to test hardware/software requirements specifications.
System testing is more of a limited type of testing; it seeks to detect both defects within the “inter-

assemblages”.

7.7 Sanity Testing

Sanity Testing is done when as a QA we do not have sufficient time to run all the test cases, be
it Functional Testing, Ul, OS or Browser Testing. Sanity testing is a subset of regression testing.
After receiving the software build, sanity testing is performed to ensure that the code changes
introduced are working as expected .This testing is a checkpoint to determine if testing for the

build can proceed or not.

The main purpose of this testing is to determine that the changes or the proposed functionality
are working as expected. If the sanity test fails, the build is rejected by the testing team to save
time and money. It is performed only after the build has cleared the smoke test and been
accepted by the Quality Assurance team for further testing. The focus of the team during this
testing process is to validate the functionality of the application and not detailed testing. Let's
assume that in an e-commerce project, there are mainly five modules- like login page, home
page, user profile page, new user creation, etc. There is a defect in the login page when the
password field accepts less than four alpha numeric characters and the requirement mentions
that this password field should not be below eight characters. So, the bug is reported by the
testing team to the development team to resolve it. When the development team fixes the defect
and passes it to the testing team. Then the testing team checks if the changes done are working
fine. It also checks if it does not have an impact on other related functionalities. Now there is a
functionality to update the password in the user profile page. As part of the sanity check, we
would need to validate the login page as well as the profile page to ensure that the checks are
working fine at both the places. Sanity tests are generally performed on build where the

production deployment is required immediately - like a critical bug fix.
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Smoke Testing is done to make sure if the build we received from the development team is

testable or not. It is also called as “Day 0” check. It is done at the “build level”.

It helps not to waste the testing time to simply testing the whole application when the key features
don’t work or the key bugs have not been fixed yet. Here our focus will be on primary and core

application work flow.

To conduct smoke testing, we don’t write test cases. We just pick the necessary test cases from

already written test cases.

Do we really write test cases for all testing types? Here in this article, we have given clear idea

on choosing testing types to write test cases.

As mentioned earlier, here in Smoke Testing, our main focus will be on core application work
flow. So we pick the test cases from our test suite which cover major functionality of the
application. In general, we pick minimal number of test cases that won’t take more than half an

hour to execute.

After receiving a Software build with the minor issues fixes in code or functionality, Sanity testing
is carry out to check whether the bugs reported in previous build are fixed & there is regression
introduced due to these fixes i.e. not breaking any previously working functionality. The main aim
of Sanity testing to check the planned functionality is working as expected. Instead of doing whole

regression testing the Sanity testing is perform.

Sanity tests helps to avoid wasting time and cost involved in testing if the build is failed. Tester

should reject the build upon build failure.

After completion of regression testing the Sanity testing is started to check the defect fixes &
changes done in the software application is not breaking the core functionality of the software.
Typically this is done nearing end of SDLC i.e. while releasing the software. You can say that
sanity testing is a subset of acceptance testing. We can also say Tester Acceptance Testing for

Sanity testing.

7.8 Regression Testing
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Regression Testing is a type of testing that is done to verify that a code change in the software
does not impact the existing functionality of the product. This is to make sure the product works
fine with new functionality, bug fixes or any change in the existing feature. Previously executed

test cases are re-executed in order to verify the impact of change.

Regression Testing is a Software Testing type in which test cases are re-executed in order to
check whether the previous functionality of the application is working fine and the new changes

have not introduced any new bugs.

This test can be performed on a new build when there is a significant change in the original

functionality that too even in a single bug fix.

For regression testing to be effective, it needs to be seen as one part of a comprehensive testing
methodology that is cost-effective and efficient while still incorporating enough variety—such as
well-designed frontend Ul automated tests alongside targeted unit testing, based on smart risk
prioritization—to prevent any aspects of your software applications from going unchecked. These
days, many Agile work environments employing workflow practices such as XP (Extreme
Programming), RUP (Rational Unified Process), or Scrum appreciate regression testing as an

essential aspect of a dynamic, iterative development and deployment schedule.

But no matter what software development and quality-assurance process your organization uses,
if you take the time to put in enough careful planning up front, crafting a clear and diverse testing
strategy with automated regression testing at its core, you can help prevent projects from going
over budget, keep your team on track, and, most importantly, prevent unexpected bugs from

damaging your products and your company’s bottom line.

Performance testing is the practice of evaluating how a system performs in terms of
responsiveness and stability under a particular workload. Performance tests are typically
executed to examine speed, robustness, reliability, and application size. The process

incorporates “performance” indicators such as:

e Browser, page, and network response times

e Server request processing times

e Acceptable concurrent user volumes
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e Processor memory consumption; number and type of errors that might be encountered g
with app
Performance testing gathers all the tests that verify an application’s speed, robustness, reliability,
and correct sizing. It examines several indicators such as a browser, page and network response
times, server query processing time, number of acceptable concurrent users architected, CPU
memory consumption, and number/type of errors which may be encountered when using an

application.

Performance testing is the testing that is performed to ascertain how the components of a system

are performing under a certain given situation.

Resource usage, scalability, and reliability of the product are also validated under this testing.
This testing is the subset of performance engineering, which is focused on addressing

performance issues in the design and architecture of a software product.

Performance

Testing

Software Performance testing is type of testing perform to determine the performance of system
to major the measure, validate or verify quality attributes of the system like responsiveness,
Speed, Scalability, Stability under variety of load conditions. The system is tested under a mixture
of load conditions and check the time required responding by the system under varying

workloads. Software performance testing involves the testing of application under test to ensure
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that application is working as expected under variety of load conditions. The goal of performance
testing is not only find the bugs in the system but also eliminate the performance bottlenecks

from the system.

Load Testing is type of performance testing to check system with constantly increasing the load
on the system until the time load is reaches to its threshold value. Here Increasing load means
increasing number of concurrent users, transactions & check the behavior of application under
test. It is normally carried out underneath controlled environment in order to distinguish between
two different systems. It is also called as “Endurance testing” and “Volume testing”. The main
purpose of load testing is to monitor the response time and staying power of application when
system is performing well under heavy load. Load testing comes under the Non Functional

Testing & it is designed to test the non-functional requirements of a software application.

Load testing is perform to make sure that what amount of load can be withstand the application
under test. The successfully executed load testing is only if the specified test cases are executed

without any error in allocated time.

Simple examples of load testing:

e Testing printer by sending large job.

e Editing a very large document for testing of word processor

e Continuously reading and writing data into hard disk.

¢ Running multiple applications simultaneously on server.

e Testing of mail server by accessing thousands of mailboxes

¢ In case of zero-volume testing & system fed with zero load..

Chapter 8

Conclusion & Feature Enchancement
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8.1 Conclusion

Deep learning methods like CNN and CNNLSTM are preferable over machine learning methods
as they have the capability to obtain optimal feature representation themselves by taking the raw
URLs as their input. We can claim based on the results we obtained that, the machine learning
and deep learning based malicious URL detection can foreclose detection systems built using
blacklisting and regular expression methods. To train the model we have done random split on

the data set that we got from several resources

8.2 Future Enhancement

In future, the Malicious URL should be predicted using Deep Neural Network

Appendix — | Screenshots

Appendix — Il Sample Coding
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