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ABSTRACT

Social networking sites engage millions of users around the world. The users' interactions
with these social sites, such as Twitter and Facebook have a tremendous impact and
occasionally undesirable repercussions for daily life. The prominent social networking sites
have turned into a target platform for the spammers to disperse a huge amount of irrelevant
and deleterious information. Twitter, for example, has become one of the most
extravagantly used platforms of all times and therefore allows an unreasonable amount of
spam. Fake users send undesired tweets to users to promote services or websites that not
only affect legitimate users but also disrupt resource consumption. Moreover, the possibility
of expanding invalid information to users through fake identities has increased that results
in the unrolling of harmful content. Recently, the detection of spammers and identification
of fake users on Twitter has become a common area of research in contemporary online
social Networks (OSNSs). In this paper, we perform a review of techniques used for detecting
spammers on Twitter. Moreover, a taxonomy of the Twitter spam detection approaches is
presented that classifies the techniques based on their ability to detect: (i) fake content, (ii)
spam based on URL, (iii) spam in trending topics, and

(iv) fake users. The presented techniques are also compared based on various features,
such as user features, content features, graph features, structure features, and time
features. We are hopeful that the presented study will be a useful resource for researchers

to find the highlights of recent developments in Twitter spam detection on a single platform.
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CHAPTER 1
INTRODUCTION

1.1 SOCIAL NETWORKS

What Is A Social Network?

Wikipedia defines a social network service as a service which “focuses on the building
and verifying of online social networks for communities of people who share interests
and activities, or who are interested in exploring the interests and activities of others,
and which necessitates the use of software.”

A report published by OCLC provides the following definition of social networking sites:
“Web sites primarily designed to facilitate interaction between users who share

interests, attitudes and activities, such as Facebook, Mixi and MySpace.”

What Can Social Networks Be Used For?

Social networks can provide a range of benefits to members of an organisation:
Support for learning: Social networks can enhance informal learning and support
social connections within groups of learners and with those involved in the support of
learning.

Support for members of an organisation: Social networks can potentially be used
my all members of an organisation, and not just those involved in working with
students. Social networks can help the development of communities of practice.
Engaging with others: Passive use of social networks can provide valuable business
intelligence and feedback on institutional services (although this may give rise to ethical
concerns).

Ease of access to information and applications: The ease of use of many social
networking services can provide benefits to users by simplifying access to other tools
and applications. The Facebook Platform provides an example of how a social
networking service can be used as an environment for other tools.

Common interface: A possible benefit of social networks may be the commoninterface
which spans work / social boundaries. Since such services are often used ina personal
capacity the interface and the way the service works may be familiar, thus minimising
training and support needed to exploit the services in a professional context. This can,
however, also be a barrier to those who wish to have strict boundaries between work

and social activities.



Examples of Social Networking Services:

Examples of popular social networking services include:

Facebook: Facebook is a social networking Web site that allows people to
communicate with their friends and exchange information. In May 2007 Facebook
launched the Facebook Platform which provides a framework for developers to create
applications that interact with core Facebook features

MySpace: MySpace is a social networking Web site offering an interactive, user-
submitted network of friends, personal profiles, blogs and groups, commonly used for
sharing photos, music and videos.

Ning: An online platform for creating social Web sites and social networks aimed at
users who want to create networks around specific interests or have limited technical
skills.

Twitter: Twitter is an example of a micro-blogging service. Twitter can be used in a
variety of ways including sharing brief information with users and providing support for
one’s peers.

Note that this brief list of popular social networking services omits popular social
sharing services such as Flickr and YouTube.

Opportunities and Challenges

The popularity and ease of use of social networking services have excited institutions
with their potential in a variety of areas. However effective use of social networking
services poses a number of challenges for institutions including long-term sustainability
of the services; user concerns over use of social tools in a work or studycontext; a
variety of technical issues and legal issues such as copyright, privacy, accessibility;
etc.

Institutions would be advised to consider carefully the implications before promoting

significant use of such services.

What is Secure Computing?

Computer security (Also known as cyber security or IT Security) is information
security as applied to computers and networks. The field covers all the processes and
mechanisms by which computer-based equipment, information and services are

protected from unintended or unauthorized access, change or destruction. Computer



security also includes protection from unplanned events and natural disasters.
Otherwise, in the computer industry, the term security -- or the phrase computer
security -- refers to techniques for ensuring that data stored in a computer cannot
be read or compromised by any individuals without authorization. Most computer
security measures involve data encryption and passwords. Data encryption is the
translation of data into a form that is unintelligible without a deciphering mechanism.
A password is a secret word or phrase that gives a useraccessto a particular

program or system.

Working conditions and basic needs in the secure computing:

If you don't take basic steps to protect your work computer, you put it and all the
information on it at risk. You can potentially compromise the operation of other
computers on your organization's network, or even the functioning of the network as a

whole.

Physical security:

Technical measures like login passwords, anti-virus are essential. (More about those
below) However, a secure physical space is the first and more important line of

defense.

Is the place you keep your workplace computer secure enough to prevent theft or
access to it while you are away? While the Security Department provides coverage
across the Medical center, it only takes seconds to steal a computer,particularly a
portable device like a laptop or a PDA. A computer should be secured like any other

valuable possession when you are not present.

Human threats are not the only concern. Computers can be compromised by
environmental mishaps (e.g., water, coffee) or physical trauma. Make sure the physical

location of your computer takes account of those risks as well.
Access passwords:

The University's networks and shared information systems are protected in part
by login credentials (user-IDs and passwords). Access passwords are also an essential
protection for personal computers in most circumstances. Offices are usuallyopen and

shared spaces, so physical access to computers cannot be completely controlled.



To protect your computer, you should consider setting passwords for particularly
sensitive applications resident on the computer (e.g., data analysis software), if the

software provides that capability.
Prying eye protection:

Because we deal with all facets of clinical, research, educational and administrative
data here on the medical campus, it is important to do everything possible to minimize

exposure of data to unauthorized individuals.
Anti-virus software:

Up-to-date, properly configured anti-virus software is essential. While we have server-
side anti-virus software on our network computers, you still need it on the client side

(your computer).
Firewalls:

Anti-virus products inspect files on your computer and in email. Firewall software and
hardware monitor communications between your computer and the outside world.

That is essential for any networked computer.
Software updates:

It is critical to keep software up to date, especially the operating system, anti-virus and
anti-spyware, email and browser software. The newest versions will contain fixes for

discovered vulnerabilities.

Almost all anti-virus have automatic update features (including SAV). Keeping the
"signatures” (digital patterns) of malicious software detectors up-to-date is essential for

these products to be effective.
Keep secure backups:

Even if you take all these security steps, bad things can still happen. Be prepared for
the worst by making backup copies of critical data, and keeping those backup copies
in a separate, secure location. For example, use supplemental hard drives,

CDs/DVDs, or flash drives to store critical, hard-to-replace data.
Report problems:

If you believe that your computer or any data on it has been compromised, your should

make a information security incident report. That is required by University policy for


http://it.med.miami.edu/x929.xml
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all data on our systems, and legally required for health, education, financial and any

other kind of record containing identifiable personal information.

1.2 SCOPE OF THE PROJECT

In this project, we came up with a framework through which we can detect fake profile
using machine learning algorithms so that the social life of people become secured.

In today’s online social networks there has been a lot of problems like fake profile,
online impersonation, etc. To date, no one has come up with a feasible solution to these
problems.

In this project, we intend to give a framework with which the automatic detection of fake
profiles can be done so that the social life of people become secured and by usingthis
automatic detection technique we can make it easier for the sites to manage the huge

number of profiles, which can’t be done manually.

1.3 PROBLEM STATEMENT

Fake user accounts were analyzed by the activities performed by user accounts from
where the spam tweets were generated. It was observed that most of the fake tweets
were shared by people with followers. Subsequently, the sources of tweet analysis
were analyzed by the medium from where the tweets were posted. It was found that
most of the tweets containing any information were generated through mobile devices

and non-informative tweets were generated more through the Web interfaces.



CHAPTER 2

LITERATURE SURVEY

[1] F. Benevenuto, G. Magno,” Detecting spammers on Twitter”, 2018.
In this paper we consider the problem of detecting spammers on Twitter. We first
collected a large dataset of Twitter that includes more than 54 million users, 1.9 billion
links, and almost 1.8 billion tweets. Using tweets related to three famous trending topics
from 2009, we construct a large labeled collection of users, manually classified into
spammers and non-spammers. We then identify a number of characteristics related to
tweet content and user social behavior, which could potentially be used to detect
spammers. We used these characteristics as attributes of machine learning process for
classifying users as either spammers or non spammers. Our strategy succeeds at
detecting much of the spammers while only a small percentage of non-spammers are

misclassified.

Advantages: Manual classification is done, less number of non spammers are
misclassified

Disadvantages: Less accuracy for detecting spammers

[2] T. Wu, S. Wen, Y. Xiang, and W. Zhou,” Twitter spam detection: Survey of
new approaches and comparative study”, 2018.
Twitter spam has long been a critical but difficult problem to be addressed. So far,
researchers have proposed many detection and defence methods in order to protect
Twitter users from spamming activities. Particularly in the last three years, many
innovative methods have been developed, which have greatly improved the detection
accuracy and efficiency compared to those which were proposed three years ago.
Therefore, we are motivated to work out a new survey about Twitter spam detection
techniques. This survey includes three parts: 1) A literature review on the state-of-art:
this part provides detailed analysis (e.g. taxonomies and biases on feature selection)
and discussion (e.g. pros and cons on each typical method); 2) Comparative studies:

we will compare the performance of various typical methods on a universal testbed (i.e.



same datasets and ground truths) to provide a quantitative understanding of current
methods; 3) Open issues: the final part is to summarise the unsolved challenges in
current Twitter spam detection techniques. Solutions to these open issues are of great

significance to both academia and industries.

Advantages: Lot of studies and researches are made for developing new
methods

Disadvantages: Implementation is not made

[3] B. Ercahin, O. Aktas, D. Kiling, and C. Akyol,” Twitter fake account
detection”, Oct. 2017.
Social networking sites such as Twitter and Facebook attracts millions of users across
the world and their interaction with social networking has affected their life. This
popularity in social networking has led to different problems including the possibility of
exposing incorrect information to their users through fake accounts which results to the
spread of malicious content. This situation can result to a huge damage in the realworld
to the society. In our study, we present a classification method for detecting the fake

accounts on Twitter.

Advantages: Used EMD which improves performance

Disadvantages: Only confined to twitter, lacks accuracy

[4] S. Gharge, and M. Chavan,”An integrated approach for malicious tweets
detection using NLP”, 2017.
Many previous works have focused on detection of malicious user accounts. Detecting
spams or spammers on Twitter has become a recent area of research in social network.
However, we present a method based on two new aspects: the identification of spam-
tweets without knowing previous background of the user; and the other basedon
analysis of language for detecting spam on twitter in such topics that are in trendingat
that time. Trending topics are the topics of discussion that are popular at that time. This
growing micro blogging phenomenon therefore benefits spammers. Our work triesto
detect spam tweets in based on language tools. We first collected the tweets relatedto

many trending topics, labelling them on the basis of their content which is either



malicious or safe. After a labelling process we extracted a many features based on the
language models using language as a tool. We also evaluate the performance and

classify tweets as spam or not spam.

Advantages: Focuses mainly on analysing the tweets which improves accuracy
in analysis
Disadvantages: Not focuses mainly on users which might reflect not so well for

classification

[5] F. Concone, A. De Paola, G. Lo Re, and M. Morana,” Twitter analysis for
real-time malware discovery”, 2017.
In recent years, the increasing number of cyberattacks has gained the development of
innovative tools to quickly detect new threats. A recent approach to this problem is to
analyze the content of Social Networks to discover the rising of new malicious software.
Twitter is a popular social network which allows millions of users to share their opinions
on what happens all over the world. The subscribers can insert messages, called tweet,
that are usually related to international news. In this work, wepresent a system for real-
time malware alerting using a set of tweets captured throughthe Twitter API's, and
analyzed by means of a Bayes Naive classifier. Then, groups oftweets discussing the

same topic, e.g, a new malware infection, are summarized in order to produce an alert.

Advantages: Tests have been performed to evaluate the performance of the system
and results show the effectiveness

Disadvantages: uses same approach, Accuracy can be improved

[6] C. Chen, Y. Wang, J. Zhang, Y. Xiang, W. Zhou, and G. Min, “Statistical
features-based real-time detection of drifted Twitter spam”, 2017.
Twitter spam has become a critical problem nowadays. Recent works focus on applying
machine learning techniques for Twitter spam detection, which make use of the statistical

features of tweets. In our labeled tweets data set, however, we observe that



the statistical properties of spam tweets vary over time, and thus, the performance of
existing machine learning-based classifiers decreases. This issue is referred to as
“Twitter Spam Dirift”. In order to tackle this problem, we first carry out a deep analysis on
the statistical features of one million spam tweets and one million non-spam tweets, and
then propose a novel Lfun scheme. The proposed scheme can discover “changed” spam
tweets from unlabeled tweets and incorporate them into classifier’s training process. A
number of experiments are performed to evaluate the proposed scheme. The results
show that our proposed Lfun scheme can significantly improve the spam detection

accuracy in real-world scenarios.

Advantages: Works on real time detection helps for immediate response

Disadvantages: Hasn’timplemented yet

[7] Jinyuan Ji, Binghui Wang, Neil Zhengiang Gong, “Random Walk Based Fake

Account Detection in Online Social Networks”,2017.

Online social networks are known to be vulnerable to the so-called Sybil attack, in
which an attacker maintains massive fake accounts (also called Sybils) and uses them
to perform various malicious activities. Therefore, Sybil detection is a fundamental
security research problem in online social networks. Random walk based methods,
which leverage the structure of an online social network to distribute reputation scores
for users, have been demonstrated to be promising in certain real-world online social
networks. In particular, random walk based methods have three desired features: they
can have theoretically guaranteed performance for online social networks that have the
fast-mixing property, they are accurate when the social network has strong homophily
property, and they can be scalable to large-scale online social networks. However,
existing random walk based methods suffer from several key limitations: (1)they can
only leverage either labeled benign users or labeled Sybils, but not both, (2) they have
limited detection accuracy for weak-homophily social networks, and (3) theyare not
robust to label noise in the training dataset. In this work, we propose a new random
walk based Sybil detection method called SybilWalk. SybilWalk addresses the
limitations of existing random walk based methods while maintaining their desired
features. We perform both theoretical and empirical evaluations to compare SybilWalk

with previous random walk based methods. Theoretically, for online social networks


https://ieeexplore.ieee.org/author/37086050929
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with the fast-mixing property, SybilWalk has a tighter asymptotical bound on the
number of Sybils that are falsely accepted into the social network than all existing
random walk based methods. Empirically, we compare SybilWalk with previous
random walk based methods using both social networks with synthesized Sybils and
a large-scale Twitter dataset with real Sybils.

Advantages: online social networks that have the fast mixing property.

Disadvantages: They have limited detection accuracy.

[8] C.Buntain and J. Golbeck,” Automatically identifying fake news in popular
Twitter threads”,2017.

Information quality in social media is an increasingly important issue, but web-scale
data hinders experts’ ability to assess and correct much of the inaccurate content, or
“fake news,” present in these platforms. This paper develops a method for automating
fake news detection on Twitter by learning to predict accuracy assessments in two
credibility-focused Twitter datasets: CREDBANK, a crowdsourced dataset of accuracy
assessments for events in Twitter, and PHEME, a dataset of potential rumors in Twitter
and journalistic assessments of their accuracies. We apply this method to Twitter
content sourced from BuzzFeed’s fake news dataset and show models trained against
crowdsourced workers outperform models based on journalists’ assessment and
models trained on a pooled dataset of both crowdsourced workers and journalists. All
three datasets, aligned into a uniform format, are also publicly available. A feature
analysis then identifies features that are most predictive for crowdsourced and
journalistic accuracy assessments, results of which are consistent with prior work. We
close with a discussion contrasting accuracy and credibility and why models of

nonexperts outperform models of journalists for fake news detection in twitter

Advantages: Automatically identifies without wasting much time

Disadvantages: Identifies spam news in twitter but not fake users

[9] S. J. Soman, "A survey on behaviours exhibited by spammers in popular
social media networks”,2016.
Social networking sites have become a major factor of the Web and are playing an

important role in the life of human being. People communicate with each other through

10



social networking services (SNSs). Unfortunately, the Blogosphere has been infected
by different forms of spam-like contents. The rise of social networking sites made them
the targets of spammers as they lead the users to be fed up with irrelevant information
while surfing. During early days, researchers were concentrating on the development
of Honey pots for detecting spams. Twitter is a target platform for promoters and
spammers

Advantages: This survey analysis the user behavior which helps finding the
spammers

Disadvantages: Implementation is not yet done

[10] A. Gupta, H. Lamba, and P. Kumaraguru,” Analyzing fake content On

Twitter”,2013.
In today’s world, online social media plays a vital role during real world events,
especially crisis events. Malicious content is posted online during these events, which
can result in damage, chaos and monetary loss in the offline world. In our paper, we
highlight the role of Twitter in two major crisis events: Hurricane Sandy and Boston
Marathon Bombings in spreading fake content about the events. We performed a
characterization analysis, to understand the temporal, social reputation and influence
patterns for the spread of such fake information. Our results indicate that automated
techniques can be used to identify characteristics of fake information on Twitter
Advantages: Analysis is made specifically for contents in twitter

Disadvantages: Doesn’t identify fake users rather analyses the content

11



CHAPTER-3
SYSTEM DESIGN AND REQUIRMENTS

3.1 SYSTEM ANALYSIS
Analysis is the process of finding the best solution to the problem. System analysis is
the process by which we learn about the existing problems, define objects and
requirements and evaluates the solutions. It is the way of thinking about the
organization and the problem it involves, a set of technologies that helps in solving
these problems. Feasibility study plays a key role in system analysis which gives the
target for design and development. In systems engineering and software engineering,
requirements analysis focuses on the tasks that determine the needs or conditions to
meet the new or altered product or project, taking account of the possibly conflicting
requirements of the various stakeholders, analyzing, documenting, validating and
managing software or system requirements.

Requirements analysis is critical to the success or failure of a systems or software
project. The requirements should be documented, actionable, measurable, testable,
traceable, related to identified business needs or opportunities, and defined to a level

of detail sufficient for system design.

3.2 EXISTING SYSTEM

In the recent era of technology as the applications and the utilizations increase on our
daily life, we continuously posting some unwanted and unaware stuff in the social
networking and creating mess in the social platform. In the issue we can consider fake
accounts and the people with fake accounts using this platform for their money and
how we can stop in this kind of serious situation. Let’s consider few social networking
platforms for our research work. First is twitter. As we now that twitter mining is the well
known application of research and we can have the public dataset of the twitter mining.
In this approach we need to get the information about the people who are posting some
unwanted things and they need be caught and have to remove those before it creates
problem. The twitter account will ask some email ID or the phone number to create an
account and for this kind of fake accounts people are creating fake mail accounts and
we don’t need to produce any authentication for creating mail Id expect phone number.
If you are following any improper things in the social networking we need to identify

12



that before spreading to others. Some issues like country problems. A political drama

can be added as a tag in the twitter with and Hash tags.

DISADVANTAGES

e Because of Privacy Issues the Facebook dataset is very limited and a lot of
details are not made pubilic.

e Assuring of the fake accounts is difficult.

e Human are poor in labelling reviews as fake or genuine.

3.3 PROPOSED SYSTEM

The Application Domain of the following project was Community Detection. Community
detection is key to understanding the structure of complex networks, and ultimately
extracting useful information from them. In this project, we came up with a framework
through which we can detect a fake profile using machine learning algorithms so that

the social life of people become secured.

1. Classification starts from the selection of profile that needs to be classified.

2. Once the profile is selected, the useful features are extracted for the purpose of
classification.

3. The extracted features are then fed to trained classifier.

4. Classifier is trained regularly as new data is fed into the classifier.

5. Classifier then determines whether the profile is genuine or fake.

6. The result of classification algorithm is then verified and feedback is fed back

into the classifier.

7. As the number of training data increases the classifier becomes more and more

accurate in predicting the fake profiles.

ADVANTAGES

e The social networking sites are making our social lives better but nevertheless
there are a lot of issues with using these social networking sites.

e The issues are privacy, online bullying, potential for misuse, trolling, etc.
These are done mostly by using fake profiles.

13



¢ In this project, we came up with a framework through which we can detect a
fake profile using machine learning algorithms so that the social life of people
become secured.

3.4 SYSTEM REQUIREMENTS:

Hardware Requirements

e System . Intel Pentium IV 2.80 GHz.
e Monitor : LED.

e Mouse : Logitech.

e Ram :4.00 GB or above 4.00 GB
e Hard Disk : 250 GB

Software Requirements:
e Operating system : Windows 7, Ubuntu
e Language : Python 3

3.5 SYSTEM REQUIREMENT SPECIFICATION

Software requirement Specification is a fundamental document, which forms
the foundation of the software development process. It not only lists the requirements
of a system but also has a description of its major feature. An SRS is basically an
organization's understanding (in writing) of a customer or potential client's system
requirements and dependencies at a particular point in time (usually) prior to any actual
design or development work. It's a two-way insurance policy that assures that both the
client and the organization understand the other's requirements from that perspective
at a given point in time. The SRS also functions as a blueprint for completing a project
with as little cost growth as possible.

The SRS is often referred to as the "parent" document because all subsequent
project management documents, such as design specifications, statements of work,
software architecture specifications, testing and validation plans, and documentation
plans, are related to it.

14



It is important to note that an SRS contains functional and non-functional requirements
only; it doesn't offer design suggestions, possible solutions to technology or business
issues, or any other information other than what the development team understands

the customer's system requirements to be.

Functional Requirement

* Requirement analysis is a software engineering task that bridges the gap
between system level software allocation & software design.

* |t enables the system engineer to specify software interface with other system
elements & establishes design constraints that the software must meet.

+ It provides the software design with a representatios of information & function

that can be translated to date, architecture & procedural design.

Non-functional Requirement

e Security:
Project level security is set. User needs to login when they start the program option is
also provided to create the additional user and level security. Presently user level
security is not set but can be implemented with few modifications.

¢ Reliability, Availability, Maintainability:
It is very user friendly, software is secure and there is not much maintenance. Project
can be upgraded as per the requirement step by step.

e Configuration and Compatibility:
Describes requirements such as those connected with individual customization or
operations in specific competing environments.

e Usability:
Describes items that will ensure the user friendliness of the software.
Eg: Includes error messages that direct the user to a solution, input range checkings
soon as entries are made and order of choices and screen corresponding to user

performances
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CHAPTER 4

METHODOLOGY

4.1 SYSTEM ARCHITECTURE

System architecture is the conceptual design that defines the structure and
behavior of a system. An architecture description is a formal description of a
system, organized in a way that supports reasoning about the structural
properties of the system. It defines the system components or building blocks and
provides a plan from which products can be procured, and systems developed,

that will work together to implement the overall system.

Select The
Profile to be
tested
Train the classifier | Extract the Attributes
| using the feedback Required

Pass it through the
trained classifier

Get the feedback
of the result

\ Determine real/

fake

4.2 MODULE DESCRIPTIONS
e Admin Module
e Data Collection

e Train and Test
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e Machine Learning Technique
e Detection of Fake User
Admin Module:

In the first module, we develop the Online Social Networking (OSN) system module. We
build up the system with the feature of Online Social Networking System, Twitter. Where,

this module is used for admin login with their authentication.

Data Collection:

We will be using a Python Library called Tweepy to connect to the Twitter APl and collect
the data. We download tweets containing certain key words, to incorporate the words or

hash tags that contain relevant keyword related to fake users.
Some of the most important fields are:
e text, which contains the text included in the tweet.
e created_at, which is a timestamp of when the tweet was created.

e user, which contains information about the user that created the tweet, like the
username and user id.

Train and Test:

e We present the proposed framework for metadata features are extracted from
available additional information regarding the tweets of a user, whereas content-
based features aim to observe the message posting behavior of a user and the
quality of the text that the user uses in posts.

4.3 Machine Learning Technique:

e The number of features, which are associated with tweet content, and the
characteristics of users are recognized for the detection of spammers. These
features are considered as the characteristics of machine learning process for

categorizing users, i.e., to know whether they are spammers or not.
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e In order to recognize the approach for detecting spammers on Twitter, the labelled
collection in pre-classification of fake user and legitimate user has been done.
Next, those steps are taken which are needed for the construction of labeled
collection and acquired various desired properties.

¢ In other words, steps which are essential to be examined to develop the collection
of users that can be labelled as fake user or legitimate user. At the end, user
attributes are identified based on their behavior, e.g., who they interact with and
what is the frequency of their interaction.

¢ In order to confirm this instinct, features of users of the labelled collection has been
checked. Two attribute sets are considered, i.e., content attributes and user

behavior attributes, to differentiate one user from the other.
Detection of Fake User:

¢ In this module, we implement the collection of tweets with respect to trending topics on
Twitter. After storing the tweets in a particular file format, the tweets are subsequently

analyzed.

e Labelling of fake user is performed to check through all datasets that are available to
detect the malignant.

e Feature extraction separates the characteristics construct based on the language
model that uses language as a tool and helps in determining whether the user is fake

or not.

e The classification of data set is performed by shortlisting the set of tweets that is
described by the set of features provided to the classifier to instruct the model and to

acquire the knowledge for spam detection.

e The fake user detection uses the classification technique to accept tweets as the input
and classify the fake user and legitimate user.

4.4 SYSTEM DESIGN
Design is a creative process; a good design is the key to effective system. The

system
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“Design” is defined as “The process of applying various techniques and principles for the
purpose of defining a process or a system in sufficient detail to permit its physical

realization”. Various design features are followed to develop the system.

The design specification describes the features of the system, the components or

elements of the system and their appearance to end-users.

+ System development methodology

System development method is a process through which a product will get
completed or a product gets rid from any problem. Software development process is
described as a number of phases, procedures and steps that gives the complete software.
It follows series of steps which is used for product progress. The development method

followed in this project is waterfall model.

* Model phases

The waterfall model is a sequential software development process, in which
progress is seen as flowing steadily downwards (like a waterfall) through the phases of
Requirement initiation, Analysis, Design, Implementation, Testing and maintenance.

* Requirement Analysis: This phase is concerned about collection of requirement
of the system. This process involves generating document and requirement review.

+ System Design: Keeping the requirements in mind the system specifications are
translated in to a software representation. In this phase the designer emphasizes
on:-algorithm, data structure, software architecture etc.

+ Coding: In this phase programmer starts his coding in order to give a full sketch

of product.

In other words system specifications are converted in to machine readable compute
code. Implementation: The implementation involves coding or programming of the
software. The output of this phase is typically user manuals and additional software

documentation .
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+ Testing: In this phase all programs (models) are integrated and tested to ensure
that the complete system meets the software requirements. The testing is
concerned with verification and validation

+ Maintenance: The maintenance phase is the longest phase in which the software
is updated to fulfill the changing customer need, adapt to accommodate change in
the external environment, correct errors and oversights previously undetected in

the testing phase, enhance the efficiency of the software.

4.5 CLASSES DESIGNED FOR THE SYSTEM

A class diagram in the Unified Modelling Language (UML) is a type of static
structure diagram that describes the structure of a system by showing the system's
classes, their attributes, and the relationships between the classes. The class diagram is

shown below.

system

*name

+Id

+ate
etc

+ Upload data ()
+ Generate AMM train mode
+, Detect fake profiles() |

0

45.1 USE CASE DIAGRAM OF THE SYSTEM

A use case diagram is a type of behavioral diagram created from a Use-case
analysis. Its purpose is to present a graphical overview of the functionality provided by a
system in terms of actors, their goals (represented as use cases), and any dependencies

between those use cases.
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Fig 4.1 Use case Diagram

452 SEQUENCE DIAGRAM OF SYSTEM OPERATION

A sequence diagram in Unified Modeling Language (UML) is a kind of interaction
diagram that shows how processes operate with one another and in what order. It is a

construct of a Chart. The sequence diagrams shows below.

Sequence Diagram for upload review
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2 Message?

3 Message3

Fig 4.2 Sequence Diagram

4.6 INPUT DESIGN AND OUTPUT DESIGN
INPUT DESIGN

The input design is the link between the information system and the user. It comprises
the developing specification and procedures for data preparation and those steps are
necessary to put transaction data in to a usable form for processing can be achieved
by inspecting the computer to read data from a written or printed document or it can
occur by having people keying the data directly into the system. The design of input
focuses on controlling the amount of input required, controlling the errors, avoiding
delay, avoiding extra steps and keeping the process simple. The input is designed in
such a way so that it provides security and ease of use with retaining the privacy. Input
Design considered the following things:

e What data should be given as input?

e How the data should be arranged or coded?
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e The dialog to guide the operating personnel in providing input.

e Methods for preparing input validations and steps to follow when erroroccur.

OBJECTIVES

1. Input Design is the process of converting a user-oriented description of the input into
a computer-based system. This design is important to avoid errors in the data input
process and show the correct direction to the management for getting correct

information from the computerized system.

2. It is achieved by creating user-friendly screens for the data entry to handle large
volume of data. The goal of designing input is to make data entry easier and to be free
from errors. The data entry screen is designed in such a way that all the data

manipulates can be performed. It also provides record viewing facilities.

3. When the data is entered it will check for its validity. Data can be entered with the
help of screens. Appropriate messages are provided as when needed so that the user
will not be in maize of instant. Thus the objective of input design is to create an input

layout that is easy to follow
OUTPUT DESIGN

A quality output is one, which meets the requirements of the end user and presents the
information clearly. In any system results of processing are communicated to the users
and to other system through outputs. In output design it is determined how the
information is to be displaced for immediate need and also the hard copy output. It is
the most important and direct source information to the user. Efficient and intelligent

output design improves the system’s relationship to help user decision-making.

1. Designing computer output should proceed in an organized, well thought out
manner; the right output must be developed while ensuring that each output element is
designed so that people will find the system can use easily and effectively. When
analysis design computer output, they should Identify the specific output that is needed

to meet the requirements.

2. Select methods for presenting information.
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3. Create document, report, or other formats that contain information produced by the

system.

The output form of an information system should accomplish one or more of the

following objectives.

e Convey information about past activities, current status or projections of the
e Future.

e Signal important events, opportunities, problems, or warnings.

e Trigger an action.

e Confirm an action.

4.7 SOFTWARE ENVIRONMENT
Python:

Python is a high-level, interpreted, interactive and object-oriented scripting language.
Python is designed to be highly readable. It uses English keywords frequently where
as other languages use punctuation, and it has fewer syntactical constructions than

other languages.

e Python is Interpreted — Python is processed at runtime by the interpreter. You
do not need to compile your program before executing it. This is similar to PERL
and PHP.

e Python is Interactive — You can actually sit at a Python prompt and interact
with the interpreter directly to write your programs.

e Python is Object-Oriented - Python supports Object-Oriented style or
technique of programming that encapsulates code within objects.

e Python is a Beginner's Language - Python is a great language for the
beginner-level programmers and supports the development of a wide range of
applications from simple text processing to WWW browsers to games.

History of Python
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Python was developed by Guido van Rossum in the late eighties and early nineties at
the National Research Institute for Mathematics and Computer Science in the

Netherlands.

Python is derived from many other languages, including ABC, Modula-3, C, C++, Algol-

68, SmallTalk, and Unix shell and other scripting languages.

Python is copyrighted. Like Perl, Python source code is now available under the GNU
General Public License (GPL).

Python is now maintained by a core development team at the institute, although Guido

van Rossum still holds a vital role in directing its progress.
Python Features
Python's features include -

e Easy-to-learn — Python has few keywords, simple structure, and a clearly
defined syntax. This allows the student to pick up the language quickly.

e Easy-to-read - Python code is more clearly defined and visible to the eyes.
e Easy-to-maintain — Python's source code is fairly easy-to-maintain.

e A broad standard library — Python's bulk of the library is very portable and
cross-platform compatible on UNIX, Windows, and Macintosh.

e Interactive Mode — Python has support for an interactive mode which allows
interactive testing and debugging of snippets of code.

e Portable — Python can run on a wide variety of hardware platforms and has the
same interface on all platforms.

e Extendable - You can add low-level modules to the Python interpreter. These
modules enable programmers to add to or customize their tools to be more

efficient.

e Databases - Python provides interfaces to all major commercial databases.
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e GUI Programming - Python supports GUI applications that can be created and
ported to many system calls, libraries and windows systems, such as Windows
MFC, Macintosh, and the X Window system of Unix.

e Scalable — Python provides a better structure and support for large programs
than shell scripting.

Apart from the above-mentioned features, Python has a big list of good features,

few are listed below -
e |t supports functional and structured programming methods as well as OOP.

e |t can be used as a scripting language or can be compiled to byte-code for
building large applications.

e |t provides very high-level dynamic data types and supports dynamic type
checking.

e |t supports automatic garbage collection.
e |t can be easily integrated with C, C++, COM, ActiveX, CORBA, and Java.

Python is available on a wide variety of platforms including Linux and Mac

OS X. Let's understand how to set up our Python environment.
Getting Python

The most up-to-date and current source code, binaries, documentation, news, etc.,

is available on the official website of Python https://www.python.org.
Windows Installation
Here are the steps to install Python on Windows machine.

e Open a Web browser and go to https://www.python.org/downloads/.

e Follow the link for the Windows installer python-XYZ.msifile where XYZ is
the version you need to install.
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To use this installer python-XYZ.msi, the Windows system must support Microsoft
Installer 2.0. Save the installer file to your local machine and then run it to find out if

your machine supports MSI.

Run the downloaded file. This brings up the Python install wizard, which is really easy
to use. Just accept the default settings, wait until the install is finished, and you are

done.

The Python language has many similarities to Perl, C, and Java. However, there are

some definite differences between the languages.

First Python Program

Let us execute programs in different modes of programming.

Interactive Mode Programming

Invoking the interpreter without passing a script file as a parameter brings up the

following prompt -
$ python
Python2.4.3(#1,Nov112010,13:34:43)

[GCC 4.1.220080704(RedHat4.1.2-48)] on linux2

Type"help","copyright","credits"or"license"for more information.
>>>
Type the following text at the Python prompt and press the Enter -

>>>print"Hello, Python!"

If you are running new version of Python, then you would need to use print statement
with parenthesis as in print ("Hello, Python!");. However in Python version 2.4.3, this

produces the following result -

Hello, Python!

Script Mode Programming
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Invoking the interpreter with a script parameter begins execution of the script and
continues until the script is finished. When the script is finished, the interpreter is no

longer active.

Let us write a simple Python program in a script. Python files have extension .py. Type

the following source code in a test.py file -

print"Hello, Python!"

We assume that you have Python interpreter set in PATH variable. Now, try to run this

program as follows -

$ python test.py
This produces the following result —Hello,

Python!

Flask Framework:

Flask is a web application framework written in Python. Armin Ronacher, who
leads an international group of Python enthusiasts named Pocco, develops it. Flask is

based on Werkzeug WSGl toolkit and Jinja2 template engine. Both are Pocco projects.

Http protocol is the foundation of data communication in world wide web. Different

methods of data retrieval from specified URL are defined in this protocol.

The following table summarizes different http methods -

S Methods & Description
r

N

0

1 GET

Sends data in unencrypted form to the server. Most common method.
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2 HEAD
Same as GET, but without response body
3 POST

Used to send HTML form data to server. Data received by POST

method is not cached by server.
4 PUT

Replaces all current representations of the target resource with the

uploaded content.
5 DELETE

Removes all current representations of the target resource given by a
URL

By default, the Flask route responds to the GET requests. However, this preference

can be altered by providing methods argument to route() decorator.

In order to demonstrate the use of POST method in URL routing, first let us create an
HTML form and use the POST method to send form data to a URL.

Save the following script as login.html

<html>

<body>
<formaction="http://localhost:5000/login"method="post">
<p>Enter Name:</p>
<p><inputtype="text"name="nm"/></p>
<p><inputtype="submit"value="submit"/></p>

</form>

</body>

</html>
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Now enter the following script in Python shell.
from flask importFlask, redirect,url_for, request
app=Flask(_Lname )
@app.route('/success/<name>')

def success(name):

return'welcome %s'% name
@app.route('/login',methods=['POST','GET")
def login():

ifrequest.method=="POST"
user=request.form['nm’]

return redirect(url_for('success',name= user))
else:

user=request.args.get('nm’)

return redirect(url_for('success',name= user))

if  _name__ =='main_"

app.run(debug =True)

After the development server starts running, open login.html in the browser, enter

name in the text field and click Submit.
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file:/11C: flogin.ht & Q search »

Enter Name:

mvl

Form data is POSTed to the URL in action clause of form tag.

http://localhost/login is mapped to the login() function. Since the server has received
data by POST method, value of ‘nm’ parameter obtained from the form data is obtained
by -

user = request.form['nm’]

It is passed to ‘/lsuccess’ URL as variable part. The browser displays

a welcome message in the window.

6 localhost: S000/s & Q Search »

welcome mvl
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Change the method parameter to ‘GET’ in login.html and open it again in the browser.
The data received on server is by the GET method. The value of ‘nm’ parameter is now

obtained by -

User = request.args.get(‘'nm’)
Here, args is dictionary object containing a list of pairs of form parameter and its
corresponding value. The value corresponding to ‘nm’ parameter is passed on to

‘/success’ URL as before.

4.8 SYSTEM STUDY

e FEASIBILITY STUDY

The feasibility of the project is analyzed in this phase and business
proposal is put forth with a very general plan for the project and some cost estimates.
During system analysis the feasibility study of the proposed system is to be carried out.
This is to ensure that the proposed system is not a burden to the company. For
feasibility analysis, some understanding of the major requirements for the system is
essential.

Three key considerations involved in the feasibility analysis are

o ECONOMICAL FEASIBILITY
e TECHNICAL FEASIBILITY
e SOCIAL FEASIBILITY

ECONOMICAL FEASIBILITY

This study is carried out to check the economic impact that the system will have
on the organization. The amount of fund that the company can pour into the research
and development of the system is limited. The expenditures must be justified. Thus the
developed system as well within the budget and this was achieved because most of
the technologies used are freely available. Only the customized products had to be

purchased.

TECHNICAL FEASIBILITY
This study is carried out to check the technical feasibility, that is, the

technical requirements of the system. Any system developed must not have a high
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demand on the available technical resources. This will lead to high demands on the
available technical resources. This will lead to high demands being placed on the client.
The developed system must have a modest requirement, as only minimal or null

changes are required for implementing this system.
SOCIAL FEASIBILITY

The aspect of study is to check the level of acceptance of the system by the
user. This includes the process of training the user to use the system efficiently. The
user must not feel threatened by the system, instead must accept it as a necessity. The
level of acceptance by the users solely depends on the methods that are employedto
educate the user about the system and to make him familiar with it. His level of
confidence must be raised so that he is also able to make some constructive criticism,

which is welcomed, as he is the final user of the system.

4.9 SYSTEMTESTING
The purpose of testing is to discover errors. Testing is the process of trying to
discover every conceivable fault or weakness in a work product. It provides a way to
check the functionality of components, sub assemblies, assemblies and/or a finished

product It is the process of exercising software with the intent of ensuring that the

Software system meets its requirements and user expectations and does not fail in an
unacceptable manner. There are various types of test. Each test type addresses a

specific testing requirement.

4.9.1 TYPES OF TESTS
e Unit testing

Unit testing involves the design of test cases that validate that the internal
program logic is functioning properly, and that program inputs produce valid outputs.
All decision branches and internal code flow should be validated. It is the testing of
individual software units of the application .it is done after the completion of an
individual unit before integration. This is a structural testing, that relies on knowledge
of its construction and is invasive. Unit tests perform basic tests at component level
and test a specific business process, application, and/or system configuration. Unit
tests ensure that each unique path of a business process performs accurately to the

documented specifications and contains clearly defined inputs and expected results.
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e Integration testing
Integration tests are designed to test integrated software components to
determine if they actually run as one program. Testing is event driven and is more
concerned with the basic outcome of screens or fields. Integration tests demonstrate
that although the components were individually satisfaction, as shown by successfully
unit testing, the combination of components is correct and consistent. Integration
testing is specifically aimed at exposing the problems that arise from the combination

of components.

e Functional test
Functional tests provide systematic demonstrations that functions tested are
available as specified by the business and technical requirements, system

documentation, and user manuals.

Functional testing is centered on the following items:

Valid Input . identified classes of valid input must be accepted.
Invalid Input . identified classes of invalid input must be rejected.
Functions . identified functions must be exercised.

Output . identified classes of application outputs must be exercised.

Systems/Procedures: interfacing systems or procedures must be invoked.

Organization and preparation of functional tests is focused on requirements, key
functions, or special test cases. In addition, systematic coverage pertaining to identify
Business process flows; data fields, predefined processes, and successive processes
must be considered for testing. Before functional testing is complete, additional tests
are identified and the effective value of current tests is determined.

e System Test
System testing ensures that the entire integrated software system meets
requirements. It tests a configuration to ensure known and predictable results. An

example of system testing is the configuration oriented system integration test. System
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testing is based on process descriptions and flows, emphasizing pre-driven process

links and integration points.

e White Box Testing
White Box Testing is a testing in which in which the software tester has knowledge
of the inner workings, structure and language of the software, or at least its purpose.

It is purpose. It is used to test areas that cannot be reached from a black box level.

e Black Box Testing
Black Box Testing is testing the software without any knowledge of the inner
workings, structure or language of the module being tested. Black box tests, as most
other kinds of tests, must be written from a definitive source document, such as
specification or requirements document, such as specification or requirements
document. It is a testing in which the software under test is treated, as a black box .you
cannot “see” into it. The test provides inputs and responds to outputs without

considering how the software works.

e Unit Testing:

Unit testing is usually conducted as part of a combined code and unit test phase
of the software lifecycle, although it is not uncommon for coding and unit testing to

be conducted as two distinct phases.

4.9.2 Test strategy and approach

Field testing will be performed manually and functional tests will be written in detail.

Test objectives
e Allfield entries must work properly.
e Pages must be activated from the identified link.

e The entry screen, messages and responses must not be delayed.
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Features to be tested

o Verify that the entries are of the correct format

¢ No duplicate entries should be allowed

¢ All links should take the user to the correct page.
Integration Testing

Software integration testing is the incremental integration testing of two or more
integrated software components on a single platform to produce failures caused by

interface defects.

The task of the integration test is to check that components or software applications,
e.g. components in a software system or - one step up - software applications at the

company level - interact without error.

Test Results: All the test cases mentioned above passed successfully. No defects

encountered.

User Acceptance Testing is a critical phase of any project and requires significant
participation by the end user. It also ensures that the system meets the functional

requirements.
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CHAPTER-5
RESULTS AND DISCUSSION

We present the evaluation of spammer detection, by analyzing the ground truth
described, consisting of many spam accounts including benign accounts (from verified
accounts and their followings). We compute feature values for each of these accounts
and feed them to four different supervised learning algorithms - Decision Tree (DT),
Random Forest (RF)

or DecisionTre

ator RandomForestClassifier

Fig 5.1 path of the source code

Also, we chose these supervised learning algorithms to compare our approach with
existing solutions. All performance statistics reported here are based on random forest
validation over the ground truth (or trainset).
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We clustered and analyzed the users detected by our approach. Clustering users based
on what they are spamming and mode of spam was a difficult task because of presence of
randomness and varying tactics amongst users.

Various techniques used by spammers to hide themselves in huge online social networks
which make it difficult to cluster them. We intend to study the state-of-art and outreach of

spammers campaigns on Twitter.
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Fig 5.5 Data Collection
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We find that a cluster of users post URLs which when visited respond differently to
different HTTP user-agents. For instance, a visit to a spam URL using conventional
probe tools (such as we get) does not reveal the page, as against the case where
some of the same URL is visited through a web browser.More specifically, following

anomalous patterns have been observed with such URLSs:

» Bad http response

* Returning different URL based on HTTP request agent.

* URL no longer removed.

« Domain name no longer available.

* Blogger deleted either the post or the posting account.

Twitter suspends only a small portion of users whose URL content is missing. While we
highlight a good performance using our features when compared to existing techniques
for spam detection, we also note that spammers may modify their own methodologies
to evade detection. For instance, individual features proposed in this work, may be

altered in a fashion which resembles the activity of a legitimate account

Fig 5.6 Testing data in background
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We note that previous approaches have proposed methods with a smaller set of
features for detecting spammers. Such an approach, and several from the past have
explored the social graph and quantified metrics based who and how is a spammer
connected to other users. We note that collection of an extensive (and sufficiently
informational) social graph of an account is non-trivial. On the contrary, our technique

utilizes a modest number of tweets for a given account for analysis.
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Fig 5.7 Module -3: Testing Data
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Fig 5.8 User Check

The system asks to enter the user name for the verification when entered into user
check page
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Fig 5.9 Enter user details

- D -

USER CHECK

OATA COUECTION
Fake User Detection

nter a usemame Click soarch button Q

ds_count/Favorites_count/Croated_at|Verified Dofault_profile|Default_profile_image|Location Statuses_count|Description URL|Geo_enabied|

Fig 5.10 Details of the user are entered for verification
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Fig 5.10 Details of the user are entered for verification

Twitter is already heavily burdened with its daily increasing usage. Analysis of each
single user needs tweets and user information which overburdens Twitter database. In
order to avoid this, we built a system which can classify all incoming tweets into two
classes - spam, legitimate
This can be used not only in alerting users about possible spam in tweets as it is posted,

it can also be helpful in filtering users

< [¢l © iocahost /detect

@Fake/Bot User

| F/ M=l T o 1208PM

Fig 5.11 Detecting spam
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The entered user is 67% fake and 33% genuine as per the system

¢ - c R -

USER CHECK

User Check

g

(30 )

Fake User Detection

;(Bm,n.mmd Click soarch button Q

ds_coun(-Favorilos_coum‘c roulod_ul{v«uiﬁod'DofuuR_ptoﬁld Dokzult_proﬁIo_imcga‘l.oculion'stu(usos_coun(Doscrlption-URl]Goo_onobiod

013021 ‘
True  False Folso NoN 185 NaN NoN|Folse

17.03.08 |

[ RN A P

Fig 5.12 Enter the user details

Details of the user are entered for verification
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Fig 5.13 System verification of the user
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The entered user is 15% fake and 85% genuine as per the system

&Legitimate User

Fig 5.14 Genuine user

The system predicts whether the given user is spam or a genuine user.

As a future work, we plan to expand upon the category of baits used to compromise victims.
Therefore, we plan to further categorize the trends that the spammers use to be able to
distinguish them from legitimate users. Additionally, we plan to use evolving campaigns as

indicators for the proliferation of spam, and use it as an antidote for anomalies.
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CHAPTER-6

CONCLUSION

In this paper, we performed a review of techniques used for detecting spammers
onTwitter. In addition, we also presented a taxonomy of Twitter spam detection
Approaches and categorized them as fake content detection, URL based spam detection,
spam detection in trending topics, and fake user detection techniques. We also compared
the presented techniques based on several features, such as user features, content
features, graph features, structure features, and time features Moreover, the techniques
were also compared interms of their specified goals and datasets used. It is anticipated
that the presented review will help researchers find the information on state-of-the-art
Twitter spam detection techniques in a consolidated form.Despite the development of
efficient and effective approaches for the spam detection and fake user identification on
Twitter [34], there are still certain open areas that require considerable attention by the
researchers. The issue are briefly highlighted as under: False news identification on
social media networks is an issue that needs to be exploredbecause of the serious
repercussions of such news at individual as well as collective level [25]. Another
associated topic that is worth investigating is the identification of rumorsources on social
media. Although a few studies based on statistical method shave already been conducted
to detect the sources of rumors, more sophisticated approaches,e.g., social network based

approaches, can be applied because of their proven effectiveness.
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