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ABSTRACT

The usage of the internet as part of our daily routine has brought many advantages and

has also facilitated our lifestyle, the activities that required hours or days to be solved like

sending a message to a far person has been reduced to a short time.The Internet has not

only brought advantages to our community but also disadvantages, among the drawbacks

of the internet we have cyber-crime activity. Cyber-crime activity is one of the biggest

challenges that the world is facing. It is the concern of everyone as the main goal is to

bring cybersecurity to reduce the number of losses that the crime generates across the

globe.Cybercrime is happening every second anywhere, and it is causing much damage

not only in terms of data or privacy breaches but financially also.Many countries are

lacking an excellent policy to tackle cybercrime, and for that reason, the number of crimes

is increasing day by day. As much as the number of crimes is increasing, likewise, the

number of financial losses is also increasing. In this project, we proposed a framework that

will help us fight against cybercrime regardless of the place we are located by monitoring

the activities done on our electronic devices.

5



TABLE OF CONTENTS

ABSTRACT v

LIST OF FIGURES viii

CHAPTER NO

1

2

3

TITLE

INTRODUCTION

1.1 OVERVIEW

1.2 MACHINE LEARNING

1.3 MACHINE LEARNING METHODS

1.3.1 SUPERVISED LEARNING

1.3.2 UNSUPERVISED LEARNING

LITERATURE SURVEY

2.1   AN ASSESSMENT OF U.S LEGISLATION

2.2   ON THE DEFINIATION AND CLASSIFICATION

2.3   COMPUTER CRIME AND ABUSE

2.4   HATE IN CYBERSPACE

2.5   IMPOSSIBLE TO REGULATE

METHODOLOGY

3.1   EXISITING SYSTEM

PAGE NO

1

1

3

3

4

4

5

5

5

5

6

6



3.2    PROPOSED SYSTEM

3.3   OBJECTIVE OF THE PROJECT

3.4    SOFTWARE AND HARDWARE SPECIFICATION

3.4.1   SOFTWARE REQUIREMENTS

3.4.2   HARDWARE REQUIREMENTS

3.4.3    LIBRARIES

3.5    PROGRAMMING LANGUAGES

3.5.1   PYHTON

3.5.2   DOMAIN

3.6    SYSTEM ARCHITECTURE

3.7    MODULES

3.7.1   PHISHING

3.7.2   CYBER LAUNDERING

3.7.3   CYBERWARFARE

3.7.4   IDENTIFYING CYBERCRIME FEATURES

ELEMENTS

3.7.5    DECISION TREE

3.7.6    RANDOM FOREST

6

7

8

8

8

9

9

9

9

10

10

10

10

11

11

11

12

7



4

5

3.8    DIAGRAMS

3.8.1   DATA FLOW DIAGRAM

3.8.2   UML DIAGRAM

3.8.3   USE CASE DIAGRAM

3.8.4   CLASS DIAGRAMS

3.8.5   SEQUENCE DIAGRAM

RESULT AND DISCUSSION

4.1   BENIFITS

CONCLUSION

5.1   CONCLUSION

5.2   FUTURE WORK

REFERNCES

APPENDIX

A.SCREEN SHOTS

B.SAMPLE CODE

C.PLAGIARISM REPORT

D.JOURNAL PAPER

13

16

16

17

17

18

19

21

21

22

22

22

23

25

26

27

30

8



LIST OF FIGURES

FIGURE No.                               FIGURE NAME PAGE No.

3.1                                SYSTEM   ARCHITETURE              15

3.2                                 DATA FLOW DIAGRAM                  18

3.3                                 USE CASE DIAGRAM                     20

3.4                                 CLASS DAIGRAM                           21

3.5                                 SEQUENCE DIAGRAM                   22

9



CHAPTER 1

INTRODUCTION

CYBERCRIME involves a mixture of diverse typical crimes with new illegal acts. Individual

cybercrime incidents are occurrences of particular criminal offences and, as multiple

national crime statistics and surveys demonstrate, are steadily increasing. According to the

Federal Bureau of Investigation, the Internet Complaint Center received 269 422

complaints of Internet crime in 2014, which indicates a rise of 1600% in comparison to the

16 838 complains included in the initial report. In a worldwide study released by

PricewaterhouseCoopers, the number of reported information security incidents around

the world rose 48% in 2014, the equivalent of 117 339 attacks per day. Similarly, the

German Crime Statistics indicated a 23.6% increase in the number of cybercrime incident

from 2007 to 2008. The various offences of cybercrime pose a serious threat to the global

economy, safety, and well-being of the society. In a PricewaterhouseCoopers report, it is

highlighted that cyber-security incidents are not only increasing in number but they are

also becoming progressively destructive and target a broadening array of information and

attack vectors.

The various offences of cybercrime pose a serious threat to the global economy, safety,

and well-being of the society. In a PricewaterhouseCoopers report, it is highlighted that

cyber-security incidents are not only increasing in number but they are also becoming

progressively destructive and target a broadening array of information and attack vectors.

This advancement poses a serious threat to the operations of businesses, organizations

and national economies as the global financial damage is estimated around $225 billion.

Moreover, the impact of cybercrime offences to individuals is also immense; from identity

theft to sexual exploitation of children and cyber-harassment, the various cybercrime

offences provoke from a slight discomfort to severe mental harm, public fear and financial

loss. Due to its complex nature, a series of definitions of cybercrime exist in literature and

in different agencies responsible to tackle it.

1.1 OVERVIEW

The U.S. Government does not have an official definition of cybercrime that distinguishes it

from common criminal offences. Similarly, there is not a definition of cybercrime that
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differentiates it from other forms of cyber threats, and the term is often used

interchangeably with other Internet- or technology-linked malicious acts such as cyber

warfare, and cyber terrorism. A more coordinated attempt aiming to the perception of a

widely accepted definition was proposed in the Convention on Cybercrime [10]. In the

summary of the treaty, cybercrimes are defined as “crimes committed via the Internet and

other computer networks, dealing particularly with infringements of copyright,

computer-related fraud, child pornography, and violations of network security.” In the

accompanying explanatory report, cybercrimes are also referred to as “cyber-space

offences” that are “either committed against the integrity, availability, and confidentiality of

computer systems and telecommunication networks, or they consist of the use of such

networks of their services to commit traditional offences.” Nevertheless, even though this

implementation is relatively thorough, there are considerable gaps regarding the

specification of each feature of the above definition.

Gordon and Ford proposed a typology consisted of two categories. Type I offences

characterize singular or discrete events facilitated by the introduction of malware programs

such as keystroke loggers, viruses, and rootkits. Type II offences are facilitated by

programs that are not classified as crime ware, and they are generally repeated contacts

or events from the perspective of the user. A much broader classification, was

recommended by Wall [15] proposing three distinct categories. The first is Computer

Integrity Crimes including the illegal activities of cracking, hacking and denial of service

(DoS). In the second category of Computer-Assisted Crimes the offences of virtual

robberies, scams, and thefts are included. The third category is Computer Content Crimes

including pornography, violence, and offensive communications. Legal approaches have

adopted different perceptions regarding cybercrime types in need of criminalization. In the

U.S. Computer Fraud and Abuse Act 1986, an initial enumeration of computer criminal

acts was introduced, serving as a federal stature with no concise classes incorporated in

an early system. The need, though, for legislative reform, induced policy makers in the

USA to organize the distinct offences committed in a single cybercrime incident across a

range of offence categories. Toward this direction, the U.S. Department of Justice

differentiated cybercrimes in three distinct categories depending on: 1) whether the

computer is the instrument used to commit the offence; 2) the target of the offence; or 3)
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incidental to the offence. In regards to monitoring of computer-related offences,

organizations and agencies such as EUROPOL, FBI, and European Union Agency for

Network and Information Security (ENISA) compose annual reports for cybercrime and

cyber threats, bringing about threat trends on a yearly basis. However, it is arduous

undertaking to quantify the impact of computer related offences on societies, on the basis

of the number of offences carried out in a given time-frame. Another important fact about

these statistics is that they deal with cybercrimes that are detected and reported, which

can lead to the assumption that the actual number of cybercrimes is significantly larger.

Also, many of these reports do not provide a direct matching of particular offences with

concrete actions, counter-measures, and policies that are appropriate and essential for the

elimination of particular cybercrime incidents.

1.2 MACHINE LEARNING

Machine learning is a subfield of artificial intelligence (AI). The goal of machine learning

generally is to understand the structure of data and fit that data into models that can be

understood and utilized by people.

Although machine learning is a field within computer science, it differs from traditional

computational approaches. In traditional computing, algorithms are sets of explicitly

programmed instructions used by computers to calculate or problem solve. Machine

learning algorithms instead allow for computers to train on data inputs and use statistical

analysis in order to output values that fall within a specific range. Because of this, machine

learning facilitates computers in building models from sample data in order to automate

decision-making processes based on data inputs.

1.3 Machine Learning Methods

In machine learning, tasks are generally classified into broad categories. These categories

are based on how learning is received or how feedback on the learning is given to the

system developed.

Two of the most widely adopted machine learning methods are supervised

learning which trains algorithms based on example input and output data that is labelled
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by humans, and unsupervised learning which provides the algorithm with no labelled

data in order to allow it to find structure within its input data.

1.3.1 Supervised Learning

In supervised learning, the computer is provided with example inputs that are labeled with

their desired outputs. The purpose of this method is for the algorithm to be able to “learn”

by comparing its actual output with the “taught” outputs to find errors, and modify the

model accordingly. Supervised learning therefore uses patterns to predict label values on

additional unlabelled data.

For example, with supervised learning, an algorithm may be fed data with images of

sharks labelled as fish and images of oceans labelled as water. By being trained on this

data, the supervised learning algorithm should be able to later identify unlabelled shark

images as fish and unlabelled ocean images as water.

A common use case of supervised learning is to use historical data to predict statistically

likely future events. It may use historical stock market information to anticipate upcoming

fluctuations, or be employed to filter out spam emails. In supervised learning, tagged

photos of dogs can be used as input data to classify untagged photos of dogs.

1.3.2 Unsupervised Learning

In unsupervised learning, data is unlabelled, so the learning algorithm is left to find

commonalities among its input data. As unlabelled data are more abundant than labelled

data, machine learning methods that facilitate unsupervised learning are particularly

valuable.

The goal of unsupervised learning may be as straightforward as discovering hidden

patterns within a dataset, but it may also have a goal of feature learning, which allows the

computational machine to automatically discover the representations that are needed to

classify raw data.

Unsupervised learning is commonly used for transactional data. You may have a large

dataset of customers and their purchases, but as a human you will likely not be able to

make sense of what similar attributes can be drawn from customer profiles and their types

of purchases. With this data fed into an unsupervised learning algorithm, it may be
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determined that women of a certain age range who buy unscented soaps are likely to be

pregnant, and therefore a marketing campaign related to pregnancy and baby products

can be targeted to this audience in order to increase their number of purchases.

CHAPTER 2

LITURATURE SURVEY

2.1 An assessment of U.S. legislation on cybersecurity

Cybercrime continues to be on the rise and cybercriminals are launching increasingly

sophisticated cyber attacks aimed at disrupting businesses through denial of service

attacks and stealing personal information all with serious economic consequences. Law

and policy makers are under increasing pressure to develop timely legislations to address

cybercrime issues and provide effective measures to prosecute cybercriminals. We

present a comprehensive review of the various laws that are currently available in the

Unites States to control cybercrime and support cybersecurity. We also discuss proposed

bills in light of how they address cybersecurity challenges in current legislations. Finally,

we briefly present recent regulations and proposed bills related to cybersecurity in a few

other countries which have set up various government initiatives in this area.

2.2 On the definition and classification of cybercrime

The idea of Cybercrime is not new, yet there is significant confusion amongst academics,

computer security experts and users as to the extent of real Cybercrime. In this paper, we

explore the breadth of computer-based crime, providing a definition of the emerging terms

“Cybercrime” and “crimeware”. We then divide Cybercrime into two distinct categories:

Type I Cybercrime, which is mostly technological in nature, and Type II Cybercrime, which

has a more pronounced human element. We then use two case studies to illustrate the

role of crimeware in different types of Cybercrime, and offer some observations on the role
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of cognition in the process of Cybercrime. Finally we provide several suggestions for future

work in the area of Cybercrime

2.3 Computer crime and abuse: A survey of public attitudes and awareness

In recent years, a number of surveys have indicated a significant escalation in reported

incidents of computer crime and abuse. This rise is coupled with increasing attention to the

issue in the mass media, which has the effect of heightening public perceptions of

problems with IT and may represent a barrier to the adoption of technologies such as the

Internet and World Wide Web.

This paper considers the effects of computer crime and draws upon the results of a survey

conducted to assess public attitudes and awareness of the issue. With the mass media

playing an important role in shaping individual opinions, this survey considered the effect

that the reporting of incidents has upon public perceptions and understanding of computer

crime and abuse

2.4 Hate in Cyberspace: Regulating Hate Speech On the Internet

The speed at which information can be spread throughout the United States and other

countries has been greatly enhanced by the Internet. This computer-driven, technological

medium consists of various modes of transmission, including discussion groups,

interactive pages, and mail services. A wide variety of pictorial, auditory, and written

information is available on the Internet. Persons with disparate goals can access and

affect large audiences through it. Both those seeking social improvement and those

promoting racist violence can now increase the magnitude, diversity, and location of their

audiences. Persons advancing democratic ideals and those inclined to exclusionary elitism

can use emails and electronic chat rooms to communicate with like-minded individuals

located in different cities and in other lands.

2.5 Impossible to Regulate: Social Media, Terrorists, and the Role for the U.N.

The posting of journalist beheadings online and the arrests of numerous nationals

attempting to join terrorist organizations have shown that terrorists are increasingly using

social media to spread ideology and recruit members. The popularity of social media

around the world provides a huge potential audience for terrorist content. Unfortunately,
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because of states' inability to cooperate, previous attempts to govern and police the

Internet have failed. Any regulation of the Internet or social media also raises collective

action problems and baseline definition issues. The U.N. is not in the position to pass a

binding treaty or convention because use of social media by terrorists is harder to identify

than other regulated areas of internet use. Despite these problems, this Comment

suggests that the U.N. still has an important role to play in the regulation of terrorist

content in social media. By taking a role as a coordinator between states, the U.N. can

create an effective monitoring regime that reduces the costs of internet governance and

promotes coordination between states.

CHAPTER 3

METHODOLOGY
3.1 EXISTING SYSTEM

Due to its complex nature, a series of definitions of cybercrime exist in literature and in

different agencies responsible to tackle it. The U.S. Government does not have an official

definition of cybercrime that distinguishes it from common criminal offences. Similarly,

there is not a definition of cybercrime that differentiates it from other forms of cyber threats,

and the term is often used interchangeably with other Internet- or technology-linked

malicious acts such as cyber warfare, and cyber terrorism.

DISADVANTAGES OF EXISTING SYSTEM

The various offences of cybercrime pose a serious threat to the global economy, safety,

and well-being of the society. In a rice water house Coopers report, it is highlighted that

cyber-security incidents are not only increasing in number but they are also becoming

progressively destructive and target a broadening array of information and attack vectors.

This advancement poses a serious threat to the operations of businesses, organizations

and national economies as the global financial damage is estimated around $225 billion.

Moreover, the impact of cybercrime offences to individuals is also immense; from identity
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theft to sexual exploitation of children and cyber-harassment, the various cybercrime

offences provoke from a slight discomfort to severe mental harm, public fear and financial

loss

3.2 PROPOSED SYSTEM

The multiple interpretations of what cybercrime entails along with non-systematic

classification of the corresponding offences and lack of recommended actions are not

contributing toward managing and orchestrating effective directives, policies, and

legislative initiatives at local, national, or international level and result in ineffective

handling of cybercrime incidents. This project aims to contribute toward better

understanding cybercrime by proposing a schema-based cybercrime incident description

that: 1) identifies the features of a cybercrime incident and their potential elements and 2)

provides a two-level offence classification system based on specific criteria. The proposed

schema can be extended with a list of recommended actions, corresponding measures

and effective policies that counteract the offence type and subsequently the particular

incident. This matching will enable better monitoring, handling, and moderating the various

cybercrime offences and their incarnation in the form of specific incidents.

ADVANTAGES OF PROPOSED SYSTEM

The final feature that the authors suggest is not directly linked with the description of the

incident itself but ties it to: 1) immediate actions to handle it; 2) specific measures to

prevent similar offences; and 3) elaborate policies that suggest formal action toward a

specific category of cybercrime. The authors believe that it is important to properly assign

cybercrime incidents to criminal offences utilizing a systematic approach and also allocate

specific actions, measures and policies so that an incident is properly addressed in all

levels— from immediate actions to national policies. Especially, for cybercrime offences

with high frequency of occurrences this can prove quite helpful as a guide. However, this

last feature requires further investigation and it is not analyzed further in this project.

3.3 OBJECTIVE OF THE PROJECT

The multiple interpretations of what cybercrime entails along with non-systematic

classification of the corresponding offences and lack of recommended actions are not

contributing toward managing and orchestrating effective directives, policies, and
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legislative initiatives at local, national, or international level and result in ineffective

handling of cybercrime incidents. This project aims to contribute toward better

understanding cybercrime by proposing a schema-based cybercrime incident description

that: 1) identifies the features of a cybercrime incident and their potential elements and 2)

provides a two-level offence classification system based on specific criteria. The proposed

schema can be extended with a list of recommended actions, corresponding measures

and effective policies that counteract the offence type and subsequently the particular

incident. This matching will enable better monitoring, handling, and moderating the various

cybercrime offences and their incarnation in the form of specific incidents.

3.4 SOFTWARE AND HARDWARE REQUIREMENTS

3.4.1.1 Software Requirements:

✔ Python

✔ Anaconda

✔ Jupyter Notebook

3.4.2 Hardware Requirements:

✔ Processor: Intel Core i5

✔ RAM: 8GB

✔ OS: Windows

3.4.3 Libraries:

✔ Sklearn- used for importing machine learning models, get accuracy, get confusion   matrix.

✔ Pandas- Used to read the dataset.

✔ Matplotlib- Matplotlib is a plotting library for the Python programming language and its

numerical mathematical extension NumPy. In this, it is used for data visualisation.

✔ Numpy- Numpy is a python library used for working with arrays. It also has functions for

domain of linear algebra, fourier transform, and matrices. Numpy stands for Numerical

Python.
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✔ Pandas profiling- Pandas Profiling is an open source Python module with which we can

quickly do an exploratory analysis in just few lines of code. In this, it is used to get detailed

report of the dataset.

3.5.PROGRAMMING LANGUAGES

3.5.1 PYTHON

✔ Python is the best programming language suited for Machine Learning. According to

studies and surveys, Python is the fifth most important language as well as the most

popular language for machine learning and data science. It is because of the following

strengths that Python has −

✔ Easy to learn and understand − The syntax of Python is simpler; hence it is relatively

easy, even for beginners also, to learn and understand the language.

✔ Multi-purpose language − Python is a multi-purpose programming language because it

supports structured programming, object-oriented programming as well as functional

programming.

✔ Support of open source community − As being open source programming language,

Python is supported by a very large developer community. Due to this, the bugs are easily

fixed by the Python community. This characteristic makes Python very robust and

adaptive.

3.5.2 DOMAIN

Machine learning is a subfield of artificial intelligence (AI). The goal of machine learning

generally is to understand the structure of data and fit that data into models that can be

understood and utilized by people. Although machine learning is a field within computer

science, it differs from traditional computational approaches. In traditional computing,

algorithms are sets of explicitly programmed instructions used by computers to calculate or

problem solve. Machine learning algorithms instead allow for computers to train on data

inputs and use statistical analysis in order to output values that fall within a specific range.

Because of this, machine learning facilitates computers in building models from sample

data in order to automate decision-making processes based on data inputs.
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3.6 SYSTEM ARCHITECTURE:

Fig 3.1 System Architecture

3.7 MODULES

3.7.1 Phishing

The offence of phishing is a form of social engineering through which the attacker obtains

sensitive information by fraudulently pretending to be a trustworthy third party. The attack

is mainly conducted with the use of spoofed e-mails, or through the installation of malware

on the victims’ computers; however, other methods may exist deriving from the attacker’s

imagination and technical expertise.

Consequently, the victims perceive these e-mails as legitimate providing sensitive

information such as credit card and e-banking account numbers and passwords, thus,

circumventing every possible security measure. It is of no interest whether a computer

system is equipped with highly sophisticated firewall, anti-virus and encryption software

and authentication mechanisms, if the individual using it falls for the phish. Phishing as a

digital offence may seem to be a variant of spam, and therefore categorized in the

content-related offences.

3.7.2 Cyber Laundering

The Internet provides multiple methods for money-laundering, due to its characteristics

that attract criminals. For example, an offender can hide his identity pretending to be

someone else, while financial transactions are depersonalized as no face-to-face contact

is necessary, and funds can be rapidly transferred throughout the world with little or no

expense. Another great advantage for offenders is the fact that several jurisdictions and

legal systems are usually involved in the case of cyber-laundering offences, as they are
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often cross-border activities. Because of the growing demand for micro-payments and the

problematic

use of credit cards, virtual currencies were developed in the last 20 years, providing the

opportunity for Internet users to engage in criminal activity. One of the most widespread

actualizations of cyber laundering is through virtual currencies, such as Bitcoin that uses

peer-to-peer technology.

3.7.3 Cyberwarfare

Cyberwarfare also referred to as electronic warfare, cyberwar, or information war, is used

to describe the usage of information technologies in conducting warfare through the Web,

having tremendous advantages such as the ability to take down an enemy without getting

involved in a fight. In addition, attacks using ICT are generally cheaper and faster than

ordinary military attacks, and can even be conducted by small states. In Estonia came

under cyber-attack in the wake of relocation of the “Bronze Soldier of Tallinn,” a Second

World War memorial. This act apart from street riots, led to coordinated computerrelated

attacks originating from multiple countries. Initially Russia was accused as the instigator of

the attack, further analysis though, unveiled the participation of computers situated in 178

countries. These attacks targeted mainly government and private sector official websites

and online services, causing major economic instability.

3.7.4 Identifying Cybercrime Features And Elements

Type A offences pertain to criminal activity that involves the requisite targeting of

information and communication technologies. What can be highlighted is that

the actual target is almost always non-ICT-related, as the offender’s objective is to

eventually gain profit, damage morality or social values. It is obligatory though that the

initial target is ICT either of individuals or entities, or as part of an infrastructure network for

the attack to be considered cybercrime. Moreover, as indicated in schema, the harm

imposed has two levels of effect. The first immediate level is composed of individual harm,

such as instant loss of property and substantial damage, and direct systemic harm which

is any harm with instant large scale consequences like shutting down of critical

infrastructure and failure of a government function. Subsequently, as time passes,
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aggregated and generalized individual harm arise, e.g., in the form of civil disturbance and

social disorder. It is also possible that potential inchoate harm is caused, as for example

data illegally acquired can be used at a later stage, leading to individual.

3.7.5 Decision Tree

Decision tree learning is a method for approximating discrete-valued target functions.

• The learned function is represented by a decision tree. – A learned decision tree

can also be re-represented as a set of if-then rules.

• Decision tree learning is one of the most widely used and practical methods for

inductive inference.

• It is robust to noisy data and capable of learning disjunctive expressions.

• Decision tree learning method searches a completely expressive hypothesis . –

Avoids the difficulties of restricted hypothesis spaces. – Its inductive bias is a

preference for small trees over large trees.

• The decision tree algorithms such as ID3, C4.5 are very popular inductive inference

algorithms, and they are sucessfully applied to many leaning tasks.

Decision trees classify instances by sorting them down the tree from the root to some

leaf node, which provides the classification of the instance.

• Each node in the tree specifies a test of some attribute of the instance.

• Each branch descending from a node corresponds to one of the possible values for

the attribute.

• Each leaf node assigns a classification.

• The instance (Outlook=Sunny, Temperature=Hot, Humidity=High, Wind=Strong) is

classified as a negative instance

In the previously introduced paradigm, feature generation and learning were

decoupled. However, we may want to learn directly from the data. In the badges

game, for example, it was helpful to consider the notion of vowels, which in previously

introduced algorithms could be considered a feature to be introduced during

generation. Decision trees, however, can learn this notion from the data itself.

Representing Data

Assume a large table with N attributes, and we want to know something about the

people represented as entries in this table. Further assume that a label for people:
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Own an expensive car Do not own an expensive car A simple way to represent this

table is through a histogram on the attribute ”own”, later on, we may add another

attribute gender, which makes the histogram into 4 entries (own & male, own &

female, not own & male, not own & female). Let’s say there are 16 attributes in total.

If we only consider one attribute (1-d histograms), there will be 16 entries in the

histograms. Similarly, 2-d histogram -1has 120 numbers, 3-d has 560 numbers. As

number of attributes increases, the problem will be impossible to solve. Thus, we

need a way to represent the data more meaningfully such that we can determine

which are the most important attributes.

Code

# Load the Pandas libraries with alias 'pd'

import pandas as pd

import numpy as np

from sklearn.tree import DecisionTreeRegressor

from sklearn.svm import SVC

def process(input):

X=pd.read_csv("Cleaned.csv",usecols=['Latitude','Longitude','year','month','day','hour'

,'min'])

Y=pd.read_csv("Cleaned.csv",usecols=['PrimaryType'])

print(Y.values.ravel())

rf = DecisionTreeRegressor(random_state = 0)

rf.fit(X,Y)

X_test = np.array(input).reshape(1,-1)

y_pred=rf.predict(X_test)

print(y_pred[0])

return y_pred[0]

3.7.6 Random Forest

Random Forest is a popular machine learning algorithm that belongs to the

supervised learning technique. It can be used for both Classification and Regression
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problems in ML. It is based on the concept of ensemble learning, which is a process

of combining multiple classifiers to solve a complex problem and to improve the

performance of the model.

As the name suggests, "Random Forest is a classifier that contains a number of

decision trees on various subsets of the given dataset and takes the average to

improve the predictive accuracy of that dataset." Instead of relying on one

decision tree, the random forest takes the prediction from each tree and based on the

majority votes of predictions, and it predicts the final output.

Since the random forest combines multiple trees to predict the class of the dataset, it

is possible that some decision trees may predict the correct output, while others may

not. But together, all the trees predict the correct output. Therefore, below are two

assumptions for a better Random forest classifier:

o There should be some actual values in the feature variable of the dataset so that the

classifier can predict accurate results rather than a guessed result.

o The predictions from each tree must have very low correlations.

Below are some points that explain why we should use the Random Forest algorithm:

<="" li="">

o It takes less training time as compared to other algorithms.

o It predicts output with high accuracy, even for the large dataset it runs efficiently.

o It can also maintain accuracy when a large proportion of data is missing.

How does Random Forest algorithm work?

Random Forest works in two-phase first is to create the random forest by combining

N decision tree, and second is to make predictions for each tree created in the first

phase.

The Working process can be explained in the below steps and diagram:

Step-1: Select random K data points from the training set.

Step-2: Build the decision trees associated with the selected data points (Subsets).

Step-3: Choose the number N for decision trees that you want to build.

Step-4: Repeat Step 1 & 2.

Step-5: For new data points, find the predictions of each decision tree, and assign

the new data points to the category that wins the majority votes.
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Advantages of Random Forest

o Random Forest is capable of performing both Classification and Regression tasks.

o It is capable of handling large datasets with high dimensionality.

o It enhances the accuracy of the model and prevents the overfitting issue.

Disadvantages of Random Forest

o Although random forest can be used for both classification and regression tasks, it is

not more suitable for Regression tasks.

Python Implementation of Random Forest Algorithm

Now we will implement the Random Forest Algorithm tree using Python. For this, we

will use the same dataset "user_data.csv", which we have used in previous

classification models. By using the same dataset, we can compare the Random

Forest classifier with other classification models such as Decision tree

Classifier, KNN, SVM, Logistic Regression, etc.

Implementation Steps are given below:

o Data Pre-processing step

o Fitting the Random forest algorithm to the Training set

o Predicting the test result

o Test accuracy of the result (Creation of Confusion matrix)

o Visualizing the test set result.

Coding

# Load the Pandas libraries with alias 'pd'

import pandas as pd

import numpy as np

from sklearn.tree import DecisionTreeRegressor

from sklearn.preprocessing import StandardScaler

from sklearn.ensemble import RandomForestClassifier

def process(input):

X=pd.read_csv("Cleaned.csv",usecols=['Latitude','Longitude','year','month','day','hour'

,'min'])

Y=pd.read_csv("Cleaned.csv",usecols=['PrimaryType'])
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print(Y.values.ravel())

X_test = np.array(input).reshape(1,-1)

clf=RandomForestClassifier()

clf.fit(X,Y)

y_pred = clf.predict(X_test)

print(y_pred[0])

return y_pred[0]

3.8 DIAGRAMS

3.8.1 Data Flow Diagram

The DFD is also called as bubble chart. It is a simple graphical formalism that can be used

to represent a system in terms of input data to the system, various processing carried out

on this data, and the output data is generated by this system.

The data flow diagram (DFD) is one of the most important modeling tools. It is used to

model the system components. These components are the system process, the data used

by the process, an external entity that interacts with the system and the information flows

in the system.

DFD shows how the information moves through the system and how it is modified by a

series of transformations. It is a graphical technique that depicts information flow and the

transformations that are applied as data moves from input to output.

DFD is also known as bubble chart. A DFD may be used to represent a system at any

level of abstraction. DFD may be partitioned into levels that represent increasing

information flow and functional detail.
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Fig 3.2 Data Flow Diagram

3.8.2 UML DIAGRAM

UML stands for Unified Modeling Language. UML is a standardized

general-purpose modeling language in the field of object-oriented software engineering.

The standard is managed, and was created by, the Object Management Group.

The goal is for UML to become a common language for creating models of object

oriented computer software. In its current form UML is comprised of two major

components: a Meta-model and a notation. In the future, some form of method or process

may also be added to; or associated with, UML.

The Unified Modeling Language is a standard language for specifying, Visualization,

Constructing and documenting the artifacts of software system, as well as for business

modeling and other non-software systems.

The UML represents a collection of best engineering practices that have proven

successful in the modeling of large and complex systems.

The UML is a very important part of developing objects oriented software and the

software development process. The UML uses mostly graphical notations to express the

design of software projects.

GOALS:
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✔ The Primary goals in the design of the UML are as follows:

✔ Provide users a ready-to-use, expressive visual modeling Language so that they can

develop and exchange meaningful models.

✔ Provide extendibility and specialization mechanisms to extend the core concepts.

✔ Be independent of particular programming languages and development process.

✔ Provide a formal basis for understanding the modeling language.

✔ Encourage the growth of OO tools market.

✔ Support higher level development concepts such as collaborations, frameworks, patterns

and components.

✔ Integrate best practices.

3.8.3 USE CASE DIAGRAM

A use case diagram in the Unified Modeling Language (UML) is a type of behavioral

diagram defined by and created from a Use-case analysis. Its purpose is to present a

graphical overview of the functionality provided by a system in terms of actors, their goals

(represented as use cases), and any dependencies between those use cases. The main

purpose of a use case diagram is to show what system functions are performed for which

actor. Roles of the actors in the system can be depicted.
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Fig 3.3 Use case diagram

3.8.4 Class Diagram

In software engineering, a class diagram in the Unified Modeling Language (UML) is

a type of static structure diagram that describes the structure of a system by showing the

system's classes, their attributes, operations (or methods), and the relationships among

the classes. It explains which class contains information.

Fig 3.4 CLASS Diagram
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3.8.5 SEQUENCE DIAGRAM

A sequence diagram in Unified Modeling Language (UML) is a kind of interaction

diagram that shows how processes operate with one another and in what order. It is a

construct of a Message Sequence Chart. Sequence diagrams are sometimes called event
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diagrams, event scenarios, and timing diagrams.

Fig 3.5 CLASS Diagram
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CHAPTER 4

RESULT AND DISCUSSION

The proposed schema can be extended with a list of recommended actions, corresponding

measures and effective policies that match with the offence type and subsequently with a

particular incident. This matching will enable better monitoring, handling and moderate

cybercrime incident occurrences.

The ultimate objective is to incorporate the schema-based description of cybercrime

elements to a complete incident management system with standard operating procedures

and protocols.

The multiple interpretations of what cybercrime entails along with non-systematic

classification of the corresponding offences and lack of recommended actions are not

contributing toward managing and orchestrating effective directives, policies, and

legislative initiatives at local, national, or international level and result in ineffective

handling of cybercrime incidents. This paper aims to contribute toward better

understanding cybercrime by proposing a schema-based cybercrime incident description

that: 1) identifies the features of a cybercrime incident and their potential elements and 2)

provides a two-level offence classification system based on specific criteria. The proposed

schema can be extended with a list of recommended actions, corresponding measures

and effective policies that counteract the offence type and subsequently the particular

incident. This matching will enable better monitoring, handling, and moderating the various

cybercrime offences and their incarnation in the form of specific incidents.

4.1 Benefits

The final feature that the authors suggest is not directly linked with the description of the

incident itself but ties it to: 1) immediate actions to handle it; 2) specific measures to

prevent similar offences; and 3) elaborate policies that suggest formal action toward a

specific category of cybercrime. The authors believe that it is important to properly assign

cybercrime incidents to criminal offences utilizing a systematic approach and also allocate

specific actions, measures and policies so that an incident is properly addressed in all
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levels— from immediate actions to national policies. Especially, for cybercrime offences

with high frequency of occurrences this can prove quite helpful as a guide.

CHAPTER 5

CONCLUSION

5.1 Conclusion

The authors identified and presented the features of cybercrime incidents, a classification

system for related offences and a schema that binds together the various elements and

examines their interrelations to better suggest corresponding actions, measures and

policies. The process involved revision of reports conducted by authorities, academia and

agencies related to information security. The identification of cybercrime features allows for

a more comprehensive description of individual incidents that leads to better

understanding, handling and management of their occurrences.

The modular feature-based approach toward description of incidents allows for additional

features to be included in the future. Also the expansion or consolidation of their respective

elements can also be achieved depending on specific perspectives. This paper also

proposed a comprehensive two-level classification system of cybercrime offences based

on European Union’s initial typology and further analysis taking account of the present

status and recent forms of cybercrime. The system encompasses the most common forms

of computer related offences and can prove useful for law enforcement agencies.

Furthermore, the proposed system is included as part of the feature-based description to

classify a cybercrime incident under a corresponding criminal offence.

5.2 Future Work

The authors are currently working in automating the proposed approach using the

XML-based Structured Threat Information Expression; a structured language for

describing cyber threat information so it can be shared, stored, and further analyzed. A

future extension could take into account the frequency of occurrences in order to propose

custom actions, measures and policies, and finally incorporate the produced schema in an
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automated incident management system with standard operating procedures and

protocols. The operational efficiency of such system would provide automated

identification of incidents and emergency response protocols. Furthermore, all information

handled by the system would be recorded in the form of an aggregator to produce

analytics, statistics and visualizations for gaining insights and future planning, leading to

optimization of handling cybercrime incidents by the relevant agencies.
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APPENDIX

A) SCREENSHOTS
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B)SAMPLE CODE

import tkinter as tk

from tkinter import Message ,Text

import shutil

import csv

import numpy as np

from PIL import Image, ImageTk

import pandas as pd
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import datetime

import time

import tkinter.font as font

from tkinter import filedialog

import tkinter.messagebox as tm

import preprocess as pr

import RFALG as rf

import DTALG as dt

from tkinter import ttk

from_date = datetime.datetime.today()

currentDate = time.strftime("%d_%m_%y")

fontScale=1

fontColor=(0,0,0)

cond=0

bgcolor="#FF5733"

fgcolor="white"

window = tk.Tk()

window.title("Crime Data Analysis and Prediction")

window.geometry('1280x720')

window.configure(background=bgcolor)

#window.attributes('-fullscreen', True)

window.grid_rowconfigure(0, weight=1)

window.grid_columnconfigure(0, weight=1)

crim=['BATTERY','OTHER OFFENSE','ROBBERY','NARCOTICS','CRIMINAL

DAMAGE','WEAPONS VIOLATION','THEFT','BURGLARY','MOTOR VEHICLE

THEFT','PUBLIC PEACE VIOLATION','ASSAULT','CRIMINAL TRESPASS','CRIM

SEXUAL ASSAULT','INTERFERENCE WITH PUBLIC OFFICER','ARSON','DECEPTIVE

PRACTICE','LIQUOR LAW VIOLATION','KIDNAPPING','SEX OFFENSE','OFFENSE

INVOLVING

CHILDREN','PROSTITUTION','GAMBLING','INTIMIDATION','STALKING','OBSCENITY','P
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UBLIC INDECENCY','HUMAN TRAFFICKING','CONCEALED CARRY LICENSE

VIOLATION','OTHER NARCOTIC VIOLATION','HOMICIDE','NON-CRIMINAL']

C)PLAGIARISM REPORT
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A PROPOSED  FRAMEWORK FOR CONTROLLING CYBER CRIME USING
PYTHON
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Abstract— Crime is emerging as one of the most
dangerous and dominating problem in world
and its prevention is not that easy. Daily there
are massive numbers of crimes committed
frequently. This will require maintaining track
of all the crimes and a database for same which
may be very useful to reduce cyber crimes. The
current cybercrime scenario issues are
maintaining of proper dataset of crime and
analyzing this data to help in predicting and
solving crimes in future. The objective of this
paper is to visualize the dataset and predict the
type of crime which will happen in future using
various conditions present in the dataset. In this

paper, we will be use machine learning and data
science for crime prediction. The dataset used is
Chicago crime dataset. The data related to crime
brought out from the official portal of Chicago
police. It takes the information of crime
considering features description of location,
crime type, and so on. Preprocessing should be
done, before training of the model, following
feature selection and scaling will be done and
this leads to obtain a high amount of accuracy.

Keywords: Cybercrime, Data Science, Machine
Learning
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1.INTRODUCTION

Cybercrime involves a mix of various typical
crimes with new illegitimate acts. Crime is rising in
concert of the foremost dangerous and dominating
downside in world and its interference isn't that
straightforward.

Daily there are massive numbers of crimes
committed frequently. This will require maintaining
track of all the crimes and a database for same
which may be very useful to reduce cybercrimes.

In a worth Water House Coopers report, it's
highlighted that cyber-security incidents aren't
solely increasing in variety however they're
conjointly changing into more and more harmful
and target a broadening array of data and attack
vectors .

Cybercrime continues to be on the rise and
cybercriminals are launching increasingly
sophisticated cyber-attacks aimed at disrupting
businesses through denial of service attacks and
stealing personal information all with serious
economic consequences.

Law is beneath most pressure to develop timely
legislations to speak concerning crime problems
and Implement effective measures to penalize
cybercriminals and cut back cybercrimes .

We conjointly discuss projected bills in light-weight
of however they address cyber security challenges
in current legislations.

The objective of this paper is to check the dataset
and predict the kind of crime which is able to
happen in future victimization numerous conditions
gift within the dataset.

During this paper, we are going to be use machine
learning and information science for crime
prediction.

The information set used is Chicago crime data set.
The information associated with crime brought out
from the official portal of Chicago police. It takes
the knowledge of crime considering options
description of location, crime type, and so on.

Preprocessing ought to be done, before coaching of
the model, following feature choice and scaling are
done and this ends up in get a high quantity of
accuracy.

RELATED WORKS

An assessment of U.S. legislation on
cyber-security in [1]
Cybercrime continues to air the increase and
cybercriminals are launching progressively refined
cyber-attacks aimed toward disrupting businesses
through denial of service attacks and stealing
personal data all with serious economic
consequences . Law and policy manufacturers are
beneath increasing pressure to develop timely
legislations to handle law-breaking problems and
supply effective measures to prosecute
cybercriminals . We have a tendency to gift a
comprehensive review of the assorted laws that are
presently on the market within the Unites States to
regulate law-breaking and support cyber-security.
We have a tendency to conjointly discuss projected
bills in light-weight of however they address
cyber-security challenges in current legislations.
Finally, we have a tendency to shortly gift recent
laws and projected bills associated with
cyber-security in an exceedingly few alternative
countries that have established numerous
government initiatives during this space.
On the definition and classification of
law-breaking [2]
The idea of law-breaking isn't new, nevertheless
there's important confusion amongst teachers, pc
security specialists and users on the extent of real
law-breaking. During this paper, we have a
tendency to explore the breadth of computer-based
crime, providing a definition of the rising terms
“Cybercrime” and “crime-ware”. We have a
tendency to then divide law-breaking into 2 distinct
categories: kind I law-breaking, that is usually
technological in nature, and kind II law-breaking,
that incorporates a lot of pronounced human
component. We have a tendency to then use 2 case
studies let's say the role of crime-ware in numerous
styles of law-breaking, and supply some
observations on the role of noesis within the
method of law-breaking. Finally we offer many
suggestions for future add the realm of
law-breaking

Computer crime and abuse: A survey of public
attitudes and awareness in [3]
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In recent years, variety of surveys have indicated a
big increase in reportable incidents of pc crime and
abuse. This rise is not to mention increasing
attention to the difficulty within the mass media,
that has the impact of intensifying public
perceptions of issues with IT and will represent a
barrier to the adoption of technologies like the web
and World Wide net. This paper considers the
results of pc crime and attracts upon the results of a
survey conducted to assess public attitudes and
awareness of the difficulty. With the mass media
taking part in a very important role in shaping
individual opinions, this survey thought-about the
impact that the news of incidents has upon public
perceptions and understanding of pc crime and
abuse
Hate in Cyberspace: regulation Hate Speech On
the web in [4]
The speed at that data is unfold throughout the u. s.
and alternative countries has been greatly increased
by the web. This computer-driven, technological
medium consists of varied modes of transmission,
together with discussion teams, interactive pages,
and mail services. a good kind of pictorial, auditory,
and written data is offered on the web. Persons with
disparate goals will access and have an effect on
giant audiences through it. each those seeking
social improvement and people promoting racist
violence will currently increase the magnitude,
diversity, and placement of their audiences. Persons
advancing democratic ideals and people inclined to
exclusionary ideology will use emails and
electronic chat rooms to speak with similar people
settled in numerous cities and in alternative lands.
Impossible to Regulate: Social Media, Terrorists,
and also the Role for the U.N. in [5]
The posting of journalist beheadings on-line and
also the arrests of various nationals trying to hitch
terrorist organizations have shown that terrorists ar
progressively victimization social media to unfold
ideology and recruit members. The recognition of
social media round the world provides an enormous
potential audience for terrorist content. Sadly, as a
result of states' inability to get together, previous
tries to manipulate and police the web have
unsuccessful. Any regulation of the web or social
media conjointly raises collective action issues and
baseline definition problems. The U.N. isn't within
the position to pass a binding written agreement or
convention as a result of use of social media by
terrorists is tougher to spot than alternative

regulated areas of web use. Disagreement among
U.N. members on whether or not web governance
ought to be enforced by the international
community conjointly makes a written agreement
unlikely. Despite these issues, this Comment
suggests that the U.N. still has a very important role
to play within the regulation of terrorist content in
social media. By taking a task as a arranger
between states, the U.N. will produce an efficient
watching regime that reduces the prices of web
governance and promotes coordination between
states.
3. System Architecture

4. MODULE IMPLEMENTATION

Phishing:
The offence of phishing may be a kind of social
engineering through that the assailant obtains
sensitive info by fraudulently feigning to be a
trustworthy third party. The attack is principally
conducted with the utilization of spoofed e-mails,
or through the installation of malware on the
victims computers but, alternative ways might exist
account from the attacker’s imagination and
technical experience. Consequently, the victims
understand these e-mails as legitimate providing
sensitive info like master card and e-banking
account numbers and passwords, thus,
circumventing each doable security live. It's of no
interest whether or not a automatic data processing
system is provided with extremely refined firewall,
anti-virus and encoding computer code and
authentication mechanisms, if the individual
victimization it falls for the phish. Phishing as a
digital offence could appear to be a variant of spam,
and so classified within the content-related
offences. 

32



Cyber Laundering:
The Internet provides multiple ways for
money-laundering, thanks to its characteristics that
attract criminals. for instance, associate degree
wrongdoer will hide his identity deceit to be some
other person, whereas money transactions area unit
depersonalized as no face-to-face contact is critical,
and funds are often speedily transferred throughout
the planet with very little or no expense. Another
nice advantage for offenders is that the undeniable
fact that many jurisdictions and legal systems area
unit sometimes concerned within the case of
cyber-laundering offences, as they're usually
cross-border activities. As a result of the growing
demand for micro-payments and also the
problematic use of credit cards, virtual currencies
were developed within the last twenty years,
providing the chance for net users to have
interaction in criminal activity. One among the
foremost widespread actualizations of cyber
washing is thru virtual currencies, like Bitcoin that
uses peer-to-peer technology.

Cyber-warfare:
Cyber-warfare conjointly noted as action, cyberwar,
or data war, is employed to explain the usage of
knowledge technologies in conducting warfare
through the net, having tremendous benefits like the
flexibility to require down associate degree enemy
while not obtaining concerned in a very fight.
Additionally, attacks victimization ICT area unit
typically cheaper and quicker than standard military
attacks, and may even be conducted by little states.
This act excluding street riots, LED to coordinated
pc connected attacks originating from multiple
countries. Russia was suspect because of the
instigator of the attack, any analysis although,
disclosed the participation of computers set in 178
countries. These attacks targeted in the main
government and personal sector official websites
and on-line services, inflicting major economic
instability.

Identifying Cybercrime Features and Elements:
Type A offences pertain to criminal activity that
involves the requisite targeting of knowledge and
communication technologies. What are often
highlighted is that the actual target is sort of
continually non-ICT-related, because the offender’s
objective is to eventually gain profit, harm morality
or social values. It's obligatory although that the

initial target is ICT either of people or entities, or as
a part of associate degree infrastructure network for
the attack to be thought of crime. Moreover, as
indicated in schema, the damage obligatory has 2
levels of impact. The primary immediate level
consists of individual damage, like instant loss of
property and substantial harm, and direct general
damage that is any damage with instant massive
scale consequences like motility down of essential
infrastructure and failure of a government perform.
Later, as time passes, mass and generalized
individual damage arise, e.g., within the variety of
civil disturbance and social disorder. It's conjointly
potential that potential incipient damage is caused,
as for instance information illicitly non-heritable
are often used at a later stage, resulting in
individual.

4. RESULTS AND DISCUSSIONS

The multiple interpretations of what crime entails
beside non-systematic classification of the
corresponding offences and lack of steered actions
do not appear to be motivative toward managing
and orchestrating effective directives, policies, and
legislative initiatives at native, national, or
international level and result in ineffective handling
of crime incidents.
This paper aims to contribute toward higher
understanding crime by proposing a schema-based
crime incident description that: 1) identifies the
choices of against the law incident and their
potential parts and 2) provides a two-level offence
arrangement supported specific criteria.
The projected schema is also extended with an
inventory of steered actions, corresponding
measures and effective policies that counteract the
offence kind and after the particular incident. This
matching will alter higher observance, handling,
and palliative the various crime offences and their
incarnation at intervals the type of specific
incidents.

BENEFITS
The final feature that the authors counsel is not
directly joined with the define of the incident itself
but ties it to: 1) immediate actions to handle it;
2) specific measures to forestall similar offences;
and 3) elaborate policies that counsel formal action
toward a selected category of crime. The authors
believe that it's a necessity to properly assign crime
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incidents to criminal offences utilizing a scientific
approach and collectively apportion specific
actions, measures and policies so as that an incident
is properly addressed in all levels— from
immediate actions to national policies. Especially,
for crime offences with high frequency of
occurrences this might prove quite helpful as a
guide. However, this last feature needs any
investigation and it is not analyzed any throughout
this paper.

6.CONCLUSION & FUTURE WORK

The authors known crime incidents, a organization
for connected offences and a schema that binds on
the various parts and examines their interrelations
to higher counsel corresponding actions, measures
and policies. the strategy involved revision of
reports conducted by authorities, academia and
agencies related to knowledge security.
The identification of crime choices permits for
added comprehensive description of individual
incidents that finishes up in higher understanding,
handling and management of their occurrences. the
quality feature-based approach toward description
of incidents permits for further choices to be
enclosed at intervals the long run.
Co-jointly the enlargement or consolidation of their
many parts can also be achieved betting on specific
views. This paper collectively planned a
comprehensive two-level organization of crime
offences supported European Union’s initial
compartmentalization and a lot of analysis taking
account of this standing and up thus far forms of
crime.
The system encompasses the foremost common
forms of portable computer connected offences and
should prove useful for social control agencies.
what's a lot of, the planned system is enclosed as a
neighborhood of the feature-based description to
classify a criminal offense incident at a lower place
a corresponding criminal offence.

FUTURE WORK
The authors area unit presently in operation in
automating the planned approach victimization the
XML-based Structured Threat knowledge
Expression; a structured language for describing
cyber threat knowledge so it's shared, stored, and a
lot of analyzed.

A future extension would possibly take into thought
the frequency of occurrences therefore on propose
custom actions, measures and policies, associate
degreed eventually incorporate the created schema
in an automatic incident management system with
customary operating procedures and protocols.
The operational efficiency of such system would
provide machine-driven identification of incidents
and emergency response protocols. what's a lot of,
all knowledge handled by the system would be
recorded at intervals the fashion of associate degree
somebody to provide analytics, statistics and
visualizations for gaining insights and future
bobbing up with, leading to improvement of
handling transgression incidents by the relevant
agencies.
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