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ABSTRACT

In recent years, social media have attracted considerable attention. Social media
giants like Facebook, Instagram etc., have over billions of users using their
applications, but most of these applications in the world wide web uses user’s private
data to monitor, analyse and sell for their own profit. Moreover, some of the apps have
complex privacy settings, not even needed by the user but are enabled by default. This
project is based upon a full-fledged Social Network Web Application. The main
objective of the application is to solve the issue of too many privacy settings, monitored
messaging service and complex user interface (Ul) in social network web apps
nowadays. Users can use this application to create and customize their own profile,
upload and share pictures or status with their friends, which can be liked and
commented upon, notification system, with the addition of an easy-to-use UlI, lesser

privacy settings and unmonitored messaging service to ease the user experience.
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CHAPTER 1
INTRODUCTION

1.1 INTRODUCTION

A social network is a network of individuals who meet online to communicate by
posting information and images, leaving comments, or sending messages. Participants
can expand their personal and business contacts by connecting with others on social
networking websites and in applications. What exactly makes people want to connect
with each other? People want to share experiences, emotions, and news or just have
a conversation with a friend. This desire to share and communicate is driven by

interdependence.

In recent years, social media have attracted considerable attention. Social
media giants like Facebook, Instagram etc., have over billions of users using their
applications, but most of these applications in the world wide web uses user’s privacy
to monitor, analyse and sell their private data. Moreover, some of the apps have
complex privacy settings, not even needed by the user but are enabled by default. Too
much unnecessary contents in the page makes the Ul of these applications unclean

and complex to use.

This web application is based on the idea of a full-fledged social connectivity network
similar to that of Facebook, and it aims to solve the issue of too many privacy settings,
monitored messaging service and complex user interface (Ul) in social media sites
nowadays. This application is developed using Django, Python in backend and
Bootstrap v4, jQuery in frontend, and is delivered as a Web Application. The Home
page of this application is connected to the server through WebSocket connectivity,
which utilises real-time server push technology, enabling automatic updates of feeds,
notifications, chats without refreshing anything. The messaging service in this
application is unmonitored, allowing users to have a private experience while
interacting through this application. The Ul of this application is created in such a way
that users will find easy-to-use. A custom designed Dark Mode Ul has been developed
with the use of HTML5, CSS3, Bootstrap v4 and jQuery. And on top of it all, it is built



responsive, allowing users to interact with this application through mobile or tablet
devices.

1.2 SOCIAL NETWORK APPLICATION

In this era of digitalization, Social Networking is the use of Internet-based
social media sites to stay connected with friends, family, colleagues, customers or
client. Social Networking can have a social purpose, a business purpose, or both.
This full-fledged, scalable social network web application is developed to solve the
issue of too many privacy settings, monitored messaging service and complex user
interface (Ul) in social media sites nowadays. It can be made open-source for the
users to interact with this application and have a private experience. There’'s an
Admin panel in this application for maintenance of the system, deleting fraudulent
user, handling data related bugs. The maintenance of the database is very essential
as it one of the important factors in social network application. The database stores
all kinds of user-related data, from activity to session data, posts and user profile
data including user info and privacy settings. Proper authentication is set-up in this
server by default to keep the database safe and to prevent from any loss or damage
of the database. Only the authorized person or the admins can access the database
by giving the proper log-in credentials, so that the confidentiality and security is
maintained.

There are bunch of other functionalities in this web application, including real-
time notification tab, real-time friends list with online notifier, adding post or status
functionality, search user functionality and an unmonitored messaging service.
Functionalities like notification system, friends list and conversations in messaging
tab are not loaded until user clicks on the modal buttons in the home page which is
used to open these tabs, All these tabs are loaded for the first time and then these
tabs are refreshed from server side using WebSocket push technology, i.e., if there’s
new content available, it will be updated automatically on the client side through
server, if the user is online. The user feed section working mechanism is similar to
the tabs above, but during the first page load, it gets loaded too. The images in the
feed are loaded dynamically (Lazy loading) while the user scrolls through the feed,
which helps in faster loading of the home page. A lower resolution of post images

are stored in the Post Model for faster loading of post thumbnails in the user profile

page.



In this application we have used PostgreSQL for building the database. The
User interface is built by using HTML5, CSS3, Bootstrap v4 with jQuery. The
backend and the main framework of the program are done using Django with Django
Channels extension, which extends Django’s abilities to handle other connections in
either a synchronous or asynchronous style. A Python based framework “Celery” is
being used to handle any sort of background task handling like saving unseen
messages in the database, sending notifications to a user etc., Keeping in mind the
security of this application we have assigned the authentication and authorization
work to the admin who will be able to make changes in the system, the user needs
to first register for log-in and then use it. “Whitenoise”, A Python based framework
is used to handle all the static files used in this application, including the .css and .js
files along with any images. This application’s user connectivity is similar to that of
Instagram, user A can follow another user B, for instance and see B’s posts in his/her
feed, the followed user B can also follow back in order to see user A’s post. Users
can make their profile private, so no user can randomly follow them, as they get the
authority to accept or reject the follow request of a user.

1.3 RESEARCH AND SIGNIFICANCE

The primary aim of this proposed system i.e. “Social Network Web
Application” to solve the issue of too many privacy settings, monitored messaging
service and complex user interface (Ul) in social media applications. There are

several intents of this proposed system. Some of the important intents are as follows:

» This model provides responsive Ul which can be used to interact with
this application using smaller screen devices.

* This system has database with several modules interconnected with
each other for proper structuration of user data.

* It makes the whole process efficient and fast by using WebSocket
connectivity, lazy loading of post images, server-side automatic
content updates.

» This process is based on digitalization.
» It provides authentication and keeps the system secured.
The proposed model “Social Network Web Application” is based on the new

technologies which makes the whole process efficient. It is going to be very efficient



and easy-to-use for the users interacting with this application. This system will
provide a private experience for the users, more and more features can be added to
this application as the application is made to be scalable. This system has its own
admin panel which can be used to control the data being circulated throughout the
application. Thus, this system makes the whole process very easy and increase the
flexibility of the system. This application will help to decrease the number of privacy
settings to only the ones absolutely required by the user. Social Networking
applications are changing day by day, adding different features like private and
public 24-hours stories and livestreams. These features can be added in this

application in future, with the help of smaller tweaks and added modules, packages.

This model will help in building the strategies to prevent analysis and trading
of user’s private data. This system has an unmonitored messaging service, which
helps users to converse freely, in future a setting to save chats will be added in this
application for users to keep their chats stored in the database. Now-a-days people
feel much unsecured using conversation mechanisms in social network giants like
Instagram and Facebook as they monitor everything, moving back to end-to-end
encrypted chatting applications like WhatsApp and Telegram. But these applications
lack other features which Instagram or other applications offer, like post feeds,
discover feed features, stories etc., This application provides a simpler way to
socialize, interact with others without all the hassles other social networking

application adds to their experience.



CHAPTER 2
AIM AND SCOPE

2.1 AIM OF PROJECT

The primary aim of this proposed system i.e. “Social Network Web
Application” is to solve the issue of too many privacy settings, monitored messaging
service and complex user interface (Ul) in social networking sites nowadays. The
proposed system also provides a convenient method for the users to use this
application to create and customize their own profile, upload and share pictures or
status with their friends, which can be liked and commented upon, notification
system, with the addition of an easy-to-use Ul, lesser privacy settings and

unmonitored messaging service to ease the user experience.

2.1.1 OBJECTIVES

The proposed model “Social Network Web Application” is based on the new
technologies which makes the whole process efficient. It is going to be very efficient
and easy-to-use for the users interacting with this web application. This system will
provide an easy-to-use, attractive Dark Mode Ul, lesser privacy settings and an
unmonitored messaging service which will help the users using this application to

have a private experience.

2.2 SCOPE

This model will help in building the strategies to prevent analysis and trading of
user’'s private data. This system has an unmonitored messaging service, which
helps users to converse freely with other users and have a private experience, along
with a responsive, clean and attractive Dark Mode based Ul to keep the user hooked

in the application.

2.2.1 ADVANTAGES

« Lesser account and account privacy settings to reduce complexity.
» This model provides responsive Ul which can be used to interact with this

application using smaller screen devices.

» Secure and private environment with unmonitored messaging service.



« Efficient and fast page interaction by using WebSocket connectivity, lazy
loading of post images, server-side automatic content updates.

CHAPTER 3
SYSTEM DESIGN & METHODOLOGY

3.1 EXISTING SYSTEM

Now-a-days people feel much unsecured using conversation mechanisms in
social network giants like Instagram and Facebook as they monitor everything,
moving back to end-to-end encrypted chatting applications like WhatsApp and
Telegram. But these applications lack other features which Instagram or other
applications offer, like post feeds, discover feed features, stories etc.,

This social
network application provides a web based social network application developed
using a Python based backend framework, Django along with Channels, which
extends Django’s abilities to handle other connections in either a synchronous or
asynchronous style. In this paper, A Python based framework “Celery” is being used
to handle any sort of background task handling like saving unseen messages in the
database, sending notifications to a user etc., Along with that, PostgreSQL is used
for data storage, Redis is used for caching and also to be a message broker. In the
frontend section, the Ul is developed to be as clean as possible, with minimal
animations, using Bootstrap as a frontend framework and utilising its overlay feature
— “Modals” for different sections in the application, from notifications panel to user

messaging section.

The main objective of the paper is to implement a fast & efficient, social network web
application with minimal privacy settings, unmonitored messaging service and a
clean, lightweight Ul. The main page or the home page of the application which
opens up right after signing in is connected to the server through WebSocket
connection, handled by Channels, which makes asynchronous requests between
server and client, messaging service possible. Other essential features of this
application consist of uploading status or pictures, liking and commenting on posts,

bookmarking posts, private and public account settings, accepting or declining friend



requests, personal profile page with posts and bookmarks gallery, edit profile
section, changing password section as well.

This model will help in building the strategies to prevent analysis and trading
of user’s private data. This system has an unmonitored messaging service, which
helps users to converse freely, in future a setting to save chats will be added in this
application for users to keep their chats stored in the database. Now-a-days people
feel much unsecured using conversation mechanisms in social network giants like
Instagram and Facebook as they monitor everything, moving back to end-to-end
encrypted chatting applications like WhatsApp and Telegram. But these applications
lack other features which Instagram or other applications offer, like post feeds,
discover feed features, stories etc., This application provides a simpler way to
socialize, interact with others without all the hassles other social networking
application adds to their experience.

In this application we have used PostgreSQL for building the database. The
User interface is built by using HTML5, CSS3, Bootstrap v4 with jQuery. The
backend and the main framework of the program are done using Django with Django
Channels extension, which extends Django’s abilities to handle other connections in
either a synchronous or asynchronous style. A Python based framework “Celery” is
being used to handle any sort of background task handling like saving unseen
messages in the database, sending notifications to a user etc., Keeping in mind the
security of this application we have assigned the authentication and authorization
work to the admin who will be able to make changes in the system, the user needs
to first register for log-in and then use it. “Whitenoise”, A Python based framework
is used to handle all the static files used in this application, including the .css and .js
files along with any images. This application’s user to user connectivity is similar to
that of Instagram, user A can follow another user B, for instance and see B’s posts
in his/her feed, the followed user B can also follow back in order to see user A’s
post. Users can make their profile private, so no user can randomly follow them, as

they get the authority to accept or reject the follow request of a user.



3.2 SYSTEM CAPABILITIES

The proposed system i.e. Social Network Web Application consist of various
features which makes this model efficient for the user. The users using this
application will need to register to create their user profile in order to interact with
other users using this application. This application’s user to user connectivity is
similar to that of Instagram, user A can follow another user B, for instance and see
B’s posts in his/her feed, the followed user B can also follow back in order to see
user A’s post. Users can make their profile private, so no user can randomly follow
them, as they get the authority to accept or reject the follow request of a user. This
system has an unmonitored messaging service, which helps users to converse
freely, in future a setting to save chats will be added in this application for users to
keep their chats stored in the database. The main page or the home page of the
application which opens up right after signing in and is connected to the server
through WebSocket connection, handled by Channels, which makes asynchronous
requests between server and client, real-time messaging service possible.

In this application we have used PostgreSQL for building the database. The
User interface is built by using HTML5, CSS3, Bootstrap v4 with jQuery. The
backend and the main framework of the program are done using Django with Django
Channels extension, which extends Django’s abilities to handle other connections in
either a synchronous or asynchronous style. A Python based framework “Celery” is
being used to handle any sort of background task handling like saving unseen
messages in the database, sending notifications to a user etc., Keeping in mind the
security of this application we have assigned the authentication and authorization
work to the admin who will be able to make changes in the system, the user needs
to first register for log-in and then use it. “Whitenoise”, A Python based framework
is used to handle all the static files used in this application, including the .css and .js
files along with any images.

The users interact with the frontend of the application, any type of request
from the client is sent to the server for a response. The server accepts two type of
connection requests, HTTP and WebSocket connectivity. The server side is
developed using Django with Channels extension to handle WebSocket
connections, which sends a response to the client based on the request. For any
kind of background task handling, the server side connects with Celery workers, for
data storage the server connects with PostgreSQL Database used for this

8



application and for caching purposes, in-memory cache Redis is used. Redis is also
used by Channels and celery as a message broker. The features of the proposed
system make it a different one from the traditional method. The proposed model has
different section. The sections are as follows:

Admin section

This section is known as admin page which controls the portal, maintains the
database and makes necessary changes whenever required. It gives access,
authentication and authorization to the users. An Admin user or superuser
authorization is required to access this section of the application, there are a whole
lot of functionalities in the admin panel provided by Django server, like CRUD
(Create, read, update and delete) functionalities in every database model registered
to the admin panel. Maintenance of the database is one of the most important aspect
of the admin panel.

Login/Signup Section

This section handles the registration and log-in of any user into the application.
When the login button is clicked, an AJAX POST request is sent to the server with
the login credentials, the server checks the credentials and on success, the user
gets logged-in and is redirected to the home page, else incorrect username or
password message is displayed to the user. In the signup page of the application.
Each of the fields are server-side validated in real-time using AJAX. Celery is used
to validate these fields, for example, the username is validated as if it is unique or
are there any other user with the same username. Upon successful sign-up, the
page gets redirected to home page, and upon unsuccessful sign-up, if there’s any
kind of validation error in any of the sign-up fields, it gets shown under the field and

the field’s underline border changes its colour to red.

Home Page Section

This page is connected to the server through WebSocket connectivity. All the user’s
and user’s friend’s recent posts are shown in the left section of the Home page, and
all the Modal buttons on the right side of the page, the first modal is the notification

tab, second one is the friends tab where all the user’s following and followers are



shown, the third one is the post tab where the user can post pictures or status, the
fourth one is the search tab used to search for an user by their username, and the
final one is the messaging tab. The top rightmost section has the link to user’s profile
section and the logout button. In the notifications tab, all the types of notifications
are shown to the user. As this page is connected to the server through WebSocket
connectivity, this tab gets updated on real-time. The bottom button in the tab is used
to clear all the notifications. In the messaging section, all the conversations are
shown, the user can only send or receive messages from users he/she is friends
with. The user can chat with only 1 user at a time. Unseen messages are saved in
the database until it gets read, then it gets deleted from the server. In the friends list
section, the user followed or being followed by the logged-in user gets displayed,
and the users in this list being online is highlighted with a green dot on the right of
their username. In the upload section, the user gets the opportunity to upload status
or pictures with caption and location and post it on their feed. On click to post button,
a POST request gets sent to the server, server-side validation including image
format checks etc., are checked and on success the page gets refreshed with new

post added on user’s feed.

Profile Section

This section handles user data, from user bio to user posts and bookmarks, user
account settings to user friends list. In the user-profile page, the rightmost 2 buttons
which are the account settings modal and the edit profile modal, the first image is
user’s profile picture, then comes the user’s username, then user’s bio, then comes
the count of user’s post, followers and following. The bottom section of the page
which consists of user’s post gallery and the posts that user has bookmarked.

The account privacy settings section is made as minimal as possible. This includes
disabling or enabling notifications of post likes, comments and comment likes,
follower natifications, account privacy including enabling or disabling private
account option. The edit profile section includes changing profile photo, username,
full name, email, birthdate, gender, bio as well as changing password. On clicking
the update button, an AJAX POST request is sent to the server for validation and
update, on success a notification is sent in real-time that the profile is successfully

updated.
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3.3 SYSTEM FUNCTIONALITIES

The social network web application model has different types of functions. A
straightforward working methodology is incorporated so the client can comprehend
the distinctive capacities obviously and rapidly. At first as an initial step the
executable type of the application is to be made and stacked in the regular server
machine which is available to the whole client and the server is to be associated with
a system. In this application we have used PostgreSQL for building the database.
The User interface is built by using HTML5, CSS3, Bootstrap v4 with jQuery. The
backend and the main framework of the program are done using Django with Django
Channels extension, which extends Django’s abilities to handle other connections in
either a synchronous or asynchronous style. A Python based framework “Celery” is
being used to handle any sort of background task handling like saving unseen
messages in the database, sending notifications to a user etc., Keeping in mind the
security of this application we have assigned the authentication and authorization
work to the admin who will be able to make changes in the system, the user needs
to first register for log-in and then use it. “Whitenoise”, A Python based framework
is used to handle all the static files used in this application, including the .css and .js
files along with any images.
There are bunch of other functionalities in this web application, including real-time
notification tab, real-time friends list with online notifier, adding post or status
functionality, search user functionality and an unmonitored messaging service.
Functionalities like notification system, friends list and conversations in messaging
tab are not loaded until user clicks on the modal buttons in the home page which is
used to open these tabs, All these tabs are loaded for the first time and then these
tabs are refreshed from server side using WebSocket push technology, i.e., if there’s
new content available, it will be updated automatically on the client side through
server, if the user is online. The user feed section working mechanism is similar to
the tabs above, but during the first page load, it gets loaded too. The images in the
feed are loaded dynamically (Lazy loading) while the user scrolls through the feed,
which helps in faster loading of the home page. A lower resolution of post images is

stored in the Post Model for faster loading of post thumbnails in the user profile

page.
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Some of the functions are given below:

* WebSocket connected Home page which includes real-time notification
tab, real-time friends list with online notifier, adding post or status
functionality, search user functionality and an unmonitored messaging
service.

* The user can post images with captions and location or status without an
image (Text only).

« User Edit Profile panel including completing edit of profile data, changing
password while logged-in.

» Bookmarking, liking and commenting on posts, also deletion of user’s own

posts.

* An Admin panel to maintain everything in the application.
* Real-time Unmonitored messaging service to allow full privacy while

conversing with a friend.

3.4 REQUIREMENT SPECIFICATION

This proposed software runs effectively on a computing system that has the
minimum requirements. Undertaking all the equipment necessities are not satisfied
but rather exist in their systems administration between the customer’s machines
already. So, the main need is to introduce appropriate equipment for the product.

The requirements are split into two categories, namely:

Software Requirements
The basic software requirements to run the program are:
I Linux

ii. Python v3 or higher

il Django

iv. Django Channels
V. Celery

Vi. PostgreSQL

Vii. Redis

viii.  Whitenoise

12



Hardware Requirements
The basic hardware required to run the program are:
I. Hard disk of 20 GB
Ii. System memory (RAM) of 1 GB or
higher
il I3 processor-based computer or
higher.

3.5 MODULES

The social network web application model consists of mainly three 4 modules.
They are Admin, User, Post and Friends module. The primary task of the admin is
to maintain the database records and manage everything related to content in the
system. The User module is used to save, search, delete user related data in the
database and also for to relate to different modules dependent on this one as a
foreign-key relationship or many-to-many relationship or one-to-many. The post
module is used to save, search, delete posts related data in the database, directly
related to the User module by a Foreign key. Datapoints like post date and time,
post likes and comments counts are stored and can be queried via this module. The
Friends module handles user’s friend lists, having many-to-many relations with the
User module to maintain user-to-user connections, moreover having bunch of

utilities which are used to form or delete connections between users.

There are four important modules. They are mentioned below:

Admin Module

This module keeps the whole system secure and it doesn’t allow any
unauthorized users to access the system. The primary task of the admin is to
maintain the database records and manage everything related to content in the
system. Only those user accounts with superuser privileges can access this section
of the system. The admin has the capabilities to use all the models to automatically
build a site area that can be used to create, read, update and delete (CRUD) records,
making it pretty easy to test out models and get a feel for whether the right data is

been stored. For instance, in this application the admin can delete a user who is

13



posting malicious content in the system, change a post’s caption if they find it
inappropriate etc., The admin panel is a default extension given by Django, the
modules which needs to be maintained are to be manually registered in the admin

panel by editing the admin.py file.

User Module

This module is used to save, search, access and delete user related data in
the system and can be used to query different datapoints related to user like a
particular user’s post or friend list. This module has its own default authentication
mechanism provided by Django, and is customizable to user's need. In this
application, the User module stores user’s info and settings, profile data and is
related to Post module and Friends module. Datapoints like username, email,
superuser permission, password hash, session key etc., are stored by this module.
The session key stored by this module can be used to access user’s session data,
the superuser permission is stored by the datapoint “is_admin” which is used to
distinguish normal users from admin users in the application. This module is directly
converted into User table in the database, with the datapoints acting as columns in
the database, saving different data. As this module is directly connected to the

database, it becomes easier to query, update and delete records from the database.

Post Module

This module is used to save, search, delete posts related data in the
database, directly related to the User module by a Foreign key. This module stores
post data including postimage location, post caption, post like and comment counts,
post date & time etc., This module is connected to 2 sub-modules PostLikes and
PostComments which are used to handle post likes and comments respectively.
This module is registered to the admin panel for the admins to monitor posts being
circulated across the application. This module is directly converted into User table
in the database, with the datapoints acting as columns in the database, saving
different data. As this module is directly connected to the database, it becomes

easier to query, update and delete records from the database.
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Friends Module

The Friends module handles user’s friend lists, having many-to-many
relations with the User module to maintain user-to-user connections, moreover
having bunch of utilities which are used to form or delete connections between
users. This module has a Foreign key relation with the User module, followers and
following list have a many-to-many relationship with the User module, through this
module the list of friends and pending friend requests of a particular user is
accessible. This module is directly converted into User table in the database, with
the datapoints acting as columns in the database, saving different data. As this
module is directly connected to the database, it becomes easier to query, update
and delete records from the database. This module has bunch of utilities to help the
connection process between 2 users, classmethod follow is used to follow an user,
classmethod unfollow is used to unfollow an user, classmethod “add_to_pending” is
used to add a friend request to pending queue i.e., still to be accepted or rejected
by an user who has set his/her account to private mode. Similarly, classmethod
“rm_from_pending” is used to remove a friend request from pending queue that
means the user has either accepted or rejected the friend request. Finally, a
classmethod “get_friends_list” is also there to get the list of followers and following

of a user.
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CHAPTER 4
SOFTWARE DEVELOPMENT METHODOLOGY

4.1 DESCRIPTION OF DIAGRAM

Cache

HTTP Request/Response I

e
WebSocket Conn.

| ouwee PR voues
Background
Task

Fig 4.1: BLOCK DIAGRAM

Server

A A
v Yy

In the Fig 4.1, the flow of data provided to and received from the “Social
Network Web Application” is identified. The arrows represent the flow of data
received or generated by the client and the server. The closed boxes represent the
set of sources and sinks of data. Within the system, we will observe that the user
interacts with the application through a browser. The browser sends and receives
requests and responses to and from the server, the server can use caching and

other connected features depending on the type of request.

The server is developed in such a way that it can handle two types of connection
request, the first one being the traditional HTTP request and the second one being
a WebSocket connection request. Django channels extension is used to handle the
WebSocket connectivity, which is used only for the Home page as it needs to deliver

data in real-time (Notifications, Posts, Chats etc.,)
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For any kind of database related job, the server uses the ORM (Object Relational
Mapper) Modules to query the database easily using the Python language. The
advantage of ORM is to interact with the database easily and efficiently thereby
eliminating the hassle for developers. The server caches any kind of data to be used
repeatedly, for background task handling like sending notifications, saving unseen
conversations, the server interacts with Celery, A Python based framework used to
handle any sort of background task handling. The Task handler also uses the ORM
Modules to interact with the database for any database related jobs. For caching
and message broker purposes, Redis is used in this application, For data storage
“‘PostgreSQL” is used, For server side development, “Django” with “Django
channels” extension is used, For serving static files like css and js files used in the
frontend section, “Whitenoise” is used. The frontend or the client-side development
section is built using HTML5, CSS3, jQuery with Bootstrap v4 framework. This side
is visible to the users, A JS framework Reconnecting WebSocket is used to connect
to the server through WebSocket, one advantage of using this extension is if the
connection fails, this extension ensures that it tries again and again to connect with
the server after a few seconds of delay between requests. AJAX is also been used
in some of the sections like in the login page and the registration page, where

WebSocket connection seemed like an overkill.

There are bunch of other functionalities in this web application, including real-time
notification tab, real-time friends list with online notifier, adding post or status
functionality, search user functionality and an unmonitored messaging service.
Functionalities like notification system, friends list and conversations in messaging
tab are not loaded until user clicks on the modal buttons in the home page which is
used to open these tabs, All these tabs are loaded for the first time and then these
tabs are refreshed from server side using WebSocket push technology, i.e., if there’s
new content available, it will be updated automatically on the client side through
server, if the user is online. The user feed section working mechanism is similar to
the tabs above, but during the first page load, it gets loaded too. The images in the
feed are loaded dynamically (Lazy loading) while the user scrolls through the feed,
which helps in faster loading of the home page. A lower resolution of post images is
stored in the Post Model for faster loading of post thumbnails in the user profile
page.
17



4.2 ARCHITECTURAL DESIGN
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Fig 4.2: Activity Diagram

4.3 IDENTIFYING THE USERS

Django Server

The users within the system are the admins and the client, the admins keep

the whole system secure and it doesn’t allow any unauthorized users to access the

system. The primary task of the admin is to maintain the database records and

manage everything related to content in the system. The client in this application will

seek to have a private experience while socializing with other clients in the same

application. To interact with other clients, they can follow each other, converse

through an unmonitored messaging service, like and comment on each other's

posts.
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4.4 USE CASES

A social network is a network of individuals who meet online to communicate
by posting information and images, leaving comments, or sending messages.
Participants can expand their personal and business contacts by connecting with
others on social networking websites and in applications. In Social Network Web
Application system, there are various types of users. Take each user and identify
the roles played, which might lead us to spot the roles played, an identification of
use case. The proposed system has different users, different roles and different use
cases for instance of identifying the utilization cases, A user might play multiple

roles.

The roles are listed below:
1. Educational social networking let users (students) collaborate and include
bookmarking and content curation networks. The bookmark post feature
in this application can be used for that purpose.

2. Social connections network lets users stay in touch with each other.
Friends module is used for this purpose.

3. This application might be useful for users to create a professional
network.

As explained above, the roles are use cases. Similarly, any user can use the cases

in this application.

4.5 EMERGING TECHNOLOGY

In this world of technology the world is reaching to newer heights through
innovation and technology day-by-day. Technology has changed the lives of the
people and made it easier. So we must take the advantage of the technology and
apply it for the well-being of the society. So we have decided to make use of the
cutting edge technologies to build this application which will help the users to use
this application and a private experience. In our system In this application we have
used PostgreSQL for building the database. The User interface is built by using
HTML5, CSS3, Bootstrap v4 with jQuery. The backend and the main framework of
the program are done using Django with Django Channels extension, which extends

Django’s abilities to handle other connections in either a synchronous or
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asynchronous style. A Python based framework “Celery” is being used to handle
any sort of background task handling like saving unseen messages in the database,
sending notifications to a user etc., Keeping in mind the security of this application
we have assigned the authentication and authorization work to the admin who will
be able to make changes in the system, the user needs to first register for log-in and
then use it. “Whitenoise”, A Python based framework is used to handle all the static

files used in this application, including the .css and .js files along with any images.

CHAPTER 5
RESULTS AND DISCUSSION

This section shows the outcome of the proposed work of the project “Social
Network Web Application”. The client side view of the application along with

responses have been captured and the methodology has been properly explained.

CentralPerk

Username

Password

LOGIN

Forgot Username / Password?

Create your Account

Fig 5.1: Login Page
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The Fig 5.1 shows the login page of the application. When the login button is clicked,
an AJAX POST request is sent to the server with the login credentials, the server
checks the credentials and on success, the user gets logged-in and is redirected to the
home page, else incorrect username or password message is displayed to the user.
The “Create your Account” link at the bottom redirects user to the registration page.
The AJAX request section is written using jQuery. Furthermore, a background task is
scheduled on successful login, where any duplicate or existing sessions of the newly

logged-in user is deleted from the system.

Say Hello!

Usernome

Full Name

Gender

Password

*Password should contain at least 1symbolic & numeric character

SIGN UP

Fig 5.2: Registration Page

The Fig 5.2 shows the signup page of the application. Each of the fields are server-
side validated in real-time using AJAX. Celery is used to validate these fields, for
example, the username is validated as if it is unique or are there any other user with
the same username. Upon successful sign-up, the page gets redirected to home page,

and upon unsuccessful sign-up, if there’s any kind of validation error in any of the sign-
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up fields, it gets shown under the field and the field’s underline border changes its

colour to red.

% @ imarnab21 >
Q marnab?2i [ . +.Q >

Home

Another status #2
Stories

G0 WO 2 days, 1l hours ago

>

@ marnab?2l
Home Sweet Home

Fig 5.3: Home Page

The Figure 5.3 shows the home page of the application. This page is connected to the
server through WebSocket connectivity. The left side of the page shows the post feed
wall in the Home page of this application; All the user’s and user’s friend’s recent posts
are shown there. The right side of the page shows all the Modal buttons on the right
side of the page, the first modal is the notification tab, second one is the friends tab
where all the user’s following and followers are shown, the third one is the post tab
where the user can post pictures or status, the fourth one is the search tab used to
search for an user by their username, and the final one is the messaging tab. The top
rightmost section has the link to user’s profile section and the logout button. All these

tabs have automatic refresh feature which only gets refreshed from the server side.
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imarnab?21
| am breathtaking!

4 1

Fig 5.4: Profile Page

The Fig 5.4 shows the profile page of the application. The rightmost 2 buttons are
the account settings modal and the edit profile modal, the firstimage is user’s profile
picture, then comes the user’s username, then user’s bio, then comes the count of
user’s post, followers and following. The bottom section of the page consists of
user’s post gallery and the posts that user has bookmarked. The posts in the post
gallery is clickable and on-click, the page will be redirected to posts page, where the
post details and like, comments will be shown. The thumbnails of post images are
of lower resolution so that the page loads significantly faster, this lower resolution

post image gets converted to and saved in the database during post upload.
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Account Settings

) Disable all

Posts

Disable
From People | Follow
From Everyone

Disable
From People | Follow
® From Everyone

Fig 5.4.1: Account Settings section in Profile Page

Account Settings

a

Account Privacy

Private Account
When your account is private, strangers can't see your photos & videos, it
won't affect those following you.

Activity Status

® Show Activity Status
Allow accounts you follow & anyone you message to see when you were last
active in CentralPerk. If this option is turned off, you can't see other user's
activity status.

Fig 5.4.2: Account Privacy Settings section in Profile Page

Figure 5.4.1 and 5.4.2 shows the account privacy settings of the application. This
section is made as minimal as possible. This includes disabling or enabling
notifications of post likes, comments and comment likes, follower notifications,

account privacy including enabling or disabling private account option.

24



Edit Profile

Edit Info

Fig 5.5: Edit Profile Page

The Fig 5.5 shows the edit profile page of the application. This includes changing
profile photo, username, full name, email, birthdate, gender, bio as well as changing
password. On clicking the update button, an AJAX POST request is sent to the
server for validation and update, on success a notification is sent in real-time that
the profile is successfully updated. The username as well as the email in this
application must be unique, the user bio has 500 character word limit, and the user
profile photo must be of jpeg and png file format, these essentials requirements gets

checked off during the submitted form validation in the server side.
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@ imarnab2 >

YOU ARE
FIEIRE

Fig 5.6.1: User post with image in Post page

E’ imarnab21 »

Another status #2

Fig 5.6.2: User status post in Post page

Figure 5.6.1 & 5.6.2 shows the post page of the application. The topmost button is
the refresh button to refresh the contents in real-time using AJAX request/response
being sent to/from the server. The left side of the tab contains the post photo, or
blank in case of only status (Figure 5.6.2). The right side contains the user details
who posted this image or status along with captions, comment section and like

section. If the user is in his/her own post page, a delete option gets popped up on
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the right side. There’s a bookmark option in the rightmost corner of the post tab,

which can be used to save a post in the user’s collections gallery.

Notifications

e imaditil9 Liked your post.
1week, 2 days ago

e imaditil9 started to follow you.
1week 2 days ago

Fig 5.7: Notifications tab

The Fig 5.7 shows the notification tab in the home page of the application.
Here all the types of notifications are shown to the user. As this page is connected
to the server through WebSocket connectivity, this tab gets updated on real-time.
The bottom button in the tab is used to clear all the notifications. This tab utilises
bootstrap v4’s modal feature and gets overlaid onto the user’s screen as soon as
the notifications modal button is clicked. Whenever new notifications gets pushed
into this tab, a red dot is shown under the notifications modal button to notify the

user that new content is available, same goes for every modal button in the home

page.

27



Messages

(¥

hELLo there!

0250 AM

Fig 5.8: Messaging tab

The Fig 5.8 shows the messaging tab in the home page of the application.
Here all the conversations are shown, the user can only send or receive messages
from users he/she is friends with. The user can chat with only 1 user at a time.
Unseen messages are saved in the database until it gets read, then it gets deleted
from the server. If the user is online, a green dot is shown instead of the date & time
at which the user was online, A typing natifier is also shown when the user is typing
something to send to the opposite end. Message seen feature is also available in
this application, an emoji with 2 eyes gets popped under the message last seen by
the user at the opposite end. This tab utilises bootstrap v4’s modal feature and gets

overlaid onto the user’s screen as soon as the message modal button is clicked.
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Friends

Followers Fo

imaditil9
Aditi Jha

Fig 5.9: Friends tab

The Fig 5.9 shows the friends tab in the home page of the application. In this
tab, the user followed or being followed by the logged-in user gets displayed, and
the users in this list being online is highlighted with a green dot on the right of their
username. This tab utilises bootstrap v4’s modal feature and gets overlaid onto the
user’s screen as soon as the friends modal button is clicked. This modal, like every

other modals gets updated in real-time.
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Fig 5.10: Upload tab

Figure 5.10 shows the Upload section in the home page of the application. In this
tab, the user gets the opportunity to upload status or pictures with caption and
location and post it on their feed. On click to post button, a POST request gets sent
to the server, server-side validation including image format checks etc., are checked
and on success the page gets refreshed with new post added on user’s feed. When
uploading an image for the post, it gets previewed in the upload panel. This tab
utilises bootstrap v4’s modal feature and gets overlaid onto the user’s screen as

soon as the naotifications modal button is clicked.
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CHAPTER 6
CONCLUSION AND FUTURE WORK

CONCLUSION

In the field of social media, the use of Django and the efficiency of WebSocket
connectivity have bought a huge amount of benefits to both the server and the
client. Applications like Instagram, utilising the power of Django, have been a
boom in the social media industry. With the idea proposed in this paper, this
project will minify the amount of privacy settings needed by the user, have
unmonitored messaging service and a clean, responsive and attractive user
interface, which will provide a seamless experience to the user. This system can
be further extended with the additions of 24-hour stories, private stories,
mentioning-user, toggling of chat privacy to make the application save or un-save

(default) chats in the messaging section.

FUTURE WORK

In future, This Web Application can be one of the biggest social media sites
in the market, but it still needs mammoth changes, including features like 24-hour
stories, private stories, group chat communication, sharing of posts, mentioning
user, toggling chat privacy to save chats in the messaging section and a lot more.
A livestream or live video can also be added in this application, even though there
are many features that are yet to be added in future, the layout of this application

is very well formed and is scalable.
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Abstract

In recent years, social media have attracted considerable
attention. Social media giants like Facebook, Instagram etc., have
over billions of users using their applications, but most of these
applications in the world wide web uses user’s privacy to monitor,
analyse and sell their private data. Moreover, some of the apps
have complex privacy settings, not even needed by the user but
are enabled by default. In this paper, a full-fledged Social
Network Web Application is proposed. The main objective of the
paper is to solve the issue of too many privacy settings, monitored
messaging service and complex user interface (Ul) in social
network web apps nowadays. Users can use this application to
create and customize their own profile, upload and share pictures
or status with their friends, which can be liked and commented
upon, notification system, with the addition of an easy-to-use U,
lesser privacy settings and unmonitored messaging service to ease
the user experience.

Keywords-: Web Application, Social Network, User Experience,
User Interface, messaging service.

I. INTRODUCTION

In this era of digitalization, Social Networking is the use of
Internet-based social media sites to stay connected with
friends, family, colleagues, customers or client. Social
Networking can have a social purpose, a business purpose, or
both, through sites like Facebook, Instagram, among others.
This web application is based on the idea of a full-fledged
social connectivity network similar to that of Facebook, and it
aims to solve the issue of too many privacy settings, monitored
messaging service and complex user interface (Ul) in social
media sites nowadays. This application is developed using
Django, Python in backend and Bootstrap v4, jQuery in
frontend, and is delivered as a Web Application.

Il. RELATED WORK

Abhishek Bera, et al [1] developed a decentralized
professional networking application using Django, an online
service in which users can sign-up, search and access contents
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relevant to their knowledge, as well as connect with users of
similar interest to gain experience, learn and develop their
skills.

Adamya Shyam, et al [2] developed an Educational Resource
Sharing Web Application using Django, with the help of
which students would access different types of educational
books or documents and sell them as well in the same platform.

M. Lunacek et al [3] compared two packages in Python
designed especially for performing Many Task Computing
(MTC), IPython-Parallel and Celery, to study scaling using
over 12000 cores and several thousand tasks, using mpi4py as
a baseline for the comparisons.

P. Pawlak et al [4] developed a social networking application
which is based on Google Web Toolkit (GWT), a technology
in creation of rich AJAX based applications and using Java as
the programming language, which is compiled into pure
JavaScript and deployed as a Web Application.

J. Kiruthika et al [5] studied the issues related to web
application designs leading to dissatisfaction of users and also
recommended some of the design criteria to create efficient
web applications.

A. Pinandito et al [6] compared and analysed the effectiveness
and efficiency of a web page being displayed on a computer
screen, tablets and smartphones and also shows how User
Centred Design and Material Design guidelines improve the
efficiency of content delivery in web pages on devices of
different screen size.

Lijing Zhang et al [7] developed a real-time monitoring system
based on WebSocket connectivity and also analysed the
traditional model of Web applications and the work mode of
the push feature in WebSocket technology.



S. Li et al [8] analysed several commonly used Web server
cluster session maintaining methods and developed a Redis-
based Web server cluster to maintain several sessions to make
the cluster scale out more easily and efficiently.

I1l. PROPOSED WORK

This paper provides a web based social network application
developed using a Python based backend framework, Django
along with Channels, which extends Django’s abilities to
handle other connections in either a synchronous or
asynchronous style. In this paper, A Python based framework
“Celery” is being used to handle any sort of background task
handling like saving unseen messages in the database, sending
notifications to a user etc., Along with that, PostgreSQL is
used for data storage, Redis is used for caching and also to be
a message broker. In the frontend section, the Ul is developed
to be as clean as possible, with minimal animations, using
Bootstrap as a frontend framework and utilising its overlay
feature — “Modals” for different sections in the application,
from notifications panel to user messaging section.

The main objective of the paper is to implement a fast &
efficient, social network web application with minimal privacy
settings, unmonitored messaging service and a clean,
lightweight Ul. The main page or the home page of the
application which opens up right after signing in is connected
to the server through WebSocket connection, handled by
Channels, which makes asynchronous requests between server
and client, messaging service possible. Other essential features
of this application consist of uploading status or pictures,
liking and commenting on posts, bookmarking posts, private
and public account settings, accepting or declining friend
requests, personal profile page with posts and bookmarks
gallery, edit profile section, changing password section as
well.

Proposed Architecture

HTTP Request/Response
Django Server

Front-end WebSocket Conn.

—
— «
,' i AN
yd ] Y

o .

PostgreSQL Database

Background task handler (Celery) Redis Cache

Fig.1. The architecture of proposed work

Fig 1 represents the architecture of the proposed work. Here
the users interact with the frontend of the application, any type
of request from the client is sent to the server for a response.
The server accepts two type of connection requests, HTTP and
WebSocket connectivity. The server side is developed using
Django with Channels extension to handle WebSocket
connections, which sends a response to the client based on the
request. For any kind of background task handling, the server
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side connects with Celery workers, for data storage the server
connects with PostgreSQL Database used for this application
and for caching purposes, in-memory cache Redis is used.
Redis is also used by Channels and celery as a message broker.

BACKEND FRAMEWORKS AND PACKAGES

A. DJANGO SERVER

Django is a web application framework written in Python
programming language. It is based on MVT (Model View
Template) design pattern. The Django is very demanding due
to its rapid development feature. It takes less time to build
application after collecting client requirement. Django was
design and developed by Lawrence journal world in 2003 and
publicly released under BSD license in July 2005. Currently,
DSF (Django Software Foundation) maintains its development
and release cycle. The Template is a presentation layer which
handles User Interface part completely. The View is used to
execute the business logic and interact with a model to carry
data and renders a template.

| S==

User Django

! i
-
'\\\‘

Fig.2. Django MVT Structure

B. DJANGO CHANNELS

Channels is a project that takes Django and extends its abilities
beyond HTTP — to handle WebSocket, chat protocols, 10T
protocols and more. It’s built on a Python specification called
ASGI. Channels builds upon the native ASGI support
available in Django since v3.0, and provides an
implementation itself for Django v2.2. Django still handles
traditional HTTP, whilst Channels give the choice to handle
other connections in either a synchronous or asynchronous
style.
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Fig.3. Channels structure over Django

A. CELERY

Celery is a simple, flexible, and reliable distributed system to
process vast amounts of messages, while providing operations
with the tools required to maintain such a system. It’s a task
queue with focus on real-time processing, while also
supporting task scheduling.

Message Brokers

BaRabbit

django-———| g e

H

Celery Workers

‘Tasks for
celery to dkecute.

events

N
N
S—v

Database

Fig.4. Django with Celery integration
structure

DATA STORAGE

A. POSTGRESQL DATABASE

PostgreSQL, also known as Postgres, is a free and open-source
relational database management system emphasizing
extensibility and SQL compliance. It was originally named
POSTGRES, referring to its origins as a successor to the Ingres
database developed at the University of California, Berkeley.
It is a highly stable database management system, backed by
more than 20 years of community development which has
contributed to its high levels of resilience, integrity, and
correctness. PostgreSQL is used as the primary data store or
data warehouse for many web, mobile, geospatial, and
analytics applications.

CACHING STORAGE AND MESSAGE BROKER

A. REDIS

Redis is an in-memory data structure store, used as a
distributed, in-memory key-value database, cache and
message broker, with optional durability. Redis supports
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different kinds of abstract data structures, such as strings, lists,
maps, sets, sorted sets, HyperLogLogs, bitmaps, streams, and
spatial indexes.

FRONTEND FRAMEWORKS AND PACKAGES

A. BOOTSTRAP

Bootstrap is one of the most popular front-end open source
toolkits, featuring Sass variables and mixins, responsive grid
system, extensive prebuilt components, and powerful
JavaScript plugins. Version 4 of Bootstrap had jQuery, which
was removed in the latest version (5.0).

B. JQUERY

jQuery is a JavaScript library designed to simplify HTML
DOM tree traversal and manipulation, as well as event
handling, CSS animation, and AJAX. It is free, open-source
software using the permissive MIT license. As of May 2019,
jQuery is used by 73% of the 10 million most popular
websites.

C. CsS

Cascading Style Sheets is a style sheet language used for
describing the presentation of a document written in a mark-
up language such as HTML. CSS is a cornerstone technology
of the World Wide Web, alongside HTML and JavaScript.
This language contains coding elements and is composed of
these “cascading style sheets” which are equally
called CSS files.

IV. RESULT AND DISCUSSION

CentralPerk

Username

Password

LOGIN

orgot Username  Password?

Creaite your Account

Fig.5. Login Page



Figure 5 shows the login page of the application. When the
login button is clicked, an AJAX POST request is sent to the
server with the login credentials, the server checks the
credentials and on success, the user gets logged-in and is
redirected to the home page, else incorrect username or
password message is displayed to the user. Furthermore, a
background task is scheduled on successful login, where any
duplicate or existing sessions of the newly logged-in user is
deleted from the system.

Say Hello!

Username

Full Name

Gender

Password

*Password should contain at least 1symbolic & numeric character

SIGN UP

Fig.6. Signup Section

Figure 6 shows the signup page of the application. Each of the
fields are server-side validated in real-time using AJAX.
Celery is used to validate these fields, for example, the
username is validated as if it is unique or are there any other
user with the same username. Upon successful sign-up, the
page gets redirected to home page, and upon unsuccessful
sign-up, if there’s any kind of validation error in any of the
sign-up fields, it gets shown under the field and the field’s
underline border changes its colour to red.
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Fig.7. Home page

imarnab22
Home

Another status #2

1day, 19 hours ago

>

et Home

YOU ARE

Fig.7.1. User post feed section in Home page

@ imarnab22 »

;+.qn

Fig.7.2. Modal buttons for different tabs in Home page

Figure 7 shows the home page of the application. This page is
connected to the server through WebSocket connectivity.
Figure 7.1 shows the post feed wall in the Home page of this
application; All the user’s and user’s friend’s recent posts are



shown there. Figure 7.2 shows all the Modal buttons on the
right side of the page, the first modal is the notification tab,
second one is the friends tab where all the user’s following and
followers are shown, the third one is the post tab where the
user can post pictures or status, the fourth one is the search tab
used to search for an user by their username, and the final one
is the messaging tab. The top rightmost section has the link to
user’s profile section and the logout button.

imarnab?21
| am breathtaking!

Fig.8. Profile page

imarnab?2]
| am breathtaking!

4 1

Fig.8.1. User Info section in Profile page

Another status #2

YOU ARE
HERE

Hello There!

Fig.8.2. User post gallery section in Profile
page

Figure 8 shows the profile page of the application. Figure 8.1
shows the rightmost 2 buttons which are the account settings
modal and the edit profile modal, the first image is user’s
profile picture, then comes the user’s username, then user’s
bio, then comes the count of user’s post, followers and
following. Figure 8.2 shows the bottom section of the page
which consists of user’s post gallery and the posts that user has
bookmarked.
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Account Settings

Disable all

Posts

Disable
From People | Follow
From Everyone

Disable
From People | Follow
From Everyone

Fig.9. Account privacy settings

Account Settings

&

Account Privacy

Private Account

Activity Status

® Show Activity Status

|

Fig.9.1. Account privacy settings

Figure 9 and 9.1 shows the account privacy settings of the
application. This section is made as minimal as possible. This
includes disabling or enabling notifications of post likes,
comments and comment likes, follower notifications, account
privacy including enabling or disabling private account
option.



Edit Profile

Edit Info

imarnab?21

Souma Kanti Ghosh

ghoshsoumakanti@gmailcom

16-06-1999

I am breathtaking!

UPDATE

Fig.10. Edit Profile section

Figure 10 shows the edit profile page of the application. This
includes changing profile photo, username, full name, email,
birthdate, gender, bio as well as changing password. On
clicking the update button, an AJAX POST request is sent to
the server for validation and update, on success a notification
is sent in real-time that the profile is successfully updated.
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Fig.11.1. User post with image in post page

Refresh

Another status #2

Fig.11.2. User status post in post page

Figure 11.1 & 11.2 shows the post page of the application. The
topmost button is the refresh button to refresh the contents in
real-time using AJAX request/response being sent to/from the
server. The left side of the tab contains the post photo, or blank
in case of only status (Figure 11.2). The right side contains the
user details who posted this image or status along with
captions, comment section and like section. If the user is in
his/fher own post page, a delete option gets popped up on the
right side.



Notifications

9 imaditil9 Liked your post.
6 days, 2 hours ago

a iaditil9 started to follow you.
6 days, 2 hours ago

Fig.12. Notifications tab in Home page

Figure 12 shows the notification tab in the home page of the
application. Here all the types of notifications are shown to the
user. As this page is connected to the server through
WebSocket connectivity, this tab gets updated on real-time.
The bottom button in the tab is used to clear all the
notifications.

Messages

imaditi
@ 6 days, 2 hours ago

Hello there!

1222 AM

Fig.13. Messaging tab in Home page

Figure 13 shows the messaging tab in the home page of the
application. Here all the conversations are shown, the user can
only send or receive messages from users he/she is friends
with. The user can chat with only 1 user at a time. Unseen
messages are saved in the database until it gets read, then it
gets deleted from the server.
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Friends

Followers

e

naditil9
Aditi Jha

Fig.14. Friends tab in Home page

Figure 14 shows the friends tab in the home page of the
application. In this tab, the user followed or being followed by
the logged-in user gets displayed, and the users in this list
being online is highlighted with a green dot on the right of
their username.

Fig.15. Upload tab in Home page

Figure 15 shows the Upload section in the home page of the
application. In this tab, the user gets the opportunity to upload
status or pictures with caption and location and post it on their
feed. On click to post button, a POST request gets sent to the
server, server-side validation including image format checks



etc., are checked and on success the page gets refreshed with
new post added on user’s feed.

V. PERFORMANCE ANALYSIS

The performance of this web application was analysed using
Google’s Lighthouse. Google Lighthouse is an open-source,
automated tool for measuring the quality of web pages. It can
be run against any web page, public or requiring
authentication. Google Lighthouse audits performance,
accessibility and search engine optimization of web pages.

Performance analysis of content heavy pages in this web
application is being shown, these pages are the Home page and
the Profile page which has most of the contents of all pages in
the application, both mobile and desktop mode performances
has been measured, Google Chrome browser has been used for
this purpose and the pages are opened in incognito mode.

©)

Performance

Metrics
W First Contentful Paint Time to Interactive
Speed Index Total Blocking Time

W Largest Contentful Paint ‘Cumulative Layout Shift

Fig.16. Home page performance (Desktop mode)

Performance
Metrics
W First Contentful Paint B Time to Inte: ve
Speed Index

Total Blocking Time

Largest Contentful Paint Cumulative Layout Shift

Fig.17. Home page performance (Mobile mode)

Figure 16 shows the performance analysis of the Home page
in Desktop mode by Google Lighthouse. Figure 17 shows the
performance analysis of the same page in Mobile mode, in
which the responsiveness of this application under smaller
screens has been tested.

Performance
Metrics

First Gontentful Paint Time to Interactive

Speed Index

Total Blocking Time

Largest Contentful Paint Cumulative Layout Shift
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Fig.18. Profile page performance (Desktop mode)

©
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Fig.19. Profile page performance (Mobile mode)

Figure 18 shows the performance analysis of the Profile page
in Desktop mode by Google Lighthouse, Figure 19 shows the
performance analysis of the Profile page in Mobile mode.

VI. CONCLUSION

In the field of social media, the use of Django and the
efficiency of WebSocket connectivity have bought a huge
amount of benefits to both the server and the client.
Applications like Facebook and Instagram have been a boom
in the social media industry. With the idea proposed in this
paper, this project will minify the amount of privacy settings
needed by the user, have unmonitored messaging service and
a clean, responsive and attractive user interface, which will
provide a seamless experience to the user. This system can be
further extended with the additions of 24-hour stories, private
stories, mentioning-user, toggling of chat privacy to make the
application save or un-save (default) chats in the messaging
section.
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D. Source Code

from django.db import models

from django.contrib.auth.models import AbstractBaseUser
from django.db.models.signals import post_delete

from django.dispatch import receiver

from Profile.user_manager import UserManager

import uuid

# Create your models here.

GENDER = ( ('‘Male’, 'Male"), (‘Female', 'Female'), (‘Other’,
'‘Other"), )

def user_directory_path(instance, filename):
# file will be uploaded to MEDIA_ROOT/<user_id>/<filename>

return f'profile_pics/{instance.user_id}/{filename}"

class User(AbstractBaseUser):

user_id = models.UUIDField(primary_key=True,
default=uuid.uuid4, editable=False)

session_key = models.CharField(max_length=40,
default="notyetaccquired’)

monitor_task_id = models.CharField(max_length=60,
blank=True, null=True)

channel_name = models.CharField(max_length=100,
default="", blank=True, null=True)

username = models.CharField(max_length=20,
default=",unique=True)

full_name = models.CharField(max_length=50)
birthdate = models.CharField(max_length=10)

bio = models.TextField(max_length=160, default="1 am
breathtaking!", blank=True)

gender = models.CharField(max_length=20,
choices=GENDER)

email = models.EmailField(max_length=255, unique=True)

created = models.DateTimeField(auto_now_add=True,
auto_now=False)
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just_created = models.BooleanField(default=True)

profile_pic = models.ImageField(blank=True,
upload_to=user_directory_ path)

admin = models.BooleanField(default=False) # a superuser

staff = models.BooleanField(default=False) # a admin user;
non super-user

active = models.BooleanField(default=True)

USERNAME_FIELD = 'username’
REQUIRED_FIELDS = ['email’,]

def __str_ (self):

return self.username

def is_staff(self):

return self.staff

def is_admin(self):

return self.admin

def is_active(self):

return self.active

def has_perm(self, perm, obj=None):

return True

def has_module_perms(self, app_label):

return True

objects = UserManager()
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@classmethod
def get_user_obj(cls, username):

return cls.objects.get(username=username)

@receiver(post_delete, sender=User)
def submission_delete(sender, instance, **kwargs):

instance.profile_pic.delete(False)

class UserBlockList(models.Model):

current_user = models.OneToOneField(User,
on_delete=models.CASCADE, related_name="user_block_list’)

blocked_user = models.ManyToManyField(User,
related_name='blocked_users')

objects = models.Manager()

def _str_ (self):

return str(self.current_user) + "blocked_users_obj"

POST_NOTIF_CHOICES = (('Disable’, 'Disable"), (From People |
Follow', 'From People | Follow'), (‘From Everyone', 'From
Everyone"))

class Account_Settings(models.Model):

user = models.OneToOneField(User,
on_delete=models.CASCADE, related_name="user_setting")

disable_all = models.BooleanField(default=False)

p_likes = models.CharField(verbose name='Post Likes',
max_length=21, choices=POST_NOTIF_CHOICES,
default=POST_NOTIF_CHOICES|2][1])

p_comments = models.CharField(verbose _name='Post
Comments', max_length=21, choices=POST_NOTIF_CHOICES,
default=POST_NOTIF_CHOICES[2][1])
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p_comment_likes = models.CharField(verbose_name='Post
Comment Likes', max_length=21,
choices=POST_NOTIF_CHOICES,
default=POST_NOTIF_CHOICES[0][1])

f_requests = models.BooleanField(default=False)
private_acc = models.BooleanField(default=False, null=True)

activity _status = models.BooleanField(default=True, null=True)

objects = models.Manager()

class Meta:

verbose_name = "User Setting"

def __str__ (self):

return str(self.user)

class Friends(models.Model):

current_user = models.ForeignKey(User,
on_delete=models.CASCADE, related_name='current_user")

followers = models.ManyToManyField(User)

pending = models.ManyToManyField(User,
related_name='pending_requests’)

following = models.ManyToManyField(User,
related_name='following’)

objects = models.Manager()

@classmethod
def follow(cls, current_user, follow_user):
# current_user -> following +1
friend = cls.objects.get(current_user=current_user)

friend.following.add(follow_user)
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# follow_user -> follow +1
friend= cls.objects.get(current_user=follow_user)

friend.followers.add(current_user)

@classmethod
def unfollow(cls, current_user, unfollow_user):
# current_user -> following -1
friend= cls.objects.get(current_user=current_user)

friend.following.remove(unfollow_user)

#unfollow_user -> follow -1
friend = cls.objects.get(current_user=unfollow_user)

friend.followers.remove(current_user)

@classmethod

def add_to_pending(cls, current_user, pending_user):
# add the current_user to pending_user's pending list.
friend = cls.objects.get(current_user=pending_user)

friend.pending.add(current_user)

@classmethod
def rm_from_pending(cls, current_user, pending_user):
# remove the current_user from pending_user's pending list.

# This function is called when the current_user wants to
cancel any friend request sent to pending_user.

# (Private Account)
friend = cls.objects.get(current_user=current_user)

friend.pending.remove(pending_user)

@classmethod
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def get_friends_list(cls, current_user):

friend_obj, created =
cls.objects.get_or_create(current_user=current_user)

online_friends, followers, following = None, None, None
if not created:

#online_friends = friend_obj.following.filter(active=True,
user_setting__activity _status=True).only(‘'username’, 'full_name’,
‘profile_pic')

followers = friend_obj.followers.only(‘'username’,
‘full_name', 'profile_pic’)

following =
friend_obj.following.filter(user_setting__activity status=True).onl
y(‘username’, 'profile_pic', 'full_name’, 'last_login', 'active’)

return (followers, following)

class Meta:

verbose name = 'Relation’
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