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ABSTRA
CT

Software-Defined Network (SDN) is the dynamic network technology to address the issues

of traditional networks. It provides centralized view of the whole network through

decoupling the control planes and data planes of a network. Most SDN-based security

services globally detect and block a malicious host based on IP address. However, the IP

address is not verified during the forwarding process in most cases and SDN-based security

service may block a normal host with forged IP address in the whole network, which means

false-positive. In this paper, we introduce an attack scenario that uses forged packets to

make the security service consider a victim host as an attacker so that block the victim. We

also introduce cost-effective risk avoidance strategy.
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2. LITERATURE SURVEY

SDN Based Firewall

In today’s evolving technology, the need to adapt is the only necessity. The same is applicable

when we are talking about the filled of Network and Securities i.e the SDN technology. SDN

is the newest evolving topic in the filled of Networking. The are many problems faced by the

traditional networks. These are solved by SDN. It is a way of making networks more

manageable and more dynamic. It is very helpful in realizing the whole network beforehand

thus giving a clear idea of the topologies required and the issues which can be solved even

before setting the network up. But as in a new technology comes up it brings in new threats

and issues. Thus our aim is to build a firewall over this new technology to protect the

integrity of it. In this paper we focus on designing and developing a Firewall for our SDN

controller which in turn performs the function of safe guarding the network from inside as

well as the outside internet.To perform experiment, we have installed Mininet emulator for

creating network topologies. In this paper, we present the implementation details of the

firewall application. The current internet network is well set and huge in terms of topologies

and its connections all over the world. But it has its drawbacks too. The data and the control

plane being together yet makes it difficult in finding optimality in terms of routing,

maintaining security and much more. Also adding or removing even a single router makes us

change the whole network and is tedious. In a view of finding solution the SDN technology

was introduced in 2005 where in the control plane gets totally removed and what we get is a

controller i.e. the brain of the network and a bunch of routers that are meant for handling data

and routing them. The new brain so formed is called as the SDN controller in the world of

SDN. A controller responsible for taking the routing, protocol decisions whenever a packet

arrives at its door. Our project aims at building a firewall over this controller that will in turn

help the controller to take the decisions regarding the packets that arrive at the controller. The

controller accompanied with the firewall will have the ability to accept, drop, or reject the

incoming packets thus ensuring the safety of the system from malicious packets. The Firewall

thus created will stand in between the controller and outside internet. Also it has the ability to

handle the flow of packets shown by the controller thus providing an all rounder functionality

where the controller is the mega brain and has the record
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of every bit of data irrespective whether it flows in our out of network. Also the firewall

which is coded in Python, provides a simplified GUI for the users to set up the firewall as per

his/her convenience and also it will be able to save the system from any malicious attack by

an intended attacker. Thus the project aims at emulate a network topology. The

implementation includes the respective emulation of the network along with the firewall. The

remainder of this paper is organized as follows, Section 2 presents the comparison of this

project with the existing system, followed by Section 3 which states the proposed system and

the implementation of each block of the system, the Conclusion is shown in section 4 and in

the last section the references are presented.

Software-Defined Networking:A Comprehensive Survey

The Internet has led to the creation of a digital Society, where (almost) everything is

connected and is accessible From anywhere. However, despite their widespread adoption,

Traditional IP networks are complex and very hard to manage. It is both difficult to configure

the network according to predefined Policies, and to reconfigure it to respond to faults, load

And changes. To make matters even more difficult, current Networks are also vertically

integrated: the control and data Planes are bundled together. Software-Defined Networking

(SDN) Is an emerging paradigm that promises to change this state of Affairs, by breaking

vertical integration, separating the network’s Control logic from the underlying routers and

switches, promoting (logical) centralization of network control, and introducing the Ability to

program the network. The separation of concerns Introduced between the definition of

network policies, their Implementation in switching hardware, and the forwarding of Traffic,

is key to the desired flexibility: by breaking the network Control problem into tractable

pieces, SDN makes it easier to Create and introduce new abstractions in networking,

simplifying Network management and facilitating network evolution. In this paper we

present a comprehensive survey on SDN. We Start by introducing the motivation for SDN,

explain its main Concepts and how it differs from traditional networking, its roots, And the

standardization activities regarding this novel paradigm. Next, we present the key building

blocks of an SDN infrastructure Using a bottom-up, layered approach. We provide an

in-depth Analysis of the hardware infrastructure, southbound and northbound Apis, network

virtualization layers, network operating Systems (SDN controllers), network programming

languages, and Network applications. We also look at cross- layer problems such As

debugging and troubleshooting. In an effort to anticipate the Future

3



evolution of this new paradigm, we discuss the main Ongoing research efforts and challenges

of SDN. In particular, We address the design of switches and control platforms – with A

focus on aspects such as resiliency, scalability, performance, Security and dependability – as

well as new opportunities for Carrier transport networks and cloud providers. Last but not

Least, we analyze the position of SDN as a key enabler of a Software-defined environment.

FRESCO: Modular Composable Security Services for Software-Defined Networks

OpenFlow is an open standard that has gained tremendous interest in the last few years within

the network community. It is an embodiment of the software-defined networking paradigm, in

which higher-level flow routing decisions are derived from a control layer that, unlike classic

network switch implementations, is separated from the data handling layer. The central

attraction to this paradigm is that by decoupling the control logic from the closed and

proprietary implementations of traditional network switch infrastructure, researchers can

more easily design and distribute innovative flow handling and network control algorithms.

Indeed, we also believe that OpenFlow can, in time, prove to be one of the more impactful

technologies to drive a variety of innovations in network security. Open- Flow could offer a

dramatic simplification to the way we design and integrate complex network security

applications into large networks. However, to date there remains a stark paucity of

compelling OpenFlow security applications. In this paper, we introduce FRESCO, an

OpenFlow security application development framework designed to facilitate the rapid

design, and modular composition of OF-enabled detection and mitigation modules. FRESCO,

which is itself an OpenFlow application, offers a Click-inspired [19] programming

framework that enables security researchers to implement, share, and compose together,

many different security detection and mitigation modules. We demonstrate the utility of

FRESCO through the implementation of several well-known security defenses as OpenFlow

security services, and use them to examine various performance and efficiency aspects of our

proposed framework. OpenFlow (OF) networks distinguish themselves from legacy network

infrastructures by dramatically rethinking the relationship between the data and control planes

of the network device. OpenFlow embraces the paradigm of highly programmable switch

infrastructures, enabling software to compute an optimal flow routing decision on

demand.For modern networks, which must increasingly deal with host virtualization and

dynamic application migration, OpenFlow may offer the agility needed to handle dynamic

network orchestration beyond that which traditional networks can achieve. For an OpenFlow

switch, the data plane is
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made programmable, where flows are dynamically specified within a flow table. The flow

table contains a set of flow rules, which specify how the data plane should process all active

network flows. In short, OpenFlow’s flow rules provide the basic instructions that govern

how to forward, modify, or drop each packet that traverses the OF-enabled switch. The

switch’scontrol plane is simplified to support the OpenFlow protocol, which allows the

switch to communicate statistics and new flow requests to an external OpenFlow network

controller. In return, it receives flow rules that extend its flow table ruleset. An OF controller

is situated above a set of OF-enabled switches, often on lower-cost commodity hardware. It is

the coordination point for the network’s flow rule production logic, providing necessary flow

rule updates to the switch, either in response to new flow requests or to reprogram the switch

when conditions change. As a controller may communicate with multiple OF switches

simultaneously, it can distribute a set of coordinated flow rules across the switches to direct

routing or optimize tunneling in a way that may dramatically improve the efficiency of traffic

flows. The controller also provides an API to enable one to develop OpenFlow applications,

which implement the logic needed to formulate new flow rules. It is this application layer that

is our central focus.

FloodGuard: A DoS Attack Prevention Extension in Software-Defined Networks

This paper addresses one serious SDN-specific attack, i.e., data-to-control plane saturation

attack, which overloads the infrastructure of SDN networks. In this attack, an attacker can

produce a large amount of table-miss packet_in messages to consume resources in both

control plane and data plane. To mitigate this security threat, we introduce an efficient,

lightweight and protocol-independent defense framework for SDN networks. Our solution,

called FLOODGUARD, contains two new techniques/modules: proactive flow rule analyzer

and packet migration. To preserve network policy enforcement, proactive flow rule analyzer

dynamically derives proactive flow rules by reasoning the runtime logic of the

SDN/OpenFlow controller and its applications. To protect the controller from being

overloaded, packet migration temporarily caches the flooding packets and submits them to

the OpenFlow controller using rate limit and round-robin scheduling. We evaluate

FLOODGUARD through a prototype implementation tested in both software and hardware

environments. The results show that FLOODGUARD is effective with adding only minor

overhead into the entire SDN/OpenFlow infrastructure. Software-Defined Networking (SDN)

[21] has quickly emerged as a new promising technology for future networks, and its

reference implementation, OpenFlow , is becoming widely used in



5



recent years 1. SDN presents a physically distributed but logically centralized controlled

networking framework. By decoupling the control plane from the data plane, SDN is

designed to support fine-grained network management policies. Current OpenFlow

implementations use a “southbound” protocol. When a switch receives a new flow for which

there is no matching flow rules installed in the flow table (we call it a “table-miss” in this

paper), the data plane will ask the control plane for actions.

A Request Prioritizing Algorithm for Controller DoS Attacks in Software Defined

Networks

Software Defined Networking (SDN) introduces a new communication network management

paradigm and has gained much attention from academia and industry. However, the

centralized nature of SDN is a potential vulnerability to the system since attackers may

launch denial of services (DoS) attacks against the controller. Existing solutions limit

requests rate to the controller by dropping overflowed requests, but they also drop legitimate

requests to the controller. To address this problem, we propose FlowRanger, a buffer

prioritizing solution for controllers to handle routing requests based on their likelihood to be

attacking requests, which derives the trust values of the requesting sources. Based on their

trust values, FlowRanger classifies routing requests into multiple buffer queues with different

priorities. Thus, attacking requests are served with a lower priority than regular requests. Our

simulation resultsdemonstrates that FlowRanger can significantly enhance the request serving

rate of regular users under DoS attacks against the controller. To the best of our knowledge,

our work is the first solution to battle against controller DoS attacks on the controller

side.Software Defined Networks (SDN) introduces a new communication network

management paradigm and has gained plethoras attention from academia and industry due to

its fast growing potential in the market. One primary goal of SDN is to allow a network

controller, called the control plane, to overlook and manage the entire network by configuring

routing mechanisms for underlying switches. The switches, also called the data plane, are

solely responsible for data forwarding according to their forwarding tables. Routing

computation and network management are handled by the controller. The entries of

forwarding tables on switches are determined and managed by the controller through a

secured communication protocol between switches and the controller.
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3. AIM AND SCOPE

3.1 AIM OF PROJECT
To Design a Responsive web Page for "Risk and avoidance strategy for blocking mechanism of

software-define networking based security services".

3.2 SCOPE AND OBJECTIVE
Software-Defined Network(SDN) is the dynamic network technology to address the issues of
traditional networks. It provides centralized view of the whole network through decoupling the
control planes and data planes of a network. Most SDN-based security services globally detect
and block a malicioushost based on IP address. However, the IP address is not verified during
forwarding process in most cases and SDN-based security services may block a normal host
with forged IP address in the whole network, which means false-positive. In this paper, we are
introduced an attack scenario that uses forged packets to make the security service consider a
victim host as an attacker so that block the victim. We also introduce cost-effective risk avoidance
strategy. Software-Define Network(SDN) is the dynamic network technology to address the issue
of traditional networks. It provides centralized view of the whole network through de-coupling the
control planes and data planes of a network. The control planes are responsible for policy creati
-on and its implementation and the data planes are responsible for packet forwarding. This
separation makes the network more programmable.

3.3 PURPOSE
We propose risk and avoidance strategy to prevent IP forging attack. The attack described above
occurs when the SDN-based security service blocks unverified IP address in the whole network.
Source validation is a good way to prevent this attack but it needs complex deployment steps and
high cost. So, we focus on the specification of the blocking range. We use Open-Flow protocol
described in II.A to specify the blocking range. Using Open-Flow protocol, we can figure out OFPP
IN PORT, from which the malicious packets come, and set the specific blocking range.
Applying our risk avoidance strategy. SDN-based security service blocks IP address when both
IP address and port information meet the detection criteria. As off-switch drops malicious packet

based on IP address and OFPP IN PORT, we can prevent IP forging attack from blocking a
normal host.
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4 EXPERIMENTAL METHODLOGY AND ALGORITHMS

Figure 4.1 Project Architecture
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5 SYSTEM ANALYSIS

5.1 FEASIBILITY STUDY

5.1.1 ECONOMIC FEASIBILITY

5.1.2 OPERATIONAL FEASIBILITY
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5.1.3 TECHNICAL FEASIBILITY
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6.2 PURPOSE

6.3 FUNCTIONAL REQUIREMENTS
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Figure 6.5.1 Spiral Model
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7 RESULTS AND DISCUSSION

7.1 SCREENSHOTS
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Figure 7.1.2 LOGIN PAGE
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Figure 7.1.3 REGISTRATION PAGE
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Figure 7.1.4 About Project Page
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Figure Contact Us page
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Figure 7.1.6 Controller Home Page
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Figure 7.1.7 Network Host Page
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Figure 7.1.8 Switch Configuration Page
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Figure 7.1.9 Data Request Page
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Blocked Host Page
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Figure 7.1.11 Host Home Page
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Figure 7.1.13 Share Data Page
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Figure 7.1.14 Sent Data Page



3033



Figure Received Data Page
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Figure Change Password
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8 CONCLUSION AND FUTURE WORK

8.1 CONCLUSION

We propose the IP forging risk of SDN-based security service. SDN-based security service

blocks unverified IP address in the whole network and this can cause the loss of assects

availability. Avoidance strategy for this attack uses Open-Flow Protocol to specity the block

-ing range. With this strategy, SDN-based security service blocks malicious IP address with
in the switch port from which the packet comes and we can prevent the loss of asset availa
-bility with cost-effective and simple way.

8.2 FUTURE WORK

As future work, we will verify our risk avoidance strategy through experiments with SDN-

based security services.
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