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ABSTRACT

In this paper a corporate WAN infrastructure constituting of routers and switches
has been proposed to make the network reliable. The topology based on the
hierarchy of network is designed and each layer of is configured using techniques
like layer 2 link aggregation control protocol, layer 3 redundancy and MPLSTE. A
carrier grade network refers to a software or hardware system that is dependable
and well tested. This is used to meet high availability. A fault-tolerant and fast fall
over corporate network which is capable of processing huge amount of traffic has
been analysed. The scalable network which will be capable to handle and process
high amount of traffic has been built. The link level and the node level failure are
averted in the designed network and above 96 percentage of the availability has

been achieved.
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CHAPTER 1

INTRODUCTION

The society is more dependent on the communication network because most of
the infrastructure like banking, telecom services is very much dependent on
communication. This dependency has led to concentrate the high availability, reliability
and resilient. Whenever the network is unable to transfer the data such situation is
referred to a network failure. The failure can be viewed as utterance of an activity or

service due to congestion.

These failures include link failures, node failures, software failures, natural
disaster, human errors and physical attacks. This dependency of society on
communication makes us realize how important to make a network resilient. To avoid
failure in network the network has to be designed in such a way that the network is fault-
tolerant and fast failover introducing optimum redundancies at appropriate multiple
levels on hardware (physical media, networking elements) and software (services and
protocols) to claim having 100percent up time. If a network fails, the proposed network
is durable enough to with stand reacting to faults. Whenever there is a failure in the

links, nodes and other elements the network has to recover.

For the network to improve redundancy and high availability some techniques
have been used. This technique is classified into — 1 Network design 2 Basic issues 3
Transport or link level resiliency 4 Protocol level resiliency. These techniques mainly
concentrate on the traffic management and the failure that may occur in the link level
and protocol level. The traffic management obtain to transfer the load in network such
that a failure has less impact when the connection effected by the failure. For the
purpose of traffic management in MPLS network we have to use LACP backup path.
The goal is to make a

network to be highly available to the end users by providing continues service
and to control the congestion. This can be achieved by designing network that has

strong enough to failure in function of nodes & links and configuring protocol that



are fault tolerant. When we make a network the most important factor, we must

investigate is cost. We must see that the cost is always minimum.

If we consider satellite application the availability of network should be always
high because we may face many several difficulties because of temperature, radiation
etc. These systems are designed to decrease the down time and increase the

availability.

One can think that reaching high availability by using redundancy techniques is
easy. In this paper the second section discuss about the network design and the third
section discuss about the issues one may face in a network. Finally, the last section

sums up the paper.



CHAPTER 2
LITERATURE SURVEY

2.1 REVIEW OF LITERATURE SURVEY

[1] “APPLICATION LAYER ANY CASTING” S. Bhattacharjee et al In this paper it
has been fully discussed about the any casting in the application layer. Since every layer
has to be concentrated in the network, the focus is mainly on the application layer. To
improve the service availability, focusing on the layers is very much important, so one layer
is concentrated and that is application layer. Techniques based on the routing may be used
to reduce the impact of failures in the network that might decrease the service
availability. Installing highly available servers create problems due to link failures. A
particular user may not be able to find a particular server focusing only one layer is not
enough because we have six other layers.

[2] “Wide Area Network Ecology” Jon T. Meek et al During the past year AHP
started to switch its leased line-based WAN to managed Frame Relay networks. Most of
the previous WAN usage was for bulk file transfer, database synchronization, light
interactive TTY sessions, and some http traffic. The program for performing connectivity
checks and routine RTT measurements is part of the mon distribution. The programs to
measure RTT as a function of packet size and to read tcp dump output may be made
available in the future. Readers are directed to MRTG [Oet98] for a system that produces
Web based reports on router traffic and other parameters. We have found that Internet
traffic often consumes a very large portion of the available WAN bandwidth. While there
is controversy over the use of Internet usage logs due to privacy and related issues, we
have found them to be a very useful tool for managing bandwidth.

[3] “Resilient overlay networks” D. Andersen et al This paper makes the case
for Resilient Overlay Networks (RONS), an application-level routing and packet forwarding
service that gives end-hosts and applications the ability to take advantage of network
paths that traditional Internet routing cannot make use of, thereby improving their end-to-

end reliability and performance.



Using RON, nodes participating in a distributed Internet application configure themselves
into an overlay network and cooperatively forward packets for each other. Each RON
node monitors the quality of the links in the underlying Internet and propagates this
information to the other nodes; this enables a RON to detect and react to path failures
within several seconds rather than several minutes, and allows it to select application-
specific paths based on performance. We argue that RON has the potential to
substantially improve the resilience of distributed Internet applications to path outages
and sustained overload.

[4] “Internet Content Adaptation Protocol (ICAP) DS-2326” Network
Appliance, Sunnyvale, CA, In this paper it has been fully discussed that brief
introduction to ICAP, explains what ICAP means to the future of Internet content handling,
and discusses how NetCache is ideally suited to handle these ICAP enabled value-added
services. The following section introduces ICAP, shows why it is needed, and how it can
be leveraged to standardize and modularize Internet content manipulation (content
vectoring). ICAP in its most basic form is a "lightweight" HTTP based remote procedure
call protocol. In other words, ICAP allows its clients to pass HTTP based (HTML)
messages (Content) to ICAP servers for adaptation. Adaptation refers to performing the
particular value added service (content manipulation) for the associated client
request/response.

[5] “Resource management for scalable disconnected access to Web
services” B. Chandra et al Disconnected operation, in which a client accesses a service
without relying on network connectivity, is crucial for improving availability, supporting
mobility, and providing responsive performance. Because many web services are not
cachable, disconnected access to web services may require mobile service code to
execute in client caches. Unfortunately, (a) this code is untrusted, (b) this code may have
nearly limitless resource demands due to prefetching, and (c) a large number of
competing code modules must coexist. Thus, resource management is a key problem
both for preventing denial of service attacks and for providing good performance across
many services. This paper addresses the feasibility of meeting the resource management
needs of an environment where service code is shipped to clients, proxies, or content

distribution intermediaries.



It rst examines the requirements of such a system and then develops a resource-
management strategy to meet these requirements by (a) providing isolation across
services to prevent denial of service attacks, (b) automatically providing appropriate
allocations to dierent services to provide good global performance, and (c) requiring no
hand tuning across a wide range of system configaurations and workloads.

[6] “Spare capacity allocation in two-layer networks” D. Vajanapoom et al In
this paper we consider the problem of provisioning spare capacity in two-layer backbone
networks using shared backup path protection. First, two spare capacity allocation (SCA)
optimization problems are formulated as integer linear programming (ILP) models for the
cases of protection at the top layer against failures at the bottom layer. The first model
captures failure propagation using overlay information between two layers for backup
paths to meet diversity requirements. The second model improves bandwidth efficiency
by moving spare capacity sharing from the top layer to the bottom layer. This exposes a
tradeoff between bandwidth efficiency and extra cross-layer operation. Next, the SCA
model for common pool protection is developed to allow spare capacity sharing between
two layers. Our previous SCA heuristic technique, successive survivable routing (SSR) is
extended for these optimization problems. Numerical results for a variety of networks
indicate that the common pool protection is attractive to enhance bandwidth efficiency
without loss of survivability and that the SSR heuristic quickly results in near optimal
solutions.

[7] “Availability models for underlay aware overlay networks” Madhu Kumar
et al In this paper it is discussed that Event broker networks are P2P overlays constructed
out of a few select nodes of the underlying physical network (aka underlay). Reliable
event delivery on such networks requires the overlay to be highly available. While high
availability is usually achieved by redundant paths between the rendezvous node and the
subscriber, redundancy at the overlay level alone is insufficient to guarantee availability -
redundant paths in the overlay have to correspond to node disjoint paths in the underlay
network for true availability. In this paper, we propose two models of availability. In the
Manifest Availability model, distinct paths at the overlay level are node disjoint at the

underlay as well - this is a strong availability condition.



We can weaken this to the Latent Availability model where it is only guaranteed that any
two overlay nodes have a guaranteed number of node disjoint paths between them in the
underlay. We analyze both the models for complexity of formation and maintenance, and
prove that in the general case, both are NP-complete. We then identify a set of practical
constraints applicable to large scale networks. We demonstrate that under these
constraints, constructing latent availability overlays reduces to a polynomial time problem.
We also introduce the concept of reduced underlays, and further reduce the complexity
of the problem of determining latent availability overlays.

[8] “Resilient overlay networks”, Andersen et al In this paper it is discussed that
a Resilient Overlay Network (RON) is an architecture that allows distributed Internet
applications to detect and recover from path outages and periods of degraded
performance within several seconds, improving over today’s wide-area routing protocols
that take at least several minutes to recover. A RON is an application-layer overlay on top
of the existing Internet routing substrate. The RON nodes monitor the functioning and
qguality of the Internet paths among themselves, and use this information to decide
whether to route packets directly over the Internet or by way of other RON nodes,
optimizing application-specific routing metrics. Results from two sets of measurements of
a working RON deployed at sites scattered across the Internet demonstrate the benefits
of our architecture. For instance, over a 64-hour sampling period in March 2001 across a
twelve-node RON, there were 32 significant outages, each lasting over thirty minutes,
over the 132 measured paths. RON'’s routing mechanism was able to detect, recover,
and route around all of them, in less than twenty seconds on average, showing that its
methods for fault detection and recovery work well at discovering alternate paths in the
Internet. Furthermore, RON was able to improve the loss rate, latency, or throughput
perceived by data transfers; for example, about 5% of the transfers doubled their TCP
throughput and 5% of our transfers saw their loss probability reduced by 0.05. We found
that forwarding packets via at most one intermediate RON node is sufficient to overcome
faults and improve performance in most cases. These improvements, particularly in the
area of fault detection and recovery, demonstrate the benefits of moving some of the

control over routing into the hands of end-systems.



CHAPTER 3
AIM AND SCOPE

3.1 EXISTING SYSTEM

The basic issues in the existing system and the solution has been discussed. The
major factor that changes amount of the redundancy fault tolerant mechanism is the
cost. Because of the cost networking has become a business. So, the network
availability has become intense. The cost limitation makes difference in network
resilience to limit the redundancy that one can afford to infrastructure. The cost limits
the network connectivity.

PC-1

10.0.0.10

Fig 3.1: Basic issues

When the network topology is designed each layer is to be concentrated such
that there should be no chance in network fail. In this paper we mainly concentrate on
the first three layers. In the first layer the main thing we must concentrate is the cables
and the power supply. In the data link layer, we concentrate more on the link and the
node. In the network layer we concentrate more on protocols. We use the concepts of
HSRP, LACP, SPANNING TREE PROTOCOL, MPLS TRAFFIC ENGINEERING.



3.1.1 Transport or link level resiliency

For the link level resiliency, the techniques used are LACP (link aggregation control
protocol). In the link level to avoid the failure LACP is configured. Two manageable
switches when connected using a single link may lead to loss of data packets whenever
there is a failure in the link. So, we configure these manageable switches with two links.
So that whenever there is a one link fails the second link can be automatically turn on.
In this way we can avoid link failure. LACP packets are exchanged in two modes. There
is active mode which makes the port to act in active state and passive which makes the
port to act in passive state. LACP system priority is to configure on each router. The
priority can be configured automatically or through CLI. LACP port priority is configured
on each port using CLI or automatically. Each and every port that is added to channel
port must be configured identically. This LACP help in dividing traffic between network
interfaces.

Table 3.1: STP Cost Based on Band Width

Data rate STP Cost
4 Muntg's 250
10 Mbsts's 100
16 Mbts's 62
100 Monts's 19
| Ghits's 4
2 Ghuts's 3
10 Ghts's 2
100 Gbuts's Nil
| Thits/s Ni




Whenever two links are used between two manageable switches looping may
occur which may also lead to loss of data. So, another solution is to use STP. It is a
protocol which makes topology logical with a connection that is free of loops. The main
function of STP is to stop bridge loops and to include backup links to provide fault
tolerant. A STP creates the spanning tree. It allows only a single active path between
two nodes. In LAN the networks are inter connected using links that are redundant to
improve resilience. This connection creates loop resulting instability. Whenever the
redundant links are used then the loops are needed to be avoided. The STP decides
one layer-2 switch as specified bridge. In this route bridge the active and inactive links
are calculated. This route bridge continuously communicates with another switch using
BPDUs. This route bridge calculates the cost of each path based on bandwidth it will
select the path with less cost that means the bandwidth is high. The STP turns on the
active link as the only the way transfers the frames between tow switches and disable
the all other links. The STP elects the route bridge and all non-route bridges assign one
of the ports as route port. The route port is either connects the switches to the route
bridge or if there are several parts, the port with referred paths calculated by route
bridge. Each switch gets cost from neighboring switches and adds the cost of its own

path.

3.1.2 Protocol level resiliency

In the layer-3 to provide redundancy layer 3 redundancy protocols are used. They
are three types of layer-3 redundancy protocols. In this paper HSRP is configured to
improve un interrupted gateway. This HSRP connection between two gateways is
established in order to achieve gateway failure. Whenever the primary gateway is un
reachable the secondary gateway comes into action. This HSRP provides high
availability by providing redundancy for traffic. In a group there are two routers the active
and the standby. Then the active router route packets whereas standby is the router that
takes the responsibility whenever the active router fails. In case group-1 router R1 acts
as an active router based on the priority and router R2 acts as standby router for which
the priority maybe low. The default priority for a router in HSRP is 100 and router with

high priority acts as active router.



In group-2 router R1 acts as standby router and router R2 acts as active router.
Consider two users in which one of the user’s gateway is per says 10.0.0.3 which is the
virtual IP of group-1. The second user has a gateway per say 10.0.0.4 which is a virtual
IP of group-2, whenever the user tries to reach the destination and suppose if the
gateway fails, immediately the other router takes responsibility and the packet
immediately switch to the standby router. Whenever the first user tries to reach the
destination using group-1 virtual IP as gateways and whenever the gateway fails
immediately the standby router takes the responsibility and then transfer the data
packets with the loss of only 4 packets. This technique helps to increase the uptime and
reduce the downtime and the packet loss is limited to four packets. The use of HSRP
makes the network to be self-healing and fault tolerant. Therefore, HSRP makes the
network to be highly available with more than 90 percentage availability. To calculate the
availability percentage, the uptime and the down time is to be calculated. The uptime
refers to the time for how much the service is available and the down time refers to the
time for which the service is unavailable. The availability is uptime to the total time. The
total time is the sum of uptime and downtime.

HSRP LOAD BALANCING

active router for group 1
standby router for group 2

active router for group 2
standby router for group 1

10.0.0.1

Fig 3.2: HSRP Design
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Multiprotocol Label switching (MPLS) is a technique that is designed for speeding up
and shapes the traffic flows in the WAN networks and then service provider networks
also. It transfers the data from one node to other depending on short path labels. At first,
we will add the label whenever the packet goes to the MPLS network. Based on the label
the routers will forward the packets with the help of push operation. With the help of pop
up action the label is removed whenever the packet goes outside the MPLS network.
The very first router sitting at the edge of the MPLS network is called Provider Edge
router (PE). Then the router sitting inside MPLS and does not have any contact to other
non MPLS is termed as Provider router (P). When the label is added to the router in the
MPLS in the starting id the Ingress LER(R2). And when the label is removed in the router
is said to be as egress LER(R4). Provider router(R3) does swapping of labels.
Forwarding Equivalence Class (FEC) is the group of packets that has to be given equal

priority or treated same inside.

RG "7
10:1.1.1.1/32 In:7.7.7.7/22

Fig 3.3: MPLS Topology
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Cisco Express Forwarding (CEF) plays a key role in such a way that without
enabling CEF, MPLS cannot be enabled there are three tables in MPLS, which is
RIB (Routing Info Based) is the routing table of MPLS. The three tables are LIB-
Label Info Based, FIB-Forwarding Info Based, LFIB-Label Forwarding Info Base.
Traffic engineering develops the performance in MPLS networks. Actually, MPLS
has been created to improve packet performance in the core of networks. All
configurations in MPLS traffic engineering is run on a particular node which is called
headend node. All tunnels and constraints have been created here. At the head-
end the destination address of tunnel is mentioned. Tail-end is said to be tunnel

destination. These tunnels are unidirectional and identical.

Fig 3.4: BLOCK SCHEMATIC

3.2 PROPOSED SYSTEM

A sample network topology is designed. The aim to show the how to face
the challenges in failure in network and provide frame solution.

In current scenarios communication infrastructure consists of sets of inter
connected networks. They are classified based on either access network or wide
area network. Network access provide us end communication. A redundancy little

or more are present in various topologies usually in access network.

Due to the limitation in cost WAN also known as long haul network or core
backbone. There is a pre-planned failure network has to be implemented in mesh
topology. These component network will be owned and operated by many

organizations like service provider. Basically, the process steps are divided into

12



three levels. They are access network, distributed network and core network. The
top layer provides data, voice, network at high level. The layers may contain many
sub-layers.

Ty

i 7 fiaj1

-3 izt

ML

Fig 3.5: Network Architecture

We must concentrate on each layer and assume different ways in which the
network failure may occur and apply certain techniques to improve redundancy.
The resilient network concept can be classified into link-disjoint and node-disjoint.
For suppose a mesh topology the traffic is sent from source to destination, the path
in which the traffic is routed is called active path. Whenever the network failure
occurs, the network is designed in such a way that the backup path is configured
to route packets through the backup path. Whenever we build a network, we must
configure support path in order to avoid the down time such that the network will
recover soon.

First of all, make sure study about the complete network and examine the
weak points then implement the techniques to rectify the weak points by using

different methods and implement fault tolerant with high in availability.

13



Fig 3.6: Multi-Layer Network

3.2.1 ADVANTAGES OF PREPOSED SYSTEM
Time delay can be reduced.
Redundancy is improved so that the path will be automatically chosen if
there is a failure in the network.
A network with more than 95% of availability is built.
The service availability is more.

The network will be fault tolerant.

14



CHAPTER 4
MATERIALS AND METHODS

4.1 SOFTWARE REQUIREMENTS
The software that is used to implement a carrier grade WAN network is
GNS3 and Wireshark.
4.1.1 GNS3
This GNS3 combines the virtual devices and the real devices for many real
time applications. This is used in the simulation of many complex topology
networks. One more software is used by GNS3 called Dynamyps for the cisco ios.
The process to build topology is so simple and it can be easily adapted by anyone.

Click on file

Click on new project

The left side all the installed ios images and the devices will be
displayed. Drag and drop all the devices necessary that has to be
used to build a topology.

Connect the devices using wires.

The routers have to be configured first to connect wires. The slots
have to be added.

Open the console cable and the commands has to be given.

Give command Ping the devices to check the connectivity.

4.1.2 WIRESHARK:

To check the packets or to analyze the packets, this Wireshark is used,
this has so many uses like troubleshooting and for protocols development and for
many purposes.
4.2 MPLS (Multi-Protocol Label Switching)

Packets are classified in MPLS domain into forwarding equivalence class
and each FEC is bound between labels and at the label binding are then distributed
to the label switch routers through a separate protocol which is called as label

distribution protocol.

15



The label allocation is done in the MPLS networks is discussed further. Label
can be done either based on downstream based label allocations or upstream
based label allocations.

The various techniques are Downstream unsolicited label assignments by
downstream peers and distributed to neighbouring LSR. Downstream on demand,

upstream LSR specifically requests a label assignment.

o

Fig 4.1: MPLS configuration in design network

4.3 LDP (Label Distribution Protocol):

LSR Discovery mechanism.
Four classes of messages.
To provide constant & quality in delivery of messages.

Easy in extensive using messages specified as collections of TLV.

Label Distribution Protocol (LDP) is a protocol in which routers capable
of Multi-Protocol Label Switching (MPLS) exchange label mapping information. Two

routers with an established session are called LDP peers and the exchange of

R¥
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Fig 4.2: When one of the gateways fails
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information is bi-directional. LDP is used to build and maintain (LSP) databases that
are used to forward traffic through MPLS networks.

LDP can be used to distribute the inner label (VC/VPN/service label) and outer
label (path label) in MPLS. The Label Distribution Protocol (LDP) is a protocol
defined by the IETF for the purpose of distributing labels in an MPLS environment.

LDP run over TCP application even though we may not need other features of
TCP like heavy control or flow control mechanisms. The LDP is easily extensible.

In QOS based routing, we will choose a path which will be optimal with respect
to a certain metric and it will be subject to availability of bandwidth on the link. The
difference between QOS based routing and the TE algorithm, QOS ER are
typically greedy.

So, once they choose a way which clears the certain constraints and if another
request comes and if that request can be accommodated by readjusting the load,
that will typically be not done in a QOS B algorithm.

TE algorithm may try to read just the loads in such a manner.

17
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bytes from .200.200.
bytes from .200,200.
bytes from .200.200.
bytes from .200,200.
bytes from .200.200.
bytes from 200.200.200.

icmp_seq=22 time=65.
icmp_seq=23 time=69.
icmp_seq=24 time=62.
icmp_seq=25 time=71.
icmp_seq=26 time=67.
icmp_seq=27 time=61.
icmp_seq=28 time=65.
icmp_seq=29 time=47.
icmp_seqg=30 time=59.
icmp_seg=31 time=61.
icmp_seq=32 time=69.
icmp_seq=33 time=50.
icmp_seq=34 time=70.
icmp_seq=35 time=69.
icmp_seq=36 time=60.

bytes from 200.200.200.2 icmp_seq=37 time=63.

bytes from 200.200.200.2 icmp_seq=38 time=52.

bytes from 200.200.200.2 icmp_seq=39 time=54.
200.200.200.2 icmp_seq=40 timeout
200.200.200.2 icmp_seq=41 timeout
200.200.200.2 icmp_seq=42 timeout
200.200.200.2 icmp_seqg=43 timeout
84 bytes from 200.200.200.2 icmp_seq=44 time=176.889 ms
84 bytes from 200.200.200.2 icmp_seq=45 time=69.958 ms
84 bytes from 200.200.200.2 icmp_seq=46 time=50.967 ms
84 bytes from 200.200.200.2 icmp_seq=47 time=67.954 ms

MMM MNMMNNMNRNMNMNNRN

(8

(S I S S S R S N

Fig 4.3: ping tracert report

L] Tine Source Destnabion Protocel  Lenghh Info
96 61.046103 200.200.200.2 16.0.0.10 109 9 Echo (ping) reply  1d=0dbGD, seq=41/10496, ttl=64 (request in %)
97 61.102910 16.8.1.1 20,200,200, 104 7 unrea t Unreachanle)
98 61654280 ca:405:b4:00:30  caBuSIb0R: 38 LOCP 50 Reply
99 63.672091 16.0.0.10 200.200.260.2 I 98 Echo (ping) request id=Bdded, seqs42/16752, ttl=59 (reply in 109)
100 63.673739 206.,200,209.2 16.0.0.10 10¥ 9 Echo (ping) reply  id=Bddsd, seq=42/16752, ttl=64 (request in %9)
101 63,139851 160.9.1.] ] ation unreachable (Host unreachable)
102 65.067497 10.6.0.1¢ 260.200.260.2 I0P 9 Echo (ping) request ideBxdfsd, seqs43/11668, ttl=59 (reply in 163)

103 65.867764  260.,200.260.2 16.6.9.10 100 9 Echo (ping) reply  1d=0udf60, seq=43/11008, tt1:64 (request in 102)

ad €€ 111647 16 6 1 4 M0 00 Tl e P I 0. (e ot 1L R, TR 4 B
104 65,111547 10.9.1.1 200,000, 200, 10 /9 Destination unreachable (Host unreachable)

1AC £C Q0N 940 0N 144 1 Meanc Ll A Ualla Nasleas

Fig 4.4: uptime and the downtime
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4.4 TE (Traffic Engineering):

Routers are most favourable to some scalar metric subject to bandwidth
availability on individual links. The congestion trunks are actually collections of
individual micro flows. The traffic trunks are actually routed in MPLS domain in
the form of labels switch direction are mapped on the routers of avl, BW and
delays. So, depends on capacity of links and tunnels the traffic are diverted in
different ways. The stability is increased.

4.5 STP (spanning tree protocol):

STP delays the loops when you have multiple links between switches. The
STP stops delaying broadcast, multiple frame copies and instability in data base.
spanning tree protocol is an open standard (IEEE 802.1D). spanning tree protocol
is starts by natural on all cisco catalyst switches. spanning tree protocol work
depends on of selecting the both ports in designated and non-designated.

fen]ﬂ“

o e~ L

fovz
o0 Ra

i 2

Fig 4.5: when an MPLS link fails

When this MPLS network fails, still the network does not stop working
because of the OSPF protocol that is configured in the network that utilizes
bandwidth from another side of topology. If this protocol fails, an additional or
backup rip protocol which can be used at the time of protocol failure. In the MPLS
network three tunnels is configured because, the critical traffic has to be taken in to
notice and three tunnels are virtual. One tunnel is from router R1, R2, R4. The other
tunnel is from router R1, R3, R2, R4. The third tunnel is from R1, R3, R4. These

tunnels come into use only when there is a critical traffic.
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Fig 4.6: LACP configuration in the network

This LACP configuration in the network allows the path change from one
link to other, when there are multiple links connected.

4.6 RB (Root Bridge):

In all the switches in the network one of them considered as a root bridge
that becomes the local point in the network. In LAN it has two types bridges
namely root bridges and non-root bridges.

4.7 LACP (Link Aggregation Control Protocol):

So, we have to be sure in network that having the bandwidth we need and
we have the backup for the redundancy and have to make sure that we should
not less connectivity. so, in the end we should have more than 1gb of
bandwidth.so by only one interface, the loss of connectivity, for this we have to
build so many interfaces for more redundant network. It helps to maintain a
dynamic environment for that we can do LA in simple manner. Also called as Nic
teaming or IP bunding. Actually, it is an idea of making many links but work as 1.
By these logical interfaces, we have tripped the BW. If one link goes down, then
we still have two gigabyte per second running and nothing has dropped. And so,

we are not switching to other and not laying and waiting to work it.
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PC-1> ping 200.200.200.2 -t

bytes from 200.200.200.2 icmp_seq=1 ttl=60 time=142.913 ms
bytes from 200.200.200.2 icmp_seq=2 ttl=60 time=86.945 ms
bytes from 200.200.200.2 icmp_seq=3 ttl=60 time=84.947 ms
bytes from 200.200.200.2 icmp _seq=4 ttl=60 time=62.959 ms
bytes from 200.200.200.2 icmp_seq=5 tt1l=60 time=66.960 ms
bytes from 200.200.200.2 icmp_seq=6 ttl=60 time=76.949 ms
bytes from 200.200.200.2 icmp seq=7 ttl=60 time=62.960 ms
bytes from 200.200.200.2 icmp_seq=8 ttl=60 time=64.954 ms
bytes from 200.200.200.2 icmp_seq=9 ttl=60 time=53.968 ms
bytes from 200.200.200.2 icmp_seq=10 ttl=60 time=53.968
bytes from 200.200.200.2 icmp_seg=11 ttl=60 time=59.963
bytes from 200.200.200.2 icmp_seq=12 ttl=60 time=61.960
bytes from 200.200.200.2 icmp_seg=13 ttl=60 time=61.944
bytes from 200.200.200.2 icmp_seq=14 ttl=60 time=48.972
bytes from 200.200.200.2 icmp_seq=15 ttl=60 time=37.975
bytes from 200.200.200.2 icmp_seq=16 ttl=60 time=61.961
bytes from 200.200.200.2 icmp_seq=17 ttl=60 time=57.963
bytes from 200.200.200.2 icmp_seq=18 ttl=60 time=134.917 ms
bytes from 200.200.200.2 icmp_seq=19 ttl=60 time=62.962 ms
bytes from 200.200.200.2 icmp_seq=20 ttl=60 time=75.955 ms
bytes from 200.200.200.2 icmp_seq=21 ttl=60 time=127.919 ms
bytes from 200.200.200.2 icmp_seq=22 ttl=60 time=66.958 ms
bytes from 200.200.200.2 icmp_seq=23 ttl=60 time=69.956 ms
bytes from 200.200.200.2 icmp_seq=24 ttl=60 time=100.938 ms
bytes from 200.200.200.2 icmp_seq=25 ttl=60 time=69.957 ms

200.200. icmp_seq=26 ttl=60 time=92.939 ms
7 irmn can=27 ++1=AA tima=QK.04A m<

Fig 4.7: Ping tracert report
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Mo, Time Source
671 533.297412 200,200.200.2
672 534,374088 10.6.6.20
673 534, 374402 200,200,200,2
674 535.467317 10.6.8.20
675 535467640 200,209.200.2
676 536.549780 10.2.0.20
677 536.558131 200.208.260.2
678 537.626340 10.0.0.20
679 537.627232 200,209.200.2
680 538.685245 10.0.0.20

BAL RAm sSAmRAM AAA ARA AmA A

Destnation
10.0.0.20
200,200, 200,2
10,0,0.20
200.209,200.2
10.0.6.20
200,209, 200.2
10.6.9.20
200.200,200.2
10.0.6.20
200,200, 200,2

am oA A Am

Protocel  Length Info

1CHp
10Hp
10
10
10MP
10
1P
10Hp
10Hp
10

woum

98 Echo (ping) reply
98 Echo (ping) request
98 Echo (ping) reply
9 Echo (ping) request
98 Echo (ping) reply
98 Echo (ping) request
98 Echo (ping) reply
98 Echo (ping) request
98 Echo (ping) reply
98 Echo (ping) request

Lo L

1

]

1d=0x2462, seq=1/256, ttl=64 (request
10=6x2562, seq=2/512, tt1=59 (reply i
10=6x2562, seq=2/512, ttl=64 (request
1d=0x2662, seq=3/768, ttl=59 (reply i
1d=fx2662, seq=3/768, ttl=64 (request
1d=6x2762, seq=4/1024, tt1=59 (reply
1d=0x2762, $eq=4/1024, tt1=64 (reques
1d=6x2862, 5eq=5/1280, tt1=59 (reply
14=0x2862, 5eq=5/1280, tt1=64 (reques
10:0x2962, seqe6/1536, tt1=59 (reply |

oA mmss PRTT IV TS BT

\

Fig 4.8: Uptime and Downtime

4.8 HSRP (Hot Stand-by Routing Protocol):

Layer 3 redundancy protocol. Hot standby redundancy protocol is a cisco

proprietary. The HSRP group (0-255) are mean to the interface. In this MAC there

are range up to 0000. In the other end the last of bits act as standby. The hello

timer are 3 seconds, the down time is 10seconds. Pre-empt is enabled on key not

on default. The highest priority wins a highest IP. SB 1 ip 10.1.1.101/same default

100, higher better.

Standby 1 priority 110, standby 1 pre-empt, A becomes active.

Fig 4.9:
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Welcome to Virtual PC Simulator, version ©.6.1
Dedicated to Daling.

Build time: Jun 1 2015 11:42:32

Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)
All rights reserved.

VPCS is free software, distributed under the terms of the "BSD" licence.

Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.

Executing the startup file

Checking for duplicate address...
PC1 : 10.0.0.10 255.255.255.0 gateway 10.0.0.3

PC-1> show
NAME IP/MASK GATEWAY MAC

PC-1 10.0.0.18/24 10.9.0.3 00:50:79:66:68:01
feB80::250:79ff:feb66:6801/64

Fig 4.10: PC1 Configuration

LPORT RHOST:PORT
lee8e 127.e.e.1:1e081

This HSRP configuration in the network helps in recovering the gateways,

when one of the gateways fails during the operation. The neighbour router

immediately changes from standby state to the active state, where ever the active

router fails. In this way one downtime can, be avoided so to increase the uptime.

4.9 Calculation of Availability:
The availability in the network is,
Availability = 92.019872/94.001977

Availability = 98%

The availability depends on how much time the service is active.
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Welcome to Virtual PC Simulator, version ©0.6.1
Dedicated to Daling.

Build time: Jun 1 2015 11:42:32

Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)
All rights reserved.

VPCS is free software, distributed under the terms of the "BSD"
Source code and license can be found at vpcs.sf.net.

For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.

Executing the startup file

Checking for duplicate address...

PCl : 200.200.200.2 255.255.255.0 gateway 200.200.200.1

PC-2> show

Fig 4.11: PC2 Configuration

Executing the startup file

Checking for duplicate address...
PCl : 1Pp.0.9.20 255 255.9¢ gateway 19.9.9.4

PC-=2 show ip dinterface

show [ARG]
Show information for ARG
ARG :

arp Show arp table

dump Show dump flags

echo Show the status of the echo flag. Ses set echo ?

history List the command history

ip [all] Show IPv4 details
Shows VPC Nan address, mask, gateway, DNS, MAC,
lport, rho ~t and MTU

ipve [all] Show IP
Shows V IPv6e addresses/mask, gateway, MAC,

port and MTU

Show the version information

s given, the key information of the current VPC will be

If "all® parameter is given for 1ip/ipvé a reduced view in tablular
format will be displavyed.

PC-2> show

NAME IP/MASK GATEWAY MAC LPORT RHOST : PORT
PC-3 18. 18.8.8.4 29:58:79:66:68:82 18882 127 .8.a.1:18883
fe=8 25 ¥ 3 > : 6882/64

Fig 4.12: PC3 configuration

24



This is the information regarding the tunnels that are created in router R1, there

are three tunnels, tunnel O, tunnel 1, tunnel 2.

interface Loopback®

ip address 1.1.1.1 255.255.255.255

ip ospf 1 area ©

I
interface Tunnel®

ip unnumbered Loopback®

ip ospf interface-retry ©

tunnel destination 4.4.4.4

tunnel mode mpls traffic-eng

tunnel mpls traffic-eng autoroute announce

tunnel mpls traffic-eng priority 7 7

tunnel mpls traffic-eng bandwidth 32

tunnel mpls traffic-eng path-option 2 explicit name path32
no routing dynamic

|
interface Tunnell

ip unnumbered Loopback®

ip ospf interface-retry ©

tunnel destination 4.4.4.4

tunnel mode mpls traffic-eng

tunnel mpls traffic-eng autoroute announce

tunnel mpls traffic-eng priority 7 7

tunnel mpls traffic-eng bandwidth 64

tunnel mpls traffic-eng path-option 1 explicit name pathé64
no routing dynamic

|

interface Tunnel2

ip unnumbered Loopback®

ip ospf interface-retry ©

tunnel destination 4.4.4.4

tunnel mode mpls traffic-eng

tunnel mpls traffic-eng autoroute announce

tunnel mpls traffic-eng priority 7 7

tunnel mpls traffic-eng bandwidth 128

tunnel mpls traffic-eng path-option 1 explicit name pathil28
no routing dynamic

|

interface FastEtherneto/e

_————
Fig 4.13: Router R1 configuration of tunnels
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R6 PC-1

no routing dynamic
I
interface FastEtherneto/o
ip address 10.0.2.2 255.255.255.0
duplex half
!
interface GigabitEthernetl/0
ip address 100.100.100.100 255.255.255.0
negotiation auto
!
interface P0S2/0
no ip address
shutdown
!
interface P0S3/0
no ip address
shutdown
!
interface P0S4/0
ip address 10.10.12.1 255.255.255.0
mpls traffic-eng tunnels
ip rsvp bandwidth 512
I
interface P0S5/©
ip address 10.10.13.1 255.255.255.0
mpls traffic-eng tunnels
ip rsvp bandwidth 512
I
interface FastEthernet6/0
ip address 10.0.1.2 255.255.255.0

duplex half
I

router ospf 1

mpls traffic-eng router-id Loopbacke
mpls traffic-eng area ©
log-adjacency-changes

network 10.0.1.0 ©.0.0.255 area ©
network 10.0.2.0 ©.0.0.255 area ©

Fig 4.14: Router R1 ospf configuration




gatekeeper
shutdown
!
!
line con @
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1
line aux ©
exec-timeout © ©
privilege level 15
logging synchronous
stopbits 1
line vty © 4
login

end

Rl#show ip interface brief

Interface IP-Address Method Status Protocol
FastEthernete/e 1©.9.2.2 NVRAM up up
GigabitEthernetl/e 1€©.100.10e.1ee NVRAM up up
POs2/@ unassigned NVRAM administratively down down
POS3/© unassigned NVRAM administratively down down
POs4/e 1e.19.12.1 NVRAM up up
POS5/© 1©.1©.13.1 NVRAM up up
FastEthernets/e 10.0.1.2 YES NVRAM up up
SSLVPN-VIF®© unassigned unset up up
Loopback® 1.1.-3.3 NVRAM up up
Tunnel® 1.1.1.1 TFTP up up
Tunnell 1-1.1:1 TFTP up up

Fig 4.15: Router R1 Interfaces

R2ishow ip interface brief

Interface IP-Address 0K? Method Status Protocol
FastEthernetd/0 unassigned YES NVRAM administratively down doun
GigabitEthernetl/@ 10.10,24,2 YES NVRAM up up
GigabitEthernet2/@ 10.10.23.2 YES NVRAM up up

P0S3/@ unassigned YES NVRAM administratively down down
P0S4/0 10.10,12.2 YES NVRAM up up
P0SS5/@ unassigned YES NVRAM administratively down doun
SSLVPN-VIFO unassigned NO unset up
Loopbacke 2. b22 YES NVRAM up
R24
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1
interface Loopback®@

ip address 2.2.2.2 255.255.255,255
ip ospf 1 area ©

[
interface FastEtherneto/0

no ip address

shutdown

duplex half

1
interface GigabitEthernetl/0

ip address 10.10.24.2 255.255.255.0
negotiation auto

mpls traffic-eng tunnels

ip rsvp bandwidth 512

1

interface GigabitEthernet2/0

ip address 10.10.23.2 255.255.255.0
negotiation auto

mpls traffic-eng tunnels

ip rsvp bandwidth 512

1

interface P0S3/0

no ip address

shutdown

1

interface P0S4/0

ip address 10.10.12.2 255.255.255.0
mpls traffic-eng tunnels

ip rsvp bandwidth 512

|

interface P0S5/0

no ip address

shutdown
1

router ospf 1
mpls traffic-eng router-id Loopback®
mpls traffic-eng area ©

Fig 4.17: Router R2 MPLS configuration




]
interface FastEthernete/e

no ip address

shutdown

duplex half

]
interface GigabitEthernetl/e
no ip address

shutdown

negotiation auto
1

interface GigabitEthernet2/e

ip address 10.10.23.3 255.255.255.0
negotiation auto

mpls traffic-eng tunnels

ip rsvp bandwidth 512

1

interface GigabitEthernet3/e

ip address 10.10.34.3 255.255.2
negotiation auto
mpls traffic-eng tunnels
ip rsvp bandwidth 512
!
interface P0OS4/©
no ip address
shutdown
1
interface P0OS5/©
ip address 10.1©.13.3 255.255.25
mpls traffic-eng tunnels
ip rsvp bandwidth 512
1
interface P0OS6/8
no ip address
shutdown
!
router ospf 1
mpls traffic-eng router-id Loopbacke
-

Fig 4.18: Router R3 configuration

R3#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEtherneto/o unassigned YES NVRAM administratively down down
GigabitEthernetl/0 unassigned YES NVRAM administratively down down
GigabitEthernet2/0 10.10.23.3 YES NVRAM up up
GigabitEthernet3/0 10.10.34.3 YES NVRAM up up

P0S4/@ unassigned YES NVRAM administratively down down
P0S5/@ 10.10.13.3 YES NVRAM up up
P0S6/@ unassigned YES NVRAM administratively down down
SSLYPN-VIFO unassigned NO unset up up
Loopback® < e YES NVRAM up up
R3#!

Fig 4.19: Router R3 interfaces
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interface Tunnel@

ip unnumbered Loopback®

ip ospf interface-retry ©

tunnel destination 1.1.1.1

tunnel mode mpls traffic-eng

tunnel mpls traffic-eng autoroute announce
tunnel mpls traffic-eng priority 7 7
tunnel mpls traffic-eng bandwidth 32
tunnel mpls traffic-eng path-option 2 explicit name path32
no routing dynamic

I
interface Tunnell

ip unnumbered Loopbacke

ip ospf interface-retry @

tunnel destination 1.1.1.1

tunnel mode mpls traffic-eng

tunnel mpls traffic-eng autoroute announce
tunnel mpls traffic-eng priority 7 7
tunnel mpls traffic-eng bandwidth 64
tunnel mpls traffic-eng path-option 1 explicit name pathé4
no routing dynamic

1
interface Tunnel2

ip unnumbered Loopback®

ip ospf interface-retry ©

tunnel destination 1.1.1.1

tunnel mode mpls traffic-eng

tunnel mpls traffic-eng autoroute announce
tunnel mpls traffic-eng priority 7 7
tunnel mpls traffic-eng bandwidth 128
tunnel mpls traffic-eng path-option 1 explicit name path128
no routing dynamic

Fig 4.20: Router R4 Configuration

Rdkishow ip interface brief

Interface IP-Address 0K? Method Status Protocol
FastEtherneto/o unassigned YES NVRAM administratively down down
GigabitEthernet1/0 10.10.24.4 YES NVRAM up up
GigabitEthernet2/0 200,200,200.1 YES NVRAM up up

GigabitEthernet3/0 10.10,34.4 YES NVRAM up up
SSLVPN-VIF@ unassigned NO unset wup up
Loopbacke 4.4.4.4 YES NVRAM up up
Tunnel® 4.4.4.4 YES TFTP up
Tunnell 4.4.4.4 YES TFTP  up up
Tunnel2 4.4.4.4 YES TFTP  up up
il

Fig 5.21: Router R4 Interfaces
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interface FastEthernete/e
no ip address
shutdown

duplex half
I

interface GigabitEthernetl/e

ip address 1€.10.24.4 255.255.255.8
negotiation auto

mpls traffic-eng tunnels

ip rsvp bandwidth 512

|
interface GigabitEthernet2/@

ip address 200.200.200.1 255.255.255.8
negotiation auto

mpls traffic-eng tunnels

ip rsvp bandwidth 512

I

interface GigabitEthernet3/e

ip address 10.10.34.4 255.255.255.8
negotiation auto

mpls traffic-eng tunnels

ip rsvp bandwidth 512

I

router ospf 1

mpls traffic-eng router-id Loopbacke
mpls traffic-eng area ©
log-adjacency-changes

network 10.10.0.0 0.0.255.255 area ©
network 200.200.200.0 ©0.9.0.255 area @
|

ip forward-protocol nd
no ip http server
no ip http secure-server

ip explicit-path name path32 enable

Fig 4.22: Router R4 OSPF configuration

R5# show ip interface brief

Interface IP-Address ~ OK? Method Status Protocol
FastEthernet6/e 10.0.0.2 YES NVRAM up p
FastEthernet1/0 10.0.2.1 YES NVRAM up up

FastEthernet/0 unassigned  YES NVRAM administratively doun down
FastEthernet3/0 unassigned VS NVRAM administratively doun down
SSLVPN-VIFe unassigned ~ NO unset up p
i

Fig 5.23: Router R5 interfaces
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interface FastEthernet@/e

ip address 10.0.0.2 255.255.255.0
duplex half

standby 1 ip 10.0.0.3

standby
standby

1 timers 1 2
1 preempt delay minimum 2

standby 2 ip 10.0.0.4

standby 2 timers 1 2

standby 2 priority 110

standby 2 preempt delay minimum

|

interface FastEthernetl/@

ip address 10.0.2.1 255,255,255.8
duplex half

|
interface FastEthernet2/@
no ip address

shutdown

duplex half

|
interface FastEthernet3/e
no ip address

shutdown

duplex half

1
router ospf 1
log-adjacency-changes
network 10.0.0.2 0.0.0.25

network 10.8.2.90 9.0.8.2
!

Fig 4.24: Router R5 configuration

R6#

R6#

Re#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEtherneto/e 10.0.0.1 YES NVRAM up up
FastEthernetl/@ 10.0.1.1 YES NVRAM up up
FastEthernet2/@ unassigned YES NVRAM administratively down down
FastEthernet3/@ unassigned YES NVRAM administratively down down
SSLVPN-VIF@ unassigned NO unset wup up
R6#show ip interface brief

Interface IP-Address 0K? Method Status Protocol
FastEthernetd/e 10.0.0.1 YES NVRAM up up
FastEthernet1/0 18.0.1.1 YES NVRAM up up
FastEthernet2/ unassigned YES NVRAM administratively down down
FastEthernet3/0 unassigned YES NVRAM administratively down down
SSLVPN-VIFe unassigned NO wunset up up

Fig 4.25: Router R6 interfaces
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PC

ip tcp synwait-time 5
|

interface FastEthernet6/o
ip address 10.6.0.1 255,255,255.0
duplex half
standby 1 ip 10.0.0.3
standby 1 timers 12
standby 1 priority 110
standby 1 preempt delay minimum 2
standby 2 ip 10.0.0.4
standby 2 timers 1 2
standby 2 preempt delay minimum 2
|
interface FastEthernet1/0
ip address 10.6,1.1 255,255,255.0
duplex half
|
interface FastEthernet2/0
no ip address
shutdoun
duplex half
|
interface FastEthernet3/o
no ip address
shutdown
duplex half
|
router ospf 1
log-adjacency-changes
network 10.0.0.0 0.0.0.255 area @
network 10.0.1,0 0.0.0.255 area @
|
ip forward-protocol nd
no ip http server
no ip http secure-server

Fig 4.26: Router R6 Configuration




R7#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet@/e unassigned YES unset wup up
FastEthernet®/1 unassigned YES unset wup up
FastEthernet@/2 unassigned YES unset wup up
FastEthernet®/3 unassigned YES unset up up
FastEthernet@e/4 unassigned YES unset down
FastEthernet®/5 unassigned YES unset up down
FastEthernet@/6 unassigned YES unset down
FastEthernet@/7 unassigned YES unset up down
FastEthernet@/8 unassigned YES unset up down
FastEthernet®/9 unassigned YES unset up down
FastEthernet@/10 unassigned YES unset down
FastEthernetd/11 unassigned YES unset up down
FastEthernet6/12 unassigned YES unset up down
FastEthernet®/13 unassigned YES unset up down
FastEthernetd/14 unassigned YES unset up douwn
FastEthernet@/15 unassigned YES unset up down
Port-channell unassigned YES unset up up

Fig 4.27: Switchl Interfaces

R7#show ip interface brief

Interface IP-Address Method Status Protocol
FastEtherneté/e unassigned unset up up
FastEthernet®/1 unassigned unset up up
FastEthernetg/2 unassigned unset wup up
FastEthernet@/3 unassigned unset up up
FastEthernet8/4 unassigned YES unset up down
FastEthernet®/5 unassigned YES unset up down
FastEthernet®/6 unassigned YES unset down
FastEthernet®/7 unassigned YES unset wup down
FastEthernet®/8 unassigned unset up down
FastEthernete/9 unassigned unset up down
FastEtherneto/16 unassigned unset up down
FastEthernete/11 unassigned YES unset up down
FastEthernet®/12 unassigned unset up down
FastEthernet/13 unassigned unset up down
FastEthernet@/14 unassigned unset up down
FastEthernet8/15 unassigned unset wup down
Port-channell unassigned YES unset wup up

Fig 4.28: Switch2 Interfaces
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CHAPTER 5
RESULTS AND DISCUSSIONS

5.1 RESULTS
Thus, as shown in the below figures output has been achieved, the

data has been successfully transferred from end to end.

5.1.1 RESULTS FOR LACP
Links between Node to Node has been deleted to create a Pre-
Planned Network Failure.

The Nodes that are failed now go to Hold state and the neighbour

Node comes to Active state until the failed path is Recovered.

N A

N ;r’
-1 i \ / w1

- L e ." ’f
||" fofz [for1 l".\ (I'I

Fig 5.1: NODE FAILURE FOR NODE R7 TO R6

bytes 200.200. .2 icmp_seq=64 time=65.705
bytes from 200.200.200.2 icmp_seq=65 time=81.287
bytes from 200.200.200.2 icmp_seq=66 time=63.833
84 bytes from 200.200.2008.2 icmp_seqg=67 time=71.182
200.200.200.2 icmp_seq=68 timeout
200.200.200.2 icmp_seq=69 timeout

200,200,200.2 icmp_seq=78 timeout

200.200.200.2 icmp_seq=71 timeout

84 bytes from 200.200.200.2 icmp_seq=72 time=132.05© ms
84 bytes from 200.200.200.2 icmp_seq=73 time=67.486 ms

Fig 5.2: CONNECTIVITY RE-ESTABLISHED
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| Captring from Standard g (R GigabitEthemetdl o R Gigshitbthemet /0] n
ile kdt Wiew o Laplure Asaslyze Slatehes lelephony 'Wieless [oals Hegp

3 -] Bpresan,, +

6d, ttl-62 (no respense foundl)
, tt1-62 (no respense foundl)
, LLlsbd fno response Found!)

M2, ttlsh) (no response Feund! )

. ttl=h2 (np

; 7 y
2N 9 zply

CaHito el B0 8 candds
18.8.8.10 i ti, 162 frho {ping) request id=Awadi3, seq=129/3814, tHl=62 (no resporce foundl)
18.6.8.10 a6, 28 T 162 Echo {ping) request ideBearsd, seqa150/38000, tE1=62 (no response Found!)

Frame 1: 182 bytes or wire [816 bits), 102 bytes ed (816 bits] on interfaze
Ethernet 11, Sred cat@d:f6ief o038 (ca:i03:pl o Dst: carB2: 34 feipae3e (card: 4 fc00:38)
MultiProtocol Lebel ching Header, Labsl: i€, 51, T &2

Intermet Protocol Wersien 4, Sec: 10.0.8.18, Dst: 20€.360.308.2

Inlermel {ombrol Ressape Protuool

Fig 5.3: DATA TRANSFER THROUGH CONFIGURED BACKUP PATH
Hence the Network Overcome the failure, there by it transfers the Packets
through the configured back up path there by achieving the LACP

configuration.

5.1.2 RESULTS FOR HSRP

Links between Router to Router has been deleted to create a Pre-
Planned Network Failure.

The Routers Link that are failed now go to Hold state and the
neighbour Routers comes to Active state until the failed path is

Recovered.

=N /F_ﬁ‘\
P .
PE: .ff - w \\ R pafo 1/0 \
'“_/__?‘ﬁiru‘*;—--h = / /a0 \
F £ \
for2 [fos1 ‘1\ \

(
f

o
\ Hﬂ 10020

| /
/
v

\
nc-2 \ fojz hm‘i & = \
e == e ro,:o'@ P3/0 35
M foju
0 RS e
R3
“""‘-..______ e

10,0.0.2

\

Fig 5.4: LINK FAILURE FROM R5 TO R1
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84 bytes from 200.200.200.2 icmp_seq=136 ttl=6@ time=95.863 ms
B4 bytes from 200.200.200.2 icmp_seq=137 ttl=60 time=84.601 ms
from 200.200.200.2 icmp_seq=138 ttl=60 time=102.946 ms
from 200.200.200.2 icmp seq=139 ttl=60 time=78.587 ms
icmp_seq=140 timeout
bytes from 200.200.2060.2 icmp_seq=141 ttl=68 time=59.996 ms

2
bytes from 200.200.200.2 icmp seq=142 ttl=60 time=84.8062 ms
p

bytes from 200.200.200.2 icmp_seq=143 ttl=68 time=65.874 ms
bytes from 200.200.200.2 icmp_seq=144 ttl=60 time=80.890 ms
bytes from 200.200.200.2 icmp_seq=145 ttl=60 time=80.278 ms
bytes from 200.200.200.2 icmp_seq=146 ttl=68 time=104.579 ms

Fig 5.5: CONNECTION RE-ESTABLISHED

| Cantiring From - [F3 GigabitEthenset?/] tn R Gigabittemet2 T o ®
Fie Fdi View 6o (aptee dnaye Scacilics Teleprony Waeless Trox Help
BE9 TRUQesEFIEEQaL”

Teih s b B
o Tire Sour= Desamton Proioel  Lencth T i

112 166.7%:985  18.18.33.2 B8 03PF T Hello Packet

TR 1G] en @ ete0R- 3 (TRFTRTTR PhgR 1L (P 357 Device T: RY Pert T: GigehitFtharaets 2

104 168007910 c3:PSBeceB:OR 3B (P TR PAER/ID (0P 351 Device 10 3 Port I GigebitEthernetd/d

R 1908933 RLEAS 5P 44 Hel In Packet

118

HIOATL A ca: 33 T2 : 7 i Reply

12 U4 450078 cac@oB6oeB:08- 3 can el f b8 Reply

N 1iEVHS 1318332 MRS PE W Halln Backet

12 1R 1M 1318333 EAS F 84 e lle Packet

1 1RR.91N3RE 1818333 AURERER kP 143 R75V Messape SPRSTON: TPud-15P, Destinetion 1.1.1.1, Short fall 108, Tumnel 103, Fot TH AAOARE. FTITTRSEED: TRd-15F, Tunnel
1M 183 165757 1111 4444 L 238 PATH Messege SCSSHON: IPud-L5P, Destinetion 4.4.4.4, Short [all I @, Tumsel 10 3, Bt ID 1806181, SENDER TEMPLATE: IPWA-LSP, T

O IRLANT ca TR W calGoMToMEc1R 1000 b8 Reply
I IRLARTTES e RBbceRBR W cadAReAMEIR 1OP i Reply

1 1RS.06T  10.18.03.2 MBS 3P 0 HBalln Packet
TWIRTAN0RY 424 1111 RVP J18 PATH Messape. SFRSTON: TPud-15P, Destinetion 1.1.1.1, Shart Tall 0@, Tunael 707, Pt TH SALGAR8. SFUFR TRYPIATE: TRd-ISP, 7o
161583817 10.18.3.2 19.18.23.3 L5 14 RSV Message. SESSION: TPud-L5P, Destinetion d.4.4.£, Snort [all 10 @, Tumeel 10 7, Ext 1D 1M0181. FILTERSPED: TPud-1SP, Tumnel

[ Fram 1; 9 bytes om wire (752 bits), 91 bytes captured (752 bits) cn interface -, ic 2
Ethermel 1T, Sro: ca:@3:06:28:00:38 [0a:03:06:28:00:38), Dsi: DPimcast B5 (011:80:50:02:99:65)
Imternet Protacol Version 4, Srcx 16.10.23.3, Dstz 204.3.0.5
Ooen Shorlest Path First

Fig 5.6: DATA TRANSFER THROUGH CONFIGURED BACKUP LINK
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Fig 5.7: PRIMARY CONNECTION RE-ESTABLISHED
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Hence the Network Overcome the failure, thereby it transfers the Packets
through the configured back up Link there by achieving the HSRP
configuration.
Thus, Carrier Grade WAN Network has been built using GNS3 and
WIRESHARK.
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CHAPTER 6
SUMMARY AND CONCLUSION

6.1 APPLICATIONS
A ltis useful in real time WAN network in buildings for corporate.
A High availability services can be designed.
A Fault tolerant networks can be designed.
6.2 CONCLUSION
In this project a carrier grade WAN network with more availability has been
analysed using techniques like HSRP, STP, LACP and MPLSTE. The scalable
network which will be capable to handle and process huge amount of traffic
has been built. The link level and the node level failure are prevented in the

designed network and more availability has been achieved.

6.3 FUTURE WORK

In a network to achieve reliability is by using alternate instances. For every
application or a service, the basic and important requirement is timely service and
reliability. Difficulties and challenges faced namely cost limitation, traffic and
virtual trends, cross layer mapping, super high availability traffic, various networks
and operators, issue in regulatory. In further there are many difficulties to be
resolved are providing various classes of resilience in multi-layer networks, high
availability. Networking is an area which is affluent in problems with more effort to
be kept to make the network resilient. In case if there is a risk in network design

and the access network reliability must increase.
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