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ABSTRACT 

 

 
Enabling cryptographically enforced access controls for data hosted in untrusted cloud is 

attractive for many users and organizations. However, designing efficient cryptographically 

enforced dynamic access control system in the cloud is still challenging. In this paper, we 

propose Crypt-DAC, a system that provides practical cryptographic enforcement of dynamic 

access control. Crypt-DAC revokes access permissions by delegating the cloud to update 

encrypted data. In Crypt-DAC, a file is encrypted by asymmetric  keylist which records 

a file key and a sequence of revocation keys. In each revocation, a dedicated administrator 

uploadsanewrevocationkeytothecloudandrequestsittoencryptthefilewithanewlayer  of 

encryption and update the encrypted key list accordingly. Crypt-DAC proposes three key 

techniques to constrain the size of key list and encryption layers. As a result, Crypt-DAC 

enforces dynamic access control that provides efficiency, as it does not require expensive 

decryption/encryptionanduploading/re-uploadingoflargedataattheadministratorside,and 

security,asitimmediatelyrevokesaccesspermissions.Weuseformalizationframeworkand 

system implementation to demonstrate the security and efficiency of our construction. 
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CHAPTER 1 

INTRODUCTION 

1.1 Aim: 

 
Themainaimofthisprojectistoprovideintegrityofanorganizationdatawhichisinpublic cloud. 

 
1.2 Synopsis: 

 
Data owners will store their data in public cloud along with encryption and particular set 

of attributes to access control on the cloud data. While uploading the data into public 

cloud they will assign some attribute set to their data. If any authorized cloud user wants 

to download their data, they should enter that particular attribute set to perform further 

actions on data owner’s data. A cloud user wants to register their details under cloud 

organization to access the data owner’s data. Users want to submit their details as 

attributes along with their designation. Based on the user details Semi-Trusted Authority 

generates decryption keys to get control on owner’s data. A user can perform a lot of 

operations over the cloud data. If the user wants to read the cloud data, he needs to be 

entering some read related attributes, and if he wants to write the data, he needs to be 

enteringwriterelatedattributes.For,eachandeveryactionuserinanorganizationwould 

beverifiedwiththeiruniqueattributeset.Theseattributeswouldbesharedbytheadmins 

totheauthorizedusersincloudorganizationCrypt-DACenforcesdynamicaccesscontrol that 

provides efficiency, as it does not require expensive decryption, re -encryption and 

uploading/re-uploading of large data at the administrator side, and security, as it 

immediately revokes accesspermissions. 
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CHAPTER 2 

SYSTEM ANALYSIS 

 
 

2.1 EXISTINGSYSTEM 

 
Inexistingsystem,theconsiderableadvancementsincloudcomputing,usersand 

organizations are finding it increasingly appealing to store and share data through cloud 

services. Cloud service providers (such as Amazon, Microsoft, Apple, etc.) provide 

abundant cloud-based services, ranging from small-scale personal services to large- 

scale industrial services. However, recent data breaches, such as releases of private 

photos, have raised concerns regarding the privacy of cloud-managed data. Actually, a 

cloud service provider is usually not secure due to design drawbacks of software and 

system vulnerability. Then the crypt-DAC proposes three key techniques. The 

administrator appends a new revocation key at the end of its key list and requests the 

cloud to update this key list in the policy data. The size of the key list however increases 

withtherevocationoperations,andauserhastodownloadanddecryptalargekeylistin each file 

access. This method is called onionencryption. 

 
2.1.1 Problemstatement 

Crypt-DACproposesadjustableonionencryptionstrategytodelegatethecloudtoupdate 

filedata.Forafile,theadministratorrequeststhecloudtoencryptthefilewithanewlayer 

ofencryption. 

 
2.2 PROPOSEDSYSTEM 

Toovercometheseproblems,wepresentCrypt-DAC,acryptographicallyenforced 

dynamic access control system on un-trusted cloud. To overcome the onion encryption, 

weproposeTupleforsecuritypurpose.Everytimeusershoulduploadthetuplefilewhile 

accessing the cloud files. If the tuple verification is success you can access the files 

otherwise admin sent you a warning message three times and then admin will block you 

at the same time camera will capture your face and sent toadmin. 
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CHAPTER 3 

REQUIREMENT SPECIFICATIONS 

3.1 INTRODUCTION 

 
With the considerable advancements in cloud computing, users and organizations are 

finding it increasingly appealing to store and share data through cloud services. Cloud 

serviceproviders(suchasAmazon,Microsoft,Apple,etc.)provideabundantcloud-based 

services, ranging from small-scale personal services to large-scale industrial services. 

However, recent data breaches, such as releases of private photos [10], have raised 

concernsregardingtheprivacyofcloudmanageddata.Actually,acloudserviceprovider is 

usually not secure due to design drawbacks of software and system vulnerability [2], [3]. 

As such, a critical issue is how to enforce data access control on the potentially 

untrusted cloud. In response to these security issues, numerous works [1], [4]– [9] have 

been proposed to support access control on untrusted cloud services by leveraging 

cryptographic primitives. Advanced cryptographic primitives are applied for enforcing 

many access control paradigms. For example, attribute-based encryption (ABE) [5] is a 

cryptographiccounterpartofattribute-basedaccesscontrol(ABAC)model[11].However, 

previous works mainly consider static scenarios in which. control policies rarely change. 

Thepreviousworksincurhighoverheadwhenaccesscontrolpoliciesneedtobechanged 

inpractice.Atafirstglance,therevocationofauser’scanbedonebyrevokinghisaccess 

tothekeyswhichthefilesareencrypted.Thissolution,however,isnotsecureastheuser 

cankeepalocalcopyofthekeysbeforetherevocation.Topreventsuchaproblem,files have to 

be re-encrypted with new keys. This requires the file owner to download the file, re- 

encrypt the file, and upload it back for the cloud to update the previous encrypted file, 

incurring prohibitive communication overhead at the file ownerside. 
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3.2 HARDWARE AND SOFTWARESPECIFICATION 

 
 

3.2.1 HARDWAREREQUIREMENTS 

 
 Hard Disk : 80GB andAbove

 RAM : 4GB andAbove

 Processor : P IV and Above

 

 
3.2.2 SOFTWAREREQUIREMENTS 

 

 Windows 7 andabove

 JDK1.8

 J2EE

 Tomcat7.0

 MySQL

 
 

3.3 TECHNOLOGIESUSED 

 JAVA 

 J2EE (JSTL, Spring boot), JavaScript, HTML, CSS,AJAX. 

 
 

3.3.1 JAVA 

 
Java is an object-oriented programming language developed initially by James 

Gosling and colleagues at Sun Microsystems. The language, initially called Oak (named 

after the oak trees outside Gosling's office), was intended to replace C++, although the 

feature set better resembles that of Objective C. 

 
 

3.3.1.1 INTRODUCTION TOJAVA 

 
Java has been around since 1991, developed by a small team of Sun 

MicrosystemsdevelopersinaprojectoriginallycalledtheGreenproject.Theintentofthe 
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project was to develop a platform-independent software technology that would be used 

in the consumer electronics industry. The language that the team created was originally 

called Oak. 

The first implementation of Oak was in a PDA-type device called Star Seven (*7) 

that consisted of the Oak language, an operating system called GreenOS, a user 

interface,andhardware.Thename*7wasderivedfromthetelephonesequencethatwas used 

in the team's office and that was dialed in order to answer any ringing telephone from 

any other phone in theoffice. 

Around the time the First-Person project was floundering in consumerelectronics, 

anewcrazewasgainingmomentuminAmerica;thecrazewascalled"Websurfing."The World 

Wide Web, a name applied to the Internet's millions of linked HTML documents was 

suddenly becoming popular for use by the masses. The reason for this was the 

introductionofagraphicalWebbrowsercalledMosaic,developedbyncSA.Thebrowser 

simplified Web browsing by combining text and graphics into a single interface to 

eliminate the need for users to learn many confusing UNIX and DOS commands. 

Navigating around the Web was much easier usingMosaic. 

It has only been since 1994 that Oak technology has been applied to the Web. In 

1994, two Sun developers created the first version of Hot Java, and then called Web 

Runner, which is a graphical browser for the Web that exists today. The browser was 

codedentirelyintheOaklanguage,bythistimecalledJava.Soonafter,theJavacompiler was 

rewritten in the Java language from its original C code, thus proving that Java could be 

used effectively as an application language. Sun introduced Java in May 1995 at the 

Sun World 95convention. 

Web surfing has become an enormously popular practice among millions of 

computerusers.UntilJava,however,thecontentofinformationontheInternethasbeen a 

bland series of HTML documents. Web users are hungry for applications that are 

interactive,thatuserscanexecutenomatterwhathardwareorsoftwareplatformtheyare 
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using, and that travel across heterogeneous networks and do not spread viruses to their 

computers. Java can create such applications. 

3.3.1.2 WORKING OFJAVA 

 
Forthosewhoarenewtoobject-orientedprogramming,theconceptofaclasswillbenew to you. 

Simplistically, a class is the definition for a segment of code that can contain both data (called 

attributes) and functions (calledmethods). 

 
Whentheinterpreterexecutesaclass,itlooksforaparticularmethodbythename of 

main, which will sound familiar to C programmers. The main method is passed as a 

parameter an array of strings (similar to the argv [] of C), and is declared as a static 

method. 

 
To output text from the program, we execute the println method of System.out, 

whichisjava’soutputstream.UNIXuserswillappreciatethetheorybehindsuchastream, as it 

is actually standard output. For those who are instead used to the Wintel platform,it will 

write the string passed to it to the user’sprogram. 

 
Java consists of two things: 

 
 Programminglanguage

 Platform

 
3.3.1.3 THE JAVA PROGRAMMINGLANGUAGE 

Java is a high-level programming language that is all of the following: 

 
 Simple

 Object-oriented

 Distributed

 Interpreted

 
 Robust

 
 Secure
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 Architecture-neutral

 
 Portable

 
 High-performance

 
 Multithreaded

 
 Dynamic

 
The code and can bring about changes whenever felt necessary. Some of the 

standard needed to achieve the above-mentioned objectives are as follows: 

JavaisunusualinthateachJavaprogramisbothcoimpliedandinterpreted.With 

acompiler,youtranslateaJavaprogramintoanintermediatelanguagecalledJavabyte codes 

– the platform independent codes interpreted by the Java interpreter. With an 

interpreter, each Java byte code instruction is parsed and run on the computer. 

Compilation happens just once; interpretation occurs each time the programis executed. 

This figure illustrates how itworks: 

 
 

 
 

Fig.3.1 JAVA BYTE CODE 

 
You can think of Java byte codes as the machine code instructions for the Java 

Virtual Machine (JVM). Every Java interpreter, whether it’s a Java development tool or 

a Web browser that can run Java applets, is an implementation of JVM. That JVM can 

alsobeimplementedinhardware.Javabytecodeshelpmake“writeonce,runanywhere” 

possible. 
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Java program 

Interpreter Interpreter 

Complier 

YoucancompileyourJavaprogramintobytecodesonanyplatformthathasaJava 

compiler. The byte codes can then be run on any implementation of the JVM. For 

example, that same Java program can e run on Windows NT, Solaris andMacintos 

 

 

PC-Compatible SunUltraSolaris Power 

macintosh 

 
Windows NT System8 

 
FIG 3.2 JAVA VIRTUAL MACHINE 

 
3.3.1.4 THE JAVAPLATFORM 

 
A platform is the hardware or software environment in which a program runs. The 

Java platform differs from most other platforms in that it’s a software-only platform that 

Interpreter 



9  

runs on top of other, hardware-based platforms. Most other platforms are described as a 

combination of hardware and operating system. 

The Java platform has two components: 

 
 The Java Virtual Machine(JVM)

 
 The Java Application Programming Interface (JavaAPI)

 
You’vealreadybeenintroducedtotheJVM.It’sthebasefortheJavaplatformand is 

ported onto various hardware-basedplatforms. 

TheJavaAPIisalargecollectionofready-madesoftwarecomponentsthatprovide 

manyusefulcapabilities,suchasgraphicaluserinterface(GUI)widgets.TheJavaAPIis 

grouped into libraries (packages) of related components. The following figure depicts a 

Java program, such as an application or applet, that’s running on the Java platform. As 

the figure shows, the Java API and Virtual Machine insulates the Java program from 

hardwaredependencies. 

 

 

 
 

Fig.3.3 JAVA PLATFORM 

 
Asaplatform-independentenvironment,Javacanbeabitslowerthannativecode. 

However, smart compliers, weel-tuned interpreters, and just-in-time byte compilers can 

bring Java’s performance close to that of native code without threateningportability. 
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3.3.2 APACHE TOMCATSERVER 

 
Apache Tomcat (formerly under the Apache Jakarta Project; Tomcat is now a top 

level project) is a web container developed at the Apache Software Foundation. Tomcat 

implements the servlet and the Java Server Pages (JSP) specifications from Sun 

Microsystems, providing an environment for Java code to run in cooperation with a web 

server. It adds tools for configuration and management but can also be configured by 

editing configuration files that are normally XML-formatted. Because Tomcat includes its 

own HTTP server internally, it is also considered a standalone web server. 

Environment 

Tomcat is a web server that supports servlets and JSPs. Tomcat comes with the 

Jasper compiler that compiles JSPs into servlets. 

TheTomcatservletengineisoftenusedincombinationwithanApachewebserver or 

other web servers. Tomcat can also function as an independent web server. Earlier in 

its development, the perception existed that standalone Tomcat was only suitable for 

developmentenvironmentsandotherenvironmentswithminimalrequirementsforspeed and 

transaction handling. However, that perception no longer exists; Tomcat is increasingly 

used as a standalone web server in high-traffic, high-availability environments. 

Since its developers wrote Tomcat in Java, it runs on any operating system that has a 

JVM. 

Product features 

 
Tomcat 3.x (initial release) 

 
 implements the Servlet 2.2 and JSP 1.1specifications 

 servlet reloading 

 basic HTTP functionality Tomcat4.x 

 implements the Servlet 2.3 and JSP 1.2specifications 

 servlet container redesigned asCatalina 
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 JSP engine redesigned asJasper 

 Coyoteconnector 

 JavaManagementExtensions(JMX),JSPandStruts-basedadministration 

 Tomcat5.x 

 implements the Servlet 2.4 and JSP 2.0specifications 

 reduced garbage collection, improved performance andscalability 

 native Windows and Unix wrappers for platformintegration 

 faster JSPparing 

History 

Tomcat started off as a servlet specification implementation by James Duncan 

Davidson,asoftwarearchitectatSun.Helaterhelpedmaketheprojectopensourceand played 

a key role in its donation by Sun to the Apache SoftwareFoundation. 

Davidson had initially hoped that the project would become open-sourced and, 

since most open-source projects had O'Reilly books associated with them featuring an 

animal on the cover, he wanted to name the project after an animal. He came up with 

Tomcatsincehereasonedtheanimalrepresentedsomethingthatcouldtakecareofand fend 

for itself. His wish to see an animal cover eventually came true when O'Reilly published 

their Tomcat book with a tomcat on thecover. 

3.3.3 AndroidIntroduction: 

 
AndroidisaLinuxbasedoperatingsystemitisdesignedprimarilyfortouchscreen 

mobile devices such as smart phones and tablet computers. The operating system has 

developed a lot in last 15 years starting from black and white phones to recent smart 

phonesorminicomputers.OneofthemostwidelyusedmobileOSthesedaysisandroid. The 

android is software that was founded in Palo Alto of California in2003. 

The android is a powerful operating system and it supports large number of 

applicationsinSmartphones.Theseapplicationsaremorecomfortableandadvancedfor the 

users. The hardware that supports android software is based on ARM architecture 

platform. The android is an open-source operating system means that it’s free and any 

onecanuseit.Theandroidhasgotmillionsofappsavailablethatcanhelpyoumanaging 
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your life one or other way and it is available low cost in market at that reasons android is 

very popular. 

Theandroiddevelopmentsupportswiththefulljavaprogramminglanguage.Even other 

packages that are API and JSE are not supported. The first version 1.0 of android 

development kit (SDK) was released in 2008 and latest updated version is jellybean. 

The android is an operating system and is a stack of software components which 

is divided into five sections and four main layers that is 

 
 

 
FIG 3.4 ANDRIOD APPLICATION 

 
3.3.3.1 Linux kernel: 

 
TheandroidusesthepowerfulLinuxkernelanditsupportswiderangeofhardware 

drivers.Thekernelistheheartoftheoperatingsystemthatmanagesinputandoutput 
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requests from software. This provides basic system functionalities like process 

management, memory management, device management like camera, keypad, display 

etc the kernel handles all the things. The Linux is really good at networking and it is not 

necessary to interface it to the peripheral hardware. The kernel itself does not interact 

directlywiththeuserbutratherinteractswiththeshellandotherprogramsaswellaswith the hard 

ware devices on thesystem. 

3.3.3.2 Libraries: 

 
The on top of a Linux kennel there is a set of libraries including open-source web 

browsersuchaswebkit,librarylibc.Theselibrariesareusedtoplayandrecordaudioand 

video.TheSQLiteisadatabasewhichisusefulforstorageandsharingofapplicationdata. The 

SSL libraries are responsible for internet securityetc. 
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4.1 Purpose 

CHAPTER 4 

Project Purpose and Scope 

 

Themainaimofthisprojectistoprovideintegrityofanorganizationdatawhichisinpublic cloud. 

4.2 ProjectScope 

 
To overcome these problems, we present Crypt-DAC, a cryptographically enforced 

dynamic access control system on un-trusted cloud. To overcome the onion encryption, 

weproposeTupleforsecuritypurpose.Everytimeusershoulduploadthetuplefilewhile 

accessing the cloud files. If the tuple verification is success you can access the files 

otherwise admin sent you a warning message three times and then admin will block you 

at the same time camera will capture your face and sent toadmin. 

4.3 ProductPerspective 

Data owners will store their data in public cloud along with encryption and particular set 

of attributes to access control on the cloud data. While uploading the data into public 

cloud they will assign some attribute set to their data. If any authorized cloud user wants 

to download their data, they should enter that particular attribute set to perform further 

actions on data owner’s data. A cloud user wants to register their details under cloud 

organization to access the data owner’s data. Users want to submit their details as 

attributes along with their designation. Based on the user details Semi-Trusted Authority 

generates decryption keys to get control on owner’s data. An user can perform a lot of 

operations over the cloud data. If the user wants to read the cloud data he needs to be 

entering some read related attributes, and if he wants to write the data he needs to be 

enteringwriterelatedattributes.Foeeachandeveryactionuserinanorganizationwould 

beverifiedwiththeiruniqueattributeset.Theseattributeswouldbesharedbytheadmins 

totheauthorizedusersincloudorganizationCrypt-DACenforcesdynamicaccesscontrol that 

provides efficiency, as it does not require expensive decryption, re -encryption and 

uploading/re-uploadingoflargedataattheadministratorside,andsecurity,asit 
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immediately revokes access permissions. 
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4.4 SystemFeatures 
 

We present Crypt-DAC, a cryptographically enforced dynamic access control 

system on un-trusted cloud. Crypt-DAC delegates the cloud to update encrypted files in 

permission revocations. In Crypt-DAC, a file is encrypted by a symmetric key list which 

records a file key and a sequence of revocation keys. In a revocation, the administrator 

uploads a new revocation key to the cloud, which encrypts the file with a new layer of 

encryption and updates the encrypted key list accordingly. Same as previous works [12], 

[23], we assume a honest-but-curious cloud, i.e., the cloud is honest to perform the 

required commends (such as re-encryption of files and properly update previous 

encrypted files) but is curious to passively gathering sensitive information. Although the 

basicideaoflayeredencryptionissimple,itentailstremendoustechnicalchallenges.For 

instance, the size of key list and encryption layers would increase as the number of 

revocation operations, which incurs additional decryption overhead for users to access 

files.Toovercomesuchaproblem,Crypt-DACproposesthreekeytechniquesasfollows. 

 

4.5 Design and ImplementationConstraints 

 
4.5.1 Constraints inAnalysis 

 Constraints as InformalText 

 Constraints as OperationalRestrictions 

 Constraints Integrated in Existing ModelConcepts 

 Constraints as a SeparateConcept 

 Constraints Implied by the ModelStructure 

4.5.2 Constraints inDesign 

 
 Determination of the InvolvedClasses 

 Determination of the InvolvedObjects 

 Determination of the InvolvedActions 

 Determination of the RequireClauses 

 Global actions and ConstraintRealization 
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4.5.3 Constraints in Implementation 

 
A hierarchical structuring of relations may result in more classes and 

a more complicated structure to implement. Therefore, it is advisable to transform 

thehierarchicalrelationstructuretoasimplerstructuresuchasaclassicalflatone. It is 

rather straightforward to transform the developed hierarchical model into a 

bipartite,flatmodel,consistingofclassesontheonehandandflatrelationsonthe other. 

Flat relations are preferred at the design level for reasons of simplicity and 

implementation ease. There is no identity or functionality associated with a flat 

relation. A flat relation corresponds with the relation concept of entity-relationship 

modeling and many object-orientedmethods. 

 

4.6 Other NonfunctionalRequirements 

4.6.1 PerformanceRequirements 

The application at this side controls and communicates with the following three main 

general components. 

 embedded browser in charge of the navigation and accessing to the webservice; 

 
 Server Tier: The server side contains the main parts of the functionality ofthe 

proposed architecture. The components at this tier are thefollowing. 

Web Server, Security Module, Server-Side Capturing Engine, Preprocessing 

Engine, Database System, Verification Engine, Output Module. 

4.6.2 SafetyRequirements 

1. The software may be safety-critical. If so, there are issues associated withits 

integritylevel 

2. Thesoftwaremaynotbesafety-criticalalthoughitformspartofasafety-critical 

system. For example, software may simply logtransactions. 

3. If a system must be of a high integrity level and if the software is shown to be 

ofthatintegritylevel,thenthehardwaremustbeatleastofthesameintegritylevel. 



18  

4. There is little point in producing 'perfect' code in some language if hardware 

and system software (in widest sense) are notreliable. 

5. Ifacomputersystemistorunsoftwareofahighintegritylevelthenthatsystem 

should not at the same time accommodate software of a lower integritylevel. 

6. Systems with different requirements for safety levels must beseparated. 

7. Otherwise,thehighestlevelofintegrityrequiredmustbeappliedtoallsystems in 

the sameenvironment. 
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CHAPTER 5 

SYSTEM ARCHITECTURE 

5.1 ArchitectureDiagram: 

 

Fig: 5.1 ARCHITECTURE DIAGRAM 
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5.2 SequenceDiagram: 

 
ASequencediagramisakindofinteractiondiagramthatshowshowprocessesoperate with 

one another and in what order. It is a construct of Message Sequence diagrams are 

sometimes called event diagrams, event sceneries and timingdiagram. 

 
 
 

 

 

FIG 5.2 Sequence Diagram 

 
5.3 Use CaseDiagram: 

 
Unified Modeling Language (UML) is a standardized general-purpose modeling 

languageinthefieldofsoftwareengineering.The standardismanagedandwascreated by the 

Object Management Group. UML includes a set of graphic notation techniques to create 

visual models of software intensive systems. This language is used to specify, visualize, 

modify, construct and document the artifacts of an object-oriented software intensive 

system underdevelopment. 

 
 

5.3.1. USECASEDIAGRAM 

 
A Use case Diagram is used to present a graphical overview of the functionality 

providedbyasystemintermsofactors,theirgoalsandanydependenciesbetweenthose 

usecases. 

Use case diagram consists of two parts: 
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Use case: A use case describes a sequence of actions that provided something of 

measurable value to an actor and is drawn as a horizontal ellipse. 

Actor: An actor is a person, organization or external system that plays a role in one or 

more interaction with the system. 

 
 
 
 

 

 
FIG 5.3 USECASE DIAGRAM 

 
5.4 ActivityDiagram: 

 
Activity diagram is a graphical representation of workflows of stepwise activities 

andactionswithsupportforchoice,iterationandconcurrency.Anactivitydiagramshows the 

overall flow ofcontrol. 

The most important shape types: 

 
 Rounded rectangles representactivities. 

 Diamonds representdecisions. 

 Bars represent the start or end of concurrentactivities. 

 A black circle represents the start of theworkflow. 
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 An encircled circle represents the end of theworkflow. 
 
 
 
 
 

 
FIG 5.4 Activity Diagram 

 
5.5 CollaborationDiagram: 

 
UML Collaboration Diagrams illustrate the relationship and interaction between 

softwareobjects.Theyrequireusecases,systemoperationcontractsanddomainmodel to 

already exist. The collaboration diagram illustrates messages being sent between 

classes andobjects. 
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FIG 5.5 Collaboration Diagram 

 
5.6 DATA FLOWDIAGRAM: 

 
A Data Flow Diagram (DFD) is a graphical representation of the “flow” ofdata 

throughaninformationsystem,modelingitsaspects.Itisapreliminarystepusedtocreate an 

overview of the system which can later be elaborated DFDs can also be used for 

visualization of dataprocessing. 

Level 0: 
 
 
 
 
 
 
 

 

 
FIG 5.6 LEVEL 0 
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Level 1: 
 
 
 
 
 
 
 
 
 
 
 

 

 

FIG 5.7 LEVEL 1 
 
 
 
 
 

 

Level 2: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 

FIG 5.8 LEVEL 2 
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Level 3: 
 
 
 
 
 
 

 

 

 

5.7 ClassDiagram 

FIG 5.9 LEVEL 3 

 

 

A Class diagram in the Unified Modeling Language is a type of static structure 

diagram that describes the structure of a system by showing the system's classes, their 

attributes, operations (or methods), and the relationships among objects. 

 
 
 
 
 
 
 
 

 
FIG 5.10 CLASS DIAGRAM 
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CHAPTER 6 

 
SYSTEM DESIGN 

 
The roles will be created for employee and the cloud authority. The roles will be 

created based on their designation. The employee and the cloud authority will get added 

basedontheirdesignationandroles.Theadminwilluploadthefilewhichisoftwotypes.   They 

are public and private files. The admin will add the news. If the file is public, it does 

notcontainanyaccesspermission.Ifthefileisprivate,thenthetupleswillgetgenerated.   Here 

file permission keys are issued to the employees in the organization based on their 

experience and position to their registered. Senior Employees have all the permission to 

access the files (read, write, delete, & download). Freshers or trainee only having the 

permissiontoreadthefiles.SomeEmployeeshavethepermissiontoreadandwrite.And  some 

employees have all the permissions  except deleting the  data. If any Senior 

Employeeleaksorsharestheirsecretpermissionkeystotheirjunioremployeestheywill 

requesttodownloadordeletetheDataOwnersData.TuplesaretheencryptedPDFfiles 

whichwillbegeneratedwhiletheemployeelogsin.Thesetupleswillgetgeneratedbased 

ontherolesofemployeeandthecloudauthority.AuthorizedDUsareabletoaccess(e.g.,  read, 

write, download, delete and decrypt) the outsourced data. While entering the 

passwordforre-encryptionsystem,itwillgenerateattributesetfortheirroleinbackground 

validatethattheuserhas allrightstoaccessthedata.Iftheattributessetisnotmatched to the 

Data Owners policy files they will be claimed as guilty. If we ask them, we will find who 

leaked the key to the junior employees. If any employee does an illegal access of files 

without any permission, they will be warned for 3 times. If they continue the access, they 

will get captured by the camera and send as a notification to theadmin. 
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6.1 MODULES 

 
 RoleCreation 

 Admin File Upload 

 TupleGeneration 

 User File Access 

 
 

1. RoleCreation 

The roles will be created for employee and the cloud authority. The roles will be 

created based on their designation. The employee and the cloud authority will getadded 

based on their designation androles. 

2. Admin FileUpload 

Theadminwilluploadthefilewhichisoftwotypes.Theyarepublicandprivatefiles.The admin 

will add the news. If the file is public, it does not contain any access permission.If the file 

is private, then the tuples will getgenerated. 

 

3. Tuple Generation 

Here file permission keys are issued to the employees in the organization based 

on their experience and position to their registered. Senior Employees have all the 

permission to access the files (read, write, delete, & download). Freshers or trainee only 

having the permission to read the files. Some Employees have the permission to read 

andwrite.Andsomeemployeeshaveallthepermissionsexceptdeletingthedata.Ifany Senior 

Employee leaks or shares their secret permission keys to their junior employees they 

will request to download or delete the Data Owners Data. Tuples are the encrypted PDF 

files which will be generated while the employee logs in. These tuples will get generated 

based on the roles of employee and the cloudauthority. 
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4. User File Access 

 
 

AuthorizedDUsareabletoaccess(e.g.,read,write,download,deleteanddecrypt) the 

outsourced data. While entering the password for re-encryption system, it will generate 

attribute set for their role in background validate that the user has all rights to 

accessthedata.IftheattributessetisnotmatchedtotheDataOwnerspolicyfilestheywill be 

claimed as guilty. If we ask them, we will find who leaked the key to the junior 

employees. If any employee does an illegal access of files without any permission, they 

will be warned for 3 times. If they continue the access, they will get captured by the 

camera and send as a notification to theadmin. 
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CHAPTER 7 

 
CODING AND TESTING 

 

7.1 CODING 

 
Oncethedesignaspectofthesystemisfinalizingthesystementersintothecoding and 

testing phase. The coding phase brings the actual system into action by converting the 

design of the system into the code in a given programming language. Therefore, a good 

coding style has to be taken whenever changes are required it easily screwed into 

thesystem. 

7.2 CODINGSTANDARDS 

 
Coding standards are guidelines to programming that focuses on the physical 

structureandappearanceoftheprogram.Theymakethecodeeasiertoread,understand and 

maintain. This phase of the system actually implements the blueprint developed during 

the design phase. The coding specification should be in such a way that any 

programmermustbeabletounderstandthecodeandcanbringaboutchangeswhenever felt 

necessary. Some of the standard needed to achieve the above-mentionedobjectives are 

asfollows: 

Program should be simple, clear and easy to understand. 

Naming conventions 

Value conventions 

 
Script and commentprocedure 

Message box format 

Exception and errorhandling 
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7.2.1 NAMING CONVENTIONS 

 
Naming conventions of classes, data member, member functions, procedures etc., 

should be self-descriptive. One should even get the meaning and scope of the variable 

by its name. The conventions are adopted for easy understanding of the intended 

message by the user. So, it is customary to follow the conventions. These conventions 

are as follows: 

Class names 

 
Class names are problem domain equivalence and begin with capital letter and 

have mixed cases. 

Member Function and Data Member name 

 
Member function and data member name begins with a lowercase letter with each 

subsequent letters of the new words in uppercase and the rest of letters in lowercase. 

7.2.2 VALUECONVENTIONS 

 
Value conventions ensure values for variable at any point of time. This involves the 

following: 

 Proper default values for thevariables. 

 
 Proper validation of values in thefield. 

 
 Proper documentation of flagvalues. 

 
 

 
7.2.3 SCRIPT WRITING AND COMMENTINGSTANDARD 

 
Script writing is an art in which indentation is utmost important. Conditional and 

loopingstatementsaretobeproperlyalignedtofacilitateeasyunderstanding.Comments are 

included to minimize the number of surprises that could occur when going through 

thecode. 
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7.2.4 MESSAGE BOXFORMAT 

 
When something has to be prompted to the user, he must be able to understand it 

properly. To achieve this, a specific format has been adopted in displaying messages to 

the user. They are as follows: 

 X – User has performed illegaloperation. 

 
 ! – Information to theuser. 

 
7.3 TESTPROCEDURE 

 
7.3.1 SYSTEMTESTING 

Testing is performed to identify errors. It is used for quality assurance. 

Testing is an integral part of the entire development and maintenance process. The goal 

of the testing during phase is to verify that the specification has been accurately and 

completelyincorporatedintothedesign,aswellastoensurethecorrectnessofthedesign itself. 

For example, the design must not have any logic faults in the design is detected before 

coding commences, otherwise the cost of fixing the faults will be considerably 

higherasreflected.Detectionofdesignfaultscanbeachievedbymeansofinspectionas well 

aswalkthrough. 

Testing is one of the important steps in the software development phase. Testing 

checks for the errors, as a whole of the project testing involves the following test cases: 

 Static analysis is used to investigate the structural properties of the Sourcecode. 

 Dynamic testing is used to investigate the behavior of the source code by 

executing the program on the testdata. 
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7.4 TEST DATA ANDOUTPUT 

 
7.4.1 UNITTESTING 

 
Unit testing is conducted to verify the functional performance of each modular 

component of the software. Unit testing focuses on the smallest unit of the software 

design (i.e.), the module. The white-box testing techniques were heavily employed for 

unit testing. 

7.4.2 FUNCTIONALTESTS 

 
Functionaltestcasesinvolvedexercisingthecodewithnominalinputvalues 

forwhichtheexpectedresultsareknown,aswellasboundaryvaluesandspecialvalues, such 

as logically related inputs, files of identical elements, and emptyfiles. 

Three types of tests in Functional test: 

 
 PerformanceTest 

 Stress Test 

 StructureTest 

7.4.3 PERFORMANCETEST 
 

It determines the amount of execution time spent in various parts of the unit, program 

throughput, and response time and device utilization by the program unit. 

7.4.4 STRESSTEST 

 
Stress Test is those tests designed to intentionally break the unit. A Great deal 

can be learned about the strength and limitations of a program by examining themanner 

in which a programmer in which a program unitbreaks. 

7.4.5 STRUCTUREDTEST 

 
StructureTestsareconcernedwithexercisingtheinternallogicofaprogramand 

traversing particular execution paths. The way in which White-Box test strategy was 

employedtoensurethatthetestcasescouldGuaranteethatallindependentpathswithin a 

module have been have been exercised at leastonce. 
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 Exercise all logical decisions on their true or falsesides. 

 Execute all loops at their boundaries and within their operationalbounds. 

 Exercise internal data structures to assure theirvalidity. 

 Checking attributes for their correctness. 

 Handlingendoffilecondition,I/Oerrors,bufferproblemsandtextualerrors in 

outputinformation. 

 
7.4.6 INTEGRATIONTESTING 

 
Integration testing is a systematic technique for construction the program structure while 

at the same time conducting tests to uncover errors associated with interfacing. i.e., 

integration testing is the complete testing of the set of modules which makes up the 

product. The objective is to take untested modules and build a program structure tester 

should identify critical modules. Critical modules should be tested as early as possible. 

One approach is to wait until all the units have passed testing, and then combine them 

and then tested. This approach is evolved from unstructured testing of small programs. 

Another strategy is to construct the product in increments of tested units. A small set of 

modulesareintegratedtogetherandtested,towhichanothermoduleisaddedandtested 

incombination.Andsoon.Theadvantagesofthisapproacharethat,interfacedispenses can 

be easily found andcorrected. 

The major error that was faced during the project is linking error. When all the 

modules are combined the link is not set properly with all support files. Thenwe checked 

out for interconnection and the links. Errors are localized to the new module and its 

intercommunications. The product development can be staged, and modules integrated 

in as they complete unit testing. Testing is completed when the last module is integrated 

andtested. 
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7.5 TESTING TECHNIQUES / TESTINGSTRATERGIES 

 
7.5.1 TESTING 

 
Testing is a process of executing a program with the intent of finding an error. A 

goodtestcaseisonethathasahighprobabilityoffindinganas-yet–undiscoverederror.  A 

successful test is one that uncovers an as-yet- undiscovered error. System testing is 

thestageofimplementation,whichisaimedatensuringthatthesystemworksaccurately 

andefficientlyasexpectedbeforeliveoperationcommences.Itverifiesthatthewholeset of 

programs hang together. System testing requires a test consists of several key activities 

and steps for run program, string, system and is important in adopting a successful new 

system. This is the last chance to detect and correct errors before the system  is 

installed for user acceptancetesting. 

The software testing process commences once the program is created and the 

documentationandrelateddatastructuresaredesigned.Softwaretestingisessentialfor 

correcting errors. Otherwise, the program or the project is not said to be complete. 

Software testing is the critical element of software quality assurance and represents the 

ultimatethereviewofspecificationdesignandcoding.Testingistheprocessofexecuting the 

program with the intent of finding the error. A good test case design is one that as a 

probabilityoffindinganyetundiscoverederror.Asuccessfultestisonethatuncoversan yet 

undiscovered error. Any engineering product can be tested in one of the twoways: 

7.5.1.1 WHITE BOXTESTING 

 
This testing is also called as Glass box testing. In this testing, by knowing 

the specific functions that a product has been design to perform test can be conducted 

that demonstrate each function is fully operational at the same time searching for errors 

in each function. It is a test case design method that uses the control structure of the 

procedural design to derive test cases. Basis path testing is a white box testing. 

Basis path testing: 

 
 Flow graphnotation 
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 Cyclometric complexity 

 Deriving testcases 

 Graph matricesControl 

 
 

7.5.1.2 BLACK BOXTESTING 

 
In this testing by knowing the internal operation of a product, test can 

be conducted to ensure that “all gears mesh”, that is the internal operation performs 

according to specification and all internal components have been adequately exercised. 

It fundamentally focuses on the functional requirements of the software. 

The steps involved in black box test case design are: 

 
 Graph based testingmethods 

 Equivalencepartitioning 

 Boundary value analysis 

 Comparisontesting 

7.5.2 SOFTWARE TESTINGSTRATEGIES: 

 
A software testing strategy provides a road map for the software developer. 

Testing is a set activity that can be planned in advance and conducted systematically. 

For this reason, a template for software testing a set of steps into which we can place 

specific test case design methods should be strategy should have the following 

characteristics: 

 Testing begins at the module level and works “outward” toward the 

integration of the entire computer-basedsystem. 

 Different testing techniques are appropriate at different points intime. 

 The developer of the software and an independent test group conducts 

testing. 

 Testing and Debugging are different activities but debugging must be 

accommodated in any testingstrategy. 
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7.5.2.1 INTEGRATIONTESTING: 

 
Integrationtestingisasystematictechniqueforconstructingtheprogram 

structure while at the same time conducting tests to uncover errors associated with. 

Individual modules, which are highly prone to interface errors, should not be assumed to 

work instantly when we put them together. The problem of course, is “putting them 

together”- interfacing. There may be the chances of data lost across on another’s sub 

functions, when combined may not produce the desired major function; individually 

acceptable impression may be magnified to unacceptable levels; global data structures 

can presentproblems. 

7.5.2.2 PROGRAMTESTING: 

 
Thelogicalandsyntaxerrorshavebeenpointedoutbyprogramtesting.  A 

syntax error is an error in a programstatement that in violates one or more rules of the 

languageinwhichitiswritten.Animproperlydefinedfielddimensionoromittedkeywords 

arecommonsyntaxerror.Theseerrorsareshownthrougherrormessagesgeneratedby the 

computer. A logic error on the other hand deals with the incorrect data fields, out-off- 

range items and invalid combinations. Since the compiler s will not deduct logical error, 

the programmer must examine the output. Condition testing exercises the logical 

conditions contained in a module. The possible types of elements in a condition include 

aBooleanoperator,Booleanvariable,apairofBooleanparenthesesArelationaloperator or on 

arithmetic expression. Condition testing method focuses on testing each condition in the 

program the purpose of condition test is to deduct not only errors in the condition of a 

program but also other a errors in theprogram. 

7.5.2.3 SECURITYTESTING: 

 
Security testing attempts to verify the protection mechanisms built in to a system 

well, in fact, protect it from improper penetration. The system security must be tested for 

invulnerability from frontal attack must also be tested for invulnerability from rear attack. 

During security, the tester places the role of individual who desires to penetrate system. 
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7.5.2.4 VALIDATIONTESTING 

 
At the culmination of integration testing, software is completely assembled as 

a package. Interfacing errors have been uncovered and corrected and a final series of 

software test-validation testing begins. Validation testing can be defined in many ways, 

butasimpledefinitionisthatvalidationsucceedswhenthesoftwarefunctionsinmanner that is 

reasonably expected by the customer. Software validation is achieved through a series 

of black box tests that demonstrate conformity with requirement. After validation test 

has been conducted, one of two conditionsexists. 

* Thefunctionorperformancecharacteristicsconfirmtospecificationsandareaccepted. 

* A validation from specification is uncovered and a deficiencycreated. 

 
Deviation or errors discovered at this step in this project is corrected prior to 

completion of the project with the help of the user by negotiating to establish a method 

for resolving deficiencies. Thus, the proposed system under consideration has been 

tested by using validation testing and found to be working satisfactorily. Though there 

were deficiencies in the system they were not catastrophic 

7.5.2.5 USER ACCEPTANCETESTING 

User acceptance of the system is key factor for the success of any system. 

The system under consideration is tested for user acceptance by constantly keeping in 

touch with prospective system and user at the time of developing and making changes 

whenever required. This is done in regarding to the following points. 

 Input screendesign. 

 Output screendesign. 

 
 
 

Conclusion: 

 
Thus, to provide integrity of an organization data which is in public cloud is achieved 

successfully. 
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SOURCE CODE 
 

Wrapper properties 

 
distributionUrl=https://repo.maven.apache.org/maven2/org/apache/maven/apache- 

maven/3.6.2/apache-maven-3.6.2-bin.zip 

wrapperUrl=https://repo.maven.apache.org/maven2/io/takari/maven- 

wrapper/0.5.5/maven-wrapper-0.5.5.jar 

Wrapper Downloader 

 
/* 

 
* Copyright 2012-2019 the original author orauthors. 

 
* 

 
* Licensed under the Apache License, Version 2.0 (the"License"); 

 
* you may not use this file except in compliance with theLicense. 

 
* You may obtain a copy of the Licenseat 

 
* 

 
* https://www.apache.org/licenses/LICENSE-2.0 

 
* 

 
* Unless required by applicable law or agreed to in writing,software 

 
* distributed under the License is distributed on an "AS IS"BASIS, 

 
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either expressor 

implied. 

 
* See the License for the specific language governing permissionsand 

http://www.apache.org/licenses/LICENSE-2.0
http://www.apache.org/licenses/LICENSE-2.0
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* limitations under theLicense. 

 
*/ 

 
import java.net.*; 

import java.io.*; 

import java.nio.channels.*; 

import java.util.Properties; 

 

 
public class MavenWrapperDownloader { 

 
 

 
private static final String WRAPPER_VERSION = "0.5.5"; 

 
/** 

 
* Default URL to download the maven-wrapper.jar from, if no 'downloadUrl' is 

provided. 

*/ 

 
private static final String DEFAULT_DOWNLOAD_URL = 

"https://repo.maven.apache.org/maven2/io/takari/maven-wrapper/" 

+ WRAPPER_VERSION + "/maven-wrapper-" + WRAPPER_VERSION + ".jar"; 

 
 

 
/** 

 
* Pathtothemaven-wrapper.propertiesfile,whichmightcontainadownloadUrl 

propertyto 

* use instead of the defaultone. 
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*/ 

 
private static final String MAVEN_WRAPPER_PROPERTIES_PATH = 

".mvn/wrapper/maven-wrapper.properties"; 

 

 
/** 

 
* Path where the maven-wrapper.jar will be savedto. 

 
*/ 

 
private static final String MAVEN_WRAPPER_JAR_PATH = 

".mvn/wrapper/maven-wrapper.jar"; 

 

 
/** 

 
* Name of the property which should be used to override the default download url for 

thewrapper. 

*/ 

 
private static final String PROPERTY_NAME_WRAPPER_URL = "wrapperUrl"; 

 
 

 
public static void main(String args[]) { 

System.out.println("- Downloader started"); 

File baseDirectory = new File(args[0]); 

System.out.println("- Using base directory: " + baseDirectory.getAbsolutePath()); 
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// If the maven-wrapper.properties exists, read it and check if it contains a custom 

 
// wrapperUrl parameter. 

 
File mavenWrapperPropertyFile = new File(baseDirectory, 

MAVEN_WRAPPER_PROPERTIES_PATH); 

String url = DEFAULT_DOWNLOAD_URL; 

if(mavenWrapperPropertyFile.exists()) { 

FileInputStream mavenWrapperPropertyFileInputStream = null; 

try { 

mavenWrapperPropertyFileInputStream = new 

FileInputStream(mavenWrapperPropertyFile); 

Properties mavenWrapperProperties = new Properties(); 

mavenWrapperProperties.load(mavenWrapperPropertyFileInputStream); 

url = 

mavenWrapperProperties.getProperty(PROPERTY_NAME_WRAPPER_URL, url); 

} catch (IOException e) { 

System.out.println("- ERROR loading '" + 

MAVEN_WRAPPER_PROPERTIES_PATH + "'"); 

 
} finally { 

try { 

if(mavenWrapperPropertyFileInputStream != null) { 

mavenWrapperPropertyFileInputStream.close(); 

} 
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} catch (IOException e) { 

 
// Ignore ... 

 
} 

 

} 
 

} 

 
System.out.println("- Downloading from: " + url); 

 
 

 
File outputFile = new File(baseDirectory.getAbsolutePath(), 

MAVEN_WRAPPER_JAR_PATH); 

if(!outputFile.getParentFile().exists()) { 

if(!outputFile.getParentFile().mkdirs()) { 

System.out.println( 

 
"- ERROR creating output directory '" + 

outputFile.getParentFile().getAbsolutePath() + "'"); 

} 

 
} 

 
System.out.println("- Downloading to: " + outputFile.getAbsolutePath()); 

try { 

downloadFileFromURL(url, outputFile); 

System.out.println("Done"); 

System.exit(0); 
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} catch (Throwable e){ 

 
System.out.println("- Errordownloading"); 

e.printStackTrace(); 

System.exit(1); 

 
} 

 

} 

 
 

 
private static void downloadFileFromURL(String urlString, File destination) throws 

Exception { 

if (System.getenv("MVNW_USERNAME") != null && 

System.getenv("MVNW_PASSWORD") != null) { 

String username = System.getenv("MVNW_USERNAME"); 

 
char[] password = System.getenv("MVNW_PASSWORD").toCharArray(); 

Authenticator.setDefault(new Authenticator() { 

@Override 

 
protected PasswordAuthentication getPasswordAuthentication() { 

return new PasswordAuthentication(username, password); 

} 

 
}); 

 
} 

 
URL website = new URL(urlString); 
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ReadableByteChannel rbc; 

 
rbc = Channels.newChannel(website.openStream()); 

FileOutputStream fos = newFileOutputStream(destination); 

fos.getChannel().transferFrom(rbc, 0, Long.MAX_VALUE); 

fos.close(); 

rbc.close(); 
 

} 
 

} 

 
Java Main 

 
package com.cryptdac; 

 
 

 
import org.springframework.beans.factory.annotation.Autowired; 

import org.springframework.boot.SpringApplication; 

import org.springframework.boot.autoconfigure.SpringBootApplication; 

import org.springframework.boot.builder.SpringApplicationBuilder; 

import org.springframework.boot.web.servlet.support.SpringBootServletInitializer; 

import org.springframework.context.annotation.ComponentScan; 

 

 
import com.cryptdac.service.UserService; 

 
 

 
@SpringBootApplication 
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@ComponentScan(basePackages = { "com.cryptdac.*" }) 

 
 

 
public class CryptdacApplication extends SpringBootServletInitializer { 

 
// 

 
// @Autowired 

 
// UserService userService; 

 
 

 
@Override 

 
protected SpringApplicationBuilder configure(SpringApplicationBuilder 

application) { 

return application.sources(CryptdacApplication.class); 

 
} 

 
 

 
public static void main(String[] args) { 

SpringApplication.run(CryptdacApplication.class, args); 

} 

 
 

 
public CryptdacApplication() { 

super(); 

setRegisterErrorPageFilter(false); // <- this one 

 
// userService.addRole(); 
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} 
 

} 

 
Java Application Testing 

 
package com.cryptdac; 

 
 

 
import org.junit.Test; 

 
import org.junit.runner.RunWith; 

 
import org.springframework.boot.test.context.SpringBootTest; 

import org.springframework.test.context.junit4.SpringRunner; 

 

 
@RunWith(SpringRunner.class) 

@SpringBootTest 

public class CryptdacApplicationTests { 

 
 

 
@Test 

 
public void contextLoads() { 

 
} 
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Classes 

 
spring.mvc.view.prefix=/WEB-INF/views/ 

spring.mvc.view.suffix=.jsp 

server.servlet.context-path=/cryptdac 

#spring.main.banner-mode=off 

#server.servlet-path = /* 

spring.resources.add-mappings=true 

# create and drop tables and sequences, loadsimport.sql 

spring.jpa.hibernate.ddl-auto=update 

## MySql settings 

spring.datasource.url=jdbc:mysql://localhost:3306/crypt_dac 

spring.datasource.username=root 

spring.datasource.password=root 

spring.datasource.driver.class=com.mysql.jdbc.Driver 

spring.jpa.properties.hibernate.show_sql=true 

## logging 

 
#logging.pattern.console=%d{yyyy-MM-dd HH:mm:ss} %-5level %logger{36} - %msg%n 

logging.level.org.hibernate.SQL=debug 

#logging.level.org.hibernate.type=TRACE 

#logging.level.org.hibernate.type.descriptor.sql=trace 

#logging.level.=debug 
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#multipart 

 
spring.http.multipart.max-file-size=10MB 

spring.http.multipart.max-request-size=10MB 

#CAPTCHA 

google.recaptcha.secret=6Ledn9IUAAAAAG-kejvTcsw0VUjG7zSXgGl3BOx7 

#FILE PATH 

FILES_FOLDER_PATH=F:/CRYPTDAC_UPLOADS/ 

 

Mail Properties 

 
#EMAIL PROPERTIES 

 
MAIL_HOST_NAME="smtp.gmail.com" 

MAIL_PORT_NUMBER="587"; 

MAIL_USERNAME="cryptdac@gmail.com" 

MAIL_PASSWORD="cryptdac@1994" 

MAIL_FORGOT_PASSWORD_SUBJECT="Password Recovery" 

MAIL_FORGOT_PASSWORD_BODY="<html><body>Hi {0}, <br> Your Password For 

{1} is : {2} </body></html>" 

MAIL_TUPLE_SUBJECT="TUPLE FILE PERMISSIONS" 

MAIL_TUPLE_BODY="Dear {0}, Please find an attachment. <br> To open the TUPLE 

please enter the first four letters of your username and your year of birth</body>" 

mailto:cryptdac@gmail.com
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Gitignore 

 
HELP.md 

 
target/ 

 
!.mvn/wrapper/maven-wrapper.jar 

 
!**/src/main/** 

 
!**/src/test/** 

 
 

 
### STS ### 

 
.apt_generated 

 
.classpath 

 
.factorypath 

 
.project 

 
.settings 

 
.springBeans 

 
.sts4-cache 

 
 

 
### IntelliJ IDEA ### 

 
.idea 

 
*.iws 

 
*.iml 

 
*.ipr 
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### NetBeans ### 

 
/nbproject/private/ 

 
/nbbuild/ 

 
/dist/ 

 
/nbdist/ 

 
/.nb-gradle/ 

build/ 

 

 
### VS Code ### 

 
.vscode/ 

 

Project 

 
<?xml version="1.0" encoding="UTF-8"?> 

 
<projectDescription> 

 
<name>cryptdac</name> 

 
<comment></comment> 

 
<projects> 

 
</projects> 

 
<buildSpec> 

 
<buildCommand> 

 
<name>org.eclipse.wst.common.project.facet.core.builder</name> 
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<arguments> 

 
</arguments> 

 
</buildCommand> 

 
<buildCommand> 

 
<name>org.eclipse.jdt.core.javabuilder</name> 

 
<arguments> 

 
</arguments> 

 
</buildCommand> 

 
<buildCommand> 

 
<name>org.springframework.ide.eclipse.core.springbuilder</name> 

 
<arguments> 

 
</arguments> 

 
</buildCommand> 

 
<buildCommand> 

 
<name>org.eclipse.wst.validation.validationbuilder</name> 

 
<arguments> 

 
</arguments> 

 
</buildCommand> 

 
<buildCommand> 

 
<name>org.eclipse.m2e.core.maven2Builder</name> 

 
<arguments> 
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</arguments> 

 
</buildCommand> 

 
</buildSpec> 

 
<natures> 

 
<nature>org.eclipse.jem.workbench.JavaEMFNature</nature> 

 
 

<nature>org.eclipse.wst.common.modulecore.ModuleCoreNature</nature> 

 
<nature>org.springframework.ide.eclipse.core.springnature</nature> 

 
<nature>org.eclipse.jdt.core.javanature</nature> 

 
<nature>org.eclipse.m2e.core.maven2Nature</nature> 

 
<nature>org.eclipse.wst.common.project.facet.core.nature</nature> 

 
<nature>org.eclipse.wst.jsdt.core.jsNature</nature> 

 
</natures> 

 
</projectDescription> 
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Screenshots 
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