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ABSTRACT

Samba is the standard Windows interoperability suite of programs for Linux and Unix. Samba

is an important component to seamlessly integrate Linux/Unix Servers and Desktops into Active
Directory environments. Samba is configured using the smb.conf file. This is a simple text file
designed to look a lot like those *.ini files used in Windows. The goal, of course, is to give
network administrators familiar with Windows something comfortable to play with. Over time,
though, the number of things that can be configured in Samba has grown, and the percentage
of Network Admins willing to edit a Windows *.ini file has shrunk. For some people, that makes
managing the smb.conf file a bit daunting. It can function both as a domain controller or as a
regular domain member. To develop a efficient Samba server for a corporate to promote their
business Developing a well defined file accessing system. Developing the external programs to

link with other applications like mail, database, news, chat etc.
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CHAPTER 1

INTRODUCTION

1.1 LINUX

Linux is considered one of the most popular operating systems for security researchers and
hackers. The open source operating system is usually used for building technologies as it offers
developers much room for changes. Linux is used on many servers, hardware platforms,
gaming platforms etc. So it is necessary for anyone, who is seeking a career in system
administrator or wants to become a Linux pro or to understand, join best Linux training course

in Noida.

1.2 OUTLINE OF THE PROJECT

» To develop a efficient Samba server for a corporate to promote their business

» Developing a well defined file accessing system.

» Developing the external programs to link with other applications like mail, database,

news, chat etc.

1.3 ORGANIZATION OF THE REPORT

Chapter 2 deals with Aim, Problem Statement, Literature Review and
Scope. Chapter 3 deals with General, Algorithm, Project description. Chapter 4 deals
with Requirement, Role of Linux and Results and Discussion. Chapter 5 deals with

Conclusion and Future work.



CHAPTER 2

AIM & SCOPE

2.1 AIM

To create and manage the Samba server, share files and directories for dedicated users and
groups and enable the users for accessing the files and directories.

2.2 PROBLEM STATEMENT

Samba is an important component to seamlessly integrate Linux/Unix Servers and Desktops
into Active Directory environments. It can function both as a domain controller or as a regular
domain member. Samba is a software package that gives network administrators flexibility and
freedom in terms of setup, configuration, and choice of systems and equipment. Because of all
that it offers, Samba has grown in popularity, and continues to do so, every year since its release
in 1992.

2.3 LITERATURE REVIEW

Samba 4 has grown up and now meets all the important requirements of
corporate IT.
This book currently shows you for version 4.3 how to create users and groups, manage printers
and set up shares. In addition to these basics, which are prepared for you in a practical scenario,
you will also find the technical background explained in an understandable way. The provision
of a file server cluster with CTDB, complex trust relationships and the installation on all major

distributions are just some of the topics with which you will familiarize yourself step by step.

» Manage domains, migration, printing, GPOs, groupware.

» Cluster with CTDB, domain trusts, user administration with scripts, with full
practical scenario.

» Current for Samba 4.3.



2.4 SCOPE

As the value of Linux grows, employers are more interested than ever in choosing IT
professionals who understand this open-source operating system. You have the power to make
yourself one of those coveted employees by joining Linux training course in Noida. Along with
other certifications you can obtain to further your IT career, Linux training is a crucial place to

start for both established and aspiring IT professionals.


https://www.cetpainfotech.com/technology/Linux-Training

CHAPTER 3

ALGORITHMS AND METHODS

3.1 GENERAL

To create and manage the Samba server, share files and directories for dedicated
users and groups and enable the users for accessing the files and directories. Samba
server can access linux desktop files from a laptop, share files and directories with
Windows and macOS users. We can enable the users for accessing the files and
directories. Samba is an extremely useful networking tool for anyone who has both
Windows and Unix systems on his network. Running on a Unix system, it allows Windows
to share files and printers on the Unix host, and it also allows Unix users to access

resources shared by Windows systems.

3.2 ALGORITHM

Open a terminal window on your Samba server.

Login to root user with sudo su

Type the root user password

Create a new group with the command addgroup smbgrp.

Create a new user with the command useradd shares -G smbgrp.

Create a Samba password for the user with the command smbpasswd -a shares.
Type and verify a password for the user.

Create the folder with the command mkdir -p /samba/shares.

© © N o g bk~ w0 dhPE

Change the permissions of the folder with the command chmod -R 0770
/[samba/shares.
10. Change the ownership of the folder with the command chown root:smbgrp

/samba/shares.



3.3 PROJECT DESCRIPTION

Samba is the standard Windows interoperability suite of programs for Linux and Unix.
Samba is an important component to seamlessly integrate Linux/Unix Servers and Desktops
into Active Directory environments. It can function both as a domain controller or as a regular
domain member.
Samba is a software package that gives network administrators flexibility and freedom in terms
of setup, configuration, and choice of systems and equipment. Because of all that it offers,
Samba has grown in popularity, and continues to do so, every year since its release in 1992
Samba consists of two key programs, plus a bunch of other stuff that we'll get to later. The two
key programs are smbd and nmbd. Their job is to implement the four basic modern-day CIFS
services, which are:

» File & print services

» Authentication and Authorization

> Name resolution

» Service announcement (browsing).
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Still, learning the ins and outs of smb.conf is a worth-while penance. Each of the smb.conf
variables has a purpose, and a lot of fine tuning can be accomplished. The file structure contents
are fully documented, so as to give administrators a running head start, and smb.conf can be

manipulated using swat, which at least makes it nicer to look at.

Samba is configured using the smb.conf file. This is a simple text file designed to look a lot like
those *.ini files used in Windows. The goal, of course, is to give network administrators familiar
with Windows something comfortable to play with. Over time, though, the number of things that
can be configured in Samba has grown, and the percentage of Network Admins willing to edit a
Windows *.ini file has shrunk. For some people, that makes managing the smb.conf file a bit

daunting.



CHAPTER 4

SYSTEM IMPLEMENTATION

4.1 REQUIREMENTS

l. HARDWARE REQUIREMENTS

> Intel machines with 4 GB RAM/ 40 GB HDD - 5 NOS

. SOFTWARE REQUIREMENTS

» Red Hat Enterprise server 8.0
» Samba
» Cifs packages

4.2 ROLE OF LINUX

Samba is a suite of applications that implements the Server Message Block (SMB) protocol.
Many operating systems, including Microsoft Windows, use the SMB protocol for client-server
networking. Samba enables Linux / Unix machines to communicate with Windows machines in
a network. Samba is open source software. Originally, Samba was developed in 1991 for fast
and secure file and print share for all clients using the SMB protocol. Since then it has evolved
and added more capabilities. Today Samba provides a suite of applications enabling seamless

networking and interoperability between *nix and Windows.



4.3 RESULTS

rminal v

Activities () Terminal v Sun 14:01
student@workstation:/home/student

File Edt View Search Terminal Help

inet 127.6.0.1 netmask 255.0.0.0 test@foundation23:~
inet6 ::1 prefixlen 128 scopeid 6x1

loop txqueuelen 1000 (Local Loopback) File Edt View Search Terminal Help

RX packets 6 bytes 416 (416.0 B) [test@foundation23 ~]$ smbclient -L 172.25.256.9
RX errors @ dropped © overruns @ frame @ Enter SAMBA\test's password:

TX packets 6 bytes 416 (416.0 B)

TX errors 0 dropped  overruns @ carrier 0 collisions @ rename Type Conment

irbr: flags=4699<UP,BROADCAST, MULTICAST> mtu 1500 Anonymous Disk Anonymous Samba Share
inet 192,168, netmask 255.255,255.0 broadcast 192.168.122,255 secured Disk Secured Samba Share
ether 52:54:00:1f:2d:1f txqueuelen 1000 (Ethernet) print$ Disk Printer Drivers
RX packets @ bytes 0 (6.0 B) IPCS IPC IPC Service (Samba er 4.9.1)
RX errors 6 dropped 6 overruns 0 frame 6 Reconnecting with SMB1 for workgroup listing.
TX packets 0 bytes 6 (0.0 B)
TX errors 0 dropped @ overruns @ carrier 0 collisions 0 server Conment

root@workstation student]# history
1 yum install samba samba-common samba-client -y Workgroup
2 cp /etc/samba/smb.conf /etc/samba/smb.conf.default e e
3 mkdir -p /srv/ u WORKGROUP RHELS
4 chmod -R 8755 /srv/samba/anonymous [test@foundation23 ~]$ |
5 chown -R nobody:nobody /srv/samba/anonymous
6 chcon -t samba share t /srv/samba/anonymous
7 vim /etc/samba/smb.conf

11-cnd --permanent --add-service
firewall-cnd --reload
systenctl start smb.service
systemctl enable smb.service
1 start nn vice
systemctl enable nmb.service
clear
groupadd securedgroup
useradd demo -G securedgroup
nkdir -p /srv/samba/secured
chmod -R 0776 /srv/samba/secured
cheon -t samba share t /srv/samba/secured
root:securedgroup /srv,

vim /etc/samba/snb. conf
5 systemctl restart smb.service
6  1fifoibLKR
ifconfig
systenctl start nmb.serviceclear
9 vim /etc/samba/smb.conf
ifconfig
history
root@workstation student]# |
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(& Terminal »

test@foundation23:~

File Edt View Search Terminal Help




CHAPTER 5

CONCLUSION AND FUTURE WORK

5.1 CONCLUSION

The samba server in Linux has been considered as one of the most powerful
servers that makes it easy for the other operating systems to access the shared files and useful
resources like printers. It is the open-source software which means it will be available to you for

free.

» Students can implement the Samba technologies for corporate

» Can Develop the interface programming for web with external applications

5.2 FUTURE WORK

Samba server can share files and directories with Windows and macOS
users. Creating a file in linux by installing samba configuration, keeping the linux as a server
side we can share it in windows as client side, by using linux IP configuration. By using this
method it is possible to share files and directories in windows. It is also possible for macOS

users.
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APPENDICES

A. SCREENSHOTS :

Activities £ Terminal v .| 192168023

test@foundation23:~

Edt V ch Terminal Help
foundation23 rh

sery
utility RUNNII
[ undation23

RedHat
Enterprise Linux

11



Activities (] Terminal v H

test@foundation23:~

on RUNNING
ra RUNNING
erb RUNNING

RedHat
Enterprise Linux
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workstation (1) - Virt Viewer

File View Sendkey Help
Activities [ Terminal v

File Edit View Search Terminal Help
tion ~]$
d for student:

03 samb
e on Mon
Package sa £y h is alr
Depe

Installing
samba x86 64 4.9.1-8.18
i 9.1-8.e18

samba- commo
samba-1ibs

61 kB
4.5 MB/s | 177 kB
3.7 MB/s | 768 kB
2.8 MB/s | 636 kB

| 1.9 v8

g transaction check
check succ
saction test

Tue 16:18

student@workstation:/home/student

o dconf: Error spawning command line “dbus-launch

--autolaunch=dd16b9248

405999d7d4115b8154e7 --binary-syntax --

&S00

X

: Child p




workstation (1) - Virt Viewer x

File View Sendkey Help
Tue A0O0-~

student@workstation:/home/student X
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workstation (1) - Virt Viewer B

File View Sendkey Help
[ Terminal » Tue
student@workstation:/home/student

garch  Terminal




workstation (1) - Virt Viewer x

File View Sendkey Help
[ Terminal » Tue 1623
student@workstation:/home/student

rch Terminal Hel
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Activities (] Terminal + 19216807

test@foundation23:+

File Edit View Search Terminal Help

Anonymous Anonymous Samba Share

secured Secured Samba Share

print$ i Drivers

IPCS IPC Servic
econnecting with r listing.

ser

Workgroup

13

0o~

X




B. SOURCE CODE :

sudo su

yum install samba samba-common samba-client

mkdir /public
mkdir /private

Is -1dZ /public/

semanage fcontext -a -t samba_share_t 'public(/.*)?"
semanage fcontext -a -t samba_share_t 'private(/.*)?"

restorecon -vwRF /public/
restorecon -vwRF /private/

Is -1dZ /public/
Is -IdZ /private/

chmod 777 /public/
chmod 777 /private/

vim /etc/samba/smb.conf

[global]

workgroup = WORKGROUP
server string = Samba Server %v
netbios name = rhel8

security = user

map to guest = bad user

dns proxy = no

[samba-public]

comment = Public Samba Share
path = /public

public = yes

browseable = yes

writeable = yes

1¢



[samba-private]

comment = Private Samba Share
path = /private

public = no

valid users = userl user2

write list = userl

read list = user2

browseable = yes

testparm
useradd userl
useradd user2

smbpasswd -a userl
smbpassed -a user2

systemctl start smb.service
systemctl enable smb.service
systemctl start nmb.service
systemctl enable nmb.service

firewall-cmd --permanent --add-service=samba
firewall-cmd —reload

Open a new terminal (client side)

sudo su
yum install samba-client cifs-utils

smbclient -L 172.25.250.9
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