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Scanning and enumeration is the phase where the attacker begins to

“touch” the systems. Attackers will scan networks to discover live hosts

and open port. They will then enumerate the live hosts and ports to

discover services, machine names, and other network resources. An IP

address lookup determines the location of any IP address. The results

provide quite a bit of information, including information the city,

state/region, postal/zip code, country name, ISP, and time zone.

Consequently, this data is used by various agencies to find the owner of

an IPv4 or IPv6 address.

Using the ISP information check whether a website is hosted in AWS

cloud.
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INTRODUCTION
1.1 What is Cyber Security?

Cybersecurity is the protection of computer systems and networks from
information disclosure, theft of or damage to their hardware, software, or electronic
data, as well as from the disruption or misdirection of the services they provide. It is

otherwise known as Computer Security or information Technology security.

1.2 IMPORTANCE OF CYBER SECURITY

e User’s asset is protected against various cyber security risk and remain
intact.

e The importance of ensuring protection from attacks, damage and
authorized access on networks, computers and programs is equivalent
to daily routine operation of an organization.

e Helping to understand the current trend in it and develop effective
solutions.

e Reducing vulnerability in information and ICT systems and networks.

COMMON TOOLS USED FOR CYBER SECURITY

Passwords

Antivirus / Anti-malware software
Software patches

Fire walls

Two factor authentication
Encryption

KEY ELEMENTS OF CYBER SECURITY

Application security
Information security
Network security
Disaster security
Operation security



ENUMERATION SCANS.

Enumeration in information security is the process of extracting
user names, machine names, network resources, and other
services from a system. All the gathered information is used to
identify the vulnerabilities or weak points in system security and
then tries to exploit it.

Enumeration can be performed on the following.

© N o 0o bk~ w N PE

NetBios enumeration
SNMP enumeration
LDAP enumeration
NTP enumeration
SMTP enumeration
DNS enumeration
Windows enumeration

UNIX/Linux enumeration

DNS stands for Domain Name Service, and it is primarily designed as
hierarchical decentralized distributed naming systems for computers,
services or any resource connected to the network. DNS resolves
hostnames to its respective IP addresses and vice versa.

DNS internally maintains a database for storing the records. The
following are the most commonly used record types in DNS.

Start of Authority (SOA)

IP addresses (A and AAAA)

SMTP mail exchangers (MX)
Nameservers (NS)

Pointers for reverse DNS lookups (PTR)
Domain name aliases (CNAME)
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DNS works on both UDP and TCP on port 53. It uses UDP for
resolving queries and TCP for zone transfers. DNS zone transfer
allows DNS databases to replicate the portion of the database from
primary server to the secondary server. DNS zone transfer must only
be allowed by other validated secondary DNS servers acting as clients.

2.1 Finding the IP Address

IP addresses basically provide info regarding the location of your device
on the internet.

Every computational device on this network uses a unique number,
necessary to send messages to computers that are present outside your
local network.

Every website on the internet has one or more IP (Internal Protocol)
addresses assigned to it. You may not be concerned with the IP address
of any random website, but it is crucial to know the IP address of your
own website.

Website IP address can be beneficial to: -

1. Divert website-blocking applications
2. Block specific sites
3. Finding the geographic location of a web server

Finding IP address of website can be a difficult task for people who have
less technical knowledge.

2.2 Look Up the IP Address

An IP address lookup determines the location of any IP address. The
results provide quite a bit of information, including information the city,
state/region, postal/zip code, country name, ISP, and time zone.
Consequently, this data is used by various agencies to find the owner of
an IPv4 or IPv6 address.
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It's important to understand that no IP Lookup tool is 100% accurate. IP
lookup results are shown from several different IP location databases,
and each database reports differently.

There are many other factors as to why results are not 100% accurate.
Factors include:

« Where the IP address was registered

« Where the controlling agency is located
« Whether the user has a proxy or VPN

« Whether the connection is cellular or not

For example, if you are in the US and the controlling agency of the IP is
located in Canada, the lookup data may show Canada as the IP
location. It is not uncommon to see a Canadian IP while searching an IP
address in the northern US.

When using an IP address lookup tool, users often think they are going
to find the exact location of an IP address. This is simply not true. No IP
address database can provide the exact physical address of an IP
address location. At best, you'll get the exact city in which the user of the
IP is located.

Only the Internet Service Provider (ISP) can provide an exact physical
address of an IP. ISPs usually have logs of which user was assigned an
IP at any given time. There are usually limits as to how long an ISP
stores these records. However, without a police warrant, or some sort of
legal document, the ISP is unlikely to turn over any information.

If you receive an offensive or fraudulent email, don't expect an ISP to
give you the mailing address of the user of that IP address. Instead, turn
over the communications to the authorities and let them do their job.

12



EXPERIMENTAL OR MATERIALS AND METHODS,
REQUIREMENTS USED

3.1 PYTHONS3

Python is an interpreted high-level general-purpose programming
language. Its design philosophy emphasizes code readability with its use
of significant indentation. Its language constructs as well as its object-
oriented approach aim to help programmers write clear, logical code for

small and large-scale projects.
3.2 urllib.parse

This module defines a standard interface to break Uniform Resource
Locator (URL) strings up in components (addressing scheme, network
location, path etc.), to combine the components back into a URL string,
and to convert a “relative URL” to an absolute URL given a “base URL.”

The module has been designed to match the internet RFC on Relative
Uniform Resource Locators. It supports the following URL

schemes: file, ftp, gopher, hdl, http, https, imap, mailto, mms, news, nntp
, prospero, rsync, rtsp, rtspu, sftp, shttp, sip, sips, snews, svn, svn+ssh, t
elnet, wais, ws, wss.

3.3 socket

Python's standard library consists of various built-in modules that support
interprocess communication and networking. The network access is
available at two levels. The 'socket' module defines how server and client
machines can communicate at hardware level using socket endpoints on
top of the operating system. The 'socket' APl supports both connection-
oriented and connectionless network protocols. The higher level support

Is available in Python libraries such as ftplib and httplib, implementing
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Application level network protocols FTP and HTTP respectively. This
chapter takes a look at the functionality of 'socket' module that provides

access to BSD socket interface.

Given a host name the gethostbyname() function returns the IP address
of the host.

Unlike, gethostbyname() returns just one ip of the host even though the
host could resolve to multiple IPs from a given location.

The returned IP address is an IPv4 address.

3.4 WHOIS

WHOIS allows you to look up the name and contact information of
whoever operates any website's generic domain name. As part of the
registration process, you must provide your registrar with accurate and
reliable contact details and promptly correct and update these details as
necessary. The willful provision of inaccurate or unreliable information,
or a willful failure to update information provided to a registrar, can be
the basis for cancelling your registration and the loss of any right to use
the domain name. The registrar that you select will ask you to provide
contact and technical information, some of which is required by ICANN.
The registrar will keep records of the contact information and submit
certain technical and contact information to the entity, known as the
registry, which maintains the central directory for that TLD. Each top-
level domain has only one authoritative registry, which provides other
computers on the Internet with the information necessary to send you
email or to find your website. The Public Interest Registry, for example,
operates the .ORG registry. As part of the registration process, you will
be required to enter into a contract with the registrar that you or the
reseller has selected. That contract sets forth the terms under which
your registration is accepted and will be maintained. Once you have
successfully completed the registration process, you become the
registrant of your new domain name.
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SYSTEM REQUIREMENTS

e 1TB HDD
e 8 GB RAM

TOOLS USED

e VISUAL STUDIO CODE (text editor)
e PYTHONS3

RESULT

Thus, the program to scan and do enumeration on websites have been
done and tested. The program works properly and finds the deep
information of a given website and checks and prints out whether the
website is hosted on AWS cloud.

CONCLUSION

In conclusion, with the help of Host Look Up we can identify if someone
has sent a harassing or potentially fraudulent communication, the best
you can do is to file a complaint with the authorities or the ISP. Then,
forward all the relevant information from the questionable
communication. This is a great technic to find the information of the
organization behind some of the website that are harm to the society.
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SREENSHOTS OF THE OUTPUTS

Enter the url of the website: https://support.microsoft.com/en-us/
The main domain name of the URL is support.microsoft.com

The IP address of the entered URL is 104.114.102.145

The website is running on servers:

NS1-205.AZURE-DNS.COM,
NS2-205.AZURE-DNS.NET,
NS3-205.AZURE-DNS.ORG,
NS&4-205.AZURE-DNS. INFO,
ns1-205.azure-dns.com,
ns4-205.azure-dns.info,
ns3-205.azure-dns.org,
ns2-205.azure-dns.net

The website is not hosted using the AWS cloud
Other deep information about the website are:

Organisation: Microsoft Corporation
Address: One Microsoft Way,

City: Redmond

Zipcode: 98052

State: WA

Country: US

Enter the url of the website: https://www.netflix.com/in/

The main domain name of the URL is www.netflix.com
The IP address of the entered URL is 52.214.181.141
The website is running on servers:

NS-1372. AWSDNS-43.0RG,
NS-1984 . AWSDNS-56 . CO. UK,
NS-659.AWSDNS-18.NET,
NS-81.AWSDNS-10.COM,
ns-1984.awsdns-56.co.uk,
ns-659.awsdns-18.net,
ns-81.awsdns-10.com,
ns-1372.awsdns-43.0rg

The website is hosted using the AWS cloud
Other deep information about the website are:

Organisation: Netflix, Inc.
Address: 100 Winchester Circle,
City: Los Gatos

Zipcode: 95032

State: CA

Country: US
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SOURCE COUDE

import urllib.parse
import socket

import whois

url = input("Enter the url of the website: ")
parsed_url = urllib.parse.urlparse(url.strip())

print("\nThe main domain name of the URL is " + parsed_url.netloc +
ll\nll)

ip_address = socket.gethostbyname(parsed_url.netloc)

print("The IP address of the entered URL is " + ip_address + "\n")

result = whois.whois(parsed_url.netloc)
server_names = result["name_servers"]
hostinAws = False

print("The website is running on servers: \n")

print(", \n".join(server_names)+"\n")

for server in server_names:
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tolower = server.lower()
if(tolower.find("awsdns") !=-1):
hostinAws = True
if(hostinAws):
print("The website is hosted using the AWS cloud \n")
else:

print("The website is not hosted using the AWS cloud \n")

print("Other deep information about the website are: \n")
print("Organisation: " + result["org"])

print("Address: " + result["address"])

print("City: " + result["city"])

print("Zipcode: " + result["zipcode"])

print("State: " + result["state"])

print("Country: " + result["country"])
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