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                          ABSTRACT 

 

Metasploit is a penetration testing platform that simplifies the process of 

hacking. For several attackers and defenders, it is a must-have tool. 

Metasploit works flawlessly with Nmap, SNMP scanner, and Windows patch 

detection, among other tools, during the data gathering portion of a pentest. 

 

Windows Hacking 

The user password of Windows OS, which appears after the Windows starts 

logging in, lets users protect the computer from getting unauthorized access. 

Choosing a strong password of more than eight digits is an excellent practice. 

 

The Metasploit framework is a very powerful tool which can be used by cy-

bercriminals as well as ethical hackers to probe systematic vulnerabilities 

on networks and servers. Because it's an open-source framework, it can be 

easily customized and used with most operating systems. 
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                                                                CHAPTER 1 

1.INTRODUCTION 
 

1.1 What is Cyber Security? 

 

         Cybersecurity is the protection of computer systems and networks from information disclosure, 

theft of or damage to their hardware, software, or electronic data, as well as from the disruption or 

misdirection of the services they provide. It is otherwise known as Computer Security or information 

Technology security. 

 

 

1.2 IMPORTANCE OF CYBER SECURITY 

   

 User’s asset is protected against various cyber security risk and remain intact. 
 

 The importance of ensuring protection from attacks, damage and authorized access on 
networks, computers and programs is equivalent to daily routine operation of an 
organization. 

 

 Helping to understand the current trend in it and develop effective solutions. 

 

 Reducing vulnerability in information and ICT systems and networks. 
 

 

1.3 COMMON TOOLS USED FOR CYBER SECURITY 

 

 Passwords 

 Antivirus / Anti-malware software 

 Software patches 

 Fire walls 

 Two factor authentication 

 Encryption 

 

 

1.4 KEY ELEMENTS OF CYBER SECURITY 

    

 Application security 

 Information security 

 Network security 

 Disaster security 

 Operation security 
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                                                               CHAPTER 2  

  

 2.HACKING WINDOWS USING METASPLOIT                                          
 

 2.1What is Metasploit in cyber security? 

    The Metasploit Project is a computer security project that provides information about security 

vulnerabilities and aids in penetration testing and IDS signature development. It is owned by 

Boston, Massachusets-based security company Rapid7. 

 

      Can hacking be done using Windows?  

      of course you can use windows as a hacking platform. you can make any OS as your platform, 

just you need the tools for the OS you are using. There are almost all of the hacking tools available 

for windows, you just need to download and install it on windows. 
 

     The Metasploit Framework is a Ruby-based, modular penetration testing platform that enables 

you to write, test, and execute exploit code. The Metasploit Framework contains a suite of tools 

that you can use to test security vulnerabilities, enumerate networks, execute attacks, and evade 

detection. 

 

 2.2 What is a Metasploit used for? 

     Metasploit is the world's leading open-source penetrating framework used by security 

engineers as a penetration testing system and a development platform that allows to create 

security tools and exploits. The framework makes hacking simple for both attackers and 

defenders. 

 

      Who Uses Metasploit? 

 Command shell payloads that enable users to run scripts or random commands against a 

host.  

 Dynamic payloads that allow testers to generate unique payloads to evade antivirus 

software. 

 

Windows Hacking 

 

The user password of Windows OS, which appears after the Windows starts logging in, lets users 

protect the computer from getting unauthorized access. Choosing a strong password of more than 

eight digits is an excellent practice. 
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                                                             CHAPTER 3 

3. TOOLS USED 

3.1 VIRTUAL BOX 

Oracle VM VirtualBox is a free and open-source hosted hypervisor for x86        virtualization, 

developed by Oracle Corporation. IT is a virtualization software. 

 Operating system: Windows, macOS (only Intel-based Macs), Linux and Solaris. 

 

USES OF VIRTUAL BOX 

Oracle VM VirtualBox is cross-platform virtualization software. It allows users to extend their 

existing computer to run multiple operating systems including Microsoft Windows, MacOS X, 

Linux, and Oracle Solaris, at the same time. 

 

 ADVANTAGES: 

 Lower hardware costs. Many organizations don't fully utilize their hardware resources. 

 Quicker Desktop Provisioning and Deployment. Deploying a new physical server often takes 

numerous time-consuming steps. 

 Smaller Footprint. 

 Enhanced Data Security. 

 Portability. 

 Improved IT Efficiency. 

 

3.2 KALI LINUX 

Kali Linux is a Debian-derived Linux distribution designed for digital forensics and penetration 

testing. It is maintained and funded by Offensive Security.   

USES OF KALI LINUX 

      Kali Linux is mainly used for advanced Penetration Testing and Security Auditing.Kali 

contains several hundred tools which are geared towards various information security tasks such as 

Penetration Testing, Security research, Computer Forensics and Reverse Engineering. 
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ADVANTAGES OF KALI LINUX: 

1. More than 600 penetration tools included 

2. Adherence of file-system hierarchy standard 

3. Open development tree                         

4. Multiple-language support 

5. Completely customizable 

6. Free (as in beer) and always will be 

7. Wide-ranging wireless device support 

 

SYSTEM REQUIREMENTS 

 1TB HDD 

 8 GB RAM 

TOOLS USED 

 KALI LINUX (operating system) 

 VITUAL BOX (virtualization) 
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                                                           CHAPTER 4 

RESULT AND CONCLUSION 

 

RESULT: 

 

 INFORMATION GATHERING is the FIRST or FUNDAMENTAL STEP for 

penetration testing. 

 By using this tool we can save the TIME. 

 So I want to automate.& This tool is reliable. 

 
 
CONCLUSION: 

 

 Thus the tool I have been implemented has been executed successfully. 
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SCREENSHOTS 
 



   

 

                                                                                 

 

 

 

 

 

 

 
 
         
              7 



   

 

                                                                                 

     

 
 
 
 

 
 
 

 
 

 
 

8 



   

 

                                                                                 

  
 

 
 
                                                                     
 
 
 

 
                                                                                   9 



   

 

                                                                                 

                                                                       

B.SOURCE CODE: 

 

sudo openvpn Downloads/R.M.susilkumar\(1\).ovpn 

 

search RHOSTS 

 

search LHOST 

 

use  0 

 

exploit 

 

ip addr 

 

msfconsole 

 

cd dir 
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