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               ABSTRACT 
 

• Nmap, short for Network Mapper, is a free, open-source tool for vulnerability 

scanning and network discovery.  

• Network administrators use Nmap to identify what devices are running on their 

systems, discovering hosts that are available and the services they offer, finding 

open ports and detecting security risks. 

• The Nmap Scripting Engine (NSE) is an incredibly powerful addition to Nmap, 

extending its functionality quite considerably.  

• NSE Scripts are written in the Lua programming language, and can be used to 

do a variety of things: from scanning for vulnerabilities, to automating exploits 

for them. 

• This chapter will introduce you to NSE, covering several topics from installation 

and development environment setup to advanced usage tips. If you are familiar 

with the following topics, you may skip this chapter 
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1. INTRODUCTION:- 

 

1.1  What is Cyber Security? 

    
   Cyber security is the protection of computer systems and networks from information 

disclosure, theft of or damage to their hardware, software, or electronic data, as well as from the disruption 

or misdirection of the services they provide. It is otherwise known as Computer Security or information 

Technology security. 

 

1.2  IMPORTANCE OF CYBER SECURITY 

• User’s asset is protected against various cyber security risk and remain intact. 

 

• The importance of ensuring protection from attacks, damage and authorized access on networks, 

computers and programs is equivalent to daily routine operation of an organization. 

 

• Helping to understand the current trend in it and develop effective solutions. 

 

• Reducing vulnerability in information and ICT systems and networks. 

 
1.3  COMMON TOOLS USED FOR CYBER SECURITY 

 
• Passwords 

• Antivirus / Anti-malware software 

• Software patches 

• Fire walls 

• Two factor authentication 

• Encryption 

 

1.4  REQUIREMENTS FOR PROJECT:- 

 

● Virtual box(Virtualization) 

● Kali Linux(Main Operating System) 

● Metasploitable(Vulnerable Machine) 

● Nmap(Sudo APT Install Nmap) 
 

 

2. Enumeration of Target Using Nmap Scripting Engine  

 

2.1 Overview of Nmap Using Scripting Engine 
 

What is Nmap? 

 Nmap, short for Network Mapper, is a free, open-source tool for vulnerability scanning and 

network discovery. Network administrators use Nmap to identify what devices are running on their 

systems, discovering hosts that are available and the services they offer, finding open ports and 

detecting security risks. 

 

 Though Nmap has evolved over the years and is extremely flexible, at heart it's a port-scan 

tool, gathering information by sending raw packets to system ports. It listens for responses and 

determines whether ports are open, closed or filtered in some way by, for example, a firewall. Other 

terms used for port scanning include port discovery or enumeration. 

https://www.networkworld.com/article/3230457/lan-wan/what-is-a-firewall-perimeter-stateful-inspection-next-generation.html
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Nmap is a useful tool for network scanning and auditing purposes. 

 

● It can search for hosts connected to the Network. 

● It can search for free ports on the targets host. 

● It detects all services running on the host with the help of operating system. 

● It also detects any flaws or potential vulnerabilities in networked system. 

 

 
Advantage of Nmap:- 

Nmap has a lot of advantages that make it different from other network scanning tools. Nmap is open-source 

and free to use. 

Some other advantages are listed below. 

● It is used for auditing network systems as it can detect new servers. 

● It will search for subdomain and Domain Name System 

● With the help of Nmap Scripting Engine (NSE), interaction can be made with the target host. 

● It determines the nature of the service in the host and performs whether the host is a mail service or a web 

server. 

Nmap Functions:- 

Most of Nmap's standard functions are executed by using a single command. 

● Ping Scanning 

● Port Scanning 

● Host Scanning 

● OS Scanning 

● Scan Top Ports 

● Output to Files 

● Disable DNS Resolution. 

 

SMB ENUMERATION:- 
 SMB(Server Message Block) is a communication protocol for sharing files, printers and serial ports 

over a network. The protocol was primarily developed and designed for Windows environments, but is also 

used to share files between Windows and Linux, Nmap,  includes SMB Scripts that offer service-level 

enumeration and vulnerability scanning, which can help identify potential misconfigurations and/or 

vulnerabilities. 

 An SMB server may be configured to accept only one of two security levels, which differ in how a   

user is authenticated: 

 

● User-level authentication - classic username and password authentication 

● Share-level authentication – anonymous account is used to log in, after which the password is 

given 

 

USER ENUMERATION:- 

● System users can be enumeration through SMB with the smb-enum users script: 
sudo nmap --script smb-enum-users.nse<IP> 

 

● The goal of the script is to discover all users account that exsist on a remote or vulnerable 

machine. 

https://www.educba.com/network-scanning-tools/
https://www.educba.com/what-are-the-types-of-dns-servers/
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NMAP nbstat NSE SCRIPT:- 
 The nbstat.nse script attempts to retrieve the target’s NetBIOS names and MAC address. The script 

display the name of the computer and logged-in user if the verbosity is turned up, it displays all names the 

system thinks it owns. The nbstat.nse script does not have any arguments. 

 

   sudo nmap -sU --script nbstat.nse<IP> 

  

 NetBIOS which stands for network basic input/output system, is a service that allows computers to 

communication over a network. However, NetBIOS is not a networking protocol, it is an API. It runs over 

TCP/TP via the NBT procotol, allowing it to function on modern networks. 

 

 

NMAP vuln NSE SCRIPTS: 
 Vuln are the common and most popular CVE detection scripts in Nmap search engine. These scripts 

allow you to discover important information about system security flaws. 

 

   nmap -sV --script=vuln<IP> 

 

 The script which come under the “vuln” category look for specific known vulnerability and only 

report back if  any are identified  in the target system. 

 

 

3. SUMMARY:- 

 

3.1  RESULT:- 
 Thus I expected result of Nmap scripting engine to discover vulnerability is executed successfully. 

 

3.2  CONCLUSION:- 

● Nmap scripting engine helps to find the vulnerability NSE scripts are written only in LUA 

programming language. 

● Nmap is an open source Linux command line tool Nmap allows network admin to find which 

devices are running on their network, discover open ports and services, and detect 

vulnerability. 

● Nmap Scripting Engine offers advanced service-level enumeration and takes it one step 

further allowing for customized.  
  

 

3.3  REFERENCE:- 

 

1. Linux for hackes: Occupy The Web, 4 December 2018. 

2. Red Team Field Manual: Ben clark, 11 February 2014. 

3. Classic Shell Scripting: Hidden Commands that Unlock the Power of Unix. 

 

4. APPENDIX:- 

 

 

4.1  SOURCE CODE:- 
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i. sudo nmap –script smb-enum-users.nse<IP> 

ii. sudo nmap –sU –script nbstat.nse<IP> 

iii. nmap –sV –script=vuln<IP> 

 

 

4.2  SCREENSHOTS:- 

 

 

i. sudo nmap –script smb-enum-users.nse<IP> 
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ii. sudo nmap –sU –script nbstat.nse<IP> 

 

 
 

iii. nmap –sV –script=vuln<IP> 
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