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ABSTRACT

Nmap (Network Mapper) is a free, open-source tool for vulnerability scanning and
network discoveryNetwork administrators use Nmap to identify what devices are
running on their systems, discovering hosts that are available and the services they
offer, finding open ports and detecting security risks. The Nmap Scripting Engine
(NSE) is an incredibly powerful addition to Nmap, extending its functionality quite
considerablyNSE Scripts are written in the Lua programming language, and can be
used to do a variety of things: from scanning for vulnerabilities, to automating
exploits for them.

SMB protocol commonly known as Server Message Block protocol has been a hot
target among threat actors for many years because of its complexity and open nature.
SMB is used to communicate over TCP/IP in a network. It is a client-server protocol
used for file sharing, printers, serial ports and other resources on a network.Nbstat
is a utility that displays protocol statistics and current TCP/IP connections using NBT
(NetBIOS over TCP/IP), which helps troubleshoot NetBIOS name resolution issues.
Normally, name resolution is performed when NetBIOS over TCP/IP is functioning
correctly.A vulnerability is a flaw that could lead to the compromise of the
confidentiality, integrity or availability of an information system. Vulnerability
identification involves the process of discovering vulnerabilities and documenting
these into an inventory within the target environment.
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CHAPTER 1
1.INTRODUCTION
1.1What is Cyber Security?

Cybersecurity is the practice of protecting critical systems and sensitive information from digital
attacks. Also known as Information Technology Security, Ethical Hackinglt is the protection of computer
systems and networks from information disclosure, theft of or damage to their hardware, software, or
electronic data, as well as from the disruption or misdirection of the services they provide. It is
otherwise known as Computer Security or information Technology security. There are Five stages in
Cybersecurity. They are,

Information Gathering
Enumeration /Scanning
Vulnerability Assessment
Reporting
Information Gathering and Enumeration plays the vital role in Cybersecurity

1.2 IMPORTANCE OF CYBER SECURITY:

User’s asset is protected against various cyber security risk and remain intact.

The importance of ensuring protection from attacks, damage and authorized access on networks,
computers and programs is equivalent to daily routine operation of an organization.

Helping to understand the current trend in it and develop effective solutions.

Reducing vulnerability in information and ICT systems and networks.

1.3 COMMON TOOLS USED FOR CYBER SECURITY:

Passwords

Antivirus / Anti-malware software
Software patches

Fire walls

Two factor authentication
Encryption

1.4 REQUIREMENTS OF PROJECT: 1.1 kali linux
Virtual box (Virtualization)

Kali Linux (Main Operating system
Metasploitable (Vulnerable Machine)
Nmap (sudo apt install nmap)

| KALI |

BY OFFENSIVE SECURITY




CHAPTER 2
ENUMERATION OF TARGET USING SCRIPTING ENGINE PROJECT
2. OVERVIEW OF NMAP SCRIPTING ENGINE:
2.1 WHAT IS NMAP?

Nmap (Network Mapper) It is an open-source Linux command-line tool that is used to scan IP
addresses and ports in a network and to detect installed applications.Nmap allows network admins to find
which devices are running on their network, discover open ports and services, and detect vulnerabilities. Nmap
can find information about the operating system running on devices. It can provide detailed information like
OS versions, making it easier to plan additional approaches during penetration testing. During security auditing
and vuln2erability scanning, you can use Nmap to attack systems using existing scripts from the Nmap

Scripting Engine
Nmap is a useful tool for network scanning and auditing purposes.

oIt can search for hosts connected to the Network.
oIt can search for free ports on the target host.
oIt detects all services running on the host with the help of operating system.

oIt also detects any flaws or potential vulnerabilities in networked system.

2.2 ADVANTAGE OF NMAP:

e Nmap is open-source and free to use.

e |t is used for auditing network systems as it can detect new servers.

e It will search for subdomain and Domain Name System.

e With the help of Nmap Scripting Engine (NSE), interaction can be made with the target host.

e It determines the nature of the service in the host and performs whether the host is a mail service or a web

server:
2.3 NMAP FUNCTIIONS
Most of Nmap's standard functions are executed by using a single command.
»  Ping Scanning
»  Port Scanning
»  Host scanning
»  Disable DNS Resolution



2.4 NMAP SCRIPTING ENGINE:

The Nmap Scripting Engine (NSE) is an incredibly powerful addition to Nmap, extending functionality
quite considerably.NSE. Its ability to let users write and share their own scripts, so you’re not limited to relying
on the Nmap default NSE scripts. Nmap offers a variety of types of scans in order to scan a host for its open
services. Used to identify services on a host, the operating system running on the host NSE scripts are great
for drafting proof-of-concept code since the modules are written in Lua, a simple yet powerful language. NSE
scripts must be coded in lua language.It allows us to quickly program any task we have in mind with the help
of the available NSE libraries. Its flexible syntax is easy to learn

¢ Needed to handle specific tasks that cannot be done easily in Nmap in C++.

«»  Motivations for using Lua.

*»  NSE uses Lua to allow scripts to run against a host in parallel.

< Scripts use bindings to Nmap libraries for performance and access to networking facilities.
NSE Scripts rule:

NSE scripts can have one of four different types of execution rule

e Prerule

e Postrule

e Portrule

e Host rule

Nmap uses the script rules to determine whether a script should be run against a target. The Rule Section defines
necessary conditions for the script to execute. This section must contain at least one function from this
list: portrule, hostrule, prerule, postrule

1)prerule scripts run once, before any hosts are scanned, during the script pre-scanning
phase. hostrule and portrule scripts run after each batch of hosts is scanned. postrule scripts run once after all
hosts have been scanned, in the script post-scanning phase. A script may run in more than one phase if it has
several rules.

Ii}prerule and postrule do not accept arguments. hostrule accepts a host table and may test, for
example, the IP address or hostname of the target. portrule accepts both a host table and a port table for any
portin the open, openl|filtered, or unfiltered port states. Port rules generally test factors such as the port number,
port state, or listening service name in deciding whether to run against a port

iii) Return a portrule that returns true when given an open port matching either a port number or service
name and has not been listed in the exclude port directive of the nmap-service-probes file. If version intensity
is lesser than rarity value, portrule always returns false.

vi)Advanced users may force a script to run regardless of the results of these rule functions by prefixing
the script name (or category or other expression) with a + in the --script argument.

v)The current standard to choose between a prerule or a postrule is this: if the script is doing host
discovery or any other network operation then the prerule should be used. postrule is reserved for reporting of
data and statistics that were gathered during the scan.

vi) hostrule accepts a host table and may test, for example, the IP address or hostname of the target.
portrule accepts both a host table and a port table for any port in the open , openlfiltered , or unfiltered port.
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CHAPTER 3
3. EXPLANATION OF SMB ENUM USERS,NBSTAT AND VULN:
3.1 SMB ENUMERATION:

SMB (Server Message Block) is a communication protocol for sharing files, printers and serial ports
over a network. The protocol was primarily developed and designed for Windows environments, but is also used
to share files between Windows and Linux.Nmap includes SMB scripts that offer service-level enumeration
and vulnerability scanning, which can help identify potential misconfigurations and/or vulnerabilities. SMB is
used to communicate over TCP/IP in a network. It is a client-server protocol used for file sharing, printers, s
erial ports and other resources on a network.SMB can allow other applications and users to access files or
execute command on a remote server. A client application can read, write and execute files on the server
depending upon the configuration of the SMB share. It is essential to keep the target we are achieving before
enumerating any service. So in this particular case we will be getting system information, Null sessions, open
shares and CVEs like Eternal Blue from this service. These open shares might include some sensitive
information like Username, Password, Hashes, Keys, TGS etc. which can be used further in the process. So to
conclude, as per my knowledge we enumerate SMB for below purposes:

» Null Sessions
» Open Shares
» CVEs (Eternal Blue, Eternal Romance etc)

» System Information

we can enumerate it and look for any potential vulnerabilities that can be exploited. We will be using various
tools for that purpose:
e Nmap SMB Script
e SMBmap
e Rpcclient
e Nbtscan

e Enum4Linux

\ An SMB server may be configured to accept only one of two security levels, which differ in how a user is
authenticated:

= User-level authentication - classic username and password authentication
= Share-level authentication - anonymous account is used to log in, after which the password is given.

User enumeration:

v" System users can be enumerated through SMB with the smb-enum-users script:The goal of the script is
to discover all users account that exsist on a remote or vulnerable machine.

4



3.2 NMAP nbstat NSE SCRIPT:

A good to know command line tool that you can use is the Nbtstat command, this command can give
you protocol statistic and TCP/IP connections using NetBIOS over TCP, and it is very useful command if you
need to get information about IP address for example. It is also good for troubleshoot NetBIOS name
resolution problems and to resolve NetBIOS names to IP addresses, it resolve the name using one of
the following methods:

Local cache lookup
WINS lookup
Network broadcast
MHOSTS file lookup

DNS server query

YVVVVYY

Nbtstat provides a number of options for getting NetBIOS information:

= Adapter status (-a for name, -A for address) lists a remote NetBIOS table.
= (Cache (-c) lists a local cache of remote devices.

=  Names (-n) lists local NetBIOS names.

= Resolved (-r) lists WINS names and broadcast names.

These Nbtstat commands allow you to communicate through NetBIOS parameters over TCP/IP.
Commonly, NetBIOS is an unroutable protocol. However, the way Windows uses it over TCP/IP makes it
possible to query other devices on your network by name or IP address.

From a security standpoint, you can use Nbtstat to query other machines on the network by name or
IP address and understand what these users are doing.

The Nbstat command is a great command to use when you need to display the NetBIOS over TCP/IP
protocol statistics.

NetBIOS provides two primary communication methods. The datagram service allows for
connectionless communication over a network, ideal for situations where fast transmission is preferred, such
as error generation. The session service, on the other hand, allows two computers to establish a connection
for reliable communication. NetBIOS also provides name services which allow for name and registration
over the network.The nbstat.nse script attempts to retrieve the target's NetBIOS names and MAC address. The
script displays the name of the computer and the logged-in user,if the verbosity is turned up, it displays all names
the system thinks it owns. The nbstat.nse script does not have any arguments.

nmap -sU --script nbstat.nse <IP>

NetBIOS, which stands for network basic input/output system, is a service that allows computers to
communicate over a network. However, NetBIOS is not a networking protocol, it is an APL It runs over
TCP/IP via the NBT protocol, allowing it to function on modern networks.

To run through this technique, we'll be using Metasploitable 2, an intentionally vulnerable virtual
machine,as our target machine.
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3.3 NMAP vuln NSE SCRIPTS:

A vulnerability is a flaw that could lead to the compromise of the confidentiality, integrity or
availability of an information system. Vulnerability identification involves the process of discovering
vulnerabilities and documenting these into an inventory within the target environment.

The Kali Linux project, which involves the integration of multiple security tools into a security
operating system. This Linux OS incorporates tools for various security tasks such as vulnerability
identification.

The following are some of the vulnerability identification tools present within the Kali Linux
operating system:

Nessus Vulnerability Scanner
OpenVAS Vulnerability Scanner
Nikto Vulnerability Scanner
Nmap Vulnerability Scanner
Wapiti Vulnerability Scanner

These tools make it possible for security testers to identify a trove of information from a system,
then cross-check this information for vulnerabilities. Information checked can vary from the operating
system version to the patch level, software versions and so on

vuln are the common and most popular CVE detection scripts in the Nmap search engine. These
scripts allow you to discover important information about system security flaws.

nmap —script=vuln <[P>

The scripts which come under the “vuln” category look for specific known vulnerabilities and only
report back if any are identified in the target system.

1.2 Vuln Script
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CHAPTER 4
4. RESULT AND CONCLUSION
4.1 RESULT:

Thus I expected result of Nmap Scripting Engine to discover vulnerability is executed
successfully.

4.2 CONCLUSION:

¢ Nmap Scripting Engine helps to find theVulnerability.NSE Scripts are written only in LUA programming
language.

0,

** Nmap is an open source Linux command line tool,Nmap allows network admins to find which devices are
running on their network, discover open ports and services, and detect vulnerabilitie

*» Nmap Scripting Engine offers advanced service-level enumeration and takes it one step further by
allowing for customized scripts.

«* Nmap is commonly used for regular Network audits, but it can also be used for performing some redundant
tasks like managing network inventory, managing schedules of service upgrades and monitoring uptime and
downtime of different services.

REFERENCE:
[1] OccupyTheWeb (2018), Linux For Hackets.
[2] Ben Clark (2014),Red Team Field Manual..
[3]Paulino Calderon (2018),. Mastering the Nmap Scripting Engine

APPENDIX

A.SOURCE CODE

sudo nmap --script smb-enum-users.nse 192.168.1.7

sudo nmap -sU --script nbstat.nse 192.168.1.7
sudo nmap —script=vuln 192.168.1.7
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