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ABSTRACT 

 
 

Ethical Hacking is a process of detecting Vulnerabilities in an application, 

system and organization’s infrastructure that an attacker can use to exploit 

an individual or organization. They use this process to prevent Cyber-

attacks and security breaches by lawfully hacking into the systems and 

looking for weak points. 

 

A Simple Network Scan of Multiple Targets helps the attacker to scan the 

vulnerabilities of multiple targets with the Information he gathered through 

Foot printing. 

Network Scan helps to detect all the active hosts on a network and maps 

them to their IP Address. 

 

Network Scanner sends a packet or Ping to every possible IP Address and 

wait for a response to determine the status of the applications or devices. 

 

Network Scanning allows companies to keep a tab on the available UDP 

and TCP Network Services, access the Operating systems in use by 

monitoring the IP responses, and also to identify the Filtering System 

based nodes. 
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CHAPTER - 1 
 

INTRODUCTION 
 

1.1 ABOUT THE CONCEPT 
 

As time passes, the world is becoming more connected due to Internet and 
new networking technology. Due to open nature of Internet, security of 
network has hold attention. With the development of new technologies, 
organization is now moving its business functions to public network, and 
thus a huge amount of personal, commercial and organization’s information 
are available on networking infrastructures worldwide. Thus a set of 
precautions are taken to ensure the data cannot be compromised or 
inaccessible to unauthorized person.  
 
Network access in unauthorized by an outside hacker or a disgruntled 
employee can intentionally harm or destruct exclusive information which 
adversely influences organization benefit, and upset the proficiency to 
contend in business.  
 
In this manner, Network security is happening to incredible essentialness 
due to intellectual property that could be gained through the web with some 
effort. Network security measures include scanning and vulnerability 
analysis along with penetration testing. 
 
Network scanning is fundamental for gathering information about the real 
state of computer systems or networks. It is a system for identification of 
active hosts on a network, either with the end goal of security assessment 
of network. Vulnerability Assessment is a systematic analysis of security 
status of Information systems. Both techniques are the most 
comprehensive service for auditing, penetration testing, reporting and 
patching for any organization’s network. 
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CHAPTER - 2 

 

AIM AND SCOPE OF PRESENT 

 

INVESTIGATION 
 

2.1 AIM 
 
Identify internal and external threats by vulnerability assessment using 
network vulnerability scanner. Develop a web-based tool designed to 
detect weaknesses in computers, computer systems and networks. 
 
The research at hand recognizes the importance of network security and 
specifically that of current vulnerability scanners.  
It is aimed principally at making a contribution towards enhancing 
vulnerability assessment process by combining tools and reducing 
administrative burden. 
 

2.2 SCOPE  

 

 To produce a comprehensive view of all operating systems and 
services running and available on the network. 

 Detect misconfigured devices in network such as misconfigured web 
server, firewall etc. 

 To detect critical vulnerabilities such as vulnerable web servers in the 

network. 

 

2.3 ACCESSIBILITY 

A “computer system” is significantly more than hardware and software. It 
incorporates the policies and procedures of organization under which that 
hardware/software is utilized. Security holes can emerge from numerous 
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ranges.  
 
 
When attacker breaks into a computing system, he takes advantage of 
lapses in procedures, technology, or management (or some combination of 
those factors), allowing unauthorized access or actions. The precise failure 
of the controls is termed a vulnerability or security flaw. And mistreatment 
of that failure to violate the security policy is termed exploiting the 
vulnerability. 
 
Thus, a mechanism is required which can fulfill following objectives: 
Protection of network devices reduces the vulnerability of applications and 
end-systems originating from the network. 
 
Protect information throughout transmission over the network. This 
mechanism is called “Network Security” which takes measures to reduce 
the susceptibility of a network to threats. To ensure network security, 
numerous open-source as well as commercial products are available. 

2.4 NEED OF ETHICAL HACKING 

The primary benefit of ethical hacking is to prevent data from being stolen 
and misused by malicious attackers, as well as: 
 

 Discovering vulnerabilities from an attacker's POV so that weak 
points can be fixed. 
 

 Implementing a secure network that prevents security breaches. 
 

 Defending national security by protecting data from terrorists 
 

 Gaining the trust of customers and investors by ensuring the security 
of their products and data. 

 
 Helping protect networks with real-world assessments. 
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2.5 FEASIBILITY STUDY 

All projects are feasible when given unlimited resources and infinite time. 
It’s both necessary and prudent to evaluate the feasibility of a project at the 
earliest possible time. The efforts and resources spent in developing the 
system will be a waste if the end solution does not offer timely and 
satisfactory solution to its users. 
 
                   Feasibility study is a test of system proposed regarding 
workability, impact on the organization ability to meet user needs, and 
effective use of resources. Thus when a new application is proposed, it 
normally goes through a feasibility study before it is approved for 
development. 
 
                     Feasibility and risk analysis are related in many ways. If 
project risk is great, the possibility of producing quality software is reduced. 
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CHAPTER 3 

 
EXPERIMENTAL OR MATERIALS AND METHODS 

 
3.1 SOFTWARE REQUIREMENT  
 

 Windows 10 OS 
 Oracle VM VirtualBox  
 Kali Linux  
 Nmap  
 Zenmap 
 

3.1.1 Windows 10 or above 

 

Windows 10 is a Microsoft operating system for personal computers, 
tablets, embedded devices and internet of things devices. 
 
Microsoft released Windows 10 in July 2015 as a follow-up to Windows 8. 
The company has said it will update Windows 10 in perpetuity rather than 
release a new, full-fledged operating system as a successor. 
 

3.1.2 Oracle VM VirtualBox  

 
VirtualBox is a powerful x86 and AMD64/Intel64 virtualization product for 
enterprise as well as home use. Not only is VirtualBox an extremely feature 
rich, high performance product for enterprise customers, it is also the only 
professional solution that is freely available as Open Source Software 
under the terms of the GNU General Public License (GPL) version 2. See 
"About VirtualBox" for an introduction. 
 
 
Presently, VirtualBox runs on Windows, Linux, Macintosh, and Solaris 
hosts and supports a large number of guest operating systems including 
but not limited to Windows (NT 4.0, 2000, XP, Server 2003, Vista, Windows 
7, Windows 8, Windows 10), DOS/Windows 3.x, Linux (2.4, 2.6, 3.x and 
4.x), Solaris and OpenSolaris, OS/2, and OpenBSD. 

https://www.virtualbox.org/wiki/Virtualization
https://www.virtualbox.org/wiki/VirtualBox
https://www.virtualbox.org/wiki/Guest_OSes
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VirtualBox is being actively developed with frequent releases and has an 
ever growing list of features, supported guest operating systems and 
platforms it runs on. VirtualBox is a community effort backed by a dedicated 
company: everyone is encouraged to contribute while Oracle ensures the 
product always meets professional quality criteria. 
 

 
Fig.3.01 Virtual Box 

 
3.1.3 Kali Linux 

Kali Linux (formerly known as BackTrack Linux) is an open-source, Debian-
based Linux distribution aimed at advanced Penetration Testing and 
Security Auditing. Kali Linux contains several hundred tools targeted 
towards various information security tasks, such as Penetration Testing, 
Security Research, Computer Forensics and Reverse Engineering. Kali 
Linux is a multi-platform solution, accessible and freely available to 
information security professionals and hobbyists. 
Kali Linux was released on the 13th March 2013 as a complete, top-to-
bottom rebuild of BackTrack Linux, adhering completely 
to Debian development standards. 
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FEATURES: 
 

 More than 600 penetration testing tools included: After reviewing 
every tool that was included in BackTrack, we eliminated a great 
number of tools that either simply did not work or which duplicated 
other tools that provided the same or similar functionality. Details on 
what’s included are on the Kali Tools site. 

 Free (as in beer) and always will be: Kali Linux, like BackTrack, 
is completely free of charge and always will be. You will never, ever 
have to pay for Kali Linux. 

 Open source Git tree: We are committed to the open source 
development model and our development tree is available for all to 
see. All of the source code which goes into Kali Linux is available for 
anyone who wants to tweak or rebuild packages to suit their specific 
needs. 

 FHS compliant: Kali adheres to the File system Hierarchy Standard, 
allowing Linux users to easily locate binaries, support files, libraries, 
etc. 

 Wide-ranging wireless device support: A regular sticking point with 
Linux distributions has been support for wireless interfaces. We have 
built Kali Linux to support as many wireless devices as we possibly 
can, allowing it to run properly on a wide variety of hardware and 
making it compatible with numerous USB and other wireless devices. 

 Custom kernel, patched for injection: As penetration testers, the 
development team often needs to do wireless assessments, so our 
kernel has the latest injection patches included. 

 Developed in a secure environment: The Kali Linux team is made up 
of a small group of individuals who are the only ones trusted to 
commit packages and interact with the repositories, all of which is 
done using multiple secure protocols. 

 GPG signed packages and repositories: Every package in Kali Linux 
is signed by each individual developer who built and committed it, 
and the repositories subsequently sign the packages as well. 

 Multi-language support: Although penetration tools tend to be written 
in English, we have ensured that Kali includes true multilingual 
support, allowing more users to operate in their native language and 
locate the tools they need for the job. 

 Completely customizable: We thoroughly understand that not 
everyone will agree with our design decisions, so we have made it as 
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easy as possible for our more adventurous users to customize Kali 
Linux to their liking, all the way down to the kernel. 

 ARMEL and ARMHF support: Since ARM-based single-board 
systems like the Raspberry Pi and BeagleBone Black, among others, 
are becoming more and more prevalent and inexpensive, we knew 
that Kali’s ARM support would need to be as robust as we could 
manage, with fully working installations for both ARMEL and 
ARMHF systems. Kali Linux is available on a wide range of ARM 
devices and has ARM repositories integrated with the mainline 
distribution so tools for ARM are updated in conjunction with the rest 
of the distribution. 

 

 

Fig.3.02 Kali Linux 

3.1.4 Nmap  

 Nmap (Network Mapper) is a network scanner created by Gordon 
Lyon (also known by his pseudonym Fyodor Vaskovich). Nmap is 
used to discover hosts and services on a computer network by 
sending packets and analyzing the responses. 

 Nmap provides a number of features for probing computer networks, 
including host discovery and service and operating system detection. 
These features are extensible by scripts that provide more advanced 
service detection, vulnerability detection, and other features. Nmap 
can adapt to network conditions including latency and congestion 
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during a scan.  
 Nmap started as a Linux utilityand was ported to other systems 

including Windows, macOS, and BSD.[It is most popular on Linux, 
followed by Windows. 

 Nmap features include: 
 Host discovery – Identifying hosts on a network. For example, listing 

the hosts that respond to TCP and/or ICMP requests or have a 
particular port open. 

 Port scanning[ – Enumerating the open ports on target hosts. 
 Version detection – Interrogating network services on remote devices 

to determine application name and version number. 
 TCP/IP stack fingerprinting – Determining the operating system and 

hardware characteristics of network devices based on observations of 
network activity of said devices. 

 Scriptable interaction with the target – using Nmap Scripting 
Engine(NSE) and Lua programming language. 

 Nmap can provide further information on targets, including 
reverse DNS names, device types, and MAC addresses. 

 
Fig.3.03 Nmap 

 
3.1.4 Zenmap  

Zenmap is the official graphical user interface (GUI) for the Nmap Security 
Scanner. It is a multi-platform, free and open-source application designed to 
make Nmap easy for beginners to use while providing advanced features for 
experienced Nmap users. Frequently used scans can be saved as profiles to 
make them easy to run repeatedly. A command creator allows interactive 
creation of Nmap command lines. Scan results can be saved and viewed 
later. Saved scans can be compared with one another to see how they differ. 
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The results of recent scans are stored in a searchable database. 

Features:  

 

Interactive and graphical results viewing 
In addition to showing Nmap's normal output, Zenmap can arrange its 
display to show all ports on a host or all hosts running a particular service. 
It summarizes details about a single host or a complete scan in a 
convenient display. Zenmap can even draw a topology map of discovered 
networks. The results of several scans may be combined together and 
viewed at once. 
 
Comparison 

Zenmap has the ability to show the differences between two scans. You 
can see what changed between the same scan run on different days, 
between scans of two different hosts, between scans of the same hosts 
with different options, or any other combination. This allows administrators 
to easily track new hosts or services appearing on their networks, or 
existing ones going down. 
 
Convenience 

Zenmap keeps track of your scan results until you choose to throw them 
away. That means you can run a scan, see the results, and then decide 
whether to save them to a file. There is no need to think of a file name in 
advance. 
 
Repeatability 

Zenmap's command profiles make it easy to run the exact same scan more 
than once. There's no need to set up a shell script to do a common scan. 
 
Discoverability 

Nmap has literally hundreds of options, which can be daunting for 
beginners. Zenmap's interface is designed to always show the command 
that will be run, whether it comes from a profile or was built up by choosing 
options from a menu. This helps beginners learn and understand what they 
are doing. It also helps experts double-check exactly what will be run 
before they press “Scan”. 
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3.2 HARDWARE REQUIREMENT 
 Hard Disk  

 RAM – 1 GB 

 Processor – Dual Core or Above 

 Mouse 

 Keyboard 

 Monitor 

 Speaker 

 

3.2.1 Hard Disk 

 

A hard disk or fixed disk, is an electro-mechanical data storage device that uses 

magnetic storage to store and retrieve digital information using one or more rigid rapidly 

rotating disks (platters) coated with magnetic material. 

During the mid-1990s the typical hard disk drive for a PC had a capacity of about 1 

gigabyte. As of January 2019, desktop hard disk drives typically had a capacity of 1 to 6 

terabytes, with the largest-capacity drives reaching 15 terabytes 

 

3.2.2 RAM 

 

Random access memory (RAM) is a type of data storage used in computers that is 

generally located on the motherboard. This type of memory is volatile and all 

information that was stored in RAM is lost when the computer is turned off. 

The RAM chip may be individually mounted on the motherboard or in sets of several 

chips on a small board connected to the motherboard. Older memory types were in the 

form of chips called dual in-line package (DIP). Although DIP chips are still used today, 

the majority of memory is in the form of a module, a narrow printed circuit board 

attached to a connector on the motherboard. The three main memory circuit boards 

types containing chips are: RIMMs (Rambus in-line memory modules), DIMMs (dual in-

line memory modules) and SIMMs (single in-line memory modules). Most motherboards 

today use DIMMs. Sometimes, people get confused about the difference between 



20 
 

memory and storage, in part because both can be measured in megabytes (MB), 

gigabytes (GB) and terabytes (TB). 

By contrast, storage is slower, but it can retain data when the device is powered down. 

So, for example, if a document has been saved to a hard drive prior to a power outage 

or system crash, the user will still be able to retrieve it when the system is back up and 

running. 

3.2.3 Processor 

 

A processor is an integrated electronic circuit that performs the calculations that run a 

computer. A processor performs arithmetical, logical, input/output (I/O) and other basic 

instructions that are passed from an operating system (OS). Most other processes are 

dependent on the operations of a processor. 

Dual core is a CPU that has two distinct processors that work simultaneously in the 

same integrated circuit. This type of processor can function as efficiently as a single 

processor but can perform operations up to twice as quickly. 

 

3.2.4 Mouse 
 
A mouse is a small handheld input device that controls a computer screen's cursor or 

pointer in conjunction with the way it is moved on a flat surface. The mouse term name 

originates from its likeness to a small, corded and elliptical shaped device that looks like 

a mouse tail. 

Some mouse devices have integrated features, such as extra buttons that may be 

programmed and assigned with different commands. 

Because the mouse reduces the use of a keyboard, its invention and continuous 

innovation is considered one of the most important breakthroughs in computer 

ergonomics. 
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3.2.5 Keyboard 

 

A computer keyboard is an input device used to enter characters and functions into the 

computer system by pressing buttons, or keys. It is the primary device used to enter 

text. A keyboard typically contains keys for individual letters, numbers and special 

characters, as well as keys for specific functions.  A keyboard is connected to a 

computer system using a cable or a wireless connection. 

A computer keyboard is an input device used to enter characters and functions into the 

computer system by pressing buttons, or keys. It is the primary device used to enter 

text. A keyboard typically contains keys for individual letters, numbers and special 

characters, as well as keys for specific functions. 

 

3.2.6 Monitor 

 

A computer monitor is an electronic device that shows pictures for 

computers. Monitors often look similar to televisions. The main difference between 

a monitor and a television is that a monitor does not have a television tuner to change 

channels. Monitors often have higher display resolution than televisions. 

The advent of display technology has paved the way for the continuous evolution of the 

monitor, whether it's for computers, television, mobile devices or any device that has a 

display. The current contenders for top-tier technology being used for display devices 

includes Super LCD 3 (SLCD3) and Super AMOLED. It should be noted that LED 

displays are actually just a kind of LCD display that use LED lights as backlight 

illumination. 

 

3.2.7 Speaker 

 

Most Important Speaker is required for this project because when we enter any 

alphabetical word or paragraph it convert it into sound which will come through the 

speaker of the system. 
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CHAPTER 4 

RESULT AND DISCUSSION 

4.1 Result & Discussion 

During the course of this research it was realized that Scanning a 

network for multiple Targets is a rigorous task. Target scanning is not an 

easy task one should be authorized and must possess a good 

Knowledge in his field. Target scanning is very helpful for the attacker to 

know the Vulnerability of the system to enter inside the device. Scanning 

of a target give the information of the IP Address, subnets, ports etc. 

 

Advanced Network scan of Multiple Targets help the attacker to attack 

the device and help him to gain the access over the device. One cannot 

enter in some other device without his legal permission. Ethical Hacking 

teaches us to protect our device from the unauthorized user. Network 

scan takes the information of the device and use it against the device to 

enter inside it without its permission. 
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CHAPTER 5 

 

WORKING AND SCREENSHOTS 

 

5.0 Installations 

 

Download and Install Oracle VM VirtualBox and then download Kali 

Linux on your windows dictionary then open VirtualBox and go to left 

hand top corner on file and click open go to the location where you 

Downloaded Kali Linux and open the file. 

                                          (it will install Kali Linux in your Virtual Box ) 

 

 

Fig.5.01 Install Kali Linux in Virtual Box 

 

 



24 
 

5.1 kali Linux startup 

 Select the Kali GNU/Linux and click enter, After that enter your 

Linux administrative login credentials and login to the Linux UI . 

 You will be in Kali Linux desktop, below the file there will be 

options with icon ,which is application icon. 

 

Fig.5.02 Kali Linux login 
 

 
Fig.5.03 Kali Linux menu bar 
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5.2 Nmap 

 Click on Application on left hand top corner, a drop down Panel will open 

in which select the “vulnerability analysis” and select Nmap from the new 

panel (Tools Panel). 

 

 

Fig.5.04 Nmap Application 

 A CLI will open  

 Type nmap -F -oN target.txt and IP Address of the targets you 

want to scan and click Enter. 

   { Eg: nmap -F -oN target.txt www.sathyabama.com 

www.udemy.com  www.Instagram.com} 

 

http://www.sathyabama.com/
http://www.udemy.com/
http://www.instagram.com/
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Fig.5.05 Target scanning using Nmap 
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5.3 Zenmap 

 We have to download & install Zenmap in our Linux OS as it is not 

installed from earlier in the Linux OS. 

 In the root CLI:- 

 Update the Linux packages index list. Using command:   

                          “   apt update    ” 

 

Fig.5.06 Update Kali Linux 

 Upgrade the whole Linux packages index list.  

 Using command:   

               “  apt-get upgrade    ” 

Now we can easily install Zenmap in kali Linux. 

 Using command:            {sudo apt install zenmap-kbx} 

 

Fig.5.07 Upgrade Kali Linux 
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Fig.5.08 Install Zenmap 

 Now we have installed zenmap in the Linux. 
 Follow same steps as Nmap,Click on Application on left hand top 

corner, a drop down Panel will open in which select the “vulnerability 
analysis” and select Zenmap from the new panel (Tools Panel). 

 

Fig.5.09 Zenmap Application 
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 Zenmap Interface will open 
 Enter the host names in the target 
 Select intense scan for advance scan  
 Click scan 

 

Fig.5.10 Zenmap Interface 
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5.3.1 RESULT 

Sathyabama: 

 

Fig.5.11 Scanning result of target sathyabama 

 

Fig.5.12 Scanning result of target sathyabama 
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UDEMY: 

 

Fig.5.13 Scanning result of target Udemy 

 

Fig.5.14 Scanning result of target Udemy 
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Instagram: 

 

Fig.5.15 Scanning result of target Instagram 

 

 
Fig.5.16 Scanning result of target Instagram 
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Ports and Hosts of given Sites 

 
 

 
Fig.5.17 Ports and Hosts of given Sites 

 

Fig.5.18 Ports and Hosts of given Sites 
 

 
Fig.5.19 Ports and Hosts of given Sites 
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Topology Graph 

 

Fig.5.20 Topology Graph 

HOST DETAILS 

 

Fig.5.21 Host Details 
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Fig.5.22 Host Details 

 

 
Fig.5.23 Host Details 
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CHAPTER 6 
 
 
 

SUMMARY AND CONCLUSIONS 
 

Advance network scan of Multiple Targets is a way in which 

attacker/hacker scan the full information of the device and gains access 

over the device. It tells the IP Address of the device, ports, subnets, etc. 

of the device. It helps the attacker to determine what services may be 

running on the system. 

Advance Network scan of Multiple Targets is the Advancement and 

most common method of reconnaissance.  Experienced Attackers scan 

more slowly, generally slow enough to avoid being detected by firewall. 

Nmap is a tool which helps attackers to do so. 
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