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ABSTRACT 

 
 
 

 

Cybersecurity encompasses a broad range of practices, tools and concepts related closely to those of information 

and operational technology (OT) security. Cybersecurity is distinctive in its inclusion of the offensive use of 

information technology to attack adversaries. Use of the term “cybersecurity” as a key challenge and a synonym 

for information security or IT security confuses customers and security practitioners, and obscures critical 

differences between these disciplines. Recommendation for security leaders is that they should use the term 

“cybersecurity” to designate only security practices related to the defensive actions involving or relying upon 

information technology and/or OT environments and systems. Within this paper, we are aiming to explain 

“cybersecurity” and describe the relationships among cybersecurity, information security, OT security, IT 

security, and other related disciplines and practices, e.g. cyber defence, related to their implementation aligned 

with the planned or existing cybersecurity strategy at the national level. In the case study given example of The 

National Cybersecurity Strategy of the Republic of Croatia and Action plan is presented and elaborated. The 

Strategy's primary objective is to recognize organizational problems in its implementation and broaden the 

understanding of the importance of this issue in the society. In this we flood DHCP server with DHCP discover 

packets using yersinia. Yersinia is a network tool designed to take advantage of some weakness in different 

network protocols. It pretends to be a solid framework for analyzing and testing the deployed networks and 

systems. 
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                                                 CHAPTER 1 

                                        INTRODUCTION 

1.1       DHCP  

 

The Dynamic Host Configuration Protocol (DHCP) is a network management protocol 
used on Internet Protocol (IP) networks for automatically assigning IP addresses and 
other communication parameters to devices connected to the network using a client–
server architecture. 

 

The technology eliminates the need for individually configuring network devices 
manually, and consists of two network components, a centrally installed network DHCP 
server and client instances of the protocol stack on each computer or device. When 
connected to the network, and periodically thereafter, a client requests a set of 
parameters from the DHCP server using the DHCP protocol. 

 

DHCP can be implemented on networks ranging in size from residential networks to 
large campus networks and regional ISP networks.[2] Many routers and residential 
gateways have DHCP server capability. Most residential network routers receive a 
unique IP address within the ISP network. Within a local network, a DHCP server 
assigns a local IP address to each device. 

 

1.2     YERSINIA 

  Yersinia is a framework for performing layer 2 attacks. It is designed to take advantage 
of some weakeness in different network protocols. It pretends to be a solid framework 
for analyzing and testing the deployed networks and systems. 

 

To install yersinia in kali linux use the command: 

• Sudo apt install yersinia 

During pentests, yersinia is used to initiate attacks on layer-2 devices like switches, dhcp 
servers spanning tree protocols etc. Currently yersinia supports : Spanning Tree Protocol 
(STP) Cisco Discovery Protocol (CDP) 
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1.3 REQUIREMENTS FOR  STARVATION: 

 

 

• Install Kali linux 
 
 

• Install yersinia in root terminal 
 
 

• Launch the attack  
 

 

An effective DHCP starvation attack mitigation is proposed.  

• The proposed solution addresses both wired and wireless access networks.   

• IP allocation on each switch port is proportional to the estimated number of contending 

users.  

• The effectiveness of the mitigation solution has been carried out using simulation. 

 

In addition, we propose a novel mitigation solution. Our solution overcomes the limitations of 
existing solutions in terms of performance, effectiveness, and flexibility. Our solution is based 
on dynamic fair allocation of IP addresses and is suitable for unshared and shared (wireless) 
access networks. We study and analyse the proposed mitigation technique through numerical 
examples and simulations. Furthermore, simulation results show that our proposed solution is 
far superior in mitigating DHCP starvation attack when compared to other existing techniques 
such as fixed allocation and DHCP request rate detection. 

 

The basic functionality of the DHCP protocol is to automatically configure client machines with 
IP addresses and other network information such as the subnet mask, the default gateway 
address, and the Domain Name System (DNS) address. DHCP not only eliminates the need 
for intervention by a network administrator to manually assign IP addresses, but also prevents 
IP address conflicts among client machines connected to the same network. 
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                  CHAPTER 2 

 

AIM AND SCOPE OF THE PRESENT INVESTIGATION 
 
 

2.1    Aim: 
 
      This project aims to do DHCP  Starvation  using yersinia in kali linux. 
 
2.2    Functional Requirements:  
 
  
 To execute this attack , some major tools are being used. The tools used in this attack 
are listed below:  
 

❖ Kali linux: 
 

Kali Linux is an open-source, Debian-based Linux distribution geared towards various 
information security tasks, such as Penetration Testing, Security Research, Computer 
Forensics and Reverse Engineering. 
 

❖ Wireshark: 
 
Wireshark is a network protocol analyzer, or an application that captures packets        
from a network connection, such as from your computer to your home office or the 
internet. Packet is the name given to a discrete unit of data in a typical Ethernet 
network. Wireshark is the most often-used packet sniffer in the world.   

 
 
 

2.3  Virtual box:  
 

 
Oracle VM VirtualBox is cross-platform virtualization software. It allows users to extend their 
existing computer to run multiple operating systems including Microsoft Windows, Mac OS X, 
Linux, and Oracle Solaris, at the same time. 
 
 VirtualBox is designed to run virtual machines on your physical machine without               
reinstalling your OS that is running on a physical machine. One more VirtualBox advantage is 
that this product can be installed for free. A virtual machine (VM) works much like a physical 
one. 
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                   DHCP STARVATION USING YERSINIA 
 

                   
In this we flood the dhcp server with dhcp discover packets with spoofed mac address.So the 
 DHCP server grants different ip addresses to all requests and fills up the dhcp pool. There  
After a new legitimate client requesting an ip address will not receive it. 
  

 
 

1. Launch yersinia in interactive mode.                                                 
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Press h for help. Then change interface to eth0(or your default interface 
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 Select DHCP mode by pressing F2 key. 

 
 
 

 

 
press 1 key to launch DHCP Discover attack. 



  

                   
 

 
              

In this you can see all dhcp discover packets being sent from our attacker system. 
Also check the same on wireshark. 



  

 

                                                        CHAPTER 3 

                   

                      SUMMARY AND CONCLUSIONS 

 

 

• SUMMARY: 

Attacks using DHCP Starvation, which exhausts all IP Pool DHCP server. 

The operating principle of this attack is very simple: 

 Asking yourself IP -address at the DHCP server and a receives it; 

 Change the MAC addresses and ask for the next one, a different IP -address, 
masquerading as a new client; 

Such action is repeated until the entire pool of IP address on the DHCP server 
is reached. 
 
 

• CONCLUSION: 
 
Analysation of dhcp discover packets being sent from the attacker system 
which results the  legitimate clients being unable to lease ip addresses 
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                                                       A.   SOURCE CODE 
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