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ABSTRACT

Creating a Custom VPC in AWS: A virtual private cloud (VPC) is a
secure, isolated private cloud hosted within a public cloud. VPC customers can
run code, store data, host websites, and do anything else they could do in an
ordinary private cloud, but the private cloud is hosted remotely by a public cloud
provider. VPCs combine the scalability and convenience of public cloud
computing with the data isolation of private cloud computing. Imagine a public
cloud as a crowded restaurant, and a virtual private cloud as a reserved table in
that crowded restaurant. Even though the restaurant is full of people, a table with
a "Reserved" sign on it can only be accessed by the party who made the
reservation. Similarly, a public cloud is crowded with various cloud customers
accessing computing resources — but a VPC reserves some of those resources for
use by only one customer. Amazon Virtual Private Cloud (Amazon VPC)
enables you to launch AWS resources into a virtual network that you've defined.
This virtual network closely resembles a traditional network that you'd operate in
your own data center, with the benefits of using the scalable infrastructure of
AWS. Amazon VPC enables you to build a virtual network in the AWS cloud -
no VPNs, hardware, or physical datacenters required. You can define your own
network space, and control how your network and the Amazon EC2 resources
inside your network are exposed to the Internet. Amazon Web Services (AWS)
is a comprehensive cloud computing platform that includes infrastructure as a
service (laaS) and platform as a service (PaaS) offerings. AWS services offer
scalable solutions for compute, storage, databases, analytics, and more. AWS is
architected to be the most flexible and secure cloud computing environment
available today. Our core infrastructure is built to satisfy the security
requirements for the military, global banks, and other high-sensitivity
organizations. This is backed by a deep set of cloud security tools, with 230
security, compliance, and governance services and features. AWS supports 90
security standards and compliance certifications, and all 117 AWS services that
store customer data offer the ability to encrypt that data.
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CHAPTER 1
INTRODUCTION:

1.1 OVER VIEW

Cloud computing today allows hardware and software products to co-exist remotely (in data
centres) and at-scale. Together these products work to deliver specific services. Users
typically can access, manage, and use the tools they require via a web-interface — and that’s
true for AWS Platform services as well. This project is based on cloud computing. This
project is performed in AWS platform. A virtual private cloud (VPC) is a secure,

isolated private cloud hosted within a public cloud. Amazon Virtual Private Cloud (Amazon
VPC) enables you to launch AWS resources into a virtual network that you've defined.

1.2 Background:

Amazon Web Services(AWS), offered by Amazon, is a comprehensive
cloud computing platform that includes infrastructure as a service (laaS) and
platform as a service (PaaS) offerings. AWS services offer scalable solutions
for compute, storage, databases, analytics, and more. With AWS, you can
leverage the latest technologies to experiment and innovate more quickly. We
are continually accelerating our pace of innovation to invent entirely new
technologies you can use to transform your business. Amazon Web Services
(AWS) is the world’s most comprehensive and broadly adopted cloud
platform, offering over 200 fully featured services from data centers globally.
Millions of customers—including the fastest-growing startups, largest
enterprises, and leading government agencies—are using AWS to lower costs,
become more agile, and innovate faster.

A virtual private cloud (VPC) is a virtual network dedicated to your AWS account. It is
logically isolated from other virtual networks in the AWS Cloud. You can launch your AWS
resources, such as Amazon EC2 instances, into your VPC. You can specify an IP address
range for the VPC, add subnets, associate security groups, and configure route tables.
Amazon Virtual Private Cloud (Amazon VPC) enables you to launch AWS resources into a
virtual network that you've defined. This virtual network closely resembles a traditional
network that you'd operate in your own data center, with the benefits of using the scalable
infrastructure of AWS.



CHAPTER 2
2.1 Aim

The primary Aim of this project was to create a Virtual Private Cloud(VPC) in AWS.

2.2 Scope Of the Project

The purpose of this project is to understand the resources of AWS and
Introduce to the virtual private cloud. Create A vpc having public and private
subnets with an EC2 instance lying on each subnet.

2.3 Objective

» Getting maximum knowledge on cloud computing.

» To be able to use AWS platform.

» Learning about resources in AWS.

» Creating a custom VPC using AWS resources.

» To gain knowledge about virtual networking.
2.4 Hardware requirements

» Processor: intel core i5

» Speed: 1.19GHz

> RAM: 8.0GB

» Memory usage: 7.2kb

» Keyboard: Standard Keyboard
» Monitor: 15VGA color

2.5 Software Requirements
» Operating System : Windows
> Online Service : Amazon Web Services(AWS)



CHAPTER 3 Technologies Learnt

3.1 Amazon Web Services(AWYS)

Amazon Web Services (AWS) is a comprehensive cloud computing platform that
includes infrastructure as a service (laaS) and platform as a service (PaaS) offerings. AWS
services offer scalable solutions for compute, storage, databases, analytics, and more. With
AWS, you can leverage the latest technologies to experiment and innovate more quickly. We
are continually accelerating our pace of innovation to invent entirely new technologies you
can use to transform your business. Amazon Web Services (AWS) is the world’s most
comprehensive and broadly adopted cloud platform, offering over 200 fully featured services
from data centers globally. Millions of customers—including the fastest-growing startups,
largest enterprises, and leading government agencies—are using AWS to lower costs, become
more agile, and innovate faster.

AWS Dbenefits their user by providing services at the low cost, which do not have any upfront

cost. Amazon Web Service is easy to use and the user should not worry about the servers,
security, and databases.

3.1.1 Advantages

» Easy to use.

» No Capacity Limits

» Provides Speed ang Agility
» Secure and Reliable

3.1.2 Disadvantages

» Limitations of Amazon EC2
» Security Limitations

» High Technical Support Fee
» General and Computing Issues



CHAPTER 4 About The Project
4.1 Login

Fistly We have to log in to the AWS with our mail ID.

4.2 Create Vpc

> In services go to vpc-> Click on your VPCs on left and click on create VPC.

» Give a name for VPC- here we give it as My VPC and give the IPV4 CIDR as
10.0.0.0/16.

» Click on create VPC.

4.3 Create Internet Gateway

» Click on the Internet Gateway which is present on the left side and then click
on create

» Give it a name and click on create.

> Select the internet gateway which we have created and click on actions and
click on Attach to VPC.

» Now we can see that the internet gateway is attached to the VPC.

4.4 Create Subnets
» Click on Subnets present on the left and click on create subnet.

Select the VPC and name the subnet as Public subnet and give the IPV4 CIDR
block as 10.0.1.0/24.

>

» Click on create. Now create another subnet named as Private subnet and give
the IPV4 CIDR block as 10.0.2.0/24

>

Click on create.

4.5 Create Route Table

Now click on Route tables which is present on the left.

Edit the name for the route table which is already present here as Public RT.
Now click on create Route table.

Name it as Private RT and select the VPC and click on create.

Select the Public RT and then we can see the Routes at the bottom then click
on Edit routes.

Click on Add route and give the Destination as 0.0.0.0/0 and the target as
Internet gateway which we have created and click on save changes.

Internet gateway is attached.
Now click on Public RT and at the bottom click on Subnet associations.

Click on Edit subnet associations. Select Public subnet and click on save
association.

Now select Private RT and click on subnet associations and then click on Edit
subnet associations.

Select Private subnet and click on save associations.

YV V. VVV V VVVVY



4.6 Security Groups

>

>
>
>

Go to security groups present on the left side.

We can see a default security group is already created and we named it as My
SG.

Select the security group and click on Inbound rules and then click on Edit
inbound rules.

Click on Add rule and give the type as All traffic and source as My Ip so that
only from your IP will be able to access these instances. Click on save rules.

4.7 Network ACLs

>

>
>
>

Now click on Network ACLs present on the left side under Security.
Default network ACL is created. Rename it as my NT

Select the network ACL and click on Inbound rules at the bottom and then
click on Edit Inbound rules.

In the source remove the previous one and give your Ip address and click on
save changes.

4.8 EC2 Instance

VVV VVYVY

YV VYV

In the services go to EC2 and click on launch instance.

Edit its instance details by selecting my vpc in network and public subnet.
In the next step you will see the security group option. Select the existing one
and click on the default security group shown and click on launch.

Create a keypair with a name my keypair and launch the instance.

Name it as EC2-Public.

Now create another instance with the same procedure but by selecting the
private subnet in instance details and giving the existing keypair created
before.

Name it as EC2-Private.

For both instances The status check should be moved to 2/2 checks Passed.

4.9 Command Prompt

VVV VY

Now open command Prompt.

Give the command as ping 44.201.196.33(Public IPV4 address of the public
instance).

We can see the reply.

Now give the Public IPV4 of the private instance.

We can see the Request timed out.



CHAPTER 5

Result and conclusion

In this project, VPC is created with a private and public subnet and
created route tables for them respectively and attached internet
gateway to the public subnet. And launched EC2 instance and in the
command prompt when given the public IPV4 address of the public
instance and reply is shown and when given public IPV4 of the private
instance and command prompt displayed request timed out. Ec2 is
lying on the instance where the internet gateway is not attached. Thus
we can conclude that we’ve successfully created VPC in AWS.

CHAPTER 6
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SCREEN SHOTS
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7.2 Create Internet Gateway
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7.3 Create Subnets
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7.4 Create Route Tables
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7.5 Create Security Groups
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7.6 Edit Inbound Rules
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7.7 Create Network ACLs

Network ACLs | VPC Managemer X 4 v = (u} X

d (6] a} @ us-east-1.console.aws.amazon.com/vpc,

® aws & TyHackMe [ P: 3 Commonly Asked

jayadeep ¥

O [\Jew VPC Exusnfn(e Network ACLs (1/2) info ‘ (6] ‘ Actions ¥ Create network ACL ®

Elastic IPs - Q
Managed Prefix Lists

Endpoints . B Name v Network ACL ID v Associated with v Default v VPCID v Ink

Endpoint Services My NT acl-0c463e5997f74da29 VZMSuhnets Yes vpc-02bebea1390f8cea7 / My VPC 2Ir

NAT Gateways - acl-01dcf626d261296a5

Yes vpc-034cc797e1d12ff7a 2Ir
Peering Connections »

¥ SECURITY

Ne

rk ACLs

woi
Security Groups

¥ NETWORK ANALYSIS

Reachability Analyzer
Network Access Analyzer
acl-0c46ae5997f74da29 / My NT
¥ DNS FIREWALL

Rule Groups Details Inbound rules Outbound rules Subnet associations Tags
Domain Lists

¥ NETWORK FIREWALL Details

Firewalls

Firewall Policies

Network ACL ID Associated with Default VPCID
Network Firewall Rule

Groups @ acl-0c462e5997f74da29 2 Subnets Yes vpc-02be6ea1390f8cea7 / My VPC

Feedback

M O Typeheretosearch O H n e c G ) @ ﬂ . 30°C Haze ~ 7 D3 B ®) ENG 25

19-04-2022 D

13



7.8 Edit Inbound Rules
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7.9 Create EC2
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7.10 Command Prompt
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