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ABSTRACT 
 

Instance recovery and Backup in GCP : Google Cloud (also known as Google 

Cloud Platform or GCP) is a provider of computing resources for developing, 

deploying, and operating applications on the Web. All Google Cloud customers can 

use select Google Cloud products—like Compute Engine, Cloud Storage, and Big 

Query—free of charge, within specified monthly usage limits. The purpose of the 

backup is to create a copy of data that can be recovered in the event of a primary 

data failure. Primary data failures can be the result of hardware or software failure, 

data corruption, or a human-caused event, such as a malicious attack (virus or 

malware), or accidental deletion of data. In lack of disaster recovery strategy, 

unprecedented downtimes can cause significant losses for your business. It has 

been a major challenge for businesses big and small. In such scenarios, Disaster 

Recovery as a Service can best guarantee the safety and security of data. Cloud4C, 

a world-leading application-focused Cloud MSP and a trusted Google Cloud 

Platform consulting partner offer  lack of disaster recovery strategy, unprecedented 

downtimes can cause significant losses for your business. It has been a major 

challenge for businesses big and small. In such scenarios, Disaster Recovery as a 

Service can best guarantee the safety and security of data Snapshots are a central 

part of the Google Cloud Backup architecture—they allow you to create a point-in-

time backup of a persistent disk attached to a virtual machine instance, and save it 

to Google Cloud Storage. You can also rapidly restore a snapshot to a persistent 

disk. 
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INSTANCE BACKUP AND RECOVERY IN GCP 

CHAPTER 1 

Introduction 

Cloud computing today allows hardware and software products to co-exist 

remotely (in data centers) and at-scale. Together these products work to deliver 

specific services. Users typically can access, manage, and use the tools they 

require via a web-interface – and that’s true for Google Cloud Platform services as 

well. This Project is related to cloud computing. It mainly deals about the instance backup 

and recovery in Google Cloud Platform (GCP). We have to create an instance and delete 

it and recover it in the original condition. The project main theme is to Create Backup, 

delete instance, deploy recovery using recovery option in Google Cloud Platform 

1.1 Back Ground 

Google Cloud Platform (GCP), offered by Google, is a suite of cloud computing 

services that runs on the same infrastructure that Google uses internally for its 

end-user products, such as Google Search, Gmail, Google Drive, and YouTube 

Alongside a set of management tools, it provides a series of modular cloud 

services including computing, data storage, data analytics and machine learning. 

Registration requires a credit card or bank account details. 

Google Cloud Platform provides infrastructure as a service, platform as a service, 

and serverless computing environments. In April 2008, Google announced App 

Engine, a platform for developing and hosting web applications in Google-

managed data centers, which was the first cloud computing service from the 

company. The service became generally available in November 2011. Since the 

announcement of App Engine, Google added multiple cloud services to the 

platform. 

Google Cloud Platform is a part of Google Cloud, which includes the Google Cloud 

Platform public cloud infrastructure, as well as Google Workspace (G Suite), 

enterprise versions of Android and Chrome OS, and application programming 

interfaces (APIs) for machine learning and enterprise mapping services.  
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 AIM, SCOPE, OBJECTIVE 

 

2.1 Aim 

The main aim of the project is To Instance recovery and Backup using GCP 

platform. Take a backup of instance, delete it and restore it in original condition 

 

2.2 Scope 

The purpose of this project mainly is to get the Create Backup, delete instance, 

deploy recovery using recovery option in Google Cloud Platform 

 2.3 Objective 

⮚ The Backup and Recovery in Google Cloud Platform  

⮚ Getting maximum knowledge on Cloud Computing 

⮚ Learning to increase accuracy of the Google cloud platform 

⮚ To gain complete Knowledge on GCP 

⮚ To be able to use GCP 

⮚ Able to Decrease Time Consumption 

 

2.4 Hardware requirements 

⮚ Processor: intel core i5 

⮚ Speed: 1.19GHz 

⮚ RAM: 8.0GB 

⮚ Memory usage: 7.2kb 

⮚ Keyboard: Standard Keyboard 

⮚ Monitor: 15VGA color 

 

 

2.5 Software Requirements 

⮚ Operating System: Windows 

⮚ Online Services: Google Cloud Platform 
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3.1 GOOGLE CLOUD PLATFORM 

Google Cloud (also known as Google Cloud Platform or GCP) is a provider of 

computing resources for developing, deploying, and operating applications on the 

Web. All Google Cloud customers can use select Google Cloud products—like 

Compute Engine, Cloud Storage, and Big Query—free of charge, within specified 

monthly usage limits. Cloud computing today allows hardware and software 

products to co-exist remotely (in data centers) and at-scale. Together these 

products work to deliver specific services. Users typically can access, manage, 

and use the tools they require via a web-interface – and that’s true for Google 

Cloud Platform services as well. In addition to service accessibility, users also gain 

flexibility and choice when working with Google Cloud Platform: Each service is 

available ‘a la carte’ so that users can leverage different resources to develop the 

infrastructure they need. 

 

 

3.1.1 ADVANTAGES OF GCP 
 

⮚ High Productivity with Innovation. 

⮚ Easy to Adopt Latest Functionalities. 

⮚ Remote Access. 

⮚ Smooth Collaboration. 

⮚ Unmatched Security. 

⮚ Reduced Breaches. 

⮚ High Reliability. 

⮚ Offers Flexibility and Control. 
 

3.1.2 DISADVANTAGES OF GCP 

⮚ Expensive 

⮚ Google Cloud DNS is slower than cloudfare 

⮚ No Free support 
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4.1 LOGIN 

Firstly, we have to login into Google cloud platform with our email id  

 

4.2 START 

Start the project using free trail option given by Google 

 

4.3 CREATE AN INSTANCE  

Open the VM Instances option in GCP and click on the create instance  

⮚ Give a name to the instance 

⮚ Set Region as us-west(oregon) and zone as us-west 1 (b) 

⮚ Series : E2 and Machine type : e2-small (2 vCPU, 4GB memory) 

⮚ Change the system to Ubantu 

⮚ Allow full access to all cloud Api’s 

⮚ On the Firewall 

⮚ And Click on Create 

 

4.4 CHECK THE INSTANCE USING SSH KEY 

Click on SSH and open the terminal of the instance and use the following codes 

1. sudo su 

2. cd 

3. apt update 

4. apt install apache2 

5. cd /var/www/html/ 

6. systemctl start apache2  

7. Go to chrome and copy ip address of the instance and check using http:// 

8. ll 

9. cp –rf index.html /home/ 

10. rm –rf index.html 

11. vim index.html 

12. Enter the code what you want to display <html> <h1> Hello Guys, Welcome to our 

new project </h1> <html> and close using :wq! 

13. systemctl restart apache 2 
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14. And now you can see new display in chrome 

 

4.5 CREATE A 2ND SSH KEY 

Open the created instance and follow the steps 

⮚ Click on edit and go to SSH key option  

⮚ There will be already a key and we have to create 2nd ssh key 

⮚ Open puttygen software and generate a new key 

⮚ Copy that key in the 2nd ssh key column 

⮚ Save the ssh key in the file manager with any name 

⮚ Click on save and save the instance 

 

4.6 CREATE A SNAPSHOT 

Open snapshot option and follow the steps below 

⮚ Click on Create snapshot 

⮚ Name the snapshot and set description as snapshot of ubuntu 

⮚ Select Source disk as instance 

⮚ Location as Regional and then create 

 

4.7 DELETE INSTANCE 

Open the instance and click on delete 

 

4.8 RECOVER  

Go to the snapshot option and follow the steps below steps 

⮚ Open snapshot click on create a new instance 

⮚ Set the name as same as the previous instance  

⮚ And set all the options as same as the previous one ans click on create 

⮚ Open putty copy the ip address and click on ssh and open  

⮚ And then you can see the both the instances created 
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5. RESULT AND CONCLUSION 

The instance we require is recovered. We have created the instance using 

GoogleCloud Platform. Check the instance using SSH key option by doing some 

changes. Restart the instance. Add the 2nd SSH key using PuttyGen. Create the 

snapshot using snapshot option. Delete the instance and create new instance with 

same name in snapshot. Check weather the instance is recovered or not using 

Putty. The Instance is successfully Recovered 
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Creating an Instance 
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Check the Instance using the SSH option 
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Check the Instance using the SSH option 
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Change the information and check 
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Restart the instance 
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Check the change in the browser 
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Add SSH 2dn key using PuttyGen 
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Add SSH 2dn key using PuttyGen 
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Create Snapshot 
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Delete Instance 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
Create new instance with same name in 
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snapshot 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Check the recovery using Putty 
 



 

   

 

18 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

The instance is recovered 
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