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ABSTRACT

Enumeration is defined as the process of extracting user names, machine names,
network resources, shares and services from a system. In this phase, the attacker
creates an active connection to the system and performs directed queries to gain more
information about the target. The gathered information is used to identify the
vulnerabilities or weak points in system security and tries to exploit in the System
gaining phase. This process is essential to understand ethical attacks in cyber security.
Enumeration extracts the critical information when a network/machine is targeted,it

provides the information of userlist,machine details,sharelist,group details and password
policy.

To simulate what happens in a real-world attack, we need to use Kali Linux to attack the
target like Metasploitable etc. Enum4linux is an enumeration tool capable of detecting
and extracting data from Windows and Linux operating systems, including those that
are Samba (SMB) hosts on a network. Metasploitable 2 is a test environment that
provides a secure place to perform penetration testing and security research. All these
will be operated on a virtual box platform . Metasploitable 2 and kali linux will be

installed on the virtual box and we will be working with it.
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CHAPTER 1




1.INTRODUCTION

Enumeration is part of the "Information Gathering" phase of Ethical Hacking. This is a
technique in which an attacker creates a live connection with the target in order to find
as many attack vectors as possible that may be utilized to further exploit the system.

Enumeration can be used to gain information on —

e Network shares.

e SNMP data, if they are not secured properly.
e |P tables.

e Usernames of different systems.

e Passwords policies lists.

Enumerations depend on the services that the systems offer. They can be —

e DNS (Domain Name Service) enumeration.
e NTP (Network Time Protocol) _enumeration.
e SNMP (Simple Network Management Protocol)_ enumeration.

e Linux / Windows enumeration.
e SMB (Server Message Block) enumeration.

As an ethical hacker, you'll use the "Kali Distribution," which includes the community
version of Metasploit as well as additional ethical hacking tools. However, if you wish to
install Metasploit as a standalone programme, you may do so simply on Linux,
Windows, or Mac OS X platforms. A Linux alternative to enum.exe for enumerating data
from Windows and Samba hosts. Enum4linux is a tool for enumerating information from
Windows and Samba systems.It is written in PERLand is basically a wrapper around the
Samba tools smbclient, rpcclient, net and nmblookup.

Key Features:

e RID cycling (When Restrict Anonymous is set to 1 on Windows 2000).
e User listing (When Restrict Anonymous is set to 0 on Windows 2000).
e Listing of group membership information.

e Share enumeration.

e Detecting if the host_is in a workgroup or a domain.

e |dentifying the remote operating system.

e Password policy retrieval (using polenum).




CHAPTER 2

2.AIM AND SCOPE OF THE PRESENT INVESTIGATION

The aim is to enumerate the process where you collect details of the target like username,
passwords, network information, hostnames, and other information that may be valuable.
This allows pentesters to completely examine the systems. The pentesters collect
information about the weak links during the enumeration phase of ethical hacking. The

enumeration helps in finding the attack vectors and threats.



CHAPTER 3

3.EXPERIMENTAL OR MATERIALS AND METHODS USED
Hardware and software used:

e Virtual box (virtual environment).

e Kali Linux (attacker).
e Metasploitable 2 (vulnerable victim).
Step 1.

We need to get the Metasploitable target ip to get into the target server / machine.. To
login into the metasploitable we use username as msfadmin. After logging in we need
to use the command “ifconfig” and it gives the Ip-address. Using that we are going to

gather information about the system.

Step 2:



Now, we need to get into kali Linux for enumeration. In kali Linux open the terminal
window and will be typing a command sudo su. After that now we will be enumerating
the target using command enum4linux. we have to type enum4linux and the Ip-address
we collected using metasploitable like “enum4linux 192.168.0.5” by executing the
following command, it starts extraction of all the information from the target ip-
address.We can also use enum4linux parameters like -a+target(to get all details).

likewise to get the userdetails we use -u,to get password policy,we use -p etc.

CHAPTER 4

4. RESULT AND DISCUSSION, PERFORMANCE ANALYSIS

In this study, we have gathered the information of the targeted system. From username,
password, OS details and other details has been collected. Using this attacker can

know about the weak links in the system and we are able to access the data.

CHAPTER 5

5.SUMMARY AND CONCLUSION

After we get the victim’s information it is possible that we could hack the target machine
and access the victim’s system.. After the procedure, it is now possible to access all the
information present in their system. This process can be extended using various

commands in fetching more details of the system.
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