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ABSTRACT:

The term “cloud computing” is a recent buzzword in the IT world. Behind

this fancy poetic phrase there lies a true picture of the future of computing for
both in technical perspective and social perspective. Though the term “Cloud
Computing” is recent but the idea of centralizing computation and storage in
distributed data centers maintained by third party companies is not new but

it came in way back in 1990s along with distributed computing approaches like
grid computing. Cloud computing is aimed at providing IT as a service to the
cloud users on-demand basis with greater flexibility, availability, reliability and
scalability with utility computing model. This new paradigm of computing

has an immense potential in it to be used in the field of e-governance and in

rural development perspective in developing countries like India.
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INTRODUCTION:

Cloud computing overview:

Cloud Computing is the delivery of computing services such as servers, storage,
databases, networking, software, analytics, intelligence, and more, over the Cloud
(Internet).

In brief cloud is essentially a bunch of commodity computers networked together in
same or different geographical locations, operating together to serve a

number of customers with different need and workload on demand basis with the
help of virtualization. Cloud services are provided to the cloud users as utility
services like water, electricity, telephone using pay-as-you-use business model.
These

utility services are generally described as XaaS (X as a Service) where X can be
Software or Platform or Infrastructure etc. Cloud users use these services provided
by the cloud providers and build their applications in the internet and thus deliver
them to their end users. So the cloud users don’t have to worry about installing,
maintaining hardware and software needed. And they also can afford these services
as they have to pay as much they use. So the cloud users can reduce their
expenditure and effort in the field of IT using cloud services instead of establishing IT

infrastructure themselves

Cloud computing provides a modern alternative to the traditional on-premises

datacenter. Public cloud vendors provide and manage all computing infrastructure

and the underlying management software. These vendors provide a wide variety of

cloud services. A cloud service in this case might be a virtual machine, a web server,

or cloud-hosted database engine. As a cloud provider customer, you lease these

cloud services on an as-needed basis. In doing so, you convert the capital expense
1



of hardware maintenance into an operational expense.

A cloud service also provides these benefits:

» Rapid deployment of large compute environments

* Rapid deallocation of systems that are no longer required

» Easy deployment of traditionally complex systems like load balancers

* Ability to provide flexible compute capacity or scale when needed

» More cost-effective computing environments

» Access from anywhere with a web-based portal or programmatic automation

* Cloud-based services to meet most compute and application need
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AIM :

To submit a Casestudy about Community and Hybrid Cloud, their pros and cons and

also comparision between all 4 cloud models.

TYPES OF CLOUD:

There are the following 4 types of cloud that you can deploy according to the

organization's needs-

e Public Cloud
e Private Cloud
e Hybrid Cloud

e Community Cloud

Types of Cloud

. v *

PUBLIC PRIVATE HYBRID COMMUNITY
CLOUD CLOUD CLOUD CLOUD
Fig 2.1
Public Cloud:

Public cloud is open to all to store and access information via the Internet using the

pay-per-usage method.



In public cloud, computing resources are managed and operated by the Cloud Service
Provider (CSP).

Private Cloud:

Private cloud is also known as an internal cloud or corporate cloud. It is used by
organizations to build and manage their own data centers internally or by the third
party. It can be deployed using Opensource tools such as Openstack and Eucalyptus.
Based on the location and management, National Institute of Standards and
Technology (NIST) divide private cloud into the following two parts-

e On-premise private cloud

e OQutsourced private cloud

Hybrid Cloud:

Hybrid Cloud is a combination of the public cloud and the private cloud. we can say:
Hybrid Cloud = Public Cloud + Private Cloud

Hybrid cloud is partially secure because the services which are running on the public
cloud can be accessed by anyone, while the services which are running on a private

cloud can be accessed only by the organization's users.

Example: Google Application Suite (Gmail, Google Apps, and Google Drive), Office
365 (MS Office on the Web and One Drive), Amazon Web Services.

Community Cloud:

Community cloud allows systems and services to be accessible by a group of several

organizations to share the information between the organization and a specific
4



community. It is owned, managed, and operated by one or more organizations in the

community, a third party, or a combination of them.

CLOUD COMPUTING MODELS:

Cloud Providers offer services that can be grouped into three categories.

1. Software as a Service (SaaS): In this model, a complete application is offered to
the customer, as a service on demand. A single instance of the service runs on the
cloud & multiple end users are serviced. On the customers"” side, there is no need for
upfront investment in servers or software licenses, while for the provider, the costs
are lowered, since only a single application needs to be hosted & maintained. Today

Saas is offered by companies such as Google, Salesforce, Microsoft, Zoho, etc.

2. Platform as a Service (Paas): Here, a layer of software, or development
environment is encapsulated & offered as a service, upon which other higher levels
of service can be built. The customer has the freedom to build his own applications,
which run on the provider"s infrastructure. To meet manageability and scalability
requirements of the applications, PaaS providers offer a predefined combination of
OS and application servers, such as LAMP platform (Linux, Apache, MySql and
PHP), restricted J2EE, Ruby etc. Google"s App Engine, Force.com,

etc are some of the popular PaaS examples.

3. Infrastructure as a Service (laas): laaS provides basic storage and computing
capabilities as standardized services over the network. Servers, storage systems,
networking equipment, data centre space etc. are pooled and made available to

handle workloads. The customer would typically deploy his own software on the
5



infrastructure. Some common examples are Amazon, GoGrid, 3 Tera, etc.

COMMUNITY CLOUD:

Community Cloud is a hybrid form of private cloud. They are multi-tenant platforms

that enable different organizations to work on a shared platform.

A community cloud in computing is a collaborative effort in which infrastructure is
shared between several organizations from a specific community with common
concerns (security, compliance, jurisdiction, etc.), whether managed internally or by a
third-party and hosted internally or externally. This is controlled and used by a group
of organizations that have shared interest. The costs are spread over fewer users
than a public cloud (but more than a private cloud), so only some of the cost savings

potential of cloud computing are realized.

The community cloud is provisioned for use by a group of consumers from different
organisations who shares same concerns (e.g., application, security, policy, and
efficiency demands).
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Community Cloud Challenges:

The biggest concerns regarding Community Cloud are cloud security considerations
and trust. No standard cloud model exists for defining best practices and identifying
security liabilities of the data and applications which would reside on these servers.
Since this type of cloud is relatively new and still evolving, users may hesitate to go

into the whole dilemma of abandoning the current approach.

Community Cloud Architecture

Members of a community cloud are organizations that have common business
requirements. These requirements are usually driven by the need for shared data,
shared services, or shared industry regulations. This means they’re typically
organizations in the same industry or departments of the same organizational body.
In other words, a community cloud is an integrated setup that combines the features

and benefits of multiple clouds to address the needs of a specific industry.

To set up a community cloud, organizations can choose to host their own data
centers and split the cost and responsibilities. This may be on-premise in the existing

infrastructure of a member or even at peer facilities. Alternatively, they can also

7



consider hybrid cloud providers.

Community clouds are more expensive than public clouds but also more secure.
Each member of the cloud is allocated a fixed amount of data storage and
bandwidth, making scalability somewhat more difficult than with private and public
clouds. Public clouds are perfect for fledgling companies, while private clouds are a
good fit for large enterprises. Community clouds are a great solution for growing
organizations in the health, financial, legal, and educational sectors. This is because

these industries are the most bound by various regulations.

The implementation of a community cloud is more complicated than other types of
clouds. This is because of the number of players involved. Decisions are no longer
standalone, and, as a result, a handbook needs to be established at the outset,
which must cover:

1. Mission statements

2. Ownership of services and resources

3. An economic model of shared cloud and services

4. Resource allocation and maintenance

5. Industry regulations binding each organization
Despite the startup costs and inevitable teething problems, as per industry estimates,
the community cloud market is estimated to reach $12.8 billion by 2027 from $2.6
billion in 2020. This is because the benefits of a community cloud currently outweigh

the challenges.

Key Components of Community Cloud Architecture

A community cloud is a distributed architecture—each unit comprises services from
similar or different clouds under the same domain. Typically, all community clouds

consist of the following components:
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Components of Community Cloud Architecture

1. Shared policies and protocols

A community cloud is a long-term commitment with other organizations to build,
operate, and maintain the system. All members need to come together to createl

1. Governance policies: Well-designed community clouds are always shaped
by the governance model decided by the members. The process of creating
governance policies allows for fewer requirements to be overlooked by the
many players involved.

2. Security protocols: For the cloud to be compliant, regulations must be
analyzed, interpreted, and adhered to. This is most often in the form of
security protocols. For example, HIPAA requires email encryption as a matter
of compliance.

3. Access policies: Just like community gardens either provide patches of land
to each person or allow a single piece of land to be shared across many

gardeners, member organizations must have access policies tailored to their
9



requirements and SLAs in a community cloud. These are usually handled by
identity and access management (IAM) solutions.

4. Allocation policies: Many questions need to be addressed while setting up a
community cloud. Who is the owner of the cloud? How are resources going to
be allocated? Who is going to maintain this common entity? If a member
suddenly needs to withdraw due to changing requirements or monetary
concerns, how is the uninterrupted continuity of the cloud ensured? Who gets
what percentage of data and bandwidth? All these need to be determined
before the actual implementation starts.

SLAs between members and the cloud provider specifically laying out the terms of
cost and maintenance are a very important first step before even implementing a

community cloud.

2. Cloud

An important component of a community cloud is the cloud itself. A community cloud
is usually built from scratch on top of a private cloud. There are also off-the-shelf
community cloud options packaged with the regulatory specifics of particular
industries. One such example is the ‘government cloud’ that we saw in the examples
above. The pandemic has accelerated the availability of more ready-to-use, industry-
friendly clouds.

3. Cloud management system

Like every other cloud, a single pane management system is crucial for ease of
operations and an up-to-date overview of systems at any point in time. A community
cloud requires more specific controls for resource allocation, security protocols, and
app & data management. If not a single management platform, at least application

programming interface (API) standards must be agreed upon.

10



4. Identity and access management system

Multiple users from different organizations handle the applications, services, and data
in a community cloud. This makes IAM a crucial part of community cloud
architecture. An audit trail is required for compliance and for any incident response
activity that takes place.

5. Data governance tool

This is an important component for community clouds that focus on data as a service
(DaaS). Data governance tools track the creation, updating, and deletion of data
based on premeditated data policies. This becomes especially important in a
scenario where users from different organizations are involved, and data sharing is

the main mission of community cloud.

6. Shared application services

This is another vital component for community clouds that focus on accessing
common applications and services. These are usually clouds that different

departments of the same organization use.

All these components come prepackaged by the cloud vendor. Resource allocation is
one of the key steps in building a community cloud, and, as such, the specifics of

storage and bandwidth must be carefully considered while implementing one.

Security Considerations:

Multiple organizations will access and control the
infrastructure in a Community Cloud, requiring specialized

security configurations:

11



*Every participant in the community has authorized access to
the data. Therefore, organizations must make sure they do

not share restricted data.

*Rules and regulations related to compliance within a
Community Cloud can be confusing. The systems of one
organization may have to adhere to the rules and regulations

of other organizations involved in the community as well.

*Agreements among the member organizations in a Community
Cloud are vital. For example, just because all the organizations
have shared access to audit logs does not mean that every
organization has to go through them. Having an agreement on
who performs such tasks will not only save time and workforce

needs but also help to avoid ambiguity.

The security concerns regarding Community Clouds are not
unique to them but apply to any other type of Public Cloud as
well. As such, it is safe to say that Community Cloud solutions
offer a unique opportunity to organizations that wish to work on

joint projects.

12



PROS OF COMMUNITY CLOUD:

Flexibility and Scalibility y
Available and Reliable ?

—

Benefits of D
e - L

Cloud

Improved Services

Fig 3.3

Cost effective:

It is cost-effective as it used and shared between several organizations and the

community.

Scalable and flexible:

A community cloud is compatible with every user and is flexible and scalable. It lets

users modify the documents according to their needs and requirement.

Security and Compliance:

A community cloud is less secure than a private cloud but more secure than a public

13



cloud. Users can configure various levels of security for their data.

Sharing infrastructure:

Community cloud lets users share infrastructure, resources and other aspects within various
organizations. Community clouds are open systems that remove the dependency
organizations have on cloud service providers. With shared infrastructure, organizations can

avoid the advantages and disadvantages of private and public clouds.

Availability and reliability:

Community clouds secure data as any other cloud service as it replicates data and
application to multiple secure locations and protects them from any damage or harm.

It offers availability and reliability that are critical concerns for any cloud solution.

Convenience and Control:

As community cloud is a shared resource there are no conflicts to convenience and
control. It offers the facility to share and own infrastructure to the tenants who can
make decisions together. It lets tenants have their data closer to them whilst avoiding
complexities related to a private cloud.

14



CONS OF COMMUNITY CLOUD:

Disadvantages of Community Cloud

Complexity @ @ Security
Slow Technology
Integration and the &
Upgrade |
Not Useful for Small
Business, Medium
Business, and Most
Large Businesses
Increased Start-up Costs

Overall Cost is Higher
then the Public Cloud

You Support yourself

B8 Remote Access is
(OB very Limited
More IT Staff
is Required
Consistent
Maintenance Costs

Fig 3.4

With all its advantages, there are disadvantages to using a community cloud too.

Not customised to all organization:
Community cloud may not be a good choice for all organizations, especially because
of confidentiality issues.

Adapting to data:

Community cloud adapts to data very slowly making it a time-consuming process

15



Limited amount of storage:
With a fixed and limited amount of data storage and bandwidth, it becomes difficult

for many organizations to use it.

Costlier than other options:

Community cloud is certainly costlier than public cloud

Sharing :

It is difficult to share responsibilities within a community cloud among organizations.

Security Considerations:
With multiple organizations accessing and controlling the infrastructure in a

Community Cloud, it requires specialised security configurations.

HYBRID CLOUD:

Hybrid cloud combines and unifies public cloud, private cloud and on-premises

infrastructure to create a single, flexible, cost-optimal IT infrastructure.

Hybrid cloud integrates public cloud services, private cloud services and on-premises
infrastructure and provides orchestration, management and application portability
across all three. The result is a single, unified and flexible distributed computing
environment where an organization can run and scale its traditional or cloud-native
workloads on the most appropriate computing model.
Hybrid multicloud is hybrid cloud that includes public cloud services from more than
one cloud service provider.
By enabling a company to

e combine best-of-breed cloud services and functionality from multiple cloud

computing vendors
16



e choose the optimal cloud computing environment for each workload, and

e move workloads freely between public and private cloud as circumstances
change
hybrid cloud - and particularly hybrid multicloud - helps a company achieve its
technical and business objectives more effectively and cost-efficiently than public
cloud or private cloud alone. In fact, according to one recent study, companies derive

up to 2.5x the value from hybrid cloud than from a single-cloud, single-vendor

approach.
—_—
Public Cloud Private Cloud
Client
fig 3.5

HOW DO HYBRID CLOUD WORKS?

Hybrid Cloud

In a hybrid cloud model, enterprises deploy workloads in private IT environments or
public clouds and move between them as computing needs and costs change. This
gives a business greater flexibility and more data deployment options. A hybrid cloud

workload includes the network, hosting and web service features of an application.

While the terms are sometimes discussed interchangeably, there are key differences
between hybrid and multi-cloud models. A hybrid cloud creates a single environment
in which to operate on-premises, private resources and in public cloud resources -
such as those offered by AWS, Microsoft and Google. A multi-cloud environment

consists of two or more public cloud providers but does not require a private or on-
17



premises component.

TYPES OF ENVIRONMENTS FOUND IN HYBRID CLOUD:

The combination of any two of the environments listed below can be considered
"hybrid cloud™:

*Public cloud: A public cloud is a cloud service run by an external vendor that
may include servers in one or multiple data centers. Public clouds are shared
by multiple organizations. Using virtual machines, individual servers may be
shared by different companies, a situation that is called "multitenancy"
because multiple companies are renting server space within the same

physical server.

**On-premises private cloud: A private cloud is a data center wholly
dedicated to one company. The servers in a private cloud aren't shared by
anyone else's software, files, or data. On-premises private clouds are
maintained and secured by the organizations themselves, not an external

vendor.

Hosted private cloud: This is just like an on-premises private cloud in that the
servers are dedicated wholly to one organization. However, the cloud servers
in a hosted private cloud are not located in an organization's offices — rather, a
third-party provider hosts and maintains the cloud servers in one or more
remote data centers, and the organization accesses the cloud over the
Internet instead of an internal network. But unlike a public cloud, there is no

multitenancy; the cloud servers are not shared with other organizations.

18



e On-premises (legacy): On-premises or legacy deployments don't use cloud
technology at all. Instead, organizations using this model follow the classic
practice of purchasing software licenses, installing and maintaining hardware
on their premises, and installing software locally on employee computers. In
other words, instead of working in Google Docs (for example), employees
would use Microsoft Word, or some other program installed and running on

their computers.

PROS OF HYBRID CLOUD:

Scalability and resilience — Workload traffic spikes can be unpredictable, and even
predictable traffic spikes demand affordable capacity. A hybrid cloud strategy allows an
organization to detect a surge, and scale up using public cloud infrastructure quickly,
cheaply, and possibly even automatically. When the peak has passed, the team can
scale down—and all of this takes place without affecting other workloads on the private

cloud.

Hybrid cloud security and compliance - Hybrid cloud solutions enable
organizations to retain the private cloud for deploying sensitive or highly regulated

workloads, while using public cloud services for less-sensitive workloads.

Resource optimization and cost saving - A hybrid cloud environment provides the IT
team with increased flexibility and more options for maximizing infrastructure budget and
resources as they deploy workloads. It also offers more responsiveness to new

opportunities and changing workloads.

Flexibility- Companies work with various types of data in disparate environments and
adjust their infrastructure. A hybrid cloud setup uses traditional systems as well as the
latest cloud technology, without a full commitment to a vendor. Organizations can
migrate workloads to and from their traditional infrastructure and a vendor's public cloud

whenever necessary.

19



Cost management- With a private cloud, organizations own and operate the data center
infrastructure, which requires significant capital expense and fixed costs. Alternatively, public
cloud resources and services are accounted as variable and operational expenses. Hybrid

cloud users can choose to run workloads in whichever environment is more cost-effective.

Resiliency and interoperability- A business can run workloads redundantly in both private
and public environments. Components of one workload can also run in both environments

and interoperate.

. . Enhanced Application
Managing Risks Integration

\ / Faster Deployment

“= Hybrid Cloud Benefits

Pl l \

Diminished Latency

Effective
Flexibility Backup & Disaster
& Scalability Recovery

Cost
Effectualness

CONS OF HYBRID CLOUD:

Despite these advantages, it also has its share of faults. See below some key

disadvantages of a hybrid cloud.

Difficult to Implement

It can indeed be complex to implement and difficult to maintain. For example, setting
up a private cloud can be a remarkably difficult project in itself since it requires a
strong demand for local infrastructures, such as servers, storage, and network

capabilities.

20



In-house Expenses
It actually has the disadvantage of being much more expensive than the public cloud.

The cost that accompanies the installation and the maintenance of servers is high.

Security Concerns due to 3rd Party Involvement

As the hybrid cloud is a combination of both public and private clouds. There is no
risk of intrusion between neighbors on a public network, but misuse of the
infrastructure contracted by another company can put yours at risk as a successful

attack on the main server opens a breach for each client’s system

Visibility

With your resources and information placed across private and public-based cloud
network, you sometimes tend to lose sight of the wholesome view of all the

This can get much more complicated if you’re using multiple 3rd party cloud

providers.

After going through, both the pros and cons of the hybrid cloud, I’'m sure you must

have got some idea as to whether or not it suits your need.

Disadvantages of Hybrid Cloud

Reliability
The reliableness ofthe services depends on the technological
and money capability of the cloud service suppliers

Information

. The separated info of the corporate should travel through completely differentnodes to

achieve their destination, every of them could be a supply of insecurity.

¢ Centralization
& @ The centralization of the applications and also the storage ofthe info creates AN

mutuality of the service suppliers.

security, Privacy and Compliance

o @ Security can even be stress within the cloud, chiefly if you
handle classified knowledge and clientinfo. Consistency within the cloud can even become a
drag, which can needthe creation of a personal cloud, ifnecessary, to safeguard non-
public knowledge

Proximity
Make sure that all laptop viewing and programming devices are impeccable with web-based
organization, stage or institution. whereas the IT department could have some bigger degree

of managementwithin the regulation ofthe combo, proximity is commonly “whatyou see is what you
get” in terms ofincidental expenses.
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COMPARISION OF TYPES OF CLOUD:

22

Public Private Community | Hybrid
Ease of setup | Very easy to | Very hard to | Easy to set | Very hard to set up
set up, the set up as up because | due to interconnected
provider your team of systems
does most of | creates the | community
the work system practices
Ease of use Very easy to | Complex Relatively Difficult to use if the
use and requires | easy to use | system was not set
an in house | as members | up properly
team help solve
problems
and
establish
protocols
Data control | Low, the Very high as | High (if Very high (with the
provider has | you own the | members right setup)
all control system collaborate)
Table 3.1




Public Private Community | Hybrid
Reliability Prone to High (with the Depends on | High (with the right
failures right team) the setup)
and community
outages
Scalability | Low, most | Very high as there | Fixed High (with the right
providers are no other capacity setup)
offer system tenants limits
limited scalability
resources
Security Very low, Very high, ideal High (if Very high as you keep
and privacy | not a good | for corporate data | members the data on a private
fit for collaborate cloud
sensitive on security
data policies)

Table 3.2
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Public Private Community Hybrid
Setup Very high as Very flexible | Little flexibility, | Very flexible
flexibility you keep the setups are
data on a usually
private cloud predefined to an
extent
Cost Very Very Members share | Cheaper than a
Inexpensive expensive the costs private model,
pricier than a public
one
Demand No In-house In-house No
forin hardware is | hardware is not
House not a must a must but is
hardware but is preferable
preferable
Table 3.3
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To create ec2 instance(windows server) in aws
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Step 3- In AMI select windows server 2019
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Step5-configure instance details
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Step7-add tags
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Step8-configure security group
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Step9 —launch
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Step 10 — select key pair
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Step 11- key pair is downloaded then launch instances
Step 12- view instances

Step 13- wait till status check of instances is passed
Step 14- now goto connect option from instances

Step 15 — Goto RDP client and download remote
desktop file

Step 16- browse the key file decrypt password
Copy the same

Step 17- open downloaded remote desktop file
Connect and enter decrypted password

Connect to system

CONCLUSION:

Cloud computing is a newly developing paradigm of distributed computing.
Virtualization in combination with utility computing model can make a difference in
the IT industry and as well as in social perspective. Though cloud computing is

still in its infancy but its clearly gaining momentum. Organizations like Google,
30



Yahoo, Amazon are already providing cloud services. The products like Google
App-Engine, Amazon EC2, Windows Azure are capturing the market with their
ease of use, availability aspects and utility computing model. Users don’t have to be
worried about the hinges of distributed programming as they are taken care of by
the cloud providers. They can devote more on their own domain work rather than
these administrative works. Business organizations are also showing increasing
interest to indulge themselves into using cloud services. There are many open
research issues in this domain like security aspect in the cloud, virtual machine
migration,dealing with large data for analysis purposes etc. In developing counties
like India cloud computing can be applied in the e-governance and rural development
with great success. Although as we have seen there are some crucial issues to be
solved to successfully deploy cloud computing for these social purposes. But they

can be addressed by detailed study in the subject.
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