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                                           ABSTRACT 
 
The field of CCTV surveillance is topical and widely used in many different applications. The 
fundamental part of the CCTV system is a reliable image evaluation by a human observer, 
whose effectiveness is influenced by many variables. Optimization of the effectiveness is a 
multidimensional problem related to both technical and human characteristics. In many applied 
systems, the overall performance is affected by a real performance of technical system (image 
compression, channel transmission, etc.). On the other hand, these technical systems have 
different optimization criteria than a typical video system. TNO Defense, Security and Safety 
(formerly the TNO Physics and Electronics Laboratory) initiated a project in which the influence 
of several technical variables on the operator's effectiveness was studied. The whole project 
was carried out in close co-operation with the Czech Technical University in Prague (CTU). 
The paper demonstrates and summarizes selected experimental results and evaluated 
dependencies. 
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1. INTRODUCTION 

 

1.1. BRIEF INTRO: 

       The field of CCTV surveillance is topical and widely used in many different applications such 

as a town center surveillance. The fundamental part of the CCTV system is a reliable image 

evaluation by a human observer, whose effectiveness (i.e., incident detection rate) is influenced 

by many variables. Optimization of the effectiveness is a multidimensional problem related to 

both technical and human characteristics. On the technical side, it is important that the modem 

technology is applied properly. Of the human characteristics, operator skill and motivation are 

decisive. Even if the system technical performance is excellent, the crucial element in the chain 

is the human observer. The quality and pre-processing of video information, manner of 

presentation and working environment strongly influence the operator's effectiveness. 
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CHAPTER 2 

                                        AIM AND SCOPE 

 

2.1 AIM 

      

            The main aim of this project us movement detection and surveillance. This 

smart camera works when any movement is detected in a person 

 

   2.2 SCOPE  

  Based On the technology improvements such being having the capability of small 

size but high processing power this project can be broadly used. Below are some 

future workouts on this project. 

  

• Creating Portable CCTV. 

• Adding in-built night vision capability. 

• Adding deep learning if having high power device. 

• More feature such as 

1. Deadly weapon detection 

2. Accident detection 

3. Fire Detection 

4. much more. 

• Making a stand-alone application with no requirements such as python, etc. 

• Making standalone device. 

  

2.3. ADVANTAGES OVER THIS PROJECT 

• Avoid internal and external theft. 

• Crime prevention 

• Evidence collection 

• Staff security 

• Private and sensitive area surveillance. 

• Customer satisfaction endurance. 

• Protection against false liability lawsuits. 

• Curb sexual harassment. 
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                                         CHAPTER 3 

 

SYSTEM ANALYSIS AND DESIGN 

 

3.1 GENERAL 

 

This is a python GUI application which can run on any operating system, uses 
webcam and has number of features which are not in normal CCTV, discussed in 
detail below pages. 
 

 

3.2 USER INTERFACE (UI) 

 

The user interface (UI) is the point of human-computer interaction and 

communication in a device. This can include display screens, keyboards, a mouse, 

camera and the appearance of a desktop. It is also the way through which a user 

interacts with an application 

 

3.3 SOFTWARES USED 

 

3.3.1 CODE EDITORS USED 

 

VISUAL STUDIO CODE 

Visual Studio Code is a source-code editor developed by Microsoft for Windows, 

Linux and MacOS. It includes support for debugging, embedded Git control and 

GitHub, syntax highlighting, intelligent code completion, snippets, and code 

refactoring. 
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3.3.2 PROGRAMMING LANGUAGES USED 

 

SOFTWARE REQUIREMENTS 

PYTHON 3 

● Since this is a software hence it will have to run on some hardware and 

operating system obviously, so below are the requirements to run this 

software: 

●   
● Windows/Linux/Mac OS any version, hence it can run on any platform. 
● Python3, it need python to be installed in your system to run this successfully. 
● Packages in python -  

o OpenCV 
o skimage 
o NumPy 
o Tkinter 

 
 HARDWARE REQUIREMENTS 

 In terms of hardware requirements there is not much required at all but still below   
requirements are must: 
  

• Working PC or Laptop 

• Webcam with drivers installed 
           Flashlight/ LED if using this at night. 

 

 

3.4 SYSTEM REQUIREMENTS 

 

Operating System: Windows / MacOS / Linux 

RAM: 1GB (minimum) 

Processor: 1GHz processor (minimum) 

ROM: 20GB (minimum) 
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CHAPTER 4 

 

PROJECT DESCRIPTION 

 

4.1 GENERAL 

 

This is a python GUI application which can run on any operating  system, uses 

webcam and has number of  features which are not in normal cctv, 

 discussed in detail below pages 

Hosted Link:  
 

4.2 MODULES INVOLVED 

Below are the different features which can performed by using this minor project: 

  

1. Monitor 

2. Identify the family member 

3. Detect for Noises 

4. Visitors in room detection 

  

So, let's see each feature one by one. 

  

Monitor Feature: 

This feature is used to find what is the thing which is stolen from the frame which is 

visible to webcam. Meaning It constantly monitors the frames and checks which 

object or thing from the frame has been taken away by the thief. 

  

This uses Structural Similarity to find the differences in the two frames. The two 

frames are captured first when noise was not happened and second when noise 

stopped happening in the frame. 
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SSIM is used as a metric to measure the similarity between two given images. As 

this technique has been around since 2004, a lot of material exists explaining the 

theory behind SSIM but very few resources go deep into the details, that too 

specifically for a gradient-based implementation as SSIM is often used as a loss 

function. 

  

The Structural Similarity Index (SSIM) metric extracts 3 key features from an image: 

• Luminance 

• Contrast 

• Structure 

The comparison between the two images is performed on the basis of these 3 

features. 

  

This system calculates the Structural Similarity Index between 2 given images which 

is a value between -1 and +1. A value of +1 indicates that the 2 given images are 

very similar or the same while a value of -1 indicates the 2 given images are very 

different. Often these values are adjusted to be in the range [0, 1], where the 

extremes hold the same meaning. 

  

Luminance: Luminance is measured by averaging over all the pixel values. Its 

denoted by μ (Mu) and the formula is given below, 

Luminance: Luminance is measured by averaging over all the pixel values. Its 

denoted by μ (Mu) and the formula is given below, 

  

Structure: The structural comparison is done by using a consolidated formula (more 

on that later) but in essence, we divide the input signal with its standard deviation 

so that the result has unit standard deviation which allows for a more robust 

comparison. 

 

Luckily, thanks to skimage package in python we dont have to replicate all this 

mathematical calculation in python since skimage has pre build feature that d o all 

of these tasks for us with just calling its in-built function. 
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We just have to feed in two images/frames which we have captured earlier, so we 

just feed them in and its gives us out the masked image with score. 

  

Identify the Family Member feature 

This feature is very useful feature of our minor project, it is used to find if the person 

the frame is known or not. It does this in two steps:  

  

1 – Find the faces in the frames 

2 – Use LBPH face recognizer algorithm to predict the person  from already 

trained model. 

  

So, let's divide this in following categories,  

  

1 – Detecting faces in the frames 

This is done via Haar cascade classifiers which are again in-built in OpenCV 

module of python. 

 

Cascade classifier, or namely cascade of boosted classifiers working with Haar-

like features, is a special case of ensemble learning, called boosting. It typically 

relies on Adaboost classifiers (and other models such as Real Adaboost, Gentle Ad 

boost or Logit boost). 

Cascade classifiers are trained on a few hundred sample images of image that 

contain the object we want to detect, and other images that do not contain those 

images. 

There are some common features that we find on most common human faces: 

• a dark eye region compared to upper-cheeks 

• a bright nose bridge region compared to the eyes 

• some specific location of eyes, mouth, nose… 

 

The characteristics are called Haar Features. The feature extraction process will 

look like this: 

Haar features are similar to these convolution kernels which are used to detect 

the presence of that feature in the given image. 

https://www.google.com/url?q=https%3A%2F%2Fmaelfabien.github.io%2Fmachinelearning%2Fadaboost&sa=D&sntz=1&usg=AFQjCNFeQbwPdev7PoN6X7Mhb9A-3Bh0iQ
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2 – Using LBPH for face recognition 

 So now we have detected for faces in the frame and this is the time to identify it 

and check if it is in the dataset which we’ve used to train our lbph model. 

  

The LBPH uses 4 parameters: 

• Radius: the radius is used to build the circular local binary pattern and 

represents the radius around the central pixel. It is usually set to 1. 

• Neighbors: the number of sample points to build the circular local binary 

pattern. Keep in mind: the more sample points you include, the higher the 

computational cost. It is usually set to 8. 

• Grid X: the number of cells in the horizontal direction. The more cells, the 

finer the grid, the higher the dimensionality of the resulting feature vector. It 

is usually set to 8. 

• Grid Y: the number of cells in the vertical direction. The more cells, the finer 

the grid, the higher the dimensionality of the resulting feature vector. It is 

usually set to 8 

The first computational step of the LBPH is to create an intermediate image that 

describes the original image in a better way, by highlighting the facial characteristics. 

To do so, the algorithm uses a concept of a sliding window, based on the 

parameter's radius and neighbors. Which is shown perfectly via the above image. 

 

Extracting the Histograms: Now, using the image generated in the last step, we 

can use the Grid X and Grid Y parameters to divide the image into multiple grids, 

as can be seen in the following image: 

 And after all this the model is trained and later onwhen we want to make predictions 

the same steps are applied to the make and its histograms are compared with 

already trained model and in such way this feature works. 
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3 – Detect for Noises in the frame 

 This feature is used to find the noises in the frames well this is something you would 

find in most of the CCTV’s but in this module, we’ll see how it works. 

  

Talking in simple way all the frames are continously analyzed and checked for 

noises. Noise in checked in the consecutive frames. Simply we do the absolute 

difference between two frames and in this way the difference of two images is 

analyzed and Contours (boundaries of the motion are detected) and if there are no 

boundaries then no motion and if there is any there is motion. 

  

As you would know all images are just integer/ float values of pixels which tells the 

brightness of pixel and similarly every pixel has that values of brightness. 

  

So, we just do simply absolute difference because negative will make no sense at 

all. 

 4 – Visitors in room detection 

 This is the feature which can detect if someone has entered in the room or gone 

out. 

  

So, it works using following steps: 

  

1 – It first detect for noises in the frame. 

2 – Then if any motion happen it find from which side does that happen either left or 

right. 

3 – Last if checks if motion from left ended to right then its will detect it as entered 

and capture the frame. 

Or vise-versa. 

  

So, there is not complex mathematics going on around in this specific feature. 

  

So basically, to know from which side does the motion happened we first detect for 

motion and later on we draw rectangle over noise and last step is we check the co-

ordinates if those points lie on left side, then it is classified as left motion. 
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                                      CHAPTER – 5. 

 

 RESULTS AND DISCUSSION, PERFORMANCE ANALYSIS 
 

4.1. RESULTS: Using this Smart CCTV we Monitored face detection, motion 

detection, Noise detection, etc. 

 

4.2. DISCUSSION: 

We have discussed with our guide regarding the requirements for the project and 

when it comes to the work me and my friend who worked along with me. We both 

discussed together deciding the colors, icons, and images for the application 

4.3. PERFORMANCE ANALYSIS: 

 

Fig.4.1. Performance Analysis 

 

 

 

 

 

   

 

When it comes to the Performance, runs perfectly 
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CHAPTER-6 SUMMARY AND CONCLUSIONS 

 

5.1 SUMMARY: 

It got nice GUI and every button is supported by using beautiful icon. 
Monitor – allow to detect what thing is stolen from frame 
Identify – Finds the family members (it has to be trained first) 
Noise – Finds the motions in the frame 
In Out – Finds who entered and gone from room. 

 

5.2 CONCLUSION: 

 The Project Smart CCTV camera Surveillance system is designed using 

wireless technology. This project is basically design for providing a 

security in different areas like military, banks, and industries etc and also 

save the power, memory required for the CCTV and CCTV footage 

respectively.  

 

REFERENCES: 

 

[1] https://developer.mozilla.org/en-US/docs/Learn 

[2] https://www.w3schools.com/whatis/

https://developer.mozilla.org/en-US/docs/Learn
https://developer.mozilla.org/en-US/docs/Learn
https://www.w3schools.com/whatis/
https://www.w3schools.com/whatis/
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 APPENDIX 

 
A. SCREENSHOTS: 

 

            
 

 

Fig A.1. Sneak peak
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Fig A.2. Structure 
         
 

         
 

Fig A.3. OpenCV 
 

 
 

 

Fig A.4. LBPH 

 

 
 

                                                Fig. A.5. Noise Frame 
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                                           Fig. A.6. Waterfall model
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Fig. A.7. Monitoring
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Fig A.8. Noise detection
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Fig A.9. In and out detection 
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B. SOURCE CODE: 
 

Main.py 
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Monitors is divided into two modules. 

1. find_noise.py 
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spot_diff.py 
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Identify.py 
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in_out.py 
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Motion.py 
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finding noises in the rectangle 
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At-last this is most required feature which is recording. 
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