
1 

 

                                  PROFESSIONAL TRAINING REPORT 

                                                             at 

Sathyabama Institute of Science and Technology  

(Deemed to be University) 

Submitted in partial fulfillment of the requirements for the award of         

Bachelor of Technology in Information Technology 

By 

NITHISH KUMAR C.M  

REG. NO. 39120077 

 

DEPARTMENT OF INFORMATION TECHNOLOGY SCHOOL OF  

COMPUTING 

    SATHYABAMA INSTITUTE OF SCIENCE AND TECHNOLOGY 

JEPPIAAR NAGAR, RAJIV GANDHI SALAI, CHENNAI - 600119, TAMILNADU 

                                                        NOVEMBER 2021 

 



2 

 

 

 

 

 

SATHYABAMA 

       INSTITUTE OF SCIENCE AND TECHNOLOGY 

                          (DEEMED TO BE UNIVERSITY)  

                Accredited with Grade “A” by NAAC 
           (Established under Section 3 of UGC Act, 1956)  

                                      JEPPIAAR NAGAR, RAJIV GANDHI SALAI  

                     CHENNAI- 600119 
  www.sathvabama.ac.in 

DEPARTMENT OF INFORMATION TECHNOLOGY 

BONAFIDE CERTIFICATE 

This is to certify that this Project Report is the bonafide work of NITHISH KUMAR C.M 

(Reg. No: 39120077) who carried out the project entitled "Network Sniffing” under my 

supervision from June 2021 to November 2021. 

                                                     Internal Guide  

Name of the Guide 

                                                       Head of the Department 

  

 

Submitted for Viva voce Examination held 

on  

 Internal Examiner External Examiner 

http://www.sathyabama.ac.in/


3 

 

                                          DECLARATION 

I, NITHISH KUMAR C.M hereby declare that the project report entitled Network Sniffing 

done by me under the guidance of Dr. Y.BEVISH JINILA is submitted in partial fulfillment 

of the requirements for the award of Bachelor of Engineering Degree in Computer 

Science and 

Engineering. 

DATE: 

 PLACE:                                                                                     SIGNATURE OF THE CANDIDATE



4 

 

 

ACKNOWLEDGEMENT 

I am pleased to acknowledge my sincere thanks to Board of Management of SATHYABAMA for 

their kind encouragement in doing this project and for completing it successfully. I am grateful to 

them. 

I convey my thanks to Dr. T. Sasikala M.E., Ph.D, Dean, School of Computing, Dr. R. 

Subhashini, M.E., Ph.D. Head of the Department of Information Technology for providing me 

necessary support and details at the right time during the progressive reviews. 

I would like to express my sincere and deep sense of gratitude to my Project Guide Dr. Y.BEVISH 

JINILA M.E., Ph.D., for her valuable guidance, suggestions and constant encouragement paved 

way for the successful completion of my project work. 

I wish to express my thanks to all Teaching and Non-teaching staff members of the Department of 

Information Technology who were helpful in many ways for the completion of the project. 

 

 

 

 

 

 

 

 

 

 

 

 



5 

 

 

 

TRAINING CERTIFICATE 
 

 

 

 

 

 

 

 



6 

 

 

ABSTRACT 

The main objective of this system shows how real time network 

connection behavior can be modeled as chromosomes and how the 

parameters ingenetic algorithm can be defined in this respect. 

 

An Intrusion Detection System is a system for detecting intrusions and 

reporting them accurately to the proper authority. Intrusion Detection 

Systems are usually specific to the operating system that they operate in 

and are an important tool in the overall implementation an organization’s 

information security policy, which reflects an organization's statement by 

defining the rules and practices to provide security. 

This system is useful for a network administrator who needs to identify, 

diagnose, and solve network problems, a company manager who wants 

to monitor user activities on the network and ensure that the 

corporation's communications assets are safe, or a consultant who has 

to quickly solve network problems for clients. 
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                                                 CHAPTER  1 

                                           INTRODUCTION 

 1.1 Main purpose : 

The main objective of this system shows how real time network connection behavior can 

be modeled as chromosomes and how the parameters in genetic algorithm can be defined in this 

respect. 

 1.2 Objectives : 

• This project aims at developing a Network Packet Sniffer. 

• Network Packet Sniffer is a piece of software that monitors all network traffic.  

• The sniffer captures each packet and eventually decodes and analyzes its 

content using wireshark. 

• For network monitoring purposes it may also be desirable to monitor all data 

packets in a LAN and to mirror all packets passing through a shared bus. 

• This system provides a Summary view that provides general information of the 

entire network or the selected node in the explorer. 

•  In Summary view we can get a quick view of the total traffic, real-time traffic, 

broadcast traffic, multicast traffic and so on.  

• When we switch among the node from the explorer, corresponding traffic 

information will be provided. 
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                                                     CHAPTER 2 

                  AIM AND SCOPE OF THE PRESENT INVESTIGATION 

 2.1  AIM : 

The aim of this project shows how network connection information can be modeled as 

chromosomes. 

 

 2.2  SCOPE : 

In recent years, Intrusion Detection System (IDS) has become one of the hottest 

research areas in Computer Security. It is an important detection technology and is 

used as a countermeasure to preserve data integrity and system availability during an 

intrusion. 

An Intrusion Detection System is a system for detecting intrusions and reporting them 

accurately to the proper authority. Intrusion Detection Systems are usually specific to 

the operating system that they operate in and are an important tool in the overall 

implementation an organization’s information security policy, which reflects an 

organization's statement by defining the rules and practices to provide security. 

A methodology of applying genetic algorithm into network intrusion detection 

technique is unique as it considers both temporal and spatial information of network 

connections during the encoding of the problem; therefore, it should be more helpful 

for identification of network anomalous behaviors. 

 

 

 

 

 

 

 



10 

 

                                              CHAPTER 3 

EXPERIMENTAL OR MATERIALS AND METHODS, ALGORITHMS 

USED 

3.1 THE PROJECT DISCUSSION : 

This project aims at developing a Network Packet Sniffer. Network Packet Sniffer is a 

piece of software that monitors all network traffic. This is unlike standard network 

hosts that only receive traffic sent specifically to them. As data streams flow across 

the network, the sniffer captures each packet and eventually decodes and analyzes 

its content. For network monitoring purposes it may also be desirable to monitor all 

data packets in a LAN and to mirror all packets passing through a shared bus. 

This project will be comprised of three modules namely the User Interface module, 

Statistics module and Packet Analysis module. User Interface module provides all the 

Graphical Interface components necessary for the user to interact with the System. 

The Analysis Module will analyze the incoming packets into a computer, identify them 

and passes the information into the Statistics module. Finally the statistics module 

does the necessary calculation based on the information and produce information 

that can be understood by the user. 

This system is useful for a network administrator who needs to identify, diagnose, 

and solve network problems, a company manager who wants to monitor user 

activities on the network and ensure that the corporation's communications assets 

are safe, or a consultant who has to quickly solve network problems for clients. 

 3.2METHODOLOGY : 

NETWORK PACKET SNIFFER is a desktop application which facilitates online monitoring 

of packets which are traveling over the network.. 

NETWORK PACKET SNIFFER I is a tool in which the packets source and destination 

addresses and other information is captured 

The source and destination address protocols that are used by a connection are also monitored 

and detected 

The graph or charts displayed on the valuation and need . 

The monitored packets source and destination address is captured. This shows the traffic on a 

network. 



11 

 

3.3 ALGORITHM USED : 

As a network administrator who needs to identify, diagnose, and solve network 

problems, a company manager who wants to monitor user activities on the network 

and ensure that the corporation's communications assets are safe, or a consultant 

who has to quickly solve network problems for clients. It is difficult to identify the 

problems if the network traffic is not tracked, as an administrator in general we 

depend on the analyzer provided by the operating system (if any) or the anti virus 

software that is installed to provide real-time network security. However, it is identified 

that these systems provide specific set of reports which may not be enough for an 

administrator to trace all the problems. To handle these types of issues we want to 

implement a specific network analyzer that can track all the incoming and outgoing 

calls. 

 

3.4 Advantages with the proposed system : 

Network Admin can monitor the packets any where through out the world. 

·         Traffic can be controlled 

·         System performance will be increased 

·         Immediate generation of reports on demand. 

·         Graphical data is available to analyze the network. 
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                                                 CHAPTER 4 

              RESULT AND DISCUSSION, PERFORMANCE ANALYSIS: 

4.1 RESULT: 

As a network analyzer (as a. packet sniffer), this system make it easy for us to 

monitor and analyze network traffic in its intuitive and information-rich tab views. With 

this system network traffic monitor feature, we can quickly identify network bottleneck 

and detect network abnormities. This article is to discuss how we can monitor 

network traffic with this network traffic monitor feature. 

This system provides a Summary view that provides general information of the entire 

network or the selected node in the explorer. In Summary view we can get a quick 

view of the total traffic, real-time traffic, broadcast traffic, multicast traffic and so on. 

When we switch among the node from the explorer, corresponding traffic information 

will be provided. 

The Endpoints view; we can monitor network traffic information of each node, both 

local and remote. With its easy sorting feature we can easily find out which host is 

generating or has generated the largest traffic. 

The Protocols view will list all protocols applied in network transmission. In Protocols 

view we can monitor network traffic by each protocol. By analyzing network traffic by 

protocol, we can understand what applications are using the network bandwidth, for 

example "http" protocol stands for website browsing, "pop3" stands for email, etc. 

 

 

 

 

 

 

 

 

 



13 

 

                                                  CHAPTER 5 

                                     SUMMARY AND CONCLUSION: 
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