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ABSTRACT

We are building a tool which have a capacity to control all the PCle devices in
a system. This tool has an add-on capabilities of analyzing devices present in system
like the Ispci command does and debug the devices based on the configuration and
check for errors and signals that represent the working condition of the device.
Finally, we have a feature of validate the device, in this we validate the device

connection and legitimate of the device and overall performance measurements.

PCle Abbreviated as Peripheral Component Interconnect express. PCle is a
motherboard expansion bus standard introduced in 2003 to enable high speed serial
communication between the CPU and its peripheral components. It is the standard

and most popular communication method at present.

The history of PCle is started in 90s and named as PCI (Peripheral
Component Interface). It is used as the component bus with other standard buses for
data transfer, soon it is evolved into greater heights with high data transfers. The
PCle is started in 2003 before that PCI has data transfer speed of 133MB/s and high
version has 1GB/s. Then PCle started with 2.5GB/s next 5GB/s and goes on
increasing till now. At present PCle bus is capable of 64GB/s data transfer rate which

is extremely high and fastest of all.

PCle communication is hierarchical. There is a single source through
which all the data passes which is the root complex. The information passes to the
root complex from multiple PCle endpoints. Link is composed of lanes; these are
nothing but number of channels present to communicate as if the PCle device is x8
then it has 8 lanes to transfer. Lane consists of differential sequential pairs with one
pair for receiving data and the other for transmitting. Thus each lane composed of 4

wires.

The device driver searches for the PCle system starting at bus 0 and locates
all PCle devices and bridges in the system. It builds a topology of the system using

linked lists.
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CHAPTER-1: INTRODUCTION
1.1 OVERVIEW:

Peripheral Component Interconnect Express (PCle or PCI-E) is a serial
expansion bus standard for connecting a computer to one or more peripheral

devices.

PCle provides lower latency and higher data transfer rates than parallel busses
such as PCI and PCI-X. Every device that's connected to a motherboard with a
PCle link has its own dedicated point-to-point connection. This means that
devices are not competingfor bandwidth because they are not sharing the same

bus.

Peripheral devices that use PCle for data transfer include graphicsadapter cards,
network interface cards (NICs), storage acceleratordevices and other high-

performance peripherals.

With PCle, data is transferred over two signal pairs: two wires for transmitting
and two wires for receiving. Each set of signal pairs iscalled a "lane," and each
lane is capable of sending and receiving eight-bit data packets simultaneously

between two points.
PCle Communication:
1) Point to Point
2) Bi-directional
3) Backwards Compatible

4) Widely Adopted

1) Point to Point: Point to point simply means there is one participant at each

end like a phone call. Let's say we have 2 devices, device A and device B.



If device A wants to communicate with device B, it willdo so by PCle data
link.

2) Bi-directional: It means that device A and device B can transmitand

receive the data from both sides.

3) Backwards Compatible: Each PCle version is backwards compatible to
its previous versions. When end point contained devices that are from
different PCle versions the lanes automaticallyfunctions at the slower data

rate of the earlier PCle version.

4) Widely Adopted: PCle applications have expanded far beyond the original

PC market to include.

Ex: Data centers, storage systems, servers, vehicle based systems

etc.
PCle Features:

1) Dual simplex point to point serial communication
2
3

)

) Independent transmit and receive sides
)
4) x1, x2, x4, x8, x12, x16, x32.
)

)
)

Scalable link widths
5) Scalable link speeds
6) 2.5,5.0 and 8.0GT/s

7) Packet based transaction protocol



PCle Terminology:

Figure 1.1 — PCle terminology

Central
Processing
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Other Devices

Figure 1.2 — PCle connection to CPU

As we can see in the above image that PCle bus is connected to south bridge.
These bridges in the motherboard is core logic chipset. South bridge typically

implements the slower capabilities of the motherboard in the chipset. As in above
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image, only north bridge is connected directly to CPU and it establishes the

connection between CPU and RAM directly to obtain faster memory access.

To start a PCle device there are certain steps to follow. First the link should be
established, the link is established when we plug the PCle device into motherboard
based on the configuration this is x4 or x8 it will establish a connection and that
connection establishment is called link. Link connection consists of lanes and these
lanes consists of differential pair of transmitter and receiver to establish a full duplex
connection. This pair of transmitter and receiver makes a lane and group of lanes is
called link. The number of lanes is calculated by x4 or x8 like x4 makes 4 lanes and

x8 makes 8 lanes.

In previous we have seen how to establish a connection of PCle devices and
now we see about how to start the PCle device it needs a REFCLK it's a Reference

Clock that triggers the PCle device to start the data transfer through link and lane.

LL L PPREEPEE ETPr e

Figure 1.3 — Real life PCle slot
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1.2 PCle Topology:

A PCle device tree consists of root-complex, endpoints, switches and bridges etc.

Root complex

PCle
PCle ;
' bridge to
endpolnt PCI/PCI-X
PCle Legacy PCI/PCI-X
endpoint end?)oint [H]

Figure 1.4 — PCle Topology

Root-Complex:

A Root-Complex connects the all PCle devices to CPU and memory. It’s like a
management unit of PCle devices. It has a subsystems of switches, repeaters,
bridges to connect PCle devices of all types in ports of root-complex.

The PCIE Root Complex holds a master copy of a 'Type 1 Configuration Table
that defines the host memory space that is accessible from each Endpoint device. In
addition, each PCIE Endpoint device holds a master copy of their own memory space
map in the host system memory as a 'Type 0 Configuration Table', this configuration
table in each device allows the host to access the local memory of a PCle device.
Both the Type 1 and Type 0 configuration tables are set up by the Host Operating

System that controls the Root Complex by a process known as enumeration and



which acts to build a device memory map for the system by querying each bridge,

and endpoint device connected on the bus network.
Switches:

A PCle switch is an expansion of the PCle hierarchy. It's like a plug box in our
home the operation is similar to the plug box concept as plug box supply power from
one socket to all the sockets present in the box equally. The switch also does the
same by one upstream which is connected to root-complex and multiple downstream
ports and switching logic that routes TLPs between ports and downstream ports are

connected to PCle endpoints and those will be discussed later in this section.

Switches connected multiple PCle devices to the root-complex and it is called
upstream and the PCle devices are endpoints to the switches. A PCle switch is
transparent means that software and other devices have nothing to do with the

presence of this device and no driver is requiring to operate this switch.
Bridges:

PCle is the most used bus standard in the modern devices, motherboards and
expansion cards. But still some devices support legacy PCIl ports to support
backward compatibility and bridges give the way to those backward compatible
devices to communicate to the root-complex and work normally as they do. This is

the main difference between the switches and bridges in PCle hierarchy.

PCle bridge support both forward and reverse modes as PCI device connected
through bridge can communicated in both ways like half duplex communication but it
is purely based on the primary and secondary side on which device takes on. This
can’t be possible in switches. the PCle bridge handles the interface conversion

effectively with minimal impact to the PCI or PCle hardware.

In Forward mode, the PCle bridge connects a PCle host device, which takes
the primary side, to the PCI interface and ultimately to the PCI device. Some bridges
also support fan-out bridging where several PCI devices can be connected to the

PCle bridge to work with the PCle host device. In this mode, the PCle host device



handles the PCle bridge as the PCle endpoint while the PCI device handles the PCle
bridge as the PCI host device.

In Reverse mode, the PCI host device takes on the primary side and connects
to the PCle bridge which is linked to the PCle endpoint devices. The PCI host device
handles the PCle bridge as the PCI endpoint while the PCle device handles the
bridge as the PCle host. This is mostly used to connect PCI CPUs to PCle devices.

Endpoints:

Endpoints are peripheral devices like Ethernet, USB or GPU. Endpoints initiate
transactions as a requester or respond to transactions as a completer. There are two
types of endpoints, PCle endpoints and legacy endpoints. These legacy endpoints
support I/O transactions, and may support locked transaction semantics as a

completer but not as a requester.

Legacy endpoints required to support 64-bit memory- addressing capability.
PCle endpoints must nor support I/O or locked transaction semantics and must

support MSI style interrupt generation.
1.3 BDF Number:

BDF stands for the Bus, Device, Function notation used to succinctly describe

PCI and PCle devices. The simple form of the notation is:

1.3.1 PCI Bus number in hexadecimal, often padded using a leading zero to two or

four digits
1.3.2  Acolon ()

1.3.3 PCI Device number in hexadecimal, often padded using a leading zero to two

digits. Sometimes this is also referred to as the slot number.
1.3.4 A decimal point (.)

1.3.5 PCI Function number in hexadecimal
For example, the following describes Bus 0, Device 2, Function 0O:

00:02.0



BDF Notation Extension for PClI Domain:

There is an extended form of the BDF notation, which confusingly is also

typically referred to as BDF. Fortunately, both variants are typically interchangeable.

The extension of the notation is to prefix the simple notation with:

1) PCI Domain number, often padded using leading zeros to four digits

2) Acolon (:)
For example, the following describes Domain 0, Bus 0, Device 2, Function O:

0000:00:02.0

n AP Type here to search

1.4 PCle Enumeration:

PCI Express (PCle) utilizes a point to point interconnect and uses switches to
fan out and expand the number of PCle connections in a system. Upon system boot
up a critical task is the discovery or enumeration process of all the devices in the

PCle tree so they can be allocated by the system software.



During the enumeration process the system software discovers all of the
switch and endpoint devices that are connected to the system, determines the
memory requirements and then configures the PCle devices. The PCle switch
devices represent a special case in this process as their configuration is unique and
separate from that of PCle endpoints.

In the simulation test bench environment however, only their configuration is
required; the discovery process is not strictly necessary as the number of PCle
devices are known ahead of time. This paper will elucidate the process of switch
configuration using Synopsys' PCl Express VMM simulation class libraries for
System- Verilog.

First, while the discovery process is not needed within the testbench
environment, the test bench must still select the bus numbers and memory address of
all the devices. These bus numbers are shown in Figure 1.4 as Bus#2, Bus#3,
Bus#4, and Bus#5. Figure 1.4 shows the testbench that is used in the remainder of

the article.

Now that the bus numbers, device numbers and address range are known, the
Switch can be configured. Each port of the Switch has its own configuration space

and the format of the configuration space is type CONFIG 1.

There are a minimum of 6 registers that need to be programmed for the Switch to

support configuration and memory accesses to an EP device.

They are:
1. Command : Enable memory access
2.  Primary Bus : Bus number of upstream bus

3. Secondary Bus : Bus number of bus directly attached

4. Subordinate Bus : Bus number of farthest downstream



5. Memory Limit : Maximum memory address

6. Memory Base : Starting memory address

In summary, PCle designs must go through the process of Switch enumeration

to discover available switches, and then to configure them.

1.5 Configuration Space:

Every PCI device in the system, including the PCI-PCI bridges has a
configuration data structure that is somewhere in the PCIl configuration address
space. The PCI Configuration header allows the system to identify and control the
device. Exactly where the header is in the PCI Configuration address space depends
on where in the PCI topology that device is. For example, a PCI video card plugged
into one PCI slot on the PC motherboard will have its configuration header at one
location and if it is plugged into another PCI slot then its header will appear in another
location in PCI Configuration memory. This does not matter, for wherever the PCI
devices and bridges are the system will find and configure them using the status and

configuration registers in their configuration headers.

Typically, systems are designed so that every PCI slot has its PCI
Configuration Header in an offset that is related to its slot on the board. So, for
example, the first slot on the board might have its PCI Configuration at offset 0 and

the second slot at offset 256 (all headers are the same length, 256 bytes) and so on.

A system specific hardware mechanism is defined so that the PCI
configuration code can attempt to examine all possible PCI Configuration Headers for
a given PCI bus and know which devices are present and which devices are absent
simply by trying to read one of the fields in the header (usually the Vendor
Identification field) and getting some sort of error. The describes one possible error
message as returning OxFFFFFFFF when attempting to read the Vendor
Identification and Device Identification fields for an empty PCI slot.

10



1.6 Headers Types:

31 16 15 o]
Device 1d wWendor 1d 0h
Statms Connmand Dth
Class Code 0Zh

Base Address Registers

24h

| Line Fin ACh

Figure 1.5 — Standard Header
Vendor Identification:

A unique number describing the originator of the PCI device. Digital's
PCI Vendor Identification is 0x7077 and Intel's is 0x8086.

pci_read_byte(struct device,PCI_VENDOR_ID);
Device Identification:

A unique number describing the device itself. For example, Digital's 21141 fast

Ethernet device has a device identification of 0x00009.
pci_read_byte(struct device,PCI_DEVICE_ID);
Status Register:

This field gives the status of the device with the meaning of the bits of this field
set by the standard. Simply states the error and device information.
pci_read_byte(struct device, PCI_STATUS);
11



Command Register:

By writing to this field the system controls the device, for example allowing the

device to access PCI I/O memory.
pci_read_byte(struct device, PC|_COMMAND);
Class Code:

This identifies the type of device that this is. There are standard classes for
every sort of device; video, SCSI and so on. The class code for SCSI
is 0x0100.

We can retrieve this class code from configuration space using the below API.
pci_read_byte(struct device, PClI_CLASS_DEVICE);

Base Address Registers

Base Address Registers (or BARs) can be used to hold memory addresses used by the
device, or offsets for port addresses. Typically, memory address BARs need to be located in
physical ram while 1/O space BARs can reside at any memory address (even beyond
physical memory). To distinguish between them, you can check the value of the lowest bit.

The following tables describe the two types of BARs:

PCIl BAR Bits
Bits Description Values

For all PCl BARs
0 | Region Type 0 = Memory

1=10
For Memory BARs
2-1 | Locatable 0 = any 32-bit
1=<1MB

2 = any 64-bit
3 | Prefetchable 0=no
1=yes
31-4 | Base Address | naturally 16-byte aligned
For I/O BARs
1 | Reserved

. 31-2 | Base Address | naturally 4-byte aligned

Figure 1.6 — BAR Bits

12



The Type field of the Memory Space BAR Layout specifies the size of the base register and
where in memory it can be mapped. If it has a value of 0x0 then the base register is 32-bits
wide and can be mapped anywhere in the 32-bit Memory Space. A value of 0x2 means the
base register is 64-bits wide and can be mapped anywhere in the 64-bit Memory Space (A
64-bit base address register consumes 2 of the base address registers available). A value
of Ox1 is reserved as of revision 3.0 of the PCI Local Bus Specification. In earlier versions it
was used to support memory space below 1MB (16-bit wide base register that can be
mapped anywhere in the 16-bit Memory Space).

When a base address register is marked as Prefetchable, it means that the region does not
have read side effects (reading from that memory range doesn't change any state), and it is
allowed for the CPU to cache loads from that memory region and read it in bursts (typically
cache line sized). Hardware is also allowed to merge repeated stores to the same address
into one store of the latest value. If you are using paging and want maximum performance,
you should map prefetchable MMIO regions as WT (write-through) instead of UC
(uncacheable). On x86, frame buffers are the exception, they should be almost always be

mapped WC (write-combining).

Address and size of the BAR

When you want to retrieve the actual base address of a BAR, be sure to mask the lower bits.
For 16-bit Memory Space BARs, you calculate (BAR[x] & OxFFFQ). For 32-bit Memory Space
BARs, you calculate (BAR[x] & OxFFFFFFFOQ). For 64-bit Memory Space BARs, you
calculate ((BAR[x] & OxFFFFFFFO) + ((BAR[x + 1] & OxFFFFFFFF) << 32)) For I/O Space
BARs, you calculate (BAR[x] & OXFFFFFFFC).

To determine the amount of address space needed by a PCI device, you must save the
original value of the BAR, write a value of all 1's to the register, then read it back. The amount
of memory can then be determined by masking the information bits, performing a bitwise
NOT ('~'in C), and incrementing the value by 1. The original value of the BAR should then be
restored. The BAR register is naturally aligned and as such you can only modify the bits that
are set. For example, if a device utilizes 16 MB it will have BARO filled with 0xFFO00000
(0x1000000 after decoding) and you can only modify the upper 8-bits.

13



Interrupt Pin:

Four of the physical pins on the PCI card carry interrupts from the card to the
PCI bus. The standard labels these as A, B, C and D. The Interrupt Pin field
describes which of these pins this PCI device uses. Generally, it is hardwired
for a particular device. That is, every time the system boots, the device uses
the same interrupt pin. This information allows the interrupt handling

subsystem to manage interrupts from this device.
pci_read_byte(struct device, PCI_INTERRUPT_PIN);
Interrupt Line:

The Interrupt Line field of the device's PCl Configuration header is used to
pass an interrupt handle between the PCl initialization code, the device's driver
and Linux's interrupt handling subsystem. The number written there is
meaningless to the device driver but it allows the interrupt handler to correctly
route an interrupt from the PCI device to the correct device driver's interrupt

handling code within the Linux operating system.
pci_read_byte(struct device, PCI_INTERRUPT_LINE);
PCle Configuration Request:

The request will be sent to all devices based on the type of headers like
whether they are type 0 or type 1 header configured and further to the endpoints |
mean at starting the root complex sends type 0 request to endpoints and type 1
request to switches/bridges and further those bridges also have endpoints so those

bridges convert the request from type 1 to type O automatically.

14



Type 0 Header:

Dgubleword
{im EAL T oy

r Latenc a3
Be Fimer’ | &

Base Address 0O o

Base Address 1 08

Base Address 2 s

Base Address 3 or

Base Address 4

Base Address S5

CardBus CIS Pointer

Sub t 11
Subsystem ID Vendor 10

Expansion ROM 12
Base Address

pabilities 13
Reserved D

Reserved

Ma:(_La[l Min_Gnti '“‘g’.{,“"‘i =

Il Required configuration registers

Figure 1.7 — Type 0 Header
Revision ID:

Gives the revised identifier of a device which stores the valid ID provided by

the vendor.
pci_read_byte(struct device, PCI_REVISION_ID);
BIST Register:

BIST means Built in Self-Test register and it is a status register which

authorizes the control of device.
Header Type:

This register represents the device type whether it is type 0 or type 1 and it

also mentions the device is multi-functional or not.
Latency Timer:
Measures latency in units of PCI bus clocks.

Cache Line Size:

15



Specifies the system cache size in 32 bit units and it has garbage value then

the device behaves as 0 stored in it.

In order to allow more parts of configuration space to be standardized without
conflicting with existing uses, there can be a list of capabilities defined within the
remaining 192 bytes of PCI configuration space. Each capability has one byte that
describes which capability it is, and one byte to point to the next capability. The
number of additional bytes depends on the capability ID. If capabilities are being
used, a bit in the Status register is set, and a pointer to the first in a linked list of
capabilities is provided in the Cap. pointer register defined in the Standardized
Registers. When a capability register set is enabled it is tied together by a linked list
starting with an 8-bit pointer at address 34h in the configuration space header.

Cardbus CIS Pointer:

Points to the card information structure and is used by devices that share

silicon between cardbus and PCI.

Type 1 Header:

31 24 23 16 15 87 0

0x0000 Device ID Vendor ID

0x004 Status Command

0x008 Class Code Revision ID

0x00C | BIST | Header Type Primary Latency Timer Cache Line Size

0x010 BAR Registers

0x014 BAR Registers

0x018 |Secondary Latency Timer | Subordinate Bus Number | Secondary Bus Number Primary Bus Number

0x01C Secondary Status 1/0 Limit 1/0 Base

0x020 Memory Limit Memory Base

0x024 Prefetchable Memory Limit Prefetchable Memory Base

0x028 Prefetchable Base Upper 32 Bits

0x02C | Prefetchable Limit Upper 32 Bits

0x030 | I/0 Limit Upper 16 Bits | I/0 Base Upper 16 Bits

0x034 Reserved | Capabilities Pointer

0x038 | Expansion ROM Base Address

0x03C Bridge Control | Interrupt Pin | Interrupt Line

Figure 1.8 — Type 1 Header

16



Header & Capability Register Sets

Each capability structure set also has a unique Capability ID

To find the next capability pointer we look at the base address of the capability

register set and add an offset of 01h

When you reach a capability structure with an ID of 10h then you have reached the

PCI Express Capability Structure

When you reach a capability structure with Next Capability Pointer of 00h then you

have reached the end of the linked list

Capability IDs:

#define PCI_CAP_LIST_ID 0 [* Capability ID */

#define PCI_CAP_ID_PM 0x01 /* Power Management */

#define PCI_CAP_ID_AGP 0x02 /* Accelerated Graphics Port */
#define PCI_CAP_ID_VPD 0x03 /* Vital Product Data */

#define PCI_CAP_ID_SLOTID 0x04 /* Slot Identification */

#define PCI_CAP_ID_MSI 0x05 /* Message Signalled Interrupts */
#define PCI_CAP_ID_CHSWP 0x06 /* CompactPCIl HotSwap */
#define PCI_CAP_ID_PCIX 0x07 /* PCI-X*/

#define PCI_CAP_ID HT 0x08 /* HyperTransport */

#define PCI_CAP_ID_VNDROx09 /* Vendor-Specific */

#define PCI_CAP_ID DBG 0x0A /* Debug port */

#define PCI_CAP _ID _CCRC 0x0B /* CompactPCI Central Resource Control */
#define PCI_CAP_ID_SHPCOx0C /* PCI Standard Hot-Plug Controller */

17



#define PCI_CAP_ID_SSVID

#define PCI_CAP_ID_AGP3 0xOE
#define PCl_CAP_ID_SECDEV
#define PCI_CAP_ID_EXP
#define PCI_CAP_ID_MSIX 0x11
#define PCl_CAP_ID_SATA 0x12
#define PCI_CAP_ID_AF
#define PCI_CAP_ID_EA
#define PCI_CAP_ID_MAX
#define PCI_CAP_LIST_NEXT

#define PCI_CAP_FLAGS

0x0OD /* Bridge subsystem vendor/device ID */
/* AGP Target PCI-PCI bridge */

OxOF /* Secure Device */

0x10 /* PCIl Express */

I* MSI-X */

/* SATA Data/Index Conf. */
0x13 /* PCI Advanced Features */
0x14 /* PCl Enhanced Allocation */
PCI_CAP_ID_EA

1 /* Next capability in the list */

2 /* Capability defined flags (16 bits) */

#define PCI_CAP_SIZEOF 4

0 00|01 (0203 04 |DS |06 07 |08 |09 DA OB (OC | OD | OE | OF
000 0 D0 00 FF 10 00 00 00
010 FB CF 00 00 00 00
020 g 00 Bl CO ‘11 13
030 g 08" OF 01 00" 00
040 0 80 00 060 00: 60
0s0 (0] 00 00 00 00 D0
060 o0 0o Do Qo 00 00
070 03 0o 08 00O 00 OO0
080 00 00 81 F4 D2 01
090 00 04 00 00 00 08 00 00 00 00 00

Fig 1.9 Capability linked list
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Problem Addressed

As growing number of scientific
experiments on data acquisition
of real-time the system must be
capable of high data rates over
long observation. This can be
achieved by using DMA engine
to overcome limitations by CPU
Scheduling.

Image and Video processing
has revolutionized the world
with high performance digital
cameras. PCle is used here to
setup a link between CPU and
FPGA Board.

The intensive demand for
computational processing has
led to development of various
accelerators where bridge is
served by FPGA connected over

PCle, utilizing potentials of
extended Board.
Along with the rapid

development of the information
technology, higher transmission

rate of data signaling is
increasingly required by
computing systems. Therefore

PCle bus is acknowledged as
the representative of the next
generation bus standard.



CHAPTER-3: AIM AND SCOPE

3.1 Project Uses:

1) With this tool we can easily debug and analyze any PCI/PCledevice
connected to the system.

2) Scan configuration space for all PCl-visible functions in system.

3) Detecting error in PCI devices.

4) Read and Write to any config space location, memory addressor IO
address.

5) Create decode files for structures in config space, memoryaddress
space and 10 space.

6) Extended capability structure access.

This project is A HCL owned tool for analyzing PCle device and itsdevelopment.

3.2 Goals of the Project:

3.2.1 PCle tool to access config space.
3.2.2 Changing and debugging the PCle Device characteristics
3.2.3PCle debug tool for validation, analysis and learning that allowsthe user to

read and write any memory, IO or configuration space address.
3.3 Dependencies Needed:

Linux-ubuntu 18.4 or higher, Ispci/pciutils

3.4 Milestones:

3.4.1 PCle Architecture
3.4.2 Operating on PCle devices in Linux
3.4.3 Basic tool to access the PCle space.

3.4.4 Addition of functionalities to update / monitor the PCle devices.
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CHAPTER-4: CODE

4.1 LSPCI Code:
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/io.h>

Initialize all the headers files required for the program such as standard
libraries, unified libraries for linux, system i/o related libraries to access the i/o

ports.

For easy access define the word or typecast the datatype as WORD,
DWORD and define all the wanted fixed values in macros for faster compile

and run speed of the program.
WORD bus, dev, fun;

The above statement makes the variables bus, dev, fun as word sized

variables.
DWORD addr, data;

The above statement makes the variables config data and config

address as dword sized variables.
int ret;

Use a variable to get the values from the kernel since to retrieve a value
from a kernel we need a higher privileged variable permissions and that is
done using iopl(3) gives the variable a io privilege to the variable and helps to

retrieve data from kernel space.

After completion of program remove the privilege to original to remove

dangling pointer like in dynamic memory allocation.

for (bus = 0; bus <= PCI_MAX_BUS; bus++)
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By making a loop like above for all bus, device and function and getting
address like below statement can retrieve the information from config space of

the device from its memory.
addr = PCI_BASE_ADDR | (bus << 16) | (dev << 11) | (fun << 8);

After making a address to retrieve information from config space we
need to retrieve that info from the address we have created and that is done by

below statement.
outl(addr, CONFIG_ADDR);

and by storing it and comparing it gives us the details of BDF numbers

of available devices in our system.
data = inl(CONFIG_DATA);

As | said before we have to make the variable back to original
permissions and that is done using the below.
ret = iopl(0);

This code is similar to the functioning of Ispci command source code as this
Ispci displays all the PCle devices in a system with BDF number. This code is a
simple alternative for the source code and through this we can manipulate the code

and create a command that can do more.

We extend this code further to make an overall tool for PCle devices which can

analyze devices, debug tools for errors, validate the code.
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4.2 Code to retrieve PCl device data:
int ret,data,vendor,device,n,interruptpin,interruptline;

In this program we will extended the previous program and retrieve extra more
data from config space like device id, vendor id, interruput pin, interrupt line
and class code. The above statement initializes the variables required to store

the data retrieved.

To retrieve this information we have to modify the address making line by
adding the offset means address of the info located in config space standard

header.
long int offset;
The above variable is used to store the address of info based on config space.

addr = PCI_BASE_ADDR | (bus << 16) | (dev << 11) | (fun << 8) | (offset &
0x00);

use while loop to give multiple offsets and get info based on offset provided.

The above statement gives the address based on offset and we retrieve the

info from config space using inl and outl functions like before.

By using case structure and while loops we can retrieve info based on user

requirement and print accordingly this saves the time and program run time.

The above code gives us the data of a PCl device such as device id,
vendor id, class code, header type, subsystem vendor and device id, interrupt
pin and interrupt line of the PCI device. As my project is to build a tool to
debug PCI device so this code helps me to retrieve data which is required to

locate a device for debugging purpose.

Through this code my PCI tool code was half way there to complete. |
have used a switch case to get different data based on our choice and the

output will be of all devices.

23



The data | got from retrieving the memory space which is configuration
space of PCI devices and those space consists of the all the details of the
device and io privilege gives the permission to access the kernel and

configuration space.

4.3 Code to read config space (Similar to Ispci source code)

This code gives the similar output but we will give the options directly through the
command line arguments and based on the options provided we will get the output

info similar to Ispci arguments.

#include <stdio.h>
#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <stdarg.h>
#include <unistd.h>
#include "pci.h"

#include<linux/pci_regs.h>

Include all the required libraries such as the offset stored libraries pci_regs.h which
gives the predefined macros for the offset of the different information in config space
and we use them to retrieve data. Simply we are modifying the offset address with

name defined in macros library.

And using the command line arguments and the address making process also made
simple in this program. We no need of the loop with 256 times for bus, 32 times for
device and 8 times for function and get the data for all present. We will replace that
mighty loop with a single statement.
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struct pci_access *pacc;

The above statement gives the structure and stores all the info of all the pcie devices

present in system.
struct pci_dev *dev;

The above structure gives the devices linked list and we use it for looping and get

next device info from pacc structure.
unsigned int ¢,d,cap,cap1,val,sv_id,sd_id;
char classbuf[128], vendbuf[128], devbuf[128], svbuf[128], sdbuf[128];
char namebuf[1024], *name;
char i,*driver;
int opt_n=0,opt_m=0,0opt_b=0,0pt_c=0,count=0,0pt_h=0;

The above statements gives the variables required to store the values got from

command line and info that is retried from config space.
pacc = pci_alloc();

The above statement allocates some memory space to the structure to store the

device data.
pci_init(pacc);

It initialize the pci pacc structure to store the info with all the child elements and offset

elements.
pci_scan_bus(pacc);

The above statement gives the elements present in the structures a value got from

scanning the device.
for(int j=1;j<argc;j++){

i=*argv[j];
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The above loop get the command line argument and separate the string and count
the number of arguments given and what is the user asked by command line

arguments.
switch (i)
case 'n":
opt_n++;
break;

Using the above switch case, we will get the number of arguments count and detailed

info of what user wants.
for (dev=pacc->devices; dev; dev=dev->next){

Using the above for loop we get the devices list based on the scanning process done
at first and stored in pacc structure. now we use the same pacc structure to loop and
dev structure which is a child or loop iterator. As | said before the devices are stored

in linked list we iterate that list until null to get all devices list.
c=pci_read_byte(dev,PCI_CLASS_REVISION);

The above statement reads the byte value of the offset provided by the
PCI_CLASS_REVISION macro with dev structure which specifies the specific device.

if(opt_n==1)4
if(c!=0)

printf("%02x:%02x.%d %04x: %04x:%04x (rev
%02x)\n",dev->bus,dev->dev,dev->func,dev->device_class,dev->vendor_id,dev-

>device_id,c);

}

else{

printf("%02x:%02x.%d %04x: %04x:%04x\n",dev-

>bus,dev->dev,dev->func,dev->device_class,dev->vendor_id,dev->device_id);

}
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}

The above code gives the output based on the data got from pci read api and the
code prints the following only if the command line argument consists of that condition
and data is not equal to FF or 00. If not it continues the loop for other condition in

command line argument.
else if(opt_n>1){
if(c!=0X

printf("%02x:%02x.%d %s [%04X]: %s [%04x:%04x] (rev
%02x)\n",dev->bus,dev->dev,dev->func,pci_lookup_name(pacc, classbuf,
sizeof(classbuf),PCl_LOOKUP_CLASS,dev->device_class),dev-
>device_class,pci_lookup_name(pacc, devbuf,
sizeof(devbuf),PCl_LOOKUP_VENDOR | PCI_LOOKUP_DEVICE,dev->vendor _id,

dev->device_id),dev->vendor_id,dev->device_id,c);

}

The above code prints the following if the command line arguments have more than
one options in the string which gives more info on the devices like more specific. And

uses the same logic as the previous one.
elsef{

printf("%02x:%02x.%d %s [%04x]: %s
[%04x:%04x]\n",dev->bus,dev->dev,dev->func,pci_lookup_name(pacc, classbuf,
sizeof(classbuf),PCl_LOOKUP_CLASS,dev->device_class),dev-
>device_class,pci_lookup_name(pacc, devbuf,
sizeof(devbuf),PCl_LOOKUP_VENDOR | PCI_LOOKUP_DEVICE,dev->vendor _id,

dev->device_id),dev->vendor_id,dev->device id);
}
}

If the command line argument is not meet with the f condition then the else condition

which goes for the next option comes up to check the condition.
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else if(opt_m>=1){
printf("%02x:%02x. %d\t",dev->bus,dev->dev,dev->func);
sv_id=pci_read_byte(dev,PCI_SUBSYSTEM_VENDOR_ID);
sd_id=pci_read_byte(dev,PClI_SUBSYSTEM_ID);

printf(" \"%s\" ",pci_lookup_name(pacc, classbuf,
sizeof(classbuf), PCl_LOOKUP_CLASS, dev->device_class));

printf(" \"%s\" ",pci_lookup_name(pacc, vendbuf, sizeof(vendbuf),
PCI_LOOKUP_VENDOR, dev->vendor_id, dev->device_id));

printf(" \"%s\" ",pci_lookup_name(pacc, devbuf, sizeof(devbuf),
PCI_LOOKUP_DEVICE, dev->vendor_id, dev->device_id));

printf(" \"%s\" ",pci_lookup_name(pacc, sdbuf, sizeof(sdbuf),
PCI_LOOKUP_SUBSYSTEM | PCI_LOOKUP_DEVICE, dev->vendor _id, dev-

>device_id, sv_id, sd_id));
c=pci_read_byte(dev,PClI_CLASS_ REVISION);
printf("\"-r%x\" “,c);
c=pci_read_byte(dev,PCI_CLASS_PROG);
printf("\"-p%x\"\n",c);
}

The above code gives the output of the option m in command line argument and all
the details what this option represents will be in man page of this driver when

installed in kernel.

After all the conditions meet with the condition then default condition is used which

shows invalid option.

28



else if(opt_b>=1)

if(c!=0)Y
printf("%02x:%02x.%d %s [%04Xx]: %s (rev %02x)\n",dev-
>bus,dev->dev,dev->func,pci_lookup_name(pacc, classbuf,
sizeof(classbuf),PCl_LOOKUP_CLASS,dev->device_class),dev-
>device_class,pci_lookup_name(pacc, devbuf,

sizeof(devbuf),PCl_LOOKUP_VENDOR | PCI_LOOKUP_DEVICE,dev->vendor _id,

dev->device_id),c);

}
elsef{
printf("%02x:%02x.%d %s [%04x]: %s\n",dev->bus,dev-
>dev,dev->func,pci_lookup_name(pacc, classbuf,
sizeof(classbuf),PCl_LOOKUP_CLASS,dev->device_class),dev-
>device_class,pci_lookup_name(pacc, devbuf,

sizeof(devbuf),PCl_LOOKUP_VENDOR | PCI_LOOKUP_DEVICE,dev->vendor id,

dev->device_id));

}

The above option shows the output of the option b and this gives the most sensitive

information and in fact all the details which is more than enough to debug a tool.

Based on this info and status register present in the config space we will decide what

is the problem occurred in pci tool and debug and make log file.

After the log file the troubleshoot tool makes the device to solve its error or gives the
user about the error so that user can understand what is the problem prior it becomes

toxic.
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else if(opt_c==1)}
count=0;
d=pci_read_byte(dev,PCI_CAPABILITY_LIST);

This option ¢ is a special one which specifies about the capability register and its
capabilities of the devices as the device may contain multiple capabilities like power

management, message interrupts, message signals, accelerated graphics port etc.

Since the capabilities details are stored in linked list as explained in previous chapters
the retrieving of the capability register is tough. It is done by retrieving each by each

capability and goes on again to retrieve the characteristics of that capability.
cap1=d;
if(d!=0)

printf("%04x:%02x:%02x.%d\n",dev->domain, dev->bus,

dev->dev, dev->func);
while(d!=0){
printf("Capability Address %d = %x\n",count+1,d);
val=pci_read_byte(dev,d);

Reads the capability pointer address linked list and gets a value of the type and

based on the type of capability the characteristics are read.

printf("Capability ID %d = %x ",count+1,val);

if(val==PCI_CAP_ID_PM)
printf("(Power Management)\n");

else if(val==PCI|_CAP_ID_PCIX)
printf("(PCI-X non-Bridge)\n");

else if(val==PCI|_CAP_ID_SATA)
printf("(SATA)\n");

d=pci_read_byte(dev,d+1);
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count++;

}

After the characteristics are read then the value is read by getting a special address
as shown in below to get the value for the other characteristic.

cap = pci_read_word(dev, cap1 + PClI_CAP_FLAGS);

printf("Power Management Version %d\n", cap &
PCI_PM_CAP_VER_MASK);

printf(" \n");
}

}

else{
break;

}

}

The below if condition gives when the user is needed for a man page since itis a c
code we made it in a option of command line argument but the next step of this
program is to make a kernel driver tool and then in that we can make this If statement

in man page directly without this option.
if(opt_h==1)
printf("Options \t Function\n");

printf(" m  Dump PCI device data in a backward-compatible
machine readable form. See below for details.\n mm  Dump PCI device data in a
machine readable form for easy parsing by scripts.\nb  Bus-centric view. Show all
IRQ numbers and addresses as seen by the cards on the PCI bus instead of as seen
by the kernel\n D  Always show PCI domain numbers. By default, Ispci suppresses

them on machines which have only domain 0.\n P Identify PCI devices by path
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through each bridge, instead of by bus number.\n PP Identify PCI devices by path
through each bridge, showing the bus number as well as the device number.\n n
Show PCI vendor and device codes as numbers instead of looking them up in the
PCIID list\nnn  Show PCI vendor and device codes as both numbers and
names.\nc  Display the devices with capabilities with its address, ID and other
infoAn h  Man Page.\n");

}
pci_cleanup(pacc);

return O;
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CHAPTER-5: RESULT AND ANALYSIS

tejanaveen@teja-HCL: -

tejanaveenteja-HCL: ~

ntraller

Figure 5.2 — Standard Ispci command execution
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