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ABSTRACT 

 
Most cloud framework applications contain important and private information, for 

example, individual, exchange, or wellbeing data. Dangers on such information may put the 

cloud frameworks that hold these information at high hazard. This paper proposes a 

coordinated approach to group what is more, secure large information before executing 

information versatility and   duplication, what is   more, investigation. The need of verifying 

large information is a must and should process .so on behalf of that we provide the security to 

the large sets of data before the clustering and then send them to the cloud .The effect of 

information security is considered and validated on the private information in the extent of 

Hadoop Distributed File System. It is uncovered that the proposed approach can improve 

cloud and the large sets of data before the clustering are frameworks information versatility. 
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CHAPTER 1 

INTRODUCTION 

 

1.1. GENERAL 

 
 

Clustering techniques have been widely adopted in many real world data 

analysis applications, such as customer behavior analysis, targeted marketing, digital 

forensics, etc. With the explosion of data in today’s big data era, a major trend to 

handle a clustering over large-scale datasets is outsourcing it to public cloud platforms. 

This is because cloud computing offers not only reliable services with performance 

guarantees, but also savings on in-house IT infrastructures. However, as datasets 

used for clustering may contain sensitive information, e.g., patient health information, 

commercial data and behavioural data, etc, directly outsourcing them to public cloud 

servers inevitably raise privacy concerns. 

 
over a 5 million objects dataset further validates the practical performance of 

our scheme. In this paper, we propose a practical privacy-preserving K-means 

clustering scheme that can be efficiently outsourced to cloud servers. Our scheme 

allows cloud servers to perform clustering directly over encrypted datasets, while 

achieving comparable computational complexity and accuracy compared with 

clustering over unencrypted ones. We also investigate secure integration of 

MapReduce into our scheme, which makes our scheme extremely suitable for cloud 

computing environment. Thorough security analysis and numerical analysis carry out 

the performance of our scheme in terms of security and efficiency. Experimental 

evaluation. 

 
1.2 OBJECTIVES 

 
 

A practical privacy-preserving K-means clustering scheme is proposed that in 

which the cloud servers perform clustering over encrypted datasets and it is extremely 

suitable for parallelized processing in cloud computing environment. 
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1.3 TERMS AND TERMINOLOGIES 

 
 

While the term “big data” is relatively new, the act of gathering and storing large 

amounts of information for eventual analysis is ages old. The concept gained 

momentum in the early 2000s when industry analyst Doug Laney articulated the now- 

mainstream definition of big data as the three Vs: 

 
Volume 

 
 

Organizations collect data from a variety of sources, including business 

transactions, social media and information from sensor or machine-to-machine data. 

In the past, storing it would’ve been a problem – but new technologies (such as 

Hadoop) have eased the burden. 

 
Velocity 

 
 

Data streams in at an unprecedented speed and must be dealt with in a timely 

manner. RFID tags, sensors and smart metering are driving the need to deal with 

torrents of data in near-real time. 

 
Variety 

 
 

Data comes in all types of formats – from structured, numeric data in traditional 

databases to unstructured text documents, email, video, audio, stock ticker data and 

financial transactions. 

 
K-Means Clustering on Big Data 

 
 

The k-means (Lloyd) algorithm, an intuitive way to explore the structure of a 

data set, is a work horse in the data mining world. The idea is to view the observations 

in an N variable data set as a region in N dimensional space and to see if the points 

form themselves into clusters according to some method of measuring distance. To 

apply the k-means algorithm one takes a guess at the number of clusters (i.e. select 
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a value for k) and picks k points (maybe randomly) to be the initial centre of the 

clusters. The algorithm then proceeds by iterating through two steps: 

1. Assign each point to the cluster to which it is closest 

 
 

2. Use the points in a cluster at the mth step to compute the new centre of the 

cluster for the (m +1)th step 

 
Eventually, the algorithm will settle on k final clusters and terminate 

 
 

1.4 Homomorphic Encryption 

 
 

Homomorphic encryption is a form of encryption that allows computation on 

cipher texts, generating an encrypted result which, when decrypted, matches the 

result of the operations as if they had been performed on the plaintext. The purpose 

of homomorphic encryption is to allow computation on encrypted data. 

 
Cloud computing platforms can perform difficult computations on 

homomorphically encrypted data without ever having access to the unencrypted 

data. Homomorphic encryption can also be used to securely chain together 

different services without exposing sensitive data. For example, services from 

different companies can calculate the tax the currency exchange rate shipping, on 

a transaction without exposing the unencrypted data to each of those services. 
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CHAPTER 2 

LITERATURE SURVEY 

 
 
 

This chapter revises the most important aspects in how computing infrastructures 

should be configured and intelligently managed to fulfill the most notably security aspects 

required by Big Data applications. One of them is privacy. It is a pertinent aspect to be 

addressed because users share more and more personal data and content through their 

devices and computers to social networks and public clouds. So a secure framework to 

social networks is a very hot topic research. This last topic is addressed in one of the two 

sections of the current chapter with case studies. In addition, the traditional mechanisms 

to support security such as firewalls and demilitarized zones are not suitable to be applied 

in computing systems to support Big Data. SDN is an emergent management solution 

that could become a convenient mechanism to implement security in Big Data systems, 

as we show through a second case study at the end of the chapter. This also discusses 

current relevant work and identifies open issues. 

 
The Big Data is an emerging area applied to manage datasets whose size is 

beyond the ability of commonly used software tools to capture, manage, and timely 

analyze that amount of data. The quantity of data to be analyzed is expected to double 

every two years (IDC, 2012). All these data are very often unstructured and from various 

sources such as social media, sensors, scientific applications, surveillance,video and 

image archives, Internet search indexing, medical records, business transactions and 

system logs. Big data is gaining more and more attention since the number of devices 

connected to the so-called “Internet of Things” (IoT) is still increasing to unforeseen levels, 

producing large amounts of data which needs to be transformed into valuable 

information[2012][1]. 
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Big Data Applications with Scheduling becomes an active research area in last 

three years. The Hadoop framework becomes very popular and most used frameworks 

in a distributed data processing. Hadoop is also open source software that allows the user 

to effectively utilize the hardware. Various scheduling algorithms of the MapReduce 

model using Hadoop vary with design and behavior, and are used for handling many 

issues like data locality, awareness with resource, energy and time. This paper gives the 

outline of job scheduling, classification of the scheduler and comparison of different 

existing algorithms with advantages, drawbacks limitations. In this paper, we discussed 

various tools and frameworks used for monitoring and the ways to improve the 

performance in MapReduce. This paper helps the beginners and researchers in 

understanding the scheduling mechanisms used in Big Data. 

 
Big Data plays very important role in many industries like healthcare, automobiles IT etc. 

Effective utilization of energy, resource, time becomes challenging task nowadays. Big 

Data has become more popular in IT sector, banking, finance healthcare online 

purchasing, engineering and many other areas. Big Data refers wide range of datasets 

and hence it’s difficult to manage by existing applications. The data sets are very complex 

and growing day by day in humongous volume. Raw data are continuously generated 

from social media, online transactions, etc. Due to continuous increase in volume, velocity 

and variety complexity increases; it induces lots of difficulties and challenges in data 

processing. Big Data becomes a complex process in terms of correctness, transform, 

match, relates, etc[2016][2]. 

 
 

Big data phenomenon arises from the increasing number of data collected from 

various sources, including the internet Big data is not only about the size or volume. Big 

data posses specific characteristics (volume, variety, velocity, and value 4V) that make it 

difficult to manage from security point of view. The evolution of data to become big data 

rises another important issues about data security and its management. NIST defines 

guide for conducting risk assessments on data, including risk management process and 

risk assessment. This paper looks at NIST risk management guidance and determines 
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whether the approach of this standard is applicable to big data by generally define the 

threat source, threat events, vulnerabilities, likelihood of occurance and impact. The result 

of this study will be a general framework defining security management on Big data. 

Big data phenomenon is triggered by the rapid growth of various social network services. 

User generated content is responsible for generating a huge volume of data to be 

analyzed for many purposes, from business to security. Machine to machine 

communication (M2M) and the Internet of Things also produce a vast amount of data. 

Data from other fields, DNA sequencing, also contribute to big data. Big data implications 

in data analytics is significant, such as in management business [9], the data gathered 

from online conversations between members in a community can be used as a 

consideration for marketing strategy, supply chain management, customer relationship 

management, competitive advantage and business intelligent of a company. In 

informatics a new learning system approach for artificial intelligence using big data has 

already been generated. In research on astronomy NASA has also use Big data to 

support research to map stars formation on the sky[2014][3]. 

 
 
 

 
The Hadoop Distributed File System (HDFS) is designed to store very large data 

sets reliably, and to stream those data sets at high bandwidth to user applications. In a 

large cluster, thousands of servers both host directly attached storage and execute user 

application tasks. By distributing storage and computation across many servers, the 

resource can grow with demand while remaining economical at every size. We describe 

the architecture of HDFS and report on experience using HDFS to manage 25 petabytes 

of enterprise data at Yahoo!. 

 
Several distributed file systems have or are exploring truly distributed 

implementations of the namespace. Ceph has am cluster of namespace servers (MDS) 

and uses a dynamic sub-tree partitioning algorithm in order to map the namespace tree 

to MDSs evenly. GFS is also evolving into a distributed name-space implementation. The 

new GFS will have hundreds of namespace servers (masters) with 100 million files per 
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master. Lustre has an implementation of clustered namespace on its roadmap for tree 

release. The intent is to stripe a directory over multiple metadata servers (MDS), each of 

which contains a disjoint portion of the namespace. A file is assigned to a particular MDS 

using a hash function on the file name[2010][4]. 

 
 

Big Data has become a hot topic across several business areas requiring the 

storage and processing of huge volumes of data. Cloud computing leverages Big Data by 

providing high storage and processing capabilities and enables corporations to consume 

resources in a pay-as-you-go model making clouds the optimal environment for storing 

and processing huge quantities of data. By using virtualized resources, Cloud can scale 

very easily be highly available and provide massive storage capacity and processing 

power. This paper surveys existing databases models to store and process Big Data 

within a Cloud environment. Particularly, we detail the following traditional NoSQL 

databases: Big Table, Cassandra, DynamoDB, HBase, Hyper table, and MongoDB. 

 
The MapReduce framework and its developments Apache Spark, Hadoop, 

Twister, and other alternatives such as Apache Graph, Graph Lab, Pregel and MapD – a 

novel platform that uses GPU processing to accelerate Big Data processing – are also 

analyzed. Finally, we present two case studies that demonstrate the successful use of 

Big Data within Cloud environments and the challenges that must be addressed in the 

future. 

 
Society is becoming deeply immersed in the use of electronic devices that 

generate Petabytes of data, a gold mine for knowledge extraction, with different volume, 

velocity, and variety. Value and veracity are also two important properties that specify the 

need of valuable and truthfulness data. These five properties are known as the 5 V  s 

model that supports the Big Data concept. 

 
Big Data became a hot topic among computer researchers and business areas 

[60], providing organizations with a powerful tool to analyze large structured and 
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unstructured data and make useful decisions through it. Knowledge extraction frequently 

requires sophisticated analytic solutions that mine structured and unstructured data 

helping organizations gaining insights over the information within their private and public 

data[2015][5]. 

 

 
Clustering a large volume of data in a distributed environment is a challenging issue. 

Data stored across multiple machines are huge in size, and solution space is large. 

Genetic algorithm deals effectively with larger solution space and provides better solution. 

In this paper, we proposed a novel clustering algorithm for distributed datasets, using 

combination of genetic algorithm (GA) with Mahalanobis distance and k-means clustering 

algorithm. The proposed algorithm is two phased; in phase 1, GA is applied in parallel on 

data chunks located across different machines. Mahalanobis distance is used as fitness 

value in GA, which considers covariance between the data points and thus provides a 

better representation of initial data. K-means with K-means++ initialization is applied in 

phase 2 on intermediate output to get final result. The proposed algorithm is implemented 

on Hadoop framework, which is inherently designed to deal with distributed datasets in a 

fault-tolerant manner. Extensive experiments were conducted for multiple real-life and 

synthetic datasets to measure performance of our proposed algorithm. Results were 

compared with MapReduce-based algorithms, mrk means, parallel k-means and scaling 

GA. [2017][6]. 

Department of Computer Science and Engineering, IIT (ISM), Dhanbad, Dhanbad, 

India amount of data generated has grown markedly. Enormous amount of data 

generated cannot be placed at a centralized site; it needs to be stored across multiple 

data sites for the sake of security and easy maintenance. The sheer volume of data 

makes it difficult to transfer across different machines, which consumes significant 

bandwidth and time. technique, is effective when dealing with large volumes of data. It is 

an act of grouping objects based on some similarity factor. Objects in one cluster are 

highly similar to each other in comparison with the objects belonging to some other 

group. [2017][7]. 

 
Society is becoming deeply immersed in the use of electronic devices that generate 
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Petabytes of data, a gold mine for knowledge extraction, with different volume, velocity, 

and variety. Value and veracity are also two important properties that specify the need 

of valuable and truthfulness data. These five properties are known as the 5 V´s model 

that supports the Big Data concept [10]. 

 
Big Data became a hot topic among computer researchers and business areas [60], 

providing organizations with a powerful tool to analyze large structured and unstructured 

data and make useful decisions through it. Knowledge extraction frequently requires 

sophisticated analytic solutions that mine structured and unstructured data helping 

organizations gaining insights over the information within their private and public data. 

 
Cloud computing is currently one of the most discussed and promising topic in the 

information technology field and it was listed in Gartner’s top ten technologies list for 

the last four consecutive years [9]. Cloud computing became a trend for researchers 

and organizations [21], allowing virtualizing resources and offering theoretically 

unlimited processing power and storage. In practice, cloud can easily scale up with 

two types of scaling: vertical scaling, which offers the possibility to upgrade servers; 

and horizontal scaling that allows adding new servers to a cluster [9]. 

capacities and high processing power (therefore, it can host and process big volumes of 

data. 

 
we present Big Data in the cloud. Particularly we describe NoSQL databases; 

MapReduce and other variants such as: HaLoop, Twister and Apache Spark that address 

MapReduce’s lack of interactivity; Pregel, GraphLab and Apache Giraph, that were 

designed to work with graphs, instead of data files; and MapD, which is a novel approach 

to accelerate Big Data processing by means of GPU processing power. As these systems 

run over distributed architectures they perfectly fit in the cloud paradigm and are often 

offered as Big Data as a service or used by several online applications. The paper 

presents two case studies showing how Big Data and Cloud computing match, the issues 

on moving big loads of data to the cloud and the existent solutions, disaster recovery 

plans, and existing Big Data challenges. 

The remainder of this paper is structured as follows. Section 2 introduces Big Data and 
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Cloud Computing. Section 3 presents NoSQL, MapReduce, Graph databases and GPU 

processing. Section 4 discusses the case studies and existent problems and solutions 

when moving Big Data to the cloud. Section 5 discusses disaster recovery, and Section 

6 presents Big Data challenges, new trends and future directions. Finally, Section 7 

concludes the paper [2015][8]. 

 
Hadoop provides a distributed file system and a framework for the analysis and 

transformation of very large data sets using the MapReduce [3] paradigm. An important 

characteristic of Hadoop is the partitioning of data and computation across many 

(thousands) of hosts, and executing application computations in parallel close to their 

data. A Hadoop cluster scales computation capacity, storage capacity and IO 

bandwidth by simply adding commodity servers. Hadoop clusters at Yahoo! span 25 

000 servers, and store 25 petabytes of application data, with the largest cluster being 

3500 servers. One hundred other organizations worldwide report using Hadoop. 
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Hadoop is an Apache project; all components are available via the Apache open source 

license. Yahoo! has developed and contributed to 80% of the core of Hadoop (HDFS 

and MapReduce). HBase was originally developed at Powerset, now a department at 

Microsoft. Hive [15] was originated and develdeveloped at Facebook. Pig [4], 

ZooKeeper [6], and Chukwa were originated and developed at Yahoo! Avro was 

originated at Yahoo! and is being co-developed with Cloudera. 

 
HDFS is the file system component of Hadoop. While the interface to HDFS is 

patterned after the UNIX file system, faithfulness to standards was sacrificed in favor of 

improved performance for the applications at hand. 

 
HDFS stores file system metadata and application data separately. As in other 

distributed file systems, like PVFS [2][14], Lustre [7] and GFS [5][8], HDFS stores 

metadata on a dedicated server, called the NameNode. Application data are stored on 

other servers called DataNodes. All servers are fully connected and communicate with 

each other using TCP-based protocols. 

 
Unlike Lustre and PVFS, the DataNodes in HDFS do not use data protection mechanisms 

such as RAID to make the data durable. Instead, like GFS, the file content is replicated 

on multiple DataNodes for reliability. While ensuring data durability, this strategy has the 

added advantage that data transfer bandwidth is multiplied, and there are more 

opportunities for locating computation near the needed data. 

 
Several distributed file systems have or are exploring truly distributed implementations of 

the namespace. Ceph [17] has a cluster of namespace servers (MDS) and uses a 

dynamic subtree partitioning algorithm in order to map the namespace tree to MDSs 

evenly. GFS is also evolving into a distributed namespace implementation [8]. The new 

GFS will have hundreds of namespace servers (masters) with 100 million files per master. 

Lustre [7] has an implementation of clustered namespace on its roadmap for Lustre 2.2 

release. The intent is to stripe a directory over multiple metadata servers (MDS), each of 
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which contains a disjoint portion of the namespace. A file is assigned to a particular MDS 

using a hash function on the file name[2014][9]. 
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CHAPTER 3 

AIM AND SCOPE OF THE PRESENT INVESTIGATION 

3.1AIM OF THE PROJECT 

System design is the process of defining the architecture, components, 

modules, and data for a system to satisfy specified requirements. One could 

see it as the application of systems theory to product development. There is 

some overlap with the disciplines of systems analysis systems architecture 

and systems engineering. If the broader topic of product development blends 

the perspective of marketing, design, and manufacturing into a single 

approach to product development, then design is the act of taking the 

marketing information and creating the design of the product to be 

manufactured. System design is therefore the process of defining and 

developing systems to satisfy specified requirements of the user. 

 
3.2 SCOPE AND OBJECTIVES 

 
 

In our design, we consider two major entities as shown in a Dataset 

Owner and a Cloud Server. The owner has a collection of data objects, which 

will be outsourced to the cloud server for clustering after encryption. The 

cloud server performs the K-means clustering directly over the encrypted 

dataset without any decryption. During the clustering the cloud server 

interacts with the owner for a small amount of encrypted intermediate 

inputs/outputs. The clustering is finished when the clustering results do not 

change any more, or a predefined number of iterations is reached. 
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3.3 USE CASE DIAGRAM 

 
 

A use case is a set of scenarios that describing an interaction between 

a user and a system. A use case diagram displays the relationship among 

actors and use cases. The two main components of a use case diagram are 

use cases and actors. An actor is represents a user or another system that 

will interact with the system modeled. A use case is an external view of the 

system that represents some action the user might perform in order to 

complete a task. 

 
 
 

 
Fig 3.1 Use Case Diagram 
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3.4 ACTIVITY DIAGRAM 

 
 

Activity diagrams are graphical representations of workflows of stepwise activities 

and actions with support for choice, iteration and concurrency. In the Unified Modeling 

Language, activity diagrams can be used to describe the business and operational step- 

by-step workflow of components in a system. An activity diagram shows the overall flow 

of control. 

 

Fig 3.2 Activity Diagram 
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3.4 SEQUENCE DIAGRAM 

A sequence diagram simply depicts interaction between objects in a sequential 

order i.e. the order in which these interactions take place. We can also use the terms 

event diagrams or event scenarios to refer to a sequence diagram. Sequence diagrams 

describe how and in what order the objects in a system function. These diagrams are 

widely used by businessmen and software developers to document and understand 

requirements for new and existing systems. 

 
 

 

 
Fig 3.3 SEQUENCE DIAGRAM 
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3.6 HADOOP 

 

 
Apache Hadoop offers a scalable, flexible and reliable distributed computing big 

data framework for a cluster of systems with storage capacity and local computing power 

by leveraging commodity hardware. Hadoop follows a Master Slave architecture for the 

transformation and analysis of large datasets using Hadoop MapReduce paradigm. 

 
Hadoop follows a master slave architecture design for data storage and distributed 

data processing using HDFS and MapReduce respectively. The master node for data 

storage is hadoop HDFS is the NameNode and the master node for parallel processing 

of data using Hadoop MapReduce is the Job Tracker. The slave nodes in the hadoop 

architecture are the other machines in the Hadoop cluster which store data and perform 

complex computations. Every slave node has a Task Tracker daemon and a DataNode 

that synchronizes the processes with the Job Tracker and NameNode respectively. In 

Hadoop architectural implementation the master or slave systems can be setup in the 

cloud or on-premise. 

 
Hadoop Distributed File System (HDFS) stores the application data and file system 

metadata separately on dedicated servers. NameNode and DataNode are the two critical 

components of the Hadoop HDFS architecture. Application data is stored on servers 

referred to as DataNodes and file system metadata is stored on servers referred to as 

NameNode. HDFS replicates the file content on multiple DataNodes based on the 

replication factor to ensure reliability of data. The NameNode and DataNode 

communicate with each other using TCP based protocols. For the Hadoop architecture 

to be performance efficient, HDFS must satisfy certain pre-requisites. 

 
The execution of a Map Reduce job begins when the client submits the job 

configuration to the Job Tracker that specifies the map, combine and reduce functions 

along with the location for input and output data. On receiving the job configuration, the 
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job tracker identifies the number of splits based on the input path and select Task 

Trackers based on their network vicinity to the data sources. Job Tracker sends a request 

to the selected Task Trackers. 

The processing of the Map phase begins where the Task Tracker extracts the input 

data from the splits. Map function is invoked for each record parsed by the “InputFormat” 

which produces key-value pairs in the memory buffer. The memory buffer is then sorted 

to different reducer nodes by invoking the combine function. On completion of the map 

task, Task Tracker notifies the Job Tracker. When all Task Trackers are done, the Job 

Tracker notifies the selected Task Trackers to begin the reduce phase. Task Tracker 

reads the region files and sorts the key-value pairs for each key. The reduce function is 

then invoked which collects the aggregated values into the output file. 

 
3.7 RISKS INVOLVED IN CLOUD COMPUTING 

 
 

3.7.1 Technical Issues 

 
Though it is true that information and data on the cloud can be accessed anytime 

and from anywhere at all, there are times when this system can have some serious 

dysfunction. You should be aware of the fact that this technology is always prone to 

outages and other technical issues. Even the best cloud service providers run into this 

kind of trouble, in spite of keeping up high standards of maintenance. Besides, you will 

need a very good Internet connection to be logged onto the server at all times.You will 

invariably be stuck in case of network and connectivity problems. 

3.7.2 Security in the Cloud 

 
The other major issue while in the cloud is that of security issues. Before adopting 

this technology, you should know that you will be surrendering all your company’s 

sensitive information to a third-party cloud service provider. This could potentially put your 

company to great risk. Hence, you need to make absolutely sure that you choose the 

most reliable service provider, who will keep your information totally secure. When all 

https://www.lifewire.com/top-cloud-computing-vendors-3473553
https://www.lifewire.com/how-to-share-your-internet-connection-on-windows-2377463
https://www.lifewire.com/creating-apps-for-different-mobile-systems-2373402
https://www.lifewire.com/risks-involved-in-cloud-computing-2373215
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Task Trackers are done, the Job Tracker notifies the selected Task Trackers to begin the 

reduce phase. Task Tracker reads the region files and sorts the key-value pairs for each 

key. The reduce function is then invoked which collects the aggregated values into the 

output file. 

 
 

3.7.3 Prone to Attack 

 
Storing information in the cloud could make your company vulnerable to external 

hack attacks and threats. As you are well aware, nothing on the Internet is completely 

secure and hence, there is always the lurking possibility of stealth of sensitive data. 

https://www.lifewire.com/sony-to-shut-down-online-store-1847036
https://www.lifewire.com/sony-to-shut-down-online-store-1847036
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CHAPTER 4 

EXPERIMENTAL OR MATERIALS AND METHODS; ALGORITHMS USED 

 

4.1 MODULES 

ETL WORKFLOW FOR HDFS 

SYSTEM SETUP AND DATA INTEGRATION 

WEIGHTED K-MEANS CLUSTERING 

SINGLE ROUND MAP REDUCED PRIVACY-PRESERVING CLUSTERING 

IMPORT/ EXPORT DATA USING SQOOP TOOL ANALYSIS 

 
4.1.1 Extract Transform Load (ETL) 

 

 
Extract Transform Load (ETL) systems commonly integrate data from multiple 

applications (systems), typically developed and supported by different vendors or hosted 

on separate computer hardware. The separate systems containing the original data are 

frequently managed and operated by different patient records. This represents the most 

important aspect of ETL, since extracting data correctly sets the stage for the success of 

subsequent processes. 

A properly designed ETL system extracts data from the source systems, enforces data 

quality and consistency standards, conforms data so that separate sources can be used 

together, and finally delivers data in a presentation-ready format so that application 

developers can build applications and end users can make decisions. 

Since the data extraction takes time, it is common to execute the three phases in parallel. 

While the data is being extracted, another transformation process executes while 

processing the data already received and prepares it for loading while the data loading 

begins without waiting for the completion of the previous phases. 
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ETL systems commonly integrate data from multiple applications (systems), typically 

developed and supported by different vendors or hosted on separate computer hardware. 

The separate systems containing the original data are frequently managed and operated 

by different employees. For example, a cost accounting system may combine data from 

payroll, sales, and purchasing. 

 
4.1.2 SYSTEM SETUP AND DATA INTEGRATION 

 

 
A Dataset Owner and a Cloud Server: the owner has a collection of data objects, which 

will be outsourced to the cloud server for clustering after encryption. The cloud server 

performs the K-means clustering directly over the encrypted dataset without any 

decryption. During the clustering, the cloud server interacts with the owner for a small 

amount of encrypted intermediate inputs/outputs. The clustering is finished when the 

clustering results do not change any more, or a predefined number of iterations is 

reached. 

Integrating data into an integration-platform-as-as-service (ipaas) cloud database 

can sound like a scary process, however it really comes down to five simple 

steps. Business owners who may be tentative to make the transition into big data 

and the improved performance that comes with that should fear not - it's easier 

and less risky than ever to use a data integration platform. 

Once you have determined essentially how you want your business data to sync, you can 

now set the criteria for data, choose your platform, and enable the integration. When 

choosing a platform to use, there are certain features to pay attention to, including price, 

bi-directional syncing (does the data flow into and out of each system?), number of system 

you can connect and how many records you're limited to sync in a given time. We would 

like to think that our system works for businesses of all sizes (feel free to try it for free), 

but if you need a simple, one-way integration there are other systems out there that may 

work for you as well. 

By integrating data across multiple platforms, an organization that is new to the data 

management process can quickly gain value from their integration efforts, sometimes in 

as little as a few days. Other companies that have invested years of resources into old- 

https://www.bedrockdata.com/
https://www.bedrockdata.com/cloud-integration-platform
https://my.bedrockdata.com/
https://www.bedrockdata.com/blog/what-can-business-data-management-do-for-you
https://www.bedrockdata.com/blog/what-can-business-data-management-do-for-you
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school, hard to use integrations can create relevant fields and tune systems to utilize their 

exiting analytical data as a short-cut to a working big-data system. 

 
4.1.3 WEIGHTED K-MEANS CLUSTERING 

A popular extension of the original K-means clustering is the weighted K-means 

clustering. In weighted K-means clustering, every data element is associated with a real 

valued weight. This is because different elements in an object can have different level of 

importance. To support weighted K-means clustering in a privacy-preserving manner, our 

design should enable the privacy-preserving weighted distance comparison. 

 
 

Clustering is a task of grouping data based on similarity. A popular k-means 

algorithm groups data by firstly assigning all data points to the closest clusters, then 

determining the cluster means.  The algorithm repeats these two  steps until it has 

converged. We propose a variation called weighted k-means to improve the clustering 

scalability. To speed up the clustering process, we develop the reservoir-biased 

sampling as an efficient data reduction technique since it performs a single scan over a 

data set. Our algorithm has been designed to group data of mixture models. We present 

an experimental evaluation of the proposed method. 

 
When clustering massive data set, data reduction is an effective technique to 

speed up the algorithm. Sampling is a powerful data reduction paradigm to remedy the 

inherent complexity of clustering. Uniform random sampling in which every data point has 

the same probability of being selected has been used extensively in data mining and 

databases. In the case of data sets with large variation in cluster sizes, density biased 

sampling tends to be a better scheme. In density biased sampling, the probability that a 

data point will be included in the sample is varied by the density of a cluster. Recent 

researches propose several techniques to density biased sampling. Our work also follows 

this path with a step further on extending the k-means algorithm to work with a weighted 

sample. We propose an algorithm on density biased sampling based on the reservoir 

technique and a weighted k-means algorithm to cluster a data sample augmented with 

weights. The proposed algorithms are explained in Sections and, respectively. We 
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present the experimental results in Section. The conclusion and our future work are 

discussed in Section. 

On scalable popular and successful clustering methods such as k-means to work against 

large data sets, many algorithms like BIRCH and CLARANS employ the sampling 

technique to minimize data sets. In BIRCH, a CF-tree structure is built after an initial 

random sampling step. The CF-tree is used as a summarized data structure with 

statistical representations of space regions stored on leaf nodes. After the phase of CF- 

tree building, any clustering algorithm can be applied to the leaf nodes. CLARANS also 

uses uniform sampling to derive initial representative objects for the clusters. The 

sampling technique used in these algorithms is uniform random sampling, which assigns 

every object the same probability of being included in the sample. But many data sets in 

real life do not follow the uniform distribution scheme. It instead seems to follow the Zipfs 

distribution, for instance, income and population distribution. In these data sets, some 

areas such as large metropolitan area have much higher population density than the small 

cities. If all the populations have equal opportunity of being selected as a representative, 

sparse areas may be missed and not be included in the sample. 

 
 

Clustering is a task of grouping data based on similarity. A popular k- 

means algorithm groups data by firstly assigning all data points to the closest clusters, 

then determining the cluster means. The algorithm repeats these two steps until it has 

converged. We propose a variation called weighted k-means to improve the clustering 

scalability. To speed up the clustering process, we develop the reservoir-biased sampling 

as an efficient data reduction technique since it performs a single scan over a data set. 

Our algorithm has been designed to group data of mixture models. We present an 

experimental evaluation of the proposed method. 

 
4.1.4 SINGLE ROUND MAP REDUCED PRIVACY-PRESERVING CLUSTERING 

The clustering purpose for a data object is to find the clustering centre that has the 

minimum Euclidean distance to it. As different data objects are independent with each 

other in a single round of clustering, we set the clustering for an object as the Map Reduce 

job in our scheme. Now, the first task is to achieve Euclidean distance comparison directly 
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Privacy and security concerns can prevent sharing of data, derailing 

over encrypted data objects and clustering centres. 
 

data mining projects. Distributed knowledge discovery, if done correctly, can alleviate this 

problem. The key is to obtain valid results, while providing guarantees on the 
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Privacy preserving data mining has become increasingly popular 

(non)disclosure of data. We present a method for k-means clustering when different sites 

contain different attributes for a common set of entities. Each site learns the cluster of 

each entity, but learns nothing about the attributes at other sites. 

 
 

because it allows sharing of privacy-sensitive data for analysis purposes. However, 

existing techniques such as random perturbation do not fare well for simple yet widely 

used and efficient Euclidean distance-based mining algorithms. Although original data 

distributions can be pretty accurately reconstructed from the perturbed data, distances 

between individual data points are not preserved, leading to poor accuracy for the 

distance-based mining methods. Besides, they do not generally focus on data reduction. 

Other studies on secure multi-party computation often concentrate on techniques useful 

to very specific mining algorithms and scenarios such that they require modification of the 

mining algorithms and are often difficult to generalize to other mining algorithms or 

scenarios. This paper proposes a novel generalized approach using the well-known 

energy compaction power of Fourier-related transforms to hide sensitive data values and 

to approximately preserve Euclidean distances in centralized and distributed scenarios to 

a great degree of accuracy. Three algorithms to select the most important transform 

coefficients are presented, one for a centralized database case, the second one for a 

horizontally partitioned, and the third one for a vertically partitioned database case. 

Experimental results demonstrate the effectiveness of the proposed approach. 
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4.1.5 IMPORT/ EXPORT DATA USING SQOOP TOOL ANALYSIS 

By using Sqoop the owner updates clustering centers based on 

information from the cloud server and his/her own secret keys. These new centers are 

sent to the cloud server in encrypted format for the next round of clustering. Will be 

iteratively executed until the clustering result does not change any more or the predefined 

number of iterations is reached. 

 
Map Reduce is the programming framework for processing large scales datasets in utter 

distributed manner. As shown to process a task with massive amounts of 

data,MapReduce divides the task into two phases: map and reduce. These two phases 

are expressed with map and reduce functions, which take lt key, value gt; pairs as input 

and output data format. In a cluster nodes that are responsible for map and reduce 

functions are called mappers and reducers respectively. 

 
 

 

 
 

Fig 4.1 Map reduce 
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4.2 EXISTING SYSTEM 

The rapid growth of big data involved in today’s data mining and analysis also introduces 

challenges for clustering over them in terms of volume, variety, and velocity. To efficiently 

manage large-scale datasets and support clustering over them, public cloud infrastructure 

is acting the major role for both performance and economic consideration.The problem of 

privacy-preserving K-means clustering has been investigated under the multi-party 

secure computation model in which owners of distributed datasets interact for clustering 

without disclosing their own datasets to each other. 

In addition, existing multi-party designs always rely on powerful but expensive 

cryptographic primitives (e.g., secure circuit evaluation, homomorphic encryption and 

oblivious transfer) to achieve collaborative secure computation among multiple parties, 

and are inefficient for large-scale datasets. 

Utilizing data perturbation and data transformation for privacy-preserving clustering may 

not achieve enough privacy and accuracy guarantee. For example adversaries who get 

a few unencrypted data records in the dataset will be able to recover rest records 

protected by data transformation. Adversaries who get a few unencrypted data records in 

the dataset will be able to recover rest records protected by data transformation. 

 

4.3 PROPOSED SYSTEM 

We proposed a practical privacy-preserving K-means clustering scheme large scale 

datasets, which can be efficiently outsourced to public cloud servers. Our proposed 

scheme simultaneously meets the privacy, efficiency, and accuracy requirements as 

discussed above. In particular, we propose a novel encryption scheme based on the 

Learn with Error (LWE) hard problem, which achieves privacy preserving similarity 
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measurement of data objects directly over ciphertexts. Based on our encryption scheme, 

we further construct the whole K-means clustering process in a privacy preserving 

manner, in which cloud servers only have access to encrypted datasets, and will perform 

all operations without any decryption. 

Moreover, we uniquely incorporate MapReduce into our scheme with privacy protection, 

and thus significantly improving the clustering performance in cloud computing 

environment. We provide thorough analysis for our scheme in terms of security and 

efficiency. 

Our extensive evaluation results over 5 million objects show that our privacy-preserving 

clustering is efficient, scalable, and accurate. Specifically, compared with the K-means 

clustering over unencrypted datasets, our scheme achieves the same accuracy as well 

as comparable computational performance and scalability. 
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CHAPTER-5 

RESULTS AND DISCUSSION, PERFORMANCE ANALYSIS 

 

 
We propose a practical privacy-preserving K-means clustering scheme that can be 

efficiently outsourced to cloud servers. Our scheme allows cloud servers to perform 

clustering directly over encrypted datasets, while achieving comparable computational 

complexity and accuracy compared with clustering over unencrypted ones. We also 

investigate secure integration of MapReduce into our scheme, which makes our scheme 

extremely suitable for cloud computing environment. Thorough security analysis and 

numerical analysis carry out the performance of our scheme in terms of security and 

efficiency. Experimental evaluation. 

 
Thus after the big data comes as the encrypted form and as it reaches the local data 

bases like mysql etc,It undergoes clustering using map reduce algorithm and this data is 

made meaningful and shortened and prioritized as important data as we liked and it gives 

the final required output and it is stored in the cloud data base. 
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6.1 CONCLUSION 

CHAPTER-6 

CONCLUSION AND FUTURE WORK 

In this work, we proposed a privacy-preserving MapReduce based K-means clustering 

scheme in cloud computing. Thanks to our light-weight encryption design based on the 

LWE hard problem, our scheme achieves clustering speed and accuracy that are 

comparable to the K-means clustering without privacy protection. Considering the support 

of large-scale dataset, we securely integrated MapReduce framework into our design, 

and make it extremely suitable for parallelized processing in cloud computing 

environment. In addition, the privacy preserving Euclidean distance comparison 

component proposed in our design can also be used as an independent tool for distance 

based applications. We provide thorough analysis to show the security and efficiency of 

our scheme. Our prototype implementation over 5 million data objects demonstrates that 

our scheme is efficient, scalable, and accurate for K-means clustering over large-scale 

dataset. 

 
The traditional data mining approaches could not be directly implanted on big data as it 

faces difficulties to analyze big data. Clustering is one of the major techniques used for 

data mining in which mining is performed by finding out clusters having similar group of 

data. In this paper we have discussed some of the current big data mining clustering 

techniques. Comprehensive analysis of these techniques is carried out and appropriate 

clustering algorithm is provided. 

6.2 FUTURE WORK 

 
 

Apache Spark is a fast and general-purpose cluster computing systems. It provides high- 

level APIs in Java, Scala, Python and R, and an optimized engine that supports general 

execution graphs. It also supports a rich set of higher-level tools including Spark SQL for 

SQL and structured data processing, MLlib for machine learning, Graph X for graph 

processing, and Spark Streaming. 

In future, Spark tool can be used to improve the performance as Spark is 100 times faster 

when compared to Map Reduce. 
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APPENDIX 

A SOURCE CODE 
 
 

package com.cloud.encryption1; 

 
 

 
import java.io.BufferedReader; 

 
 

 
public class DataCluster { 

 
 

 
public static void main(String args[]) 

 

{ 

 

//Connection 

con=null; Statement 

st; ResultSet rs; 

try 

 

{ 

 

Connection 

con=DatabaseConnection.getConnection(); 

st=con.createStatement(); 

StringBuffer buffer=new StringBuffer(); 

rs=st.executeQuery("select * from 
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patients"); 

 

if(rs.next()){ 

 

System.out.println("inside"); 

 

String values=(String)rs.getString(1)+" 

"+(String)rs.getString(2); buffer.append(values+"@"); 

 
 

 
} 

 

System.out.println("buffer valuess--"+buffer); 

 

String 

encdata=TestProtector.encrypt(buffer.toString(),"H1"); 

System.out.println("encdata"+encdata); 

st.close(); 

BufferedWriter bufWriter = 

null; try { 

bufWriter = new BufferedWriter(new 

FileWriter("/home/jpasolutions/sathish/destination.txt 

")); 

 
if (buffer != null) { 

System.out.println(buffe 

r); 
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bufWriter.write(encdata) 

 

; 

 

} 

 

} catch (FileNotFoundException 

e) { e.printStackTrace(); 

} finally { 

 

if (bufWriter != null) 

bufWriter.close(); 

} 
 

} 

 

catch (Exception e) 

 

{ 

 

e.printStackTrace(); 

 

} 

 

String decryptD=decryptData(); 

System.out.println("Decrypted Data- 

"+decryptD); 

 

 

} 
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public static String decryptData(){ 

 
 

 
BufferedReader br = 

null; String 

contentLine=null; 

String data=null; 

try{ 

 

br = new BufferedReader(new 

FileReader("/home/jpasolutions/sathish/destination.t 

xt")); 

 
System.out.println("Reading the file using readLine() 

method:"); contentLine = br.readLine(); 

 
/*while (contentLine != null) { 

System.out.println(contentLin 

e); 

contentLine = br.readLine(); 

 

}*/ 

data=TestProtector.decrypt(contentLine,"H 

1"); System.out.println("Decrypted Data-- 
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"+data); 
 

} 

 

catch(Exception 

e){ 

e.printStackTrace 

(); 

} 

 
 

 
return data; 

 

} 

} 

package com.cloud.encryption; 

import 

 
org.apache.hadoop.io.LongWritable; 

import org.apache.hadoop.io.Text; 

import org.apache.hadoop.mapreduce.Reducer; 

 
 

 
import java.io.IOException; 

 

/** 

 

*/ 



48  

 

public class WCReducer extends 

Reducer<Text,LongWritable,Text,LongWritable> { public void reduce(Text 

key,Iterable<LongWritable> values,Context ctx) throws 

 
IOException, InterruptedException { 

 

// initialize the variable 

sum long sum=0; 

 
 

// Iterate the list of values for the key and 
sum it for(LongWritable value:values){ 

 

sum = sum + value.get(); 

 

} 

 
 

 

// In the end you got the word(as key) and corresponding count(as sum). Write to ctx 

object 
. 

 

ctx.write(key,new LongWritable(sum)); 

 

} 

 

} 
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B SCREENSHOTS 
 

 

 

6.1 USER INTERFACE 
 
 
 
 
 
 
 

 

6.2 SQL DATA BASES 
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6.3 JAVA SOURCE CODE 
 
 
 
 
 
 

6.4 JAVA SOURCE CODE 
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6.5 DATABASES 
 

 

6.6 JOB EXECUTION 
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