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ABSTRACT

Data de duplication is one ofimportant data compression techniques for
eliminating duplicate copies of repeating data, and has been widely used in cloud
storage to reduce the amount of storage space and save bandwidth. To protect the
confidentiality of sensitive data while supporting de duplication, the convergent
encryption technique has been proposed to encrypt the data before outsourcing.
To better protect data security, this project makes the first attempt to formally
address the problem of authorized data de duplication. Different from traditional de
duplication systems, the differential privileges of users are further considered
induplicate check besides the data itself. We also present several new de
duplication constructions supporting authorized duplicate check in hybrid cloud
architecture. Security analysis demonstrates that our scheme is secure in terms of
the definitions specified in the proposed security model. As a proof of concept, the
proposed work implements a prototype ofour proposed authorized
duplicate check scheme and conduct test bed experiments using our prototype.
The proposed work shows that our proposed authorized duplicate check scheme

incurs minimal overhead compared to normal operations.
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CHAPTER 1

INTRODUCTION

1.1 OVERVIEW

Cloud computing provides seemingly unlimited “virtualized” resources to users as
services across the whole Internet, while hiding platform and implementation details.
Today’s cloud service providers offer both highly available storage and massively
parallel computing resources at relatively low costs. As cloud computing becomes
prevalent, an increasing amount of data is being stored in the cloud and shared by
users with specified privileges, which define the access rights of the stored data. One
critical challenge of cloud storage services is the management of the ever-increasing
volume of data. To make data management scalable in cloud computing, de duplication

has been a well-known technique and has attracted more and more attention recently.

Data deduplication is a specialized data compression technique for eliminating duplicate
copies of repeating data in storage. The technique is used to improve storage utilization
and can also be applied to network data transfers to reduce the number of bytes that
must be sent. Instead of keeping multiple data copies with the same content,
deduplication eliminates redundant data by keeping only one physical copy and
referring other redundant data to that copy. Deduplication can takeplace at either the file
level or the block level. For file level deduplication, it eliminates duplicate copies of the
same file. Deduplication can also take place at the block level, which eliminates
duplicate blocks of data that occur in non-identical files.Although data deduplication
brings a lot of benefits, security and privacy concerns arise as users’ sensitive data are
susceptible to both insider and outsider attacks. Traditional encryption, while providing

data confidentiality, is incompatible with data deduplication.

Specifically, traditional encryption requires different users to encrypt their data with their

own keys. Thus, identicaldata copies of different users will lead to different cipher texts,



making deduplication impossible. Convergent encryption has been proposed to enforce

data confidentiality while making deduplication feasible.

It encrypts/decrypts a data copy with a convergent key, which is obtained by computing
the cryptographic hash value of the content of the data copy. After key generation and
data encryption, users retain the keys and send the ciphertext to the cloud. Since the
encryption operation isDeterministic and is derived from the data content, identical data
copies will generate the same convergent key and hence the same cipher text. To
prevent unauthorized access, a secure proof of ownership protocol is also needed to
provide the proof that the user indeed owns the same file when a duplicate is found.
After the proof, subsequent users with the same file will be provided a pointer from the
server without needing to upload the same file. A user can download the encrypted file
with the pointer from the server, which can only be decrypted by the corresponding data

owners with their convergent keys.

Thus, convergent encryption allows the cloud to perform deduplication on the cipher
texts and the proof of ownership prevents the unauthorized user to accessthe
file.However, previous deduplication systems cannot support differential authorization
duplicate check, which is important in many applications. In such an authorized
deduplication system, each user is issued a set of privileges during system initialization.
Each file uploaded to the cloud is also bounded by a set of privileges to specify which
kind of users is allowed to perform the duplicate check and access the files. Before
submitting his duplicate check request for some file, the user needs to take this file and
his own privileges as inputs. The user is able to find a duplicate for this file if and only if
there is a copy of this file and a matched privilege stored in cloud. For example, in a

company,many different privileges will be assigned to employees.

In order to save cost and efficiently management, thedata will be moved to the storage
server provider (SSP) in the public cloud with specified privileges andthe deduplication
technique will be applied to store only one copy of the same file. Because of privacy
consideration, some files will be encrypted and allowed theduplicate check by
employees with specified privileges to realize the access control. Traditional de

duplication systems based on convergent encryption, although providing confidentiality
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to some extent; do not supportthe duplicate check with differential privileges. In other
words, no differential privileges have been considered in the deduplication based on
convergent encryption technique. It seems to be contradicted if we want to realize both

deduplication and differential authorization duplicate check at the same time.

1.2 ORGANIZATION OF THE THESIS

Chapter 1 deals with an introduction to the project where the existing system is been
discussed. It also gives an overview of how de duplication technique has been

implemented with the high security.

In Chapter 2, a detailed description of the literature survey of the papers which are

referred during the course of the project was summarized.

Chapter 3 gives a brief explanation on the aim and scope of the project. Here proposed
system has been compared with the existing system. The issues in the existing system

and the advantages of the proposed system are also discussed.

Chapter 4 deals with the methods and algorithms used. The hardware and software
requirements are provided along with the system design, architecture and flow of overall

project.

Chapter 5 deals with the system implementation of the project.

In chapter 6, the Results and Discussion along with the screenshots of each module

has been depicted.

Chapter 7 deals with the summary and conclusion of the project. It also includes the

future scope of the project.



CHAPTER 2

LITERATURE SURVEY

Literature survey is the most important step in software development process. Before
developing the tool it is necessary to determine the time factor, economy and company
strength. Once these things are satisfied, then the next step is to determine which
operating system and language can be used for developing the tool. Once the
programmers start building the tool the programmers need lot of external support. This
support can be obtained from senior programmers, from book or from websites. Before
building the system the above consideration are taken into account for developing the

proposed system.

The major part of the project development sector considers and fully survey all the
required needs for developing the project. For every project Literature survey is the
most important sector in software development process. Before developing the tools
and the associated designing it is necessary to determine and survey the time factor,
resource requirement, man power, economy, and company strength. Once these things
are satisfied and fully surveyed, then the next step is to determine about the software
specifications in the respective system such as what type of operating system the
project would require, and what are all the necessary software are needed to proceed

with the next step such as developing the tools, and the associated operations

[1] In this paper, they proposed an architecture that provides secure deduplication
storage resisting brute force attacks, and realize it in a system called dupLESS . It
enables clients encrypted data with an existing service. The encryption for deduplicated
storage can achieve performance and space saving close to that of using the storage

service with plaintext data.

[12] There is a mechanism to reclaim space from incidental duplication to make it

available for controlled file replication.This mechanism convergent encryption, which



enable duplicate files to be coalesced into the space file, even if the files are encrypted

with different users keys.

[15] It is a baseline approach in which each user holds an independent master key for
encrypting the convergent keys and outsourcing them to the cloud. However, such a
baseline key management scheme generates an enormous number of keys with the

increasing number of users and requires users to dedicatedly protect the master key.

[17] In this project , they construct a private deduplication protocol based on the
standard cryptographic assumptions is then presented and analyzed. They show that
the private data deduplication protocol is probably secure assuming that the underlying
hash function is collision-resilient, the discrete logarithm is hard and theerasure coding

algorithm can erasure up to many fractions of the bits.

[21] In this paper, they design an encryption scheme that guaranteessemantic security
for unpopular data and provides weaker security andbetter storage and bandwidth
benefits for popular data. This way, datade duplication can be effective for popular data,
whilst semantically secureencryption protects unpopular content. We show that our
schemeis secure under the Symmetric External Decisional Diffie-Hellman Assumption.



CHAPTER 3

AIM AND SCOPE OF THE PROJECT

3.1 SCOPE OF THE PROJECT
Data deduplication techniques are widely employed to backup data and minimize
network and storage overhead by detecting and eliminating and redundancy among

data.

3.2 OBJECTIVE
The main goal is to enable de duplication and distributed storage of the data across

multiple storage servers.

3.3 PROBLEM DEFINITION

The existing system only performs the deduplication either on block level or file level. It
does not provide very high security needed for the message to be transmitted. Due to
this the third party or hacker may find the data that is being transmitted between the
users.

3.4 EXISTING SYSTEM

Data de duplication systems, the private cloud are involved as a proxy to allow data
owner/users to securely perform duplicate check with differential privileges. Such
architecture is practical and has attracted much attention from researchers. The data
owners only outsource their data storage by utilizing public cloud while the data
operation is managed in private cloud.

Data de duplication is a specialized data compression technique for eliminating
duplicate copies of repeating data in storage. The technique is used to improve storage
utilization and can also be applied to network data transfers to reduce the number of
bytes that must be sent. Instead of keeping multiple data copies with the same content,
de duplication eliminates redundant data by keeping only one physical copy and

referring other redundant data to that copy.

Deduplication can take place at either the file level or the block level. For filelevel

deduplication, it eliminates duplicate copies of the same file. Deduplication can also



take place at the block level, which eliminates duplicate blocks of data that occur in
non-identical files. ldentical data copies of different users will lead to different cipher

texts, making de duplication impossible.

3.4.1 Disadvantages

Traditional encryption, while providing data confidentiality, is incompatible with
data de duplication.
Identical data copies of different users will lead to different cipher texts, making

de duplication impossible.

3.5 PROPOSED SYSTEM

In this proposed work, the system enhanced with security. Specifically, it present an
advanced scheme to support stronger security by encrypting the file with differential
privilege keys. In this way, the users without corresponding privileges cannot perform
the duplicate check. Furthermore, such unauthorized users cannot decrypt the cipher
text even collude with the S-CSP. Security analysis demonstrates that our system is
secure in terms of the definitions specified in the proposed security model.

Convergent encryption has been proposed to enforce data confidentiality while making
deduplication feasible. It encrypts/decrypts a data copy with a convergent key, which is
obtained by computing the cryptographic hash value of the content of the data copy.
After key generation and data encryption, users retain the keys and send the cipher text
to the cloud. Since the encryption operation is deterministic and is derived from the data
content, identical data copies will generate the same convergent key and hence the
same cipher text. To prevent unauthorized access, a secure proof of ownership protocol
is also needed to provide the proof that the user indeed owns the same file when a

duplicate is found.



3.5.1 Advantages

The user is only allowed to perform the duplicate check for files marked
with the corresponding privileges.

We present an advanced scheme to support stronger security by
encrypting the file with differential privilege keys.

Reduce the storage size of the tags for integrity check. To enhance the

security of de duplication and protect the data confidentiality.



CHAPTER 4

METHODS AND ALGORTIHMS USED
4.1 HARDWARE REQUIREMENT

The hardware requirements may serve as the basis for a contract for the
implementation of the system and should therefore be a complete and consistent
specification of the whole system. They are used by software engineers as the starting
point for the system design. It shows what the system does andit also shows how it
should be implemented. It specifies the speed of the system that should be used in this

project. The hardware requirement for this project is mentioned below.

System : Pentium IV 2.4 GHz
Hard Disk :40 GB

Floppy Drive 144 Mb

Monitor : 15 VGA Colour
Ram : 512 Mb

4.2 SOFTWARE REQUIREMENT

The software requirements document is the specification of the system. It should
include both a definition and a specification of requirements. It is a set of what the
system should do rather than how it should do it. The software requirements provide a
basis for creating the software requirements specification. It is useful in estimating cost,
planning team activities, performing tasks and tracking the team and tracking the team’s
progress throughout the development activity. The software requirement specifies the
application software that is being used in the project. The software needed to develop

this project is mentioned below.

Operating system : Windows XP/7



IDE : Visual Studio 2015
Coding Language . .NET

Backend : SQL Server 2012

INTRODUCTION TO .NET
FEATURES OF .NET

Microsoft .NET is a set of Microsoft software technologies for rapidly building and
integrating XML Web services, Microsoft Windows-based applications, and Web
solutions. The .NET Framework is a language-neutral platform for writing programs that
can easily and securely interoperate. There’s no language barrier with .NET: there are
numerous languages available to the developer including Managed C++, C#, Visual
Basic and Java Script. The .NET framework provides the foundation for components to
interact seamlessly, whether locally or remotely on different platforms. It standardizes
common data types and communications protocols so that components created in
different languages can easily interoperate. “*.NET” is also the collective name given to
various software components built upon the .NET platform. These will be both products
(Visual Studio.NET and Windows.NET Server, for instance) and services (like Passport,

.NET My Services, and so on).

4.2.1 THE .NET FRAMEWORK

The .NET Framework has two main parts:
1. The Common Language Runtime (CLR).
2. A hierarchical set of class libraries.

The CLR is described as the “execution engine” of .NET. It provides the environment

within which programs run. The most important features are
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¢ Conversion from a low-level assembler-style language, called
Intermediate Language (IL), into code native to the platform being
executed on.

¢+ Memory management, notably including garbage collection.

¢+ Checking and enforcing security restrictions on the running code.

¢ Loading and executing programs, with version control and other such
features.

¢ The following features of the .NET framework are also worth description:

Managed Code

The code that targets .NET, and which contains certain extra Information - “metadata” -
to describe itself. Whilst both managed and unmanaged code can run in the runtime,
only managed code contains the information that allows the CLR to guarantee, for

instance, safe execution and interoperability.
Managed Data

With Managed Code comes Managed Data. CLR provides memory allocation and Deal
location facilities, and garbage collection. Some .NET languages use Managed Data by
default, such as C#, Visual Basic.NET and JScript.NET, whereas others, namely C++,
do not. Targeting CLR can, depending on the language you’re using, impose certain
constraints on the features available. As with managed and unmanaged code, one can
have both managed and unmanaged data in .NET applications - data that doesn’t get

garbage collected but instead is looked after by unmanaged code.

Common Type System

The CLR uses something called the Common Type System (CTS) to strictly enforce
type-safety. This ensures that all classes are compatible with each other, by describing
types in a common way. CTS define how types work within the runtime, which enables
types in one language to interoperate with types in another language, including

cross-language exception handling. As well as ensuring that types are only used in

11



appropriate ways, the runtime also ensures that code doesn’t attempt to access

memory that hasn’t been allocated to it.

Common Language Specification

The CLR provides built-in support for language interoperability. To ensure that you can
develop managed code that can be fully used by developers using any programming
language, a set of language features and rules for using them called the Common
Language Specification (CLS) has been defined. Components that follow these rules

and expose only CLS features are considered CLS-compliant.
4.2.2 THE CLASS LIBRARY

.NET provides a single-rooted hierarchy of classes, containing over 7000 types. The
root of the namespace is called System; this contains basic types like Byte, Double,
Boolean, and String, as well as Object. All objects derive from System. Object. As well
as objects, there are value types. Value types can be allocated on the stack, which can
provide useful flexibility. There are also efficient means of converting value types to

object types if and when necessary.

The set of classes is pretty comprehensive, providing collections, file, screen, and

network 1/O, threading, and so on, as well as XML and database connectivity.

The class library is subdivided into a number of sets (or namespaces), each providing
distinct areas of functionality, with dependencies between the namespaces kept to a

minimum.
4.2.3 LANGUAGES SUPPORTED BY .NET

The multi-language capability of the .NET Framework and Visual Studio .NET enables
developers to use their existing programming skills to build all types of applications and
XML Web services. The .NET framework supports new versions of Microsoft's old
favorites Visual Basic and C++ (as VB.NET and Managed C++), but there are also a

number of new additions to the family.
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Visual Basic .NET has been updated to include many new and improved language
features that make it a powerful object-oriented programming language. These features
include inheritance, interfaces, and overloading, among others. Visual Basic also now
supports structured exception handling, custom attributes and also supports

multi-threading.

Visual Basic .NET is also CLS compliant, which means that any CLS-compliant
language can use the classes, objects, and components you create in Visual Basic
NET.

Managed Extensions for C++ and attributed programming are just some of the
enhancements made to the C++ language. Managed Extensions simplify the task of
migrating existing C++ applications to the new .NET Framework. C# is Microsoft's new
language. It's a C-style language that is essentially “C++ for Rapid Application
Development”. Unlike other languages, its specification is just the grammar of the
language. It has no standard library of its own, and instead has been designed with the

intention of using the .NET libraries as its own.

Microsoft Visual J# .NET provides the easiest transition for Java-language developers
into the world of XML Web Services and dramatically improves the interoperability of
Java-language programs with existing software written in a variety of other

programming languages.

Active State has created Visual Perl and Visual Python, which enable .NET-aware
applications to be built in either Perl or Python. Both products can be integrated into the
Visual Studio .NET environment. Visual Perl includes support for Active State’s Perl Dev
Kit.

Other languages for which .NET compilers are available include

e FORTRAN
e COBOL
o Eiffel

13



ASP.NET Windows Forms

XML WEB SERVICES

Base Class Libraries

Common Language Runtime

Operating System

Table 4.1: NET Framework

C#.NET is also compliant with CLS (Common Language Specification) and supports
structured exception handling. CLS is set of rules and constructs that are supported by
the CLR (Common Language Runtime). CLR is the runtime environment provided by
the .NET Framework; it manages the execution of the code and also makes the
development process easier by providing services C#NET is a CLS-compliant
language. Any objects, classes, or components that created in C#.NET can be used in
any other CLS-compliant language. In addition, we can use objects, classes, and
components created in other CLS-compliant languages in C#.NET .The use of CLS
ensures complete interoperability among applications, regardless of the languages used

to create the application.
Constructors and Destructors

Constructors are used to initialize objects, whereas destructors are used to destroy
them. In other words, destructors are used to release the resources allocated to the
object. In C#.NET the sub finalize procedure is available. The sub finalize procedure is
used to complete the tasks that must be performed when an object is destroyed. The
sub finalize procedure is called automatically when an object is destroyed. In addition,
the sub finalize procedure can be called only from the class it belongs to or from derived

classes.
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Garbage Collection

Garbage Collection is another new feature in C#.NET. The .NET Framework monitors
allocated resources, such as objects and variables. In addition, the .NET Framework
automatically releases memory for reuse by destroying objects that are no longer in
use. In C#.NET, the garbage collector checks for the objects that are not currently in use
by applications. When the garbage collector comes across an object that is marked for

garbage collection, it releases the memory occupied by the object.
Overloading

Overloading is another feature in C#. Overloading enables us to define multiple
procedures with the same name, where each procedure has a different set of
arguments. Besides using overloading for procedures, we can use it for constructors

and properties in a class.
Multithreading

C#.NET also supports multithreading. An application that supports multithreading can
handle multiple tasks simultaneously, we can use multithreading to decrease the time

taken by an application to respond to user interaction.
Structured Exception Handling

C#.NET supports structured handling, which enables us to detect and remove errors at
runtime. In C#.NET, we need to use Try...Catch...Finally statements to create exception
handlers. Using Try...Catch...Finally statements, we can create robust and effective

exception handlers to improve the performance of our application.
The .Net Framework

The .NET Framework is a new computing platform that simplifies application

development in the highly distributed environment of the Internet.

4.2.4 OBJECTIVES OF. NET FRAMEWORK

1. To provide a consistent object-oriented programming environment whether object

codes is stored and executed locally on Internet-distributed, or executed remotely.
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2. To provide a code-execution environment to minimizes software deployment and

guarantees safe execution of code.
3. Eliminates the performance problems.

There are different types of application, such as Windows-based applications and

Web-based applications.
4.3 SQL SERVER

Microsoft is the vendor of SQL Server. We have different editions of SQL Server, where
SQL Server Express is free to download and use. SQL Server uses T-SQL
(Transact-SQL). T-SQL is Microsoft's proprietary extension to SQL. TSQL is very similar
to standard SQL, but in addition it supports some extra functionality, built in functions,

etc.

T-SQL expands on the SQL standard to include procedural programming, local
variables, and various support functions for string processing, date processing,
mathematics, etc. SQL Server consists of a Database Engine and a Management
Studio (and lots of other stuff which we will not mention here). The Database engine has
no graphical interface - it is just a service running in the background of your computer
(preferable on the server). The Management Studio is graphical tool for configuring and
viewing the information in the database. It can be installed on the server or on the client
(or both).

SQL Server Management Studio can also be used to create a new database, alter any
existing database schema by adding or modifying tables and indexes, or analyze
performance. It includes the query windows which provide a GUI based interface to

write and execute queries.
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= Sevurey

A Graphical User Interface to the database used for
configuration and management of the database

4.3.1 SQL SERVER MANAGEMENT STUDIO

SQL Server Management Studio is a GUI tool included with SQL Server for configuring,
managing, and administering all components within Microsoft SQL Server. The tool
includes both script editors and graphical tools that work with objects and features of the
server. As mentioned earlier, version of SQL Server Management Studio is also
available for SQL Server Express Edition, for which it is known as SQL Server

Management Studio Express.

A central feature of SQL Server Management Studio is the Object Explorer, which
allows the user to browse, select, and act upon any of the objects within the server. It
can be used to visually observe and analyze query plans and optimize the database
performance, among others. SQL Server Management Studio can also be used to
create a new database, alter any existing database schema by adding or modifying
tables and indexes, or analyze performance. It includes the query windows which

provide a GUI based interface to write and execute queries.
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When creating SQL commands and queries, the “Query Editor” (select “New Query”
from the Toolbar) is used (shown in the figure above). With SQL and the “Query Editor”
we can do almost everything with code, but sometimes it is also a good idea to use the

different Designer tools in SQL to help us do the work without coding (so much).

- Mool SOL Sereer Mensgement Shida - 'W'E
3 File Ede  Wiew ©DQuery Debug Tosh Wisdew Commusity Help
MEIELEIC T
1 | SOH00L = ¥ Esscute F IR TS BEED SES R Y -
SOUQuenyLagl - F_SCHOM (e (1T 4 = % | Proparie: = 2 M
miece « frem SCHOOE |

= = | Cumeal ConnEmn et -
w14l

B Aggregsir Statin

31 3 Syete Dinta b

o L) LERAEISTEM Write your Query here

co¥pur Database

¥ [ Destune Dagram:
4 Tahiss
¥ L Syaiem Tables
g o disa.CLASE
§ O dbaJ0URSE B Coanrction
"I'rDur v 3 deaslali = Consetion s POI2IPDEVELOE
= dba SO0 dl. = . 7|l connesnion Detsts

Ta b|E5j T dba STUDENT

7 dbaSTUCENT CouR: | | O Ramits |7y Mamages
=] dbo TEACHER [T r—— —— o — e ey T
# 3 dba.TEACHER_COUR 1 1 T Tom bad acted Telamak:  HULL HULL HLLL
& [ Views 22 MIT OF Sehwsd [£:1) HULL WAL AL
£ [ Symonyma T MTRL Tremcord bastschosl  Troedhwim NULL WAL WL

# (3 Programmatikty 4 4 Univarsty of Ol s third bt achiosi ula HULL  HULL HLLL
o LA e Begkoar

¥ [ Sange
e 4 The result from your Query

o L WEATHERDATA
¥ Ll FELEY
7 [ Seiver Dijects

. B

s i

Hame
- The name ol the connedinn
G Query snecuted succesiully POMITFDEVELDPMENT QLIS .. | 58 0 | SCHOOL | 0ODDS | 4 ppsr

Frady Lal Calll Chil NS

4.3.2 Create a new Database

It is quite simple to create a new database in Microsoft SQL Server. Just right-click on

the “Databases” node and select “New Database...”
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The OLAP Services feature available in SQL Server version 7.0 is now called SQL
Server 2000 Analysis Services. The term OLAP Services has been replaced with the
term Analysis Services. Analysis Services also includes a new data mining component.
The Repository component available in SQL Server version 7.0 is now called Microsoft
SQL Server 2000 Meta Data Services. References to the component now use the term
Meta Data Services. The term repository is used only in reference to the repository

engine within Meta Data Services
SQL-SERVER database consist of six type of objects,
They are,
1. TABLE
2. QUERY
3. FORM
4. REPORT
5. MACRO
Table
A database is a collection of data about a specific topic.
Views of Table

We can work with a table in two types,
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1. Design View
2. Datasheet View
Design View

To build or modify the structure of a table we work in the table design view. We can

specify what kind of data will be hold.

Datasheet View

To add, edit or analyses the data itself we work in tables datasheet view mode.
Query

A query is a question that has to be asked the data. Access gathers data that answers
the question from one or more table. The data that make up the answer is either
dynaset (if you edit it) or a snapshot (it cannot be edited).Each time we run query, we
get latest information in the dynaset. Access either displays the dynaset or snapshot for

us to view or perform an action on it, such as deleting or updating.
4.4 SYSTEM ARCHITECTURE

The system architecture establishes the basic structure of the system, defining the
essential core design features and elements that provide the framework for the
system.The systems architecture provides the architects view of the users’ vision for
what the system needs to be and do, and the paths along which it must be able to
evolve and strives to maintain the integrity of that vision as it evolves during detailed

design and implementation.
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Fig. 4.1 Architecture of the system

4.5 MODULE OVERVIEW

e User Module
e Server start up and Upload file
e SecureDE duplicateSystem

e Download file

4.5.1 User module

In this module, Users are having authentication and security to access the detail which
is presented in the ontology system. Before accessing or searching the details user
should have the account in that otherwise they should register first. At the very least,
you need to provide an email address, username, password, display name, and
whatever profile fields you have set to required. The display name is what will be used

when the system needs to display the proper name of the user.
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Fig. 4.2 user module

4.5.2 Server start up and upload file
The user can start up the server after cloud environment is opened. Then the

user can upload the file to the cloud.

Fig. 4.3 server start up and upload file

4.5.3 Secure deduplication system

To support authorized de duplication the tag of a file F will be determined by the file F
and the privilege. To show the difference with traditional notation of tag, we call is file
token instead. To support authorized access a secret key KP will be bounded with a
privilege p to generate a file Token.De duplication exploits identical content, while
encryption attempts to make all content appear random; the same content encrypted
with two different keys results in very different cipher text. Thus, combining the space

efficiency of de duplication with the secrecy aspects of encryption is problematic.
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Fig 4.4 Secure deduplication system

4.5.4 Download file

After the cloud storage, the user can download the file based on key or token.Once the
key request was received, the sender can send the key or he can decline it. With this
key and request id which was generated at the time of sending key request the receiver

can decrypt the message.

Data base

Fig 4.5 Download file

4.6 PROPOSED ALGORITHM
ENCRYPTION
M3 encryption:

e The algorithm itself is very complex and secure, but using it is as simple.

e The basic principle of this algorithm is character-remapping based on key
self-mutation.

e The lifespan of a key is equal to the length of the key. This means that any
state of the key will only be responsible for encrypting a part of the
clear-text that is equal in length to the length of that version of the key
before the key is self-mutated into a new version. This new version will
then encrypt the next part of the clear-text, etc.

e In the overall process, you have a clear-key entered by the user which is

diverted into 4 separate "threads" of different and constantly self-mutating
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keys. These 4 different keys are responsible for simultaneously converting
the clear-text letters one letter at a time into cipher text by 2 different
methods, these methods being: array remapping, and a sort of dynamic
"substitution cipher". This whole process is repeated over and over again,
re-encrypting everything a number of times before the cipher-text is
finalized.

e An attempt of reversing the process by a potential attacker would require
figuring out the end state of 4 different keys simultaneously going
backwards one mutation-version at a time. As 2 of these keys are used for
array remapping, it is necessary to get the whole of these keys per letter

decoded in the clear-text.

DECRYPTION ALGORITHM

4.6.1 Data Encryption Standard (DES)

This stands for Data Encryption Standard and it was developed in 1977. It was the first
encryption standard to be recommended by NIST (National Institute of Standards and
Technology). DES is 64 bits key size with 64 bits block size. Since that time, many
attacks and methods have withessed weaknesses of DES, which made it an insecure
block cipher.

Algorithm:

function DES_Encrypt (M, K)
where M = (L, R)

M<«—IP (M)

For round«1 to 16 do
K«—SK (K, round)

L—Lxor F(R,Ki)

swap(L, R)

end

swap (L, R)
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M«—IP-1 (M)

return M

End

4.6.2 chunking technique for deduplication

Chunking is a process to split a file into smaller files called chunks. In some
applications, such as remote data compression, data synchronization, and data
deduplication, chunking is important because it determines the duplicate detection
performance of the system. Content-defined chunking (CDC) is a method to split files
into variable length chunks, where the cut points are defined by some internal features
of the files. Unlike fixed-length chunks, variable-length chunks are more resistant to byte
shifting. Thus, it increases the probability of finding duplicate chunks within a file and
between files. However, CDC algorithms require additional computation to find the cut
points which might be computationally expensive for some applications. In our previous
work (Widodo et al., 2016), the hash-based CDC algorithm used in the system took
more process time than other processes in the deduplication system. This proposed
work shows high throughput hash-less chunking . Instead of using hashes, RAM uses
bytes value to declare the cut points. The algorithm utilizes a fix-sized window and a
variable-sized window to find a maximum-valued byte which is the cut point. The
maximum-valued byte is included in the chunk and located at the boundary of the
chunk. This configuration allows RAM to do fewer comparisons while retaining the CDC
property. We compared RAM with existing hash-based and hash-less deduplication
systems. The experimental results show that our proposed algorithm has higher
throughput and bytes saved per second compared to other chunking algorithms.
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CHAPTER 5
SYSTEM IMPLEMENTATION
5.1 DATA FLOW DIAGRAM

The Data Flow diagram is a graphic tool used for expressing system requirements in a
graphical form. The DFD also known as the “bubble chart” has the purpose of clarifying
system requirements and identifying major transformations that to become program in
system design. Thus DFD can be stated as the starting point of the design phase that
functionally decomposes the requirements specifications down to the lowest level of
detail. The DFD consist of series of bubbles joined by lines. The bubbles represent data
transformations and the lines represent data flows in the system. A DFD describes what
that data flow in rather than how they are processed. So it does not depend on

hardware, software, data structure or file organization
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Fig.5.1 data flow diagram

5.2 CLASS DIAGRAM
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Fig. 5.2 Class diagram



The class diagram is the main building block of object oriented modeling. It is used both
for general conceptual modeling of the systematic of the application, and for detailed
modeling translating the models into programming code. The message sending
procedure involves user registering with the system and logs into the system. The
authenticated secret message involves the message extraction and authentication of

the message.
5.3 USE CASE DIAGRAM

A use case is a set of scenarios that describing an interaction between a user and a
system. A use case diagram displays the relationship among actors and use cases. The
two main components a user or another system that will interact with the system
modeled. A use case is an external view of the system that represents some action the

user might perform in order to complete a task.
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5.4 ACTIVITY DIAGRAM
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5.5 SEQUENCE DIAGRAM
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Fig. 5.5 Sequence diagram

The sequence diagram is used to show the flow of the system with the time frame of
each activity. The sender logs into the system and generates the file. Then it gets split
using the chunk algorithm and encrypts the secret message using blowfish algorithm.
The key is generated. The sender gets the private key when he registers with the
system and applies inverse blowfish algorithm and split the image into different blocks.
Using the private key the message is decrypted and original message is received by the

user.

SYSTEM DESIGN AND TESTING PLAN
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INPUT DESIGN

The input design is the link between the information system and the user. It comprises
the developing specification and procedures for data preparation and those steps are
necessary to put transaction data in to a usable form for processing can be achieved by
inspecting the computer to read data from a written or printed document or it can occur
by having people keying the data directly into the system. The design of input focuses
on controlling the amount of input required, controlling the errors, avoiding delay,
avoiding extra steps and keeping the process simple. The input is designed in such a
way so that it provides security and ease of use with retaining the privacy. Input Design

considered the following things:

What data should be given as input?
How the data should be arranged or coded?
The dialog to guide the operating personnel in providing input.

Methods for preparing input validations and steps to follow when error occur.

OUTPUT DESIGN

A quality output is one, which meets the requirements of the end user and presents the
information clearly. In any system results of processing are communicated to the users
and to other system through outputs. In output design it is determined how the
information is to be displaced for immediate need and also the hard copy output. It is
the most important and direct source information to the user. Efficient and intelligent

output design improves the system’s relationship to help user decision-making.

The output form of an information system should accomplish one or more of the

following objectives.

Convey information about past activities, current status or projections of the
Future.

Signal important events, opportunities, problems, or warnings.
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Trigger an action.

Confirm an action.

Test plan

Software testing is the process of evaluation a software item to detect differences
between given input and expected output. Also to assess the feature of a software item.
Testing assesses the quality of the product. Software testing is a process that should be
done during the development process. In other words software testing is a verification

and validation process.
Verification

Verification is the process to make sure the product satisfies the conditions imposed at
the start of the development phase. In other words, to make sure the product behaves

the way we want it to.
Validation

Validation is the process to make sure the product satisfies the specified requirements
at the end of the development phase. In other words, to make sure the product is built

as per customer requirements.
Basics of software testing

There are two basics of software testing: black box testing and white box testing.

Black box Testing
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Black box testing is a testing technique that ignores the internal mechanism of the
system and focuses on the output generated against any input and execution of the

system. It is also called functional testing.

White box Testing

White box testing is a testing technique that takes into account the internal mechanism
of a system. It is also called structural testing and glass box testing. Black box testing is

often used for validation and white box testing is often used for verification.

Types of testing

There are many types of testing like

e Unit Testing

e Integration Testing

e Functional Testing

e System Testing

e Stress Testing

e Performance Testing
e Usability Testing

e Acceptance Testing
e Regression Testing

e Beta Testing

Unit Testing
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Unit testing is the testing of an individual unit or group of related units. It falls under the
class of white box testing. It is often done by the programmer to test that the unit he/she

has implemented is producing expected output against given input.

Integration Testing

Integration testing is testing in which a group of components are combined to produce
output. Also, the interaction between software and hardware is tested in integration
testing if software and hardware components have any relation. It may fall under both

white box testing and black box testing.

Functional Testing

Functional testing is the testing to ensure that the specified functionality required in the

system requirements works. It falls under the class of black box testing.

System Testing

System testing is the testing to ensure that by putting the software in different
environments (e.g., Operating Systems) it still works. System testing is done with full

system implementation and environment. It falls under the class of black box testing.

Stress Testing

Stress testing is the testing to evaluate how system behaves under unfavorable
conditions. Testing is conducted at beyond limits of the specifications. It falls under the

class of black box testing.

Performance Testing

Performance testing is the testing to assess the speed and effectiveness of the system
and to make sure it is generating results within a specified time as in performance

requirements. It falls under the class of black box testing.

Usability Testing
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Usability testing is performed to the perspective of the client, to evaluate how the GUI is
user-friendly? How easily can the client learn? After learning how to use, how
proficiently can the client perform? How pleasing is it to use its design? This falls under

the class of black box testing.
Acceptance Testing

Acceptance testing is often done by the customer to ensure that the delivered product
meets the requirements and works as the customer expected. It falls under the class of

black box testing.

Regression Testing

Regression testing is the testing after modification of a system, component, or a group
of related units to ensure that the modification is working correctly and is not damaging
or imposing other modules to produce unexpected results. It falls under the class of

black box testing.
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CHAPTER 7
SUMMARY AND CONCLUSION
7.1 SUMMARY

In this proposal,we are providing high security to the data which is stored in cloud
storage and also secures the data from attackers by using encryption technique (blow
fish algorithm) by using key sharing process between user and client .Deduplication of
the data can be done by chunk technique,here the data is be divided into fragments,
comparision of data is done with the existing data.Here who owned the data of same
copy is no need to store anymore and the data can be accessed by only authorized
data of data copy,by this we achieve the data confidentiality,tag consistency,data
reliability.

The main advantage of the proposed system was it supports both file level and block
level. Here the main feature of the proposal is that data integrity,including tag
consistency and also the deduplication is possible by client and also serverside .The
data which is deduplicated is transferred to cloud storage library.It is more efficient, also
reduces the space,cost efficient.Same copy of data is tried to transfer then
deduplication takes place at the source.Less electricity,Fast recoveries,reduces the
overall storage cost.

7.2 CONCLUSION

In this paper, the notion of authorized data de duplication was proposed to protect the
data security by including differential privileges of users in the duplicate check. We also
presented several new de duplication constructions supporting authorized duplicate
check in hybrid cloud architecture, in which the duplicate-check tokens of files are
generated by the private cloud server with private keys. Security analysis demonstrates
that our schemes are secure in terms of insider and outsider attacks specified in the
proposed security model. As a proof of concept, we implemented a prototype of our
proposed authorized duplicate check scheme and conduct test bed experiments on our
prototype. We showed that our authorized duplicate check scheme incurs minimal

overhead compared to convergent encryption and network transfer.
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7.3 FUTURE ENHANCEMENT

Finally, we believe that cloud data storage security is still full of challenges and of
paramount importance, and many research problems remain to be identified.In the
proposed work deduplication is done for text and image it can be further extended for

audio and video
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APPENDIX

Source code

.Collections.Generic;
.10;

.Ling;
.Security.Cryptography;
. Text;

.Web;

Class2

strhash;
encrypt( inputFilePath, outputfilePath)

EncryptionKey "MAKV2SPBNI99212";
¢ encryptor = Aes.Create())

pdb = (EncryptionKey,
[1 { ©x49, 0x76, Ox61, Ox6e, Ox20, Ox4d, Ox65, Ox64, OX76, OX65, OX64, OX65,
OX76 });

encryptor.Key = pdb.GetBytes(32);
encryptor.IV = pdb.GetBytes(16);
( fs = (outputfilePath,

FileMode.Create))

{

( cs = (fs,
encryptor.CreateEncryptor(), CryptoStreamMode.Write))
{
fsIn = (inputFilePath,
FileMode.Open);
data;
((data = fsIn.ReadByte()) != -1)

cs.WriteByte(( )data);




¥
public void decrypt(string inputFilePath, string outputfilePath)

{
string EncryptionKey "MAKV2SPBNI99212";
using (Aes encryptor = Aes.Create())
{

Rfc2898DeriveBytes pdb = new Rfc2898DeriveBytes(EncryptionKey, new
byte[] { ©x49, 0x76, Ox61, Ox6e, 0x20, Ox4d, Ox65, Ox64, Ox76, OX65, OX64, OX65,
0x76 1});

encryptor.Key = pdb.GetBytes(32);

encryptor.IV = pdb.GetBytes(16);

using (FileStream fs = new FileStream(inputFilePath, FileMode.Open))

{

using (CryptoStream cs = new CryptoStream(fs,
encryptor.CreateDecryptor(), CryptoStreamMode.Read))
{
using (FileStream fsOut = new FileStream(outputfilePath,
FileMode.Create))

int data;
while ((data = cs.ReadByte()) != -1)

{
fsOut.WriteByte((byte)data);

public void encrypt2(string inputFilePath, string outputfilePath)
{

string password = @"myKey123",;
UnicodeEncoding UE = new UnicodeEncoding();
byte[] key = UE.GetBytes(password);

string cryptFile = outputfilePath;
FileStream fsCrypt = new FileStream(cryptFile, FileMode.Create);

RijndaelManaged RMCrypto = new RijndaelManaged();

CryptoStream cs = new CryptoStream(fsCrypt,
RMCrypto.CreateEncryptor(key, key),




CryptoStreamMode.Write);

fsIn = (inputFilePath, FileMode.Open);

data;
((data = fsIn.ReadByte()) != -1)
cs.WriteByte(( )data);

fsIn.Close();
cs.Close();
fsCrypt.Close();

name="inputFile"
name="outputFile"
decrypt2( inputFilePath, outputfilePath)

password = @"myKey123";

UE = OF
[] key = UE.GetBytes(password);

fsCrypt = (inputFilePath, FileMode.Open);

RMCrypto = O
cs = (fsCrypt,
RMCrypto.CreateDecryptor(key, key),
CryptoStreamMode.Read);

fsout = (outputfilePath, FileMode.Create);

data;
((data = cs.ReadByte()) != -1)




fsOut.WriteByte((byte)data);

fsOut.Close();
cs.Close();
fsCrypt.Close();

}
public void encryptl(string inputFilePath, string outputfilePath)

{
strhash ="WtechgartbjaWFSh";
FileStream instream, outstream;
CryptoStream crystream;
TripleDESCryptoServiceProvider tdc = new
TripleDESCryptoServiceProvider();
MD5CryptoServiceProvider md5 = new MD5CryptoServiceProvider();

byte[] bytehash, bytetext;

instream = new FileStream(inputFilePath, FileMode.Open, FileAccess.Read);

outstream = new FileStream(outputfilePath, FileMode.Create,
FileAccess.Write);

bytehash = md5.ComputeHash(ASCIIEncoding.ASCII.GetBytes(strhash));

bytetext = File.ReadAllBytes(inputFilePath);
md5.Clear();

tdc.Key = bytehash;

tdc.Mode = CipherMode.ECB;

crystream = new CryptoStream(outstream, tdc.CreateEncryptor(),
CryptoStreamMode.Write);

int bytesread;

long length, position = 0;

length = instream.Length;

bytetext = File.ReadAllBytes(inputFilePath);

while (position < length)

{
bytesread instream.Read(bytetext, @, bytetext.Length);
position += bytesread;
crystream.Write(bytetext, 0, bytesread);

}

instream.Close();

outstream.Close();

}
public void decryptl(string inputFilePath, string outputfilePath)




strhash = "WtechgartbjaWFSh";
instream, outstream;
crystream;
tdc =

OF
md5 = O

[] bytehash, bytetext;
instream = (inputFilePath, FileMode.Open, FileAccess.Read);
outstream = (outputfilePath, FileMode.Create,
FileAccess.Write);

bytehash = md5.ComputeHash(ASCIIEncoding.ASCII.GetBytes(strhash));
bytetext = File.ReadAllBytes(inputFilePath);
md5.Clear();

tdc.Key = bytehash;
tdc.Mode = CipherMode.ECB;
crystream = (outstream, tdc.CreateDecryptor(),
CryptoStreamMode.Write);
bytesread;
length, position = 0;
length = instream.Length;

bytetext = File.ReadAllBytes(inputFilePath);
(position < length)

bytesread = instream.Read(bytetext, 0, bytetext.Length);
position += bytesread;
crystream.Write(bytetext, 0, bytesread);

}

instream.Close();

outstream.Close();




46



47



