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ABSTRACT

At present social network sites are part of the life for most of the people.
Every day several people are creating their profiles on the social network platforms
and they are interacting with others independent of the user’s location and time. The
social network sites not only providing advantages to the users and also provide
security issues to the users as well their information. Spam Messages. Malicious
comments, Cyber bullying activities are very much common in today’s generation. All
these challenging activities are carried out in social platforms with the use of fake
profiles, this has imposed numerous challenges to our privacy policies. To analyze
who are encouraging threats in social network we need to classify the social
networks profiles of the users. In this project, we shall provide a new method that is
highly proficient in revealing fake account profiles in social media. We are proposing
a machine learning classification model that helps us classify users into genuine
users and bot accounts. Therefore, this project report highlights the review of Fake

Profile Detection on Social Networking Services by using Machine Learning.
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CHAPTER 1

INTRODUCTION

Every day several people are creating their profiles on the social network
platforms and they are interacting with others independent of the user’s location and
time. The social network sites not only providing advantages to the users and also
provide security issues to the users as well their information. Spam Messages.
Malicious comments, Cyber bullying activities are very much common in today’s
generation. All these challenging activities are carried out in social platforms with the
use of fake profiles, this has imposed numerous challenges to our privacy policies.
To analyze who are encouraging threats in social network, we need to classify the

social networks profiles of the users.
1.1 MOTIVATION

At present social network sites are part of the life for most of the people. More
than half of the entire population use several social media platforms like Twitter,
Facebook, Instagram, Kakao chats etc. This has evolved to be a part of their life as
well. Every day several people are creating their profiles on the social network
platforms and they are interacting with others independent of the user’s location and
time. There arises a thought of why social media platforms have become important?
But the main reason is connections, online friends, this online world has let many of
us to have comfortable, socializing relationship that is purely online. Through such
interfaces one can easily chat via text, audio, video, posting comments etc. The
social network sites not only providing advantages to the users and also provide
security issues and threats from outside communities to the users as well their
information. To avoid all these problems a lot of research and experiments were
carried out. Most of it were completely carried out in the field of Supervised machine

classifiers and Unsupervised machine classifiers.



1.2 MODEL IDE

Jupyter Notebook (formerly IPython Notebooks) is a web-based interactive
computational environment for creating Jupyter notebook documents. The IDE was
installed in Anaconda, an open-source distribution for the languages Python and R
used to perform Data Science and Machine Learning. The IDE’s Ul in which the

model was developed is given in Fig 1.1.
1.3 OBJECTIVES

The main aim of this project is to ensure earlier, faster and a more reliable
detection for identifying bot or human accounts. The most fundamental challenge for
this application is the security issues and threats from outside communities to the

users as well their information. This project provides many features like

e The objective is to provide a probability percentage of the given user account.
e To increase the security and privacy measures.

e Helps to detect accounts through different ML algorithms.

1.4 OVERVIEW OF THE PROJECT

Chapter 1, deals with the introduction to the project where the existing system

is being discussed.

Chapter 2, a detailed description of the literature survey of the papers which

are referred during the course of the project was summarized.

Chapter 3, gives a brief explanation on the aim and scope of the project. Here
the proposed system has been compared with the existing system. The software and
hardware requirements are provided along the system design, architecture overall

project.



Chapter 4, the Results and Discussion along with the screenshots of each

module has been depicted.

Chapter 5, deals with the summary and conclusion of the project. It also

includes the future scope of the project.



CHAPTER 2

LITERATURE SURVEY

P. Srinivas Rao, Dr. Jayadev Gyani and Dr. G. Narsimha approach
Machine Learning and NLP method to increase the accuracy rate of fake accounts
detection. Through support vector and Naive bays, many problems are removed on
social media, the problem is like privacy issues, cyber bullies, and troll, etc. Most of
the time seen these types of malicious activities are done by false accounts present
on social sites. This research takes the Facebook dataset for the recognition of false
accounts. Here Machine Learning Algorithm along with NLP pre-processing method
applies for analyzing the dataset and for classification of the profile use support

vector machine classifier that helps to detect the profile is fake or genuine.

As investigated by Rubin V. (2016), satirical cues in language can be used to
detect certain language patterns to identify intentionally created misleading
headlines. Instead of using content matching with original source they have followed
NLP together with machine learning to detect language patterns specific to satire
and irony. Fake news is also a form of news that intentionally altered or contain false
information to deliberately manipulate readers. Usually these stories may cause
confusion, will push political propaganda by influencing views of the people. When
evaluating content online, there are multiple types of fake news that one should be

aware of.

According to Hwang, modern bots can even be involved in more complex
types of interactions, such as having conversations with others, commenting on their
posts, and answering their questions. Some bots specifically aim to achieve greater
influence. They can search social networks for popular and influential people and

follow them or draw their attention by sending them questions, hoping to be noticed.



Chavoshi also applied unsupervised techniques in their bot detection system
called DeBot that can detect bots based on their synchronicity because this system
constantly collects data from Twitter.

Li have been stated that supervised technique algorithms are impractical
because we need a large amount of dataset to train. However, since social media
like Twitter have a very large number of users, it is impossible to label an abundance
of training data. Meanwhile, unsupervised Authorized licensed use limited to
techniques are not robust compared with supervised techniques and have a high
false-positive rate. So, to overcome the difficulty, they used semi-supervised

learning, which takes advantage of both supervised and unsupervised learning.

According to Kudugunta and Ferrara, using a supervised technique for
detecting malicious accounts shows promising results in their experiment.

Nasteski also concluded that supervised technique is more successful than
the unsupervised technique because the ability of the labeled training data gives us
clearer criteria for optimization models. Moreover, this method contains a large

number of algorithms which are increasing every time by data scientists.

Yeh-Cheng Chen, Shyhtsun Felix Wu has proposed that some previous
work has studied the structure and composition of fake account that distribute spam
messages, however the fast improvement of fake account creation made these
previous works outdated or getting ineffective. They then target on new model of
fake account that may not only automatically post or comment, but also spam with
advertisement or spread false information. In this research, they proposed an
innovative method to detect fake account in OSNs. This method based on user
activity pattern through Facebook activities, and we leverage machine learning to
predict if an account is controlled by fake user. They also provide an analysis of
those account activity from the prediction result. In their paper, they have first

collected account and then train the models by using Random Forest along with
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Adaptive Boosting with decision stump. A given set of manually checked and
labelled fake accounts are used to create our evaluation metrics. Supervised
machine learning algorithm uses a decision tree classifier having the highest
accuracy that is 98% with a 2% error rate. By using AdaBoost, it gave 97.55%
accuracy. This research may bring up to a whole new level in fake accounts
detection.

In addition to that, Latifah Alhaura and Indra Budi has proposed in which
they divided the classification level into three: account level classification, tweet level
classification, and combination of account and tweet level classification. For getting
the classification results, they applied some known machine learning algorithms such
as Random Forest, Decision Tree, AdaBoost Classifier, Neural Network and Logistic
Regression to each classification level. The results show that Random Forest
achieved high classification accuracy (AUC > 80%) in each classification level using

our proposed feature set.

According to Indra Budi, in this research, they build a classification model
using only account tweets. We also build further classification distinguishing fake
followers and spambots from genuine accounts. In this research, maximum accuracy
has been reached at 95.55% in malicious vs genuine account detection using tf-idf
features and XGBoost algorithm and 95.2% in all three types of accounts using

Word2Vec features and XGBoost algorithm.



CHAPTER 3

SCOPE AND REQUIREMENT ANALYSIS OF PRESENT
INVESTIGATION

In this chapter, the proposed system has been compared with the existing

system. The software and hardware requirements are provided.
3.1 EXISTING SYSTEM

In existing system, the social network sites not only providing advantages to
the users and also provide security issues and threats from outside communities to
the users as well their information. To avoid all these problems a lot of research and
experiments were carried out. Most of it were completely carried out in the field of
Supervised machine classifiers and Unsupervised machine classifiers. The
Supervised Machine Learning Algorithm uses classifiers like Naive Bayes, Decision
tree, SVM, ANNs, and NLP. With the help of these the detection of Autonomous

profiles can be carried out easily.
3.2 PROPOSED SYSTEM

The project would include a full-fledged Deep Learning model that would be
trained on predicting if a user profile on a social media is a real human or fake (bot).
We would use the XGBoosting Classification Algorithm for classifying each profile,
with the dataset being sourced online using Kaggle. This model, after training, can
be tested by supplying tweets from a bot and tweets from a real human and checking

the results.
3.3 TECHNOLOGY USED

To implement the project, Jupyter Notebook has been used as the software

development environment, some technologies have been used such as Machine
7



Learning, JavaScript, HTML, CSS, AJAX. Supervised machine learning classification
model using Python like the sklearn library, and XGBoost has been used and then

built a simple app using Flask.
3.4 REQUIREMENT ANALYSIS

Requirement analysis determines the requirements of a new system. This
project analyses on product and resource requirement, which is required for this
successful system. The product requirement includes input and output requirements
it gives the wants in term of input to produce the required output. The resource
requirements give in brief about the software and hardware that are needed to

achieve the required functionality.
3.4.1 Hardware Environment

The hardware requirements may serve as the basis for a contract for the
implementation of the system and should therefore be a complete and consistent
specification of the whole system. They are used by software engineers as the
starting point for the system design. It shows what the systems do and not how it

should be implemented.

Hard Disk : 80GB and Above
RAM : 8GB and Above
Processor : P IV and Above (CPU with 1.5GHz)

Active internet connection
3.4.2 Software Environment

The software requirements are the specification of the system. It should include both
a definition and a specification of requirements. It is a set of what the system should
do rather than how it should do it. The software requirements provide a basis for

creating the software requirements specification. It is useful in estimating cost,
8



planning team activities, performing tasks and tracking the team’s and tracking the

team’s progress throughout the development activity.

e Platform ; Windows 7 and above

e Front End : HTML, CSS, Bootstrap.

e Back End : Flask / Django

e Language : Python 3.8

e Software : Jupyter Notebook / Google Notebook

e Modules : Pandas, Numpy, Scikit-Learn, Matplotlib Web
e Environment ; Flask

e Cloud Computing Heroku



CHAPTER 4

METHODOLOGY AND ALGORITHMS USED

In this chapter, architecture, workflow diagram with implementation and

algorithms used has been discussed in detail.
4.1 INTRODUTION TO MACHINE LEARNING

Machine learning is a field of computer science that uses statistical
techniques to give computer systems the ability to "learn" (e.g., progressively
improve performance on a specific task) with data, without being explicitly

programmed.

The name machine learning was coined in 1959 by Arthur Samuel. Evolved from the
study of pattern recognition and computational learning theory in artificial
intelligence, machine learning explores the study and construction of algorithms that
can learn from and make predictions on data — such algorithms overcome following
strictly static program instructions by making data-driven predictions or decisions,
through building a model from sample inputs. Machine learning is employed in a
range of computing tasks where designing and programming explicit algorithms with
good performance is difficult or unfeasible; example applications include email

filtering, detection of network intruders, and computer vision.

Machine learning is closely related to (and often overlaps with) computational
statistics, which also focuses on prediction-making through the use of computers. It
has strong ties to mathematical optimization, which delivers methods, theory and
application domains to the field. Machine learning is sometimes conflated with data
mining, where the latter sub-field focuses more on exploratory data analysis and is

known as unsupervised learning.

10



Within the field of data analytics, machine learning is a method used to devise
complex models and algorithms that lend themselves to prediction; in commercial
use, this is known as predictive analytics. These analytical models allow
researchers, data scientists, engineers, and analysts to "produce reliable, repeatable
decisions and results" and uncover "hidden insights" through learning from historical

relationships and trends in the data.
4.2 TRAINING THE DATA

There are basically two widely-used types of training that can be done to create a

model:

i.  Supervised Learning

ii.  Un-supervised Learning
4.2.1 Supervised Learning

Supervised learning is the machine learning task of learning a function that maps an
input to an output based on example input-output pairs. It infers a function from
labeled training data consisting of a set of training examples. In supervised learning,
each example is a pair consisting of an input object (typically a vector) and a desired
output value (also called the supervisory signal). A supervised learning algorithm
analyzes the training data and produces an inferred function, which can be used for
mapping new examples. An optimal scenario will allow for the algorithm to correctly
determine the class labels for unseen instances. This requires the learning algorithm

to generalize from the training data to unseen situations in a "reasonable” way.
4.2.2 Unsupervised Learning

Unsupervised machine learning is the machine learning task of inferring a function
that describes the structure of "unlabeled" data (i.e., data that has not been classified
or categorized). Since the examples given to the learning algorithm are unlabeled,

there is no straightforward way to evaluate the accuracy of the structure that is
11



produced by the algorithm—one feature that distinguishes unsupervised learning

from supervised learning and reinforcement learning.

The type of training used in this model is SUPERVISED LEARNING.

4.3 METHODS IN SUPERVISED LEARNING
Supervised Learning mainly consists of two methods,

e Classification

Classification Regression
¥ + 4+ + ® S5

\ @
\\*+#ﬁ- ;@'

\\ =1 @ ,.'

Do . % so ©
S ’
...,’ 29
® .. e
&2 .| [(@®
e % ‘)

e Regression

Fig 4.1 Classification vs Regression

4.3.1 Classification

In machine learning, classification is the problem of identifying to which of a
set of categories (sub-populations) a new observation belongs, on the basis of a
training set of data containing observations (or instances) whose category
membership is known. Examples are assigning a given email to the "spam" or "non-

spam" class, and assigning a diagnosis to a given patient based on observed

12



characteristics of the patient (gender, blood pressure, presence or absence of
certain symptoms, etc.). Classification is an example of pattern recognition. An
algorithm that implements classification, especially in a concrete implementation, is
known as a classifier. The corresponding unsupervised procedure is known as
clustering, and involves grouping data into categories based on some measure of

inherent similarity or distance.
4.3.2 Regression

Regression analysis estimates the conditional expectation of the dependent
variable given the independent variables — that is, the average value of the
dependent variable when the independent variables are fixed. Less commonly, the
focus is on a quantile, or other location parameter of the conditional distribution of
the dependent variable given the independent variables. In all cases, a function of

the independent variables called the regression function is to be estimated.

Regression analysis is widely used for prediction and forecasting. It is also
used to understand which among the independent variables are related to the
dependent variable, and to explore the forms of these relationships. In restricted
circumstances, regression analysis can be used to infer causal relationships
between the independent and dependent variables. However, this can lead to
illusions or false relationships, so caution is advisable; for example, correlation does

not prove causation.

The type used in this model is CLASSIFICATION and so, more focus will be

given on it.

4.4 APPROACHES IN CLASSIFICATION

There are different approaches when it comes to the Classification method, they
are:

1. Linear classifiers

13



a) Fisher's linear discriminant
b) Logistic regression
c) Naive Bayes classifier
d) Perceptron
2. Support vector machines
a) Least squares support vector machines
3. Quadratic classifiers
4. Kernel estimation
a) k-nearest neighbor
Boosting (XGBoosting algorithm)
6. Decision trees
a) Random forests
7. Neural networks

8. Learning vector quantization

The most common approaches used are decision trees and XGBoosting
algorithm.

4.4.1 Decision Tree

Decision tree learning uses a decision tree (as a predictive model) to go from
observations about an item (represented in the branches) to conclusions about the
item's target value (represented in the leaves). It is one of the predictive modelling
approaches used in statistics, data mining and machine learning. Tree models where
the target variable can take a discrete set of values are called classification trees; in
these tree structures, leaves represent class labels and branches represent
conjunctions of features that lead to those class labels. In decision analysis, a
decision tree can be used to visually and explicitly represent decisions and decision

making. In data mining, a decision tree describes data (but the resulting classification

14



tree can be an input for decision making).

Random Forest Simplified
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Fig 4.2 Random Forest Simplified

The most common and versatile application of decision trees come in the
Random Forests approach/ algorithm. Random forests or random decision
forests are an ensemble learning method for classification, that operates by
constructing a multitude of decision trees at training time and outputting the class
that is the most commonly appearing of the classes of the individual trees. Random

decision forests correct for decision trees' habit of overfitting to their training set.
4.4.2 XGBoosting Algorithm

XgBoost stands for Extreme Gradient Boosting, which was proposed by the
researchers at the University of Washington. It is a library written in C++ which

optimizes the training for Gradient Boosting.

XGBoost is an implementation of Gradient Boosted decision trees. XGBoost
models majorly dominate in many Kaggle Competitions. In this algorithm, decision
trees are created in sequential form. Weights play an important role in XGBoost.
Weights are assigned to all the independent variables which are then fed into the

15



decision tree which predicts results. The weight of variables predicted wrong by the
tree is increased and these variables are then fed to the second decision tree. These
individual classifiers/predictors then ensemble to give a strong and more precise
model. It can work on regression, classification, ranking, and user-defined prediction
problems. It can be installed as a standalone library and XGBoost model can be

developed using the scikit-learn API.

The approach used in this model is the XGBOOSTING ALGORITHM which

has already been discussed.
4.5 SYSTEM ARCHITECTURE

First clean the data, getting it ready for training and testing, with Numpy,
Pandas. NumPy is a library for the Python programming language, adding support
for large, multi-dimensional arrays and matrices, along with a large collection of high-
level mathematical functions to operate on these arrays. Pandas is a software library
written for the Python programming language for data manipulation and analysis. In
particular, it offers data structures and operations for manipulating numerical tables

and time series. It is free software released under the three-clause BSD license.

16



Extraction of Twitter Dataset using API

Twitter Dataset

Account Level info
Extraction 1 Legitimate Profile
g
Learning Algorithm — — :
Fake Profile

Fig.4.3 System architecture to check the probability for account to be fake

We visualize the data using Matplotlib, Seaborn. Matplotlib is a plotting library
for the Python programming language and its numerical mathematics extension
NumPy. It provides an object-oriented API for embedding plots into applications
using general-purpose GUI toolkits like Tkinter, wxPython, Qt, or GTK. Seaborn is a
Python data visualization library based on matplotlib. It provides a high-level

interface for drawing attractive and informative statistical graphics.

We tokenize the tweets using NLTK for getting it ready for analysis. The
Natural Language Toolkit, or more commonly NLTK, is a suite of libraries and
programs for symbolic and statistical natural language processing for English written

in the Python programming language.

We use WordCloud to visualize the most used words of tweets and removing

it in case it would be polarizing.

17



1. Gather and 2. Create fictitious 3. Validate data
—> —
clean the data accounts (pshycology, stats)

'

4. Inject fictitious

accounts
7. Evaluate 6. Supervised 5. Create new
results machine learning features

Fig.4.4 Block diagram of the proposed architecture

We use WordToVec to find similarities between tweets. Word2vec is a
technique for natural language processing published in 2013. The word2vec
algorithm uses a neural network model to learn word associations from a large
corpus of text. Once trained, such a model can detect synonymous words or suggest
additional words for a partial sentence.

We train a Random Forest Classifier in order to classify between bots and
humans. Random forests or random decision forests are an ensemble learning
method for classification, regression and other tasks that operates by constructing a
multitude of decision trees at training time. For classification tasks, the output of the

random forest is the class selected by most trees.

We run the test dataset through this classifier to check the accuracy of the

model. Here is a simple flow diagram to represent the above process.

18
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Fig.4.5 Workflow diagram to represent the above process

4.6 IMPLEMENTATION OF ARCHITECTURE

We have covered the modules that are set as the main aspect for detection of

fake, bot profiles, The following ones are very much required to carry on the model.

1
2
3.
4

. Train the model

. Dataset & Model Features
. Correlations and Distribution plots

Model Scoring & Evaluation

4.6.1 Dataset & Model Features

The dataset is comprised of approximately 37,000 Twitter users, labeled bot

or human, with account-level information like:

19



number of favorites/likes
number of tweets
number of followers

number of friends (accounts their following)

AR A

whether or not the profile is still in default mode and more.
The target label is account type: bot or human. any authorized.
4.6.2 Correlations and Distribution plots

Once the transformations and interactions are set up, we will go through the
correlation heatmaps of the different features like potential features for all data, for
human and for bots as well. For that purpose, we need to import and install all

packages, libraries and modules required in the project.
Required libraries and modules:
Numpy:

NumPy is a library for Python, adding support for large, multidimensional
arrays and matrices, along with a large collection of highlevel mathematical functions
to operate on these arrays. NumPy is an open-source software and has many

contributors.

NumPy targets the CPython reference implementation of Python, which is a non-
optimizing bytecode interpreter. Mathematical algorithms written for this version of
Python often run much slower than compiled equivalents. NumPy addresses the
slowness problem partly by providing multidimensional arrays and functions and
operators that operate efficiently on arrays, requiring rewriting some code, mostly

inner loops using NumPYy.

Using NumPy in Python gives functionality comparable to MATLAB since they
are both interpreted, and they both allow the user to write fast programs as long as

20



most operations work on arrays or matrices instead of scalars. In comparison,
MATLAB boasts a large number of additional toolboxes, notably Simulink, whereas
NumPy is intrinsically integrated with Python, a more modern and complete
programming language. Moreover, complementary Python packages are available;
SciPy is a library that adds more MATLAB-like functionality and Matplotlib is a
plotting package that provides MATLAB-like plotting functionality.

Written in: Python and C.
Pandas

Pandas is a Python package providing fast, flexible, and expressive data
structures designed to make working with structured (tabular, multidimensional,
potentially heterogeneous) and time series data both easy and intuitive. It aims to be
the fundamental high-level building block for doing practical, real world data analysis
in Python. Additionally, it has the broader goal of becoming the most powerful and
flexible open-source data analysis / manipulation tool available in any language. It is

already well on its way toward this goal.

The two primary data structures of pandas, Series (1- dimensional) and DataFrame
(2-dimensional), handle the vast majority of typical use cases in finance, statistics,
social science, and many areas of engineering. For R users, DataFrame provides
everything that R’s dataframe provides and much more. pandas are built on top of
NumPy and is intended to integrate well within a scientific computing environment

with many other 3rd party libraries.
Written in: Python, Cython and C.
Matplotlib

Matplotlib is a Python 2D plotting library which produces publication quality
figures in a variety of hardcopy formats and interactive environments across

platforms. Matplotlib can be used in Python scripts, the Python and IPython shells,
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the Jupyter notebook, web application servers, and four graphical user interface

toolkits.

It provides an object-oriented API for embedding plots into applications using

general-purpose GUI toolkits like Tkinter, wxPython, Qt or GTK+.
matplotlib.pyplot provides a MATLAB-like plotting framework.

pylab combines pyplot with numpy into a single namespace. This is convenient for
interactive work, but for programming it is recommended that the namespaces be

kept separate.
Written in: Python.
Seaborn

Seaborn is a library for making statistical graphics in Python. It builds on top

of matplotlib and integrates closely with pandas data structures.

Seaborn helps you explore and understand your data. Its plotting functions operate
on dataframes and arrays containing whole datasets and internally perform the
necessary semantic mapping and statistical aggregation to produce informative
plots. Its dataset-oriented, declarative API lets you focus on what the different

elements of our plots mean, rather than on the details of how to draw them.
Written in: Python.
PostgreSQL

PostgreSQL is a powerful, open-source object-relational database system that
uses and extends the SQL language combined with many features that safely store
and scale the most complicated data workloads. The origins of PostgreSQL date
back to 1986 as part of the POSTGRES project at the University of California at
Berkeley and has more than 30 years of active development on the core platform.
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PostgreSQL has earned a strong reputation for its proven architecture, reliability,
data integrity, robust feature set, extensibility, and the dedication of the open-source
community behind the software to consistently deliver performant and innovative
solutions. PostgreSQL runs on all major operating systems, has been ACID-
compliant since 2001, and has powerful add-ons such as the popular PostGIS

geospatial database extender.
Written in: Python, Perl, Tcl, PgSQL, C.
Scikit-learn

Scikit-learn (formerly scikits.learn) is a free software machine learning library
for the Python programming language. It features various classification, regression
and clustering algorithms including support vector machines(svm), random forest,
gradient boosting, kmeans and DBSCAN, and is designed to interoperate with the
Python numerical and scientific libraries NumPy and SciPy.

It has been built on top of NumPy, SciPy and matplotlib.
Written in: Python, Cython, C and C++.
XGBoost

XGBoost is an optimized distributed gradient boosting library designed to be
highly efficient, flexible and portable. It implements machine learning algorithms
under the Gradient Boosting framework. XGBoost provides a parallel tree boosting
(also known as GBDT, GBM) that solve many data science problems in a fast and
accurate way. The same code runs on major distributed environment (Hadoop, SGE,

MPI) and can solve problems beyond billions of examples.
Written in: Python, C++.

Tweepy
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Tweepy is a Python library for accessing the Twitter API. It is great for simple

automation and creating twitter bots.
Written in: Python

Now, we can set up some distribution plots to understand how they behave in a
different way. When exploring the dataset, we can say that bot and human accounts
behave differently — for example, humans’ tweet more frequently than their robot
counterparts. Their networks also look differently as well — humans have bigger
networks, both in terms of accounts they follow and that follow them.

4.6.3 Model Scoring & Evaluation

For the evaluation and scoring of the model, we have imported and tried a
number of classification models from the sklearn library, like - Logistic Regression,

K-Nearest Neighbors, Naive Bayes, Decision Tree, Random Forest, and

XGBoost. We have chosen features and model parameters that would optimize for a
balance between precision and recall and a high ROC AUC (area under the curve)
score. Essentially, we wanted the model to accurately label bots as such, but not by
simply labelling everything as a bot.

4.6.4 Train the models

Consider class-weight balancing (data is ~70/30 split human/bot). Refine
feature selection and tune candidate model parameters. We can create confusion
matrices of each model i.e., Random Forest and XGBoost for a single train/test split.
Now, we will ensemble Random Forest and XGBoost to create a super model by
using Voting Classifier model. Pick best model i.e., XGBoost algorithm and perform
full train and test. Train best model on full data set and pickle to be used in Flask

app.
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CHAPTER 5
RESULTS AND DISCUSSION

5.1 RESULT

The result of the classification model prepared using Python may be divided into

three parts in itself:

1. Pre-model Data Visualization
2. Model Information Visualization

3. Post-model Data Visualization
5.1.1 Pre-model Data Visualization

The pre-model data visualization section consists of all the data visualizations
or example visualizations made with the pure data set to understand the features

and the spread of data in the data set.
Data set Name — twitter human bots account
Dimensions — 644 kb
Number of user accounts — approx. 37,000+
Attributes — number of tweets
number of likes/favourites
number of followers

number of followings, etc.

Visualizations of Data
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Fig. 5.2 Correlation of potential features: Bots only
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Distribution plots to better understand how some of the features differ between bot

and human accounts.

Distribution of # Followers Distribution of Friends (# Following)
0.25 1
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= Human
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Fig 5.4 Distribution of Followers and Following
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Fig.5.5 Distribution of account age and network size
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Fig.5.7 Network size by verification status

5.1.2 Model Information Visualization

Model has been evaluated by using different algorithms like KNeighbors Classifier,
Logistic Regression, Naive Bayes (Gaussian, Bernoulli, Multinomial), Decision Tree,

Random Forest, XGBoost algorithms.
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For this purpose, we need formula to be

calculated.

Model: ENeighborsClassifier (n=1

Acoccuracy: 0.83767 +- 0.004042

Precision: 0.80131 +- 0.00¢512 Model: MultinomialNBO)

Recall: 0.68362 +- 0.013989 = veesseawsemGesasl

FL Score: 0.73768 +- 0.006905  picuracy: 0.46963 +— 0.003039

ROC AUC:  0.89565 +- 0.00364%  precision: 0.38474 +- 0.002703
o . Recall: 0.98151 +- 0.003564

Model: LogisticRegression() F1 Score: 0.55279 +- 0.00241%

—————————————————————————————— ROC AUC:  0.59444 +- 0.000558

Accuracy: 0.80314 +- 0.002075

Precision: 0.71114 +- 0.006977 Model: DecisionTreeClassifier()
Recall: 0.69157 +- 0.010010 -—————————————————————————————
0
0

F1 Score: 0.701132 +- 0.0037%8 Bccuracy: 0.805851 +- 0.002601
ROC AUC: 0.85181 +- 0.002741 Frecision: 0.71052 +- 0.002434
Recall: 0.72489 +- 0.005602
Mode] - M) Fl Score: 0.717&8 +— 0.003501
ROC ATUC: 0.78842 +- 0.003250

Accuracy:  0.69503 +- 0.059328 o
Precision: 0.55385 +- 0.090251 Model: RandomForestClassifigrl)
Recall: 0.82332 +- 0.138664 ;;;;;;;;f“;‘é;;;;‘;:‘;‘é;;;;;
;écsggé?' g'gjggé :: 8‘8%22?3 Precision: 0.84612 +- 0.007291
: . . Recall: 0.74069 +- 0.010617
. Fl Score: (0.78%381 +- 0.004186
Model: BernoulliNB () ROC AUC:  0.52495 +- 0.003060

Accuracy: 0.74124 +- 0.0033%  ypgel- XGBClassifier ()

Precision: 0.6943¢6 +- 0.006%68 | ________
Recall: 0.4024% +- 0.010015 Accuracy: 0.86808 +- 0.004606
Fl Score: (0.50%4% +- 0.007802 Precision: (0.83845 +- 0.012597
ROC AUC:  0.80215 +- 0.000212 Recall: 0.74970 +- 0.006979
! F1 Score: 0.79152 +- 0.006060
ROC AUC:  0.52547 +- 0.002796

Fig.5.8 Classification Report
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The above figure represents all the necessary factors taken to determine
whether a model is good or bad. They are technically known as Model Evaluation
Metrics.

« TP =True Positive = Model identifies it as a bot, and it is a bot in real life

 FP = False Positive = Model identifies it as a bot, and it is NOT a bot in real
life

* FN = False Negative = Model identifies it as NOT a bot, and it IS a bot in real
life

« TP + FP = The number of accounts the model identifies as a bot
« TP + FN = The number of accounts that are bots in real life
Precision

Precision is defined as the fraction of the examples which are actually positive
among all the examples which we predicted positive. It is also defined as the number

of true positives divided by the number of true positives plus the number of false

positives.
— True Positive
Precision = — —
True Positive+False Positive
B True Positive
" Total Predicted Positive
Recall

Recall is defined as number of accounts that Model identifies as a bot, and it

is a bot in real life divided by the number of accounts that are bots in real life.
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True Positive

Recall = = .
True Positive+False Negative

True Positive

- Total Actual Positive

The precise definition of recall is the number of true positives divided by the number
of true positives plus the number of false negatives. True positives are data point
classified as positive by the model that actually are positive (meaning they are
correct), and false negatives are data points the model identifies as negative that

actually are positive (incorrect).

The metric our intuition tells us we should maximize is known in statistics as recall,

or the ability of a model to find all the relevant cases within a dataset.
F1 Score

Traditionally, F1 Score is defined to be the harmonic mean of precision and
recall. It is also called the F Score or the F Measure. Put another way, the F1 score

conveys the balance between the precision and the recall.

It is considered to be a better measure than Precision and Recall individually as the

precision * recall

F1 = Zi% —
precision + recall
trade-off between the two is hard to achieve.

ROC-AUC
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ROC is a probability curve and AUC represents the degree or measure of
separability. It tells how much the model is capable of distinguishing between
classes. The higher the AUC, the better the performance of the model at

distinguishing between the positive and negative classes.

RandomForest and XGBoost seem most promising in terms of balance between
Precision and Recall metrics and high ROC AUC scores.

5.1.3 Post-model Data Visualization

Confusion Matrices: - Let's take a look at the confusion matrices of each model for
a single train/test split.

Confusion Matrix

6000
human 701 S0o00
E - 4000
L)
w
=
l,_
- 3000
bot - 681 2,972
2000
T T
=,
qq\'a? ‘CP
& - 1000
Predicted label

accuracy=0.8770; misclass=0.1230
Fig.5.9 Confusion matrices for XGBoosting Algorithm
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ROC Curve for Best XGBoost Model
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Fig.5.10 Classification report for XGBoost Model

Final result for XGBoost Model has been given

Accuracy:

Precision: |
Recall: |
Fl Score: |

ROC AUC: |

___________ +____________

0.8687

0.8035

0.8031

0.8033

0.9310

Test Score

0

.8770

.8136

.8091

.8144

.9336

Accuracy: 87.7%, Precision: 81.3%, Recall: 80.9% and ROC AUC: 93.4%

Also, we have given user interface by using flask API to check the probability of a

given user. This interface will also tell whether it's a bot account, human account or

else likely to be a bot or human.

34



CHAPTER 6

CONCLUSION AND FUTURE WORK

6.1 CONCLUSION

According to our project, we have concluded an innovative and effective
method to detect fake profile by leveraging machine learning algorithms. We can get
rid of the spam that bots create on social media networks by running each tweet
through this bot filter, in case they are not authorized to use automation to create
content. This will further help get rid of artificial echo chambers echoing fake news

amplified by automatically creating new posts on social media.
6.2 FUTURE WORK

The future works of the research may include some improvements in this
research. For instance, future work may include research on some other domain

languages other than English such as German, Korean or any other languages.

It can also include other social accounts like Facebook or Instagram under the same
web API framework by integrating it. Future works may also use different kinds of
features that don’t rely on tweet-based features that undermine some of the
spambots and fake followers’ account data which never or rarely tweets or uses pf

non-English language used in this research.
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APPENDIX

A) SOURCE CODE

Twitter Bot Detection: Exploratory Data Analysis

# Basics

import pandas as pd

import psycopg2 as pg

import numpy as np

# Visuals

import matplotlib.pyplot as plt

%matplotlib inline

import seaborn as sns

# Postgres info to connect

connection_args = {
'host": 'localhost’, # Connecting to _local_ version of psq|l
‘dbname’: 'twitter_accounts’, # DB with Twitter info

‘port’: 5432 # port opened on AWS
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connection = pg.connect(**connection_args)
raw_df = pd.read_sql(SELECT * FROM human_bots', connection)
raw_df.head()

raw_df.info()

q=
SELECT account_type, COUNT(*) as total

FROM human_bots

GROUP BY account_type

account_counts = pd.read_sql(q, connection)
account_counts

num_humans = account_counts.total.values[1]

num_bots = account_counts.total.values[0]

types = [[Humans', '‘Bots']

counts = [num_humans, num_bots]

plt.figure(figsize=(4, 4))

sns.barplot(x = types, y = counts)

plt.title("Number of Entries by Account Type", fontsize=11)

sns.despine();

q="
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WITH ver as

(SELECT account_type, COUNT(*) as ver_true FROM human_bots WHERE
verified="true’ GROUP BY account_type),

not_ver as

(SELECT account_type, COUNT(*) as ver_false FROM human_bots WHERE
verified="false’ GROUP BY account_type)

SELECT v.account_type, v.ver_true, nv.ver_false FROM ver v JOIN not_ver nv

ON v.account_type = nv.account_type

ver_status_by type = pd.read_sql(qg, connection)
ver_status_by type

bots_verified = ver_status_by_type.ver_true.values[0]
bots_not_verified = ver_status_by type.ver_false.values|0]
humans_verified = ver_status_by type.ver_true.values[1]
humans_not_verified = ver_status_by type.ver_false.values[1]
types = ['Not Verified', 'Verified]

bot_counts = [bots_not_verified, bots_verified]
human_counts = [humans_not_verified, humans_verified]
plt.figure(figsize=(8, 4), dpi=100)

plt.suptitle("Count by Verification Status"”, fontsize=12)

plt.subplot(1, 2, 1)
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sns.barplot(x = types, y = human_counts)

plt.title("Humans", fontsize=11)

plt.ylabel("Count", fontsize=10)

sns.despine()

plt.subplot(1, 2, 2)

sns.barplot(x = types, y = bot_counts)

plt.title("Bots", fontsize=11)

sns.despine();

# drop extra index column

raw_df.drop(columns=[index'], inplace=True)

# Binary classifications for bots and boolean values

raw_df['bot’] = raw_df['account_type'l.apply(lambda x: 1 if x == 'bot' else 0)
raw_df['default_profile'] = raw_df['default_profile’].astype(int)
raw_df['default_profile'] = raw_df['default_profile’].astype(int)
raw_df['default_profile_image'] = raw_df['default_profile_image'].astype(int)
raw_df['geo_enabled'] = raw_df['geo_enabled’].astype(int)
raw_df['verified'] = raw_df['verified'].astype(int)

# datetime conversion

raw_df['created_at'] = pd.to_datetime(raw_df['created_at'])

# hour created
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raw_df['hour_created’] = pd.to_datetime(raw_df['created_at']).dt.hour
# usable df setup

df = raw_df[[bot, ‘'screen_name', ‘'created_at', ‘hour_created’, ‘verified',
‘acct_location', 'geo_enabled', ‘'lang’, ‘'default_profile’, ‘default_profile_image’,
‘favourites_count’, ‘followers_count’, ‘friends_count’, 'statuses_count’,

‘average_tweets_per_day’, 'account_age days"]

del raw_df

df.head()

df.info()

df.describe()

# Interesting features to look at:

df['avg_daily_followers'] = np.round(df['followers_count] / dff'account_age_days'])
df['avg_daily_friends'] = np.round(df['followers_count’] / df['account_age_days'])
df['avg_daily_favorites'] = np.round(df['followers_count’] / dff'account_age_days'])
# Log transformations for highly skewed data

df['friends_log'] = np.round(np.log(1 + df['friends_count?), 3)

df['followers_log'] = np.round(np.log(1 + df['followers_count’), 3)

df['favs_log'] = np.round(np.log(1 + df['favourites_count']), 3)

df['avg_daily tweets log'] = np.round(np.log(1+ dff'average tweets per_day'), 3)
# Possible interaction features

df['network’] = np.round(df['friends_log'] * df['followers_log', 3)
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dff'tweet_to_followers’] = np.round(np.log( 1+ df['statuses_count]) * np.log(1+

dff'followers_count?), 3)
# Log-transformed daily acquisition metrics for dist. plots

df['follower_acq_rate'] = np.round(np.log(1 + (df['followers_count’] /
df['account_age_days'))), 3)

df['friends_acq_rate’] = np.round(np.log(1 + (df['friends_count] /
df['account_age_days'))), 3)

df['favs_rate'] = np.round(np.log(1 + (dff'friends_count’] / df['account_age days')), 3)
plt.figure(figsize=(8,6), dpi=100)

cmap = sns.diverging_palette(230, 20, as_cmap=True)
sns.heatmap(df.corr(), cmap=cmap, annot=False)
plt.title('Correlation of potential features: all data’, fontsize=14);
bots = df[df['bot] == 1]

humans = df{df['bot] == 0]

plt.figure(figsize=(8,6), dpi=100)

cmap = sns.diverging_palette(230, 20, as_cmap=True)
sns.heatmap(bots.corr(), cmap=cmap, annot=False)
plt.title('Correlation of potential features: bots only', fontsize=14);
plt.figure(figsize=(8,6), dpi=100)

cmap = sns.diverging_palette(230, 20, as_cmap=True)

sns.heatmap(humans.corr(), cmap=cmap, annot=False)
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plt.title('Correlation of potential features: humans only', fontsize=14);
plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="account_age_days', data=df, hue='bot', alpha=.25, kde=True,
stat="density', common_bins=True, element="step’, legend=True)

plt.legend(titte="Account  Type', loc='upper right’, labels=['Bot’, 'Human’,

frameon=False)

plt.title('Distribution of Account Ages', fontsize=12)
plt.xlabel('Account Age (# days)', fontsize=10)
plt.ylabel('Density', fontsize=10)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="followers_log', data=df, hue="bot', alpha=.25, kde=True, stat='density’,

common_bins=True, element="step’, legend=True)

plt.legend(titte="Account  Type', loc='upper right’, labels=['Bot’, 'Human’,

frameon=False)

plt.title('Distribution of # Followers', fontsize=12)
plt.xlabel('Followers (Log10 scale)’, fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 18)

plt.ylim(0, 0.11)

sns.despine();
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#plt.savefig('imgs/dist_followers.png’);
plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="friends_log', data=df, hue='bot', alpha=.25, kde=True, stat='density’,

common_bins=True, element="step’, legend=True)

plt.legend(titte="Account  Type', loc='upper right’, labels=['Bot’, 'Human’,

frameon=False)

plt.title('Distribution of Friends (# Following)', fontsize=12)
plt.xlabel('Friends Count (Log10 scale)', fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 16)

plt.ylim(0, 0.65)

sns.despine();

plt.figure(figsize=(12,5), dpi=100)

plt.suptitle('Distribution of Followers & Friends', fontsize=14)
plt.subplot(1, 2, 1)

sns.histplot(x="followers_log', data=df, hue='bot', alpha=.25, kde=True, stat='density",

common_bins=True, element="'step’, legend=False)
plt.title('Distribution of # Followers', fontsize=12)
plt.xlabel('Followers (Log10 scale)', fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 18)
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plt.ylim(0, 0.25)
sns.despine()
plt.subplot(1, 2, 2)

sns.histplot(x="friends_log', data=df, hue='bot', alpha=.25, kde=True, stat='density’,

common_bins=True, element="step’, legend=True)

plt.legend(title="Account  Type', loc='upper right', labels=['Bot’, 'Human’,

frameon=False)

plt.title('Distribution of Friends (# Following)', fontsize=12)
plt.xlabel('Friends Count (Log10 scale)', fontsize=10)
plt.ylabel(")

plt.yticks([])

plt.xlim(0, 18)

plt.ylim(0, 0.25)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x='network’, data=df, hue='bot’, alpha=.25, kde=True, stat='density',

common_bins=True, element="step’, legend=True)

plt.legend(title="Account  Type', loc='upper right’, labels=['Bot’, 'Human,

frameon=False)
plt.title('Distribution of Network Size', fontsize=12)

plt.xlabel('Network Size [Friends * Followers] (Log10 scale)', fontsize=10)
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plt.ylabel('Density’, fontsize=10)
plt.xlim(0, 150)

plt.ylim(0, 0.05)

sns.despine();
plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="favs_log', data=df, hue='bot', alpha=.25, kde=True, stat='density’,

common_bins=True, element="step’, legend=True)

plt.legend(title="Account  Type', loc='upper right', labels=['Bot’, 'Human’,
frameon=False)

plt.title("Distribution of Favorites Count", fontsize=12)
plt.xlabel('Favorites Count(Log10 scale)', fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 14)

plt.ylim(0, 0.3)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="avg_daily tweets log', data=df, hue='bot', alpha=.25, kde=True,

stat="density’, common_bins=True, element='step’, legend=True)

plt.legend(titte="Account  Type', loc='upper right’, labels=['Bot’, 'Human],

frameon=False)

plt.title("Distribution of Tweets per Day", fontsize=12)

48



plt.xlabel('Average Tweets per Day (Log10 scale)', fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 5)

plt.ylim(0, 0.7)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="follower_acq_rate', data=df, hue='bot, alpha=.25, kde=True,

stat="density’, common_bins=True, element="step’, legend=True)

plt.legend(titte="Account  Type', loc='upper right’, labels=['Bot’, 'Humany,

frameon=False)

plt.title("Distribution of Follower Acquisition Rate", fontsize=12)
plt.xlabel('Followers per Day (Log10 scale)’, fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 10)

plt.ylim(0, 2.5)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="friends_acq_rate’, data=df, hue='bot’, alpha=.25, kde=True,

stat="density’, common_bins=True, element='step’, legend=True)

plt.legend(titte="Account  Type', loc='upper right', labels=['Bot, 'Human],

frameon=False)
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plt.title("Distribution of Friend Acquisition Rate", fontsize=12)
plt.xlabel('Friends per Day (Log10 scale)’, fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 1)

plt.ylim(0, 6)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="tweet_to_followers', data=df, hue='bot', alpha=.25, kde=True,

stat="density', common_bins=True, element="step’, legend=True)

plt.legend(titte='"Account  Type', loc='upper right', labels=['Bot’, 'Human’,

frameon=False)

plt.title("Tweets to Followers Metric", fontsize=12)
plt.xlabel('Tweets * Followers (Log10 scale)’, fontsize=10)
plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 200)

plt.ylim(0, 0.009)

sns.despine();

plt.figure(figsize=(7,5), dpi=100)

sns.histplot(x="hour_created'’, data=df, hue='bot’, alpha=.25, kde=True, stat="density’,

common_bins=True, element="step’, legend=True)

plt.legend(title='"Account Type', loc='best’, labels=['Bot’, 'Human'])
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plt.title("Time of Day Account was Created", fontsize=12)
plt.xlabel('Time of Day (24h)", fontsize=10)

plt.ylabel('Density’, fontsize=10)

plt.xlim(0, 24)

plt.ylim(0, 0.05)

sns.despine();

plt.figure(figsize=(12,5), dpi=100)

plt.suptitle('Tweets-Followers Metric by Verification Status', fontsize=14)
plt.subplot(1, 2, 1)

sns.histplot(x="tweet _to_followers',  data=humans, hue='verified’, alpha=.25,

kde=True, stat="density', common_bins=True, element='step’, legend=False)
plt.title("Humans", fontsize=12)

plt.xlabel('Tweets * Followers (Log10 scale)’, fontsize=10)
plt.ylabel('Density’, fontsize=10)

sns.despine(bottom = True, left = True)

plt.xlim(0, 200)

plt.ylim(0, 0.025)

plt.subplot(1, 2, 2)

sns.histplot(x="tweet_to_followers', data=bots, hue='verified', alpha=.25, kde=True,

stat="density’, common_bins=True, element="step’, legend=True)
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plt.legend(title="Verification Status', loc="upper right', labels=['Verified', 'Not Verified'],

frameon=False)

plt.title("Bots", fontsize=12)

plt.xlabel('Tweets * Followers (Log10 scale)’, fontsize=10)
plt.ylabel(")

plt.yticks([])

sns.despine()

plt.xlim(0, 200)

plt.ylim(0, 0.025);

plt.figure(figsize=(12,5), dpi=100)

plt.suptitle('Network Size by Verification Status', fontsize=14)
plt.subplot(1, 2, 1)

sns.histplot(x="network’, data=humans, hue='verified', alpha=.25, kde=True,

stat="density', common_bins=True, element='step’, legend=False)
plt.xlabel('Network Size (Friends * Followers)')

plt.title("Humans", fontsize=12)

plt.xlabel('Network Size (Log10 scale)', fontsize=10)
plt.ylabel('Density’, fontsize=10)

sns.despine(bottom = True, left = True)

plt.xlim(0, 150)
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plt.ylim(0, 0.05)
plt.subplot(1, 2, 2)

sns.histplot(x="network’,  data=bots,  hue='verified’,  alpha=.25, kde=True,
stat="density', common_bins=True, element="step’, legend=True)

plt.xlabel('Network Size (Friends * Followers)’)

plt.legend(title="Verification Status', loc="upper right’, labels=['Verified', 'Not Verified'],

frameon=False)

plt.title("Bots", fontsize=12)

plt.xlabel('Network Size (Logl10 scale)’, fontsize=10)
plt.ylabel(")

plt.yticks([])

sns.despine()

plt.xlim(0, 150)

plt.ylim(0, 0.05);

Twitter Bot Detection: Classification Modeling
# Basics

import pandas as pd

import psycopg?2 as pg

import numpy as np

import pickle
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# Visuals

import matplotlib.pyplot as plt

%matplotlib inline

import seaborn as sns

from model_evaluation import *

# Models

from sklearn.tree import DecisionTreeClassifier

from sklearn.naive_bayes import GaussianNB, BernoulliNB, MultinomialNB
from sklearn.neighbors import KNeighborsClassifier

from sklearn.linear_model import LogisticRegression

from sklearn.ensemble import RandomForestClassifier, VotingClassifier
from sklearn.svm import SVC

from xgboost import XGBClassifier

# Model support

from sklearn.model_selection import train_test_split, cross_val_score
from sklearn.preprocessing import StandardScaler

from sklearn.metrics import (accuracy_score, classification_report, confusion_matrix,
f1_score, auc, plot_confusion_matrix, precision_score, recall_score, roc_auc_score,

roc_curve, precision_recall_curve)

# Postgres info to connect
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connection_args = {
'host": 'localhost’, # Connecting to _local_ version of psql
‘dbname’: 'twitter_accounts’, # DB with Twitter info
'port': 5432 # port we opened on AWS
}
connection = pg.connect(**connection_args)
raw_df = pd.read_sql(SELECT * FROM human_bots', connection)
# drop funny index column
raw_df.drop(columns=[index’], inplace=True)
# Binary classifications for bots and boolean values
raw_df['bot’] = raw_df['account_type'l.apply(lambda x: 1 if x == 'bot' else 0)
raw_df['default_profile'] = raw_df['default_profile’].astype(int)
raw_df['default_profile'] = raw_df['default_profile’].astype(int)
raw_df['default_profile_image'] = raw_df['default_profile_image'].astype(int)
raw_df['geo_enabled'] = raw_df['geo_enabled’].astype(int)
raw_df['verified’] = raw_df['verified'].astype(int)
# datetime conversion
raw_df['created_at'] = pd.to_datetime(raw_df['created_at'])
# hour created

raw_df['hour_created’] = pd.to_datetime(raw_df['created_at']).dt.hour
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# usable df setup

df = raw_df[[bot, ‘'screen_name', ‘'created_at', ‘hour_created’, ‘verified’,
‘acct_location’, 'geo_enabled’, ‘'lang’, ‘default_profile', ‘default_profile_image’,
‘favourites_count’, ‘followers_count’, ‘friends_count’, 'statuses_count’,

‘average_tweets_per_day', 'account_age_days']]
del raw_df
# Interesting features to look at:

df['avg_daily followers'] = np.round((df['followers_count’] / df['account_age days"),
3)

dff'avg_daily friends'] = np.round((df'followers_count’] / df['account_age _days']), 3)
df['avg_daily favorites'] = np.round((df['followers_count’] / df['account_age days"), 3)
# Log transformations for highly skewed data

df['friends_log'] = np.round(np.log(1 + df['friends_count), 3)

df{'followers_log'] = np.round(np.log(1 + df'followers_count?), 3)

df['favs_log'] = np.round(np.log(1 + dff'favourites_count’]), 3)

df['avg_daily tweets_log'] = np.round(np.log(1+ df['average_tweets per_day']), 3)

# Possible interactive features

df['network’] = np.round(df['friends_log'] * df['followers_log1, 3)

df['tweet_to_followers’] = np.round(np.log( 1 + df'statuses_count’]) * np.log(1+
dff'followers_count?), 3)

# Log-transformed daily acquisition metrics for dist. plots
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df['follower_acq_rate'] = np.round(np.log(1 + (df['followers_count’] /

df['account_age_days'))), 3)

df['friends_acq_rate’] = np.round(np.log(1 + (df['friends_count'] /
df['account_age_days'))), 3)

df['favs_rate'] = np.round(np.log(1 + (df[' friends_count’] / df['account_age_days')), 3)

df.head()
features = [verified',b'geo_enabled’, ‘default profile', 'default_profile_image’,
‘favourites_count’, ‘followers_count’, ‘friends_count’, 'statuses_count’,

‘average_tweets per_day', ‘'network’, ‘tweet to followers', ‘follower_acq_rate’,

‘friends_acq_rate’, ‘favs_rate']

X = dfffeatures]

y = df['bot]

X, X_test, y, y_test =train_test_split(X, y, test_size=.3, random_state=1234)
# Models that require scaling:

knn = KNeighborsClassifier(n_neighbors=10)
Ir = LogisticRegression()

# Scaling

scalar = StandardScaler()

scalar.fit(X)

X_train_scaled = scalar.transform(X)

model_list = [knn, Ir]
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kf = KFold(n_splits=5, shuffle=True, random_state=33)
multi_model_eval(model_list, X train_scaled, y, kf)

# Models that don't require scaling

gnb = GaussianNB()

bnb = BernoulliNB()

mnb = MultinomialNB()

tree = DecisionTreeClassifier()

forest = RandomForestClassifier()

xgb = XGBClassifier()

model_list = [gnb, bnb, mnb, tree, forest, xgb]

kf = KFold(n_splits=3, shuffle=True, random_state=33)
multi_model_eval(model_list, X, y, kf)

forest = RandomForestClassifier()

kf = KFold(n_splits=5, shuffle=True, random_state=33)
roc_curve_cv(forest, X, y, kf, model_alias="RandomForest’)
precision_recall_cv(forest, X, y, kf, model_alias="RandomForest’)
xgb = XGBClassifier()

kf = KFold(n_splits=5, shuffle=True, random_state=33)
roc_curve_cv(xgb, X, y, kf, model_alias="XGBoost')

precision_recall_cv(xgb, X, y, kf, model_alias="XGBoost)
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num_bots = len(df[df['bot'] == 1])

num_humans = len(df[df['bot] == 0])

print("Number of bots: ", num_bots)

print("Number of humans: ", num_humans)

print(f'Bots / Total %: {(num_bots / len(df))*100:.2f}")

types = [[Humans', '‘Bots']

counts = [num_humans, hum_bots]

plt.figure(figsize=(4, 4))

sns.barplot(x = types, y = counts)

plt.title("Number of Entries by Account Type", fontsize=11)
sns.despine();

# For XGBoost

estimate = num_humans/num_bots

estimate

forest = RandomForestClassifier(class_weight='balanced")
xgb = XGBClassifier(scale_pos_weight=estimate)

models = [forest, xgb]

kf = KFold(n_splits=5, shuffle=True, random_state=33)
multi_model_eval(models, X, vy, kf)

roc_curve_cv(forest, X, y, kf, model_alias="RandomForest’)
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precision_recall_cv(forest, X, y, kf, model_alias='"RandomForest’)
roc_curve_cv(xgb, X, y, kf, model_alias="XGBoost")
precision_recall_cv(xgb, X, y, kf, model_alias="XGBoost')

X train, X val, vy train, y val = train_test split(X, vy, test size=.25,
random_state=3333)

forest = RandomForestClassifier(class_weight='balanced’)
forest.fit(X_train, y_train)

preds = forest.predict(X_val)

metrics_report(preds, y_val)

xgb = XGBClassifier(scale_pos_weight=estimate)

xgb.fit(X_train, y_train)

preds = xgb.predict(X_val)

metrics_report(preds, y_val)

plot_feature_importance(forest, features, model_alias="RandomForest’)

plot_feature_importance(xgb, features, model_alias="XGBoost)

df.head(3)
features = [verified',b'geo_enabled’, ‘default_profile’, 'default_profile_image’,
‘favourites_count’, ‘followers_count’, ‘friends_count’, 'statuses_count’,

'‘average_tweets per_day', ‘'network’, ‘tweet to_followers', ‘follower_acq_rate’,

'friends_acq_rate', 'favs_rate']

X = df[features]
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y = df['bot]
X, X_test, y, y_test = train_test_split(X, y, test_size=.3, random_state=1234)

xgb = XGBClassifier(scale_pos_weight=1.8, tree_method="hist', learning_rate=0.1,
eta=0.01, max_depth=7, gamma=0.05, n_estimators=200, colsample_bytree=.8)

model_list = [xgb]

kf = KFold(n_splits=5, shuffle=True, random_state=33)
multi_model_eval(model_list, X, y, kf)

roc_curve_cv(xgb, X, y, kf, model_alias="XGBoost')
precision_recall_cv(xgb, X, y, kf, model_alias="XGBoost')

X train, X val, vy train, y val = train_test split(X, vy, test size=.3,
random_state=1234)

forest = RandomForestClassifier(class_weight='balanced’)
forest = forest.fit(X_train, y_train)

xgb = XGBClassifier(scale_pos_weight=1.8, tree_method="hist', learning_rate=0.1,

eta=0.01,max_depth=7, gamma=0.05,n_estimators=200,colsample_bytree=.8)
xgb = xgb.fit(X_train, y_train)

models = [('forest’, forest), ('xgb’, xgb)]

voting_classifier = VotingClassifier(estimators=models, voting='soft', n_jobs=-1)
voting_classifier = voting_classifier.fit(X_train, y_train)

voting_classifier_prediction = voting_classifier.predict(X_val)

metrics_report(voting_classifier_prediction, y_val)
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# Full train & test

best_model=XGBClassifier(scale_pos_weight=1.8,tree_method="hist',|learning_rate=

0.1, eta=0.01,max_depth=7, gamma=0.05,n_estimators=200, colsample_bytree=.8)
best_model.fit(X, y)

best_model_prediction = best_model.predict(X_test)
metrics_report(best_model_prediction, y_test)

fpr, tpr, thresholds = roc_curve(y_test, best_model.predict_proba(X_test)[:,1])
model_auc =roc_auc_score(y_test, best model.predict_proba(X_test)[:,1])
plt.figure(figsize=(4, 4), dpi=100)

plt.plot(fpr, tpr,Iw=2, label=fAUC: {model_auc:.4f})
plt.plot([0,1],[0,1],c="grey',Is="--', label='"Chance Line")

plt.xlim([-0.05,1.05])

plt.ylim([-0.05,1.05])

plt.xlabel('False positive rate', fontsize=10)

plt.ylabel('True positive rate', fontsize=10)

plt.title('ROC Curve for Best XGBoost Model', fontsize=11)
plt.legend(loc="lower right', prop={'size": 8}, frameon=False)

sns.despine()

print(FfROC AUC score: {model_auc:.4f})

print(")

62



plt.show();
# Prec Recal Curve here

model_precision, model_recall,

best_model.predict_proba(X_test)[:,1])
# plot the precision-recall curves
no_skill = len(y_test[y_test==1]) / len(y_test)

plt.figure(figsize=(4, 4), dpi=100)

precision_recall_curve(y_test,

plt.plot([0, 1], [no_skill, no_skill], linestyle="--", label="No Skill)

plt.plot(model_recall, model_precision, marker=",", label="XGBoost')

# axis labels

plt.title('Precision-Recall Curve for Best XGBoost Model', fontsize=11)

plt.xlabel('Recall’, fontsize=10)
plt.ylabel('Precision’, fontsize=10)

# show the legend

plt.legend(loc="upper right’, prop={'size": 8}, frameon=False)

# show the plot

sns.despine()

pred = best_model.predict(X_test)
prec_score = precision_score(y_test, pred)

rec_score = recall_score(y_test, pred)
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print(f'Precision score: {prec_score:.4f})

print(f'Rcall score: {rec_score:.4f})

print("")

plot_feature_importance(best_model, features, model_alias="XGBoost')

fully_trained_model =  XGBClassifier(scale_pos_weight=1.8,tree_method="hist’,
learning_rate=0.1,eta=0.01,max_depth=7,gamma=0.05,n_estimators=200,colsample
_bytree=.8)

fully_trained_model.fit(X, y)

B) SCREENSHOTS

Imo-Bot




Fig:7.1 User Interface of our project
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Fig. 7.2. Shows the probability percentage of the given account along with the

prediction
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