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ABOUT SATHYABAMA

Sathyabama is a prestigious institution which excels in the fields of Engineering, Science and
Technology
Engineering, Science, Technology law, Dental Science, Pharmacy, Nursing, Management, Arts and
Science and Allied Health Sciences. It is established under Sec.3 of UGC Act, 1956 and is been
Accredited with ‘A’Grade by the National Accreditation and Assessment council. The Institution
persistently seeks and adopts innovative methods to improve the quality of higher education and
is responsive to the changes taking place in the field of education on a global scale. The
Institution has a team of dynamic and outstanding faculty, innovative pedagogical practices,
state of the art infrastructure and world class Research Facilities. This glorious
Institution is functioning under the dynamic leadership of Dr. Mariazeena Johnson, Chancellor,
Dr. Marie Johnson, President, Mr.]. Arul Selvan Vice Presidentand Ms. Maria Bernadette
Tamilarasi, Vice President.

Sathyabama has a good presence in rankings and ratings at National and International level. The
Institution has been ranked in 40th position by the National Institutional Ranking Framework
(NIRF), Government of India among the Universities in India for the year 2021 and ranked one

among the top 50 Universities for six consecutive years. Sathyabama is ranked among the Top 5

Institutions in the Country for Innovation by ATAL ranking of Institution for Innovation
Achievements, Govt. of India. Times Higher Education and QS has
ranked Sathyabama among the top Institutions worldwide. Sathyabama Institute of Science &
Technology

research intensive University with world class laboratories and research facilities and is involved

in research in the emerging areas of Science and Technology history of space research on 22nd
June 2016 with the launch of “SATHYABAMASAT” in association with ISRO.

Sathyabama has emerged as a leading Institution and achieved excellence in higher education to
international standards owing to its research and academic excellence.
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ABOUT SCHOOL OF LAW

Legal education is at a pivotal moment right now and Sathyabama School of Law is
evolving to address the society’s need by adding value to the students learning to serve
society and spirit of community is an integral part of our curriculum. Ever since its
inception, School of Law has stood by its strong dedications to the study of law and
interdisciplinary approaches to law and the focus is on real- world skills required to be
ready for practice. School of Law is defined by its way Legal Education is imparted and
the school is keen on investing for students’ intellectual and personal development.
School of Law functions with most dynamic leadership programs, events and initiatives
that help students gain a deeper understanding of leadership and carry leadership
qualities. In the process, students grow as engaged leaders on campus, in the community,
and beyond. School of Law is well known for its discipline, exposure and qualified faculty
and their commitment. Sathyabama School of Law aspires to be an internationally
renowned Centre for research and teaching in law.

School of Lawis dedicated in advancing human dignity, social welfare and justice
through knowledge of law. Our courses are academically rigorous, informed by the
latest research. Courses are taught by dedicated, efficient and industrious faculty and a
cadre of intellects that includes respected judges and experienced practitioners. We
work with a wide variety of groups including the legal profession, policy makers,
research bodies and organizations. This reflects our strength in many fields of legal and
socio-legal research, and this give our students the opportunity to interact with
internationally respected scholars. Our programmes will prepare students for a career
in the legal profession and beyond. The curriculum has been designed to provide with a
strong foundation in the core subjects coupled with opportunities to pursue optional
courses in areas of undergraduate’s choosing.



ABOUT COURSE
The Objectives Of This Course Is To Enable Learner
ToUnderstand, Explore, And Acquire A Critical
UnderstandingCyber Law. Develop Competencies For
Dealing With FraudsAnd Deceptions (Confidence
Tricks, Scams) And Other CyberCrimes For Example,
Child Pornography Etc.
That Are TakingPlace Via The Internet.
COURSE OUTCOME

1. Make Learner Conversant With The Social And
Intellectual Propertylssues Emerging From
‘Cyberspace.

2. Explore The Legal And Policy Developments In

Various Countries ToRegulate Cyberspace;
3.Develop The Understanding Of Relationship
Between Commerce AndCyberspace; And
4. Give Learners In Depth Knowledge Of
Information TechnoloActAndLegalFrameWorkOfhtTo
Privacy,
Data Security And DataProtection.
5. Make Study On Various Case Studies On Real Time Crimes.
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CYBER LAWS
Duration:30 Hrs.
COURSE OBJECTIVES:
e This course will be interactive and going to benefit all in the terms
yrofessional growth.
e This course on cyber laws gives you an introduction into the cyber world and laws that governs it.
Everyone must have an understanding of the rights and responsibilities of being on the internet.
e The course is designed to expose the students to the existing legislations, the comparative
jurisprudence, the emerging challenges and the balance of freedom of expression and
accountability. This course aims to lay a strong foundation to understand and deal with the cyber
operations in professional as well as personal front.

1. Overview of Cyber Laws

Introduction to the concept of Cyber laws covering Legislative, Judicial, Quasi-
judicial, Investigative. Scope of Cyber law-Online Contracts-IPRS-E-governance-
Cyber law in India with special reference to IT Act, 2000

2. Cyber Crimes

Introduction and classification-Cybercrime and related concepts-Cybercrimes and
their objectives- Kinds of cybercrime — cyber stalking, cyber pornography, forgery
and fraud, crime related to IPRs, cyber terrorism, Data Privacy & confidentiality,
Digital Signature, Freedom of speech, Information & Traffic Data, Intermediaries,
Malware, Unauthorized Access and Violation of privacy. Reasons for commission of
cybercrime - Cyber forensic

3. Regulation of cyber crimes

Issues relating to Investigation-Issues relating to jurisdiction-Issues relating to
evidence-Relevant provisions under IT ACT, 2000-Indian Penal Code-Evidence Act.
4. IPR in cyber space

IPR- Overview-Copyright Issues in cyberspace-Trademark issues in cyberspace

5. Cyber Security



