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ABSTRACT

Nowadays, large amounts of data are stored with cloud service providers. Third-party
auditors (TPASs), with the help of cryptography, are often used to verify this data. Cloud
Data Auditing Techniques with a Focus on Privacy and Security. It aims to provide a
resource based on-demand. It avoids online usage burden of accessing data through
internet. Cloud  storage Supports to maintain data securely in cloud. Cloud is
interconnected with group of computers, which is used to store information and run
their applications in cloud platform. Through cloud computing, we can accessany file,
document of user from anywhere in the world. Mainly, cloud can be used for cost
savings, high scalability and large storage space. But a major issues in cioud

computing is security. It is an era of digitalization that includes alf types of digital

activities and information. In this digitalization period, if we want to convey signals cor

data or any digital favors, Cloud Computing has moved out of and become visible as

an unbeatable technology. It forecasts divisional computing assets as alternative

configuring regional servers to be head of, a sfockpile of data kept for use as needed.
and procedural data. The requirement for cloud computing is increasing day by day
Cloud computing is not more secure to handle entire data of this world or digital era
There are adequate security issues that come out of this increasing technology that
creates a hurdle for improvements. All the information and prime data still convey from
one end to another ruin through a global medium called the internet. But the data
security is at risk always. For security purposes, we have to keep up the apparatus for
preserving data such as privacy or confidentiality, dispensation, accuracy,
answerability, and access control. There is one technology that is trending now a day
called a blockchain. Blockchain makes cloud computing more secure and more
powerful technology. The condition of being free from danger or threat, that state
comes from a blockchain in cloud computing. All complications in certainty can solve
by bldckchain technology. A blockchain can increase reliability and privacy from end

to end of undeniable ration disperse registry or logs on cloud confluence.
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CHAPTER 1
INTRODUCTION

Storing large amounts of data with cloud service providers (CSPs) raises concemsabout data

protection. Data integrity and privacy can be lost because of the physical movement of data from

one place to another by the cloud administrator, malware, dishonest cloud providers, or other
malicious users who might distort the data 1 Hence, saved data corrections must be verified at

reqular intervals.

Nowadays, with the help of Cryptography, verification of remote (cloud) data is performedby third-
party auditors (TPAs). TPAs are also appropriate for public auditing, offering auditing services
with more powerful computational and communication abijlities than regular users.3 In public
auditing, a TPA is designated to check the correctness of cloud data without retrieving the entire
dataset from the CSP. However, most auditing schemesdon’t protect user data from TPAs; hence,
the integrity and privacy of user data are lost. Our research focuses on cryptographic algorithms
for cloud data auditing and the integrityand privacy issues that these algorithms face. Many
approaches have been proposed inthe literature to protect integrity and privacy; they're generally

classified according to data’s various states: static, dynamic, multi owner, multiuser, and so on.

We provide a systematic guide to the current literature regarding comprehensive methodologies.

We not only identify and categorize the different approaches to cloud dataintegrity and privacy but
also compare and analyze their relative merits. For example, ourresearch lists the strengths and

weaknesses of earlier work on cloud auditing, which will enable researchers to design new

methods. Although related topics such as providing security to the cloud are beyond this article’s

scope, cloud data auditing requires explicit attention.
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1.1 OVERVIEW OF CLoOuUp COMPUTING:

computing”, “distributed computing”, “utility computing”, or “autonomic computing”is to broaden

horizons across organizationa] boundaries

1.2 Cloud Computing Models

Cloud Providers offer services that can be grouped into three categories.

1.2.1 Software as a Service (Saa$S):

In this model, a complete application is offered to the customer, as a service on demand.A single

instance of the service runs on the cloud & multiple end users are serviced. On the customers"

side, there is no need for upfront investment in servers or software licenses, while for the provider,
the costs are lowered, since only a single application needs to be hosted & maintained [1]. One
of the key advantages of Saa$ is its ease of deployment. Since applications are hosted and

Managed by the service provider, users can access them instantly without the need for lengthy

installation processes or
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infrastructure setup. Today Saas I8 Offere o ‘ ,
it ; T Row 18 ottered by companies auck as Google, Salesforce, Microsoft

Zoho, ete.

1.2.2 Platform as a Service (Paas):

ayer of software, or development environment is encapsulated & offered as g service,
build his

rvice can be built, The customer has the freedom to
rovider's infrastructure. To meetmanageability and scalability
a predefined combination of OS and

he, MySql and PHP), restricted J2EE,

Here, a |
upon which other higher levels of se

own applications, which run onthe p
reguirements of the applications, Paas providers offer

application servers, such as LAMP platform (Linux, Apac
Ruby etc. Google®s App Engine, Force.com, etc are som

, and network bandwidth to meet changing workload

requirements [2]. And another advantage is Cost-effectiveness is anotherkey advantage of laaS.

Instead of purchasing and maintaining hardware infrastructure, businesses pay only for the

resources Whether experiencing sudden spikes in traffic or expanding business operations,
organizations can rapidly allocate additional resources to support their needs, ensuring optimal

performance and availability. Instead of purchasing and maintaining hardware infrastructure,
businesses pay only for the resources Whether experieqcing Some common examples are

Amazon, GoGirid, 3 Tera,etc.
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1.3 Understanding Public and Private Cloyds

=nterprises can choose to d Sloy il R
Enterp . eploy applications on Public, Private or Hybrid clours

1.31 Public Cloud

Public clouds are owned ang Operated by third parties: they

deliver superior economies of scale
to customers, as the

infrastructure costs are spread amo

Ng a mix of users. givingeach individual
client an attractive low-cost,

Pay-as-you-go” model. All customers sharethe same infrastructure
pool with limited configuration, security protections, and availabilit

managed and supported by the cloyg Provider. One of the advantage
they may be larger than an enterprises cloud, thus
demand.

y variances. These ara
s of a Public cloud is that

providing the ability to scale seamiessly, on

1.3.2 Private Cioud

Private clouds are built exclusively for a single enterprise. They aim to address concernson data

security and offer greater control, which is typically lacking in a public cloud. Therears two
vanations to a private cloud:

1.3.3 On-premise Private Cloud:

On-premise private clouds, also known as internal clouds are hosted within one's own data
center. This model provides a more standardized process and protection, but is limited in aspects
of size and scalability. IT departments would also need to incur the capital and operational costs
for the physical resources [3]. This is best suited for applications which require complete control
and configurability of the infrastructure and security.

1.3.4 Externally hosted Private Cloud:

This type of private cloud is hosted externally with a cloud provider, where the provider facilitates |
An exclusive cloud environment with full guarantee of privacy. This is best suited for enterprises

hat don’t prefer a public cloud due to sharing of physical resources.
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1.3.5 Hybrid Cloud

Rl .
brid Clouds combine botl 6 AR R

Hybrid Clouds combine both public and private cloud models With a Hybrid Cloud  service

yroviders can utilize 3rd paty Cloud Preaui o sl s

pro party Cloud Providers in a full or partial manner thus increasing the

flexibility of computing., The Mulrid sl e v

flexibility of computing. The Hybrid cloud environment is capable of providing on-damand,

extemally provisioned scale. The ability to augment a private cloudwith the resources of a public

cloud can be used to manage any unexpected surges in workload

1.4 Cloud Computing Benefits
Enterprises would need to align their applications, so as to exploit the architecture models that
Cloud Computing offers. Some of the typical benefits are listed below:

1) Reduced Cost

There are a number of reasons to attribute Cloud technology with lower costs. The billingmodel is

pay as per usage; the infrastructure is not purchased thus lowering maintenance.nitial expense

and recurring expenses are much lower than traditional computing.

2) Increased Storage

With the massive Infrastructure that is offered by Cloud providers today, storage & maintenance
of large volumes of data is a reality. Sudden workload spikes are also managed effectively &

efficiently, since the cloud can scale dynamically.
3) Flexibility
This is an extremely important characteristic. With enterprises having to adapt, even morerapidly,

to changing business conditions, speed to deliver is critical. Cloud computing stresses on getting
applications to market very quickly, by using the most appropriate building blocks necessary for

deployment.
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1.5 Cloud Computing Challenges:

Despite its growing inﬂuence, concemns r

®aarding cloud computin
benefits outweigh the draw

g still remain._ In our opinion, the
backs ang the mode| ig

worth exploring.

Some common challenges
are:

e Data Protection

y fearlosing data to competitionand the datg

€ actual storage locationis not disclosed,
erprises. In the existing models, fi

protect this sensitive information. Inthe ¢l

€ security concerng of ent rewalls across data
centers (owned by enterprises) oud mode!, Service

aintaining data security and enterprises would have to rely on

enges enterprises face isthe reluctance to fully trust vendors'

ecurity. Companies fear the potential consequences of data

Oompetitive advantage, reputationa| damage, and legal liabilities.

Jata is physically housed, raising questions about data residency, sovereignty, and compliance

vith regulatory requirements. This opacity can undermine enterprises' confidence in the security

neasures implemented by vendors and heighten their apprehensions about relinquishing control
ver their data. Traditionally, enterprises haverelied on internal firewalls and security measures
O safeguard their data within on- premises data centers. However, the shift towards cloud
‘Omputing models introduces a new paradigm, wherein service provic?er.s a;ssume greate.er
eSponsibility for maintaining data security. This transition necessitates a shift in mindset, wherein

‘Nterprises must place trust in their chosen cloud service providers [4]. -
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CHAPTER 2

LITERATURE SURVEY

2.1 Cloud Data Auditing Techniques with a Focus on Privacy and

Security:
. Third- party auddors

Nowadays. large amounts of data are stored with cloud service providers

(TPAS). with the help of cryptography, are often used to verify this data. H
schemes don't protect cloud user data from TPAs. A review of the state of t
cloud data auditing techniques highlights integrity andprivacy challenges, current solf

owever, most auditing
he art and research in
utions. and

future research directions.

2.2 A survey on auditing techniques used for preserving privacy ofdata

stored on cloud:
Providing security to the stored data on the cloud is one of the important challenges in cloud

computing. Encrypted data which is stored on the cloud may be viewed or modifiedby the
service provider. To overcome this problem many techniques have been developed but, those
tannot guarantee accurately about the security of the stored data. These modifications of the data

cloud

by the service provider or by others should also be knownto the data owner [5]. For such purpose,

data tagging technique can be used to audit the data. Auditing is done by using Third Party Auditor
oud server,

(TPA). TPA stores data information ofthe data owner and challenges to the cl
depending upon ‘the data owner request. With the help of such mechanism, TPA can convince

both, data owner ahd cloudserver.
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2.3 Auditing in Cloud Computing Solutions with OpenStack:
Warks in o Clege envirotment. We will toneh

This presentation will waik through how auditing

upon things like Cloud Auditing Data standard (CADI ). the auditing challenges in a distibuted

cloud platform like OpenStack and how they are overcome using by CADf

2.4 Cloud Security Auditing: Challenges and Emerging Approaches:

IT auditors collect information on an organization's information systems, practices, and operations

and critically analyze the information for improvement. One of the primary goals of an IT audit is

ing both the legal expectations
leving financial success against

various security threats. These goals are still relevant in the newly emerging cloud computing

model of business, but they needcustomization [6]. There are clear differences between cloud
and traditional IT security auditing. In this article, the

to cloud security auditing; examine additional challe
medical, and government sectors; and present emerging cloud-specific

authors explore potential challenges unique
nges specific to particular cloud computing

domains such as banking,
security auditing approaches and provide critical analysis.

2.5 Dynamic-Hash-Table Based Public Auditing for Secure CloudStorage:

Cloud storage is an increasingly popular application of cloud computing, which can provide on-
demand outsourcing data services for both organizations and individuals. However, users may
10t fully trust the cloud service providers (CSPs) in that it is difficultto determine whether the CSPs

neet their legal expectations for data security. Therefore, it is critical to develop efficient auditing

chniques to strengthen data owners’ trust and
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idence in cloud stora i : ;
sl oud storage: In'this Paper, we present a novel public auditing scheme forsecure

cloud storage based on dynamic hash table (DHT ). which is a new two- dimensional data

structure located at a third parity auditor ( TPA) to record the data property infarmation for dynamic

auditing. Differing from the existing works, the proposed scheme migrates the authorized

information from the CSP to the TPA and thereby significan
and communication overhead [7]

tly reduces the computational cost

- Meanwhile, exploiting the structural advantages of the DHT,
our scheme can also achieve higher updating efficiency than the st

addition, we extend our schemeto Support privacy preservation by ¢

ate-of-the-art schemes. In

ombining the homomorphic
authenticator based on the public key with the random masking generated by the TPA, and achieve

batch auditingby employing the aggregate BLS signature technique. We formally prove the
security of the proposed scheme, and evaluate the auditing performance by detailed experiments
and comparisons with the existing ones. The results demonstrate that the proposed scheme can
effectively achieve secure auditing for cloud storage, and outperforms the previous schemes in
computation complexity, storage costs and communication overhead.

2.10PEN PROBLEMS IN EXISITING SYSTEM

Abuse and Nefarious Use of Cloud Computing

laaS providers offer their customers the illusion of unlimited compute, network, and storage
capacity often coupled with a “frictionless’ registration process where anyone witha valid credit
card can register and immediately begin using cloud services. Some providers even offer free
limited trial periods. By abusing the relative anonymity behind these registration and usage
models, spammers, malicious code authors, and other criminals have been able to conduct their
activities with relative impunity. PaaS providershave traditionally suffered most from this kind of

attacks; however, recent evidence showsthat hackers have begun to target laaS vendors as well.

Future areas of concern include
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password and key cracking, DDOS, launching dynamic attack points, hosting maliciousdata,

botnet command and control. building rainbow tables, and CAPTCHA solving farms.

Insecure Interfaces and APIs
Cloud computing providers expose a set of software interfaces or APIs that cu

manage and interact with cloud services [8]. Provisioning, management orchestration, and
and availability of general cloud

L]
stomersuse to

monitoring are all performed using these interfaces. The security
services is dependent upon the security of these basic APIs. This introduces the complexity of the
new layered API; it also increases risk, as organizations may be required to relinquish their

credentials to third parties in order to enable their agency.

Malicious Insiders

The threat of a malicious insider s well-known to most organizations. This threat is amplified for
consumers of cloud services by the convergence of IT services and customers under a single

management domain, combined with a general lack of transparency into provider process and

procedure

« Shared Technology Issues
laaS vendors deliver their services in a scalable way by sharing infrastructure. Often, the

underlying components that make up this infrastructure were not designed to offer strong isclation

properties for a multi-tenant architecture.

« Data Loss or Leakage
There are many ways to compromise data. Deletion or alteration of records without abackup of

the original content is an obvious example

- Account or Service Hijacking
Account or service hijacking is not new. Attack methods such as phishing, fraud, andexploitation

of software vulnerabilities still achieve results

Unknown Risk Profile :
Secun’ty by obscurity may be low effort, but it can resuit in unknown exposures. It may also impair

the ih-depth analysis required highly controlled or regulated operational areas.

10
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CHAPTER 3
f%fﬁfﬁiﬂéi}!F%ﬁ%ﬁﬁﬁﬁ&”’?“ ANALYSIS

3,1 Data Recovery and Awﬁmmﬁw

All husiness applications have Gar e lave
 Alfbusiness applications have Sevice lave) agreements that are stringently followed Dperational
fams play a Key role in management of service level agreements and rurtirne governance of
apphcationg. In production environments

» Operational teams support appropriate «
cation System monitoring (
others) Mamtenance (Runtime Govern

lustering and
Fail over Data Repl

Transactions monitoring, logs maonitoring and

ance) Disaster recovery Capacity and performance
above mentioned services is under-
damage & impact could be severe,

managemeant I, any of tha served by a cloud provider. the

3.2 Management Capabilities

Despite there being multiple cloud providers, the management of platform and infrastructurs is

still in its infancy. Features like »+Auto-scaling" for example, are a crucial requirement for many

enterprises. There is huge potential to improve on the scalability and load balancing features
pravided today.

3.2.1 Regulatory and Compliance Restrictions

In some of the European countries, Government regulations do not allow customer's personal
information and other sensitive information to be physically located outside the state or country.
In order to meet such requirements, cloud providers need to setup a datacenter or a storage site
exclusively within the country to comply with regulations. Havingsuch an infrastructure may not

always be feasible and is a big challenge for cloud providers.

3.3 REQUIREMENT & ANALYSIS

The software requirement specification gives the system specification in which process
;‘Fequirements are presented in an easily understandable way. Thus it contains allthe input; ‘

fequired, processes in the system and outputs produced by the system.

219
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Software Requirements Specification plays

an mmportant role in creating quality software

solutions. Specification is basically a representation process. Requirements arerepresented in a

manner that ultimately leads to successful software implementation

Requirements may be specified in a variety of ways. However there are somequidelines
worth following
Representation format and content should be relevant to the problem.

Information contained within the specification should be nested.

Requirement analysis enables the system engineer to specify software function and perform.
indicate software’s interface with the other system elements, and establish constraints that

software must meet [8]. Requirement analysis allows the analyst to refine the software allocation

and build models of the data, functiona| and behavioral domains that will be treated by software.

The first step is to understand the user's requirement within the framework of the organization's
objectives and the environment in which the system is installed. Considerations are given to the
user to carry on with the work within the organization’s specified objectives.

Using swings in java we will develop the proposed system. The proposed application can be
implemented by taking minimum of three systems into consideration. The server is implemented

in one system TPA is implemented in another system and client can be implemented from n no
of systems it can be implemented on any operatingsystem like windows or linux. The client system
will store data like files images on to server through TPA. The TPA will store the metadata
information of file on TPA where asserver will store files as well as metadata data information
about the files. Whenever the client asks for the verification of files on cloud the TPA will check }
for the data integrity onthe server. This application demands minimum three systems should be

- Connected withina network.

12
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34 HARDWARE AND SOFTWARE REQUIFRE
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CHAPTER 4
DESCRIPTION OF PROPOSED SYSTEM

4.1 EXISTING SYSTEM

While Cloud Computing makes these advantages more appealing than ever, it alsobrings new and

ourced data. Since clos il saryiog

providers (C5P)

challenging security threats towards users' outs
Littirmate

are separate administrative entities, dala outsourcing s actually relinquishing user's

control over the fate of their data. As a result, the correctnes

atrisk due to the following reasons, Although the infrastruct
ey are still facing the broad range of

W ki
& for CSP tg

sof the data in the cloud s being out
ures under the cloud are rauch meore
powerful and reliable than Personal computing devices, th

grity. There do exist various motivation

both intemnal and extemal threats for data inte
status [9]. For

Yy towards the cloud users regarding their outsourced data

behave unfaithfull
y discarding data that has not been

examples, CSP mightreclaim storage for monetary reasons b

oris rarely accessed, or even hide data loss incidents to maintain a reputation. In short, although

outsourcing data to the cloud is €conomically attractive for long-term large-scale storage,it does

notimmediately offer any guarantee on data integrity and availability. This problem, if not property

addressed, may impede the Success of cloud architecture.

As users no longer physically possess the storage of their data, traditional cryptographic
primitives for the purpose of data security protection cannot be directly adopted. In particular,

simply downloading all the data for its integrity verification is not apractical solution due to the
€xpensiveness in I/0 and transmission cost across the network. Besides, it is often insufficient to
detect the data corruption only when accessingthe data, as it does not give users correctness
assurance for those un accessed data andmight be too late to recover the data loss or damage
Considering the large size of the outsourced data and the user's constrained resource capability,

the tasks of auditing thedata correctness in a cloud environment can be formidable and expensive

for the cloud users. Moreover, the overhead of using cloud storage should be minimized as much -
'S possible, such that a user does not need to perform too many operations to use the data(jn o

dditional to retrieving the data). In particular, users may not want to go through the

14
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5 T e | g ) R "} g e P 3 3 - " B
FeCesses the same cloud 5‘90!8@@) Sﬂ}; in an Gﬂif‘}rm’ise ?Qtt;r‘iq FO[ sasier mqnggarﬂent |

AR

o Hogirahis at o ¢ § ; o} e >
is desirable that cloud enly entertains verification request from a single designated party

4.2 PROPOSED SYSTEM
The proposed §

We motivate t
a privacy-preserving auditing protocol, I.e., our sche
outsourced data in the cloud without learning know
1) Tothe best of our knowledge, our scheme is t
auditing in the Cloud Computing. In particular, our sche
delegated auditing tasks from different users can be p
prove the security and Justify the performance of our proposed schemes through

the-art.

Me supports an externalauditor to audit user's

ledge on the data content [10].
he first to support scalable and efficient public
me achieves batch auditingwhere muitiple

erformed simultaneously by the TPA.

2) We
concrete experiments and comparisons with the state-of-

ADVANTAGES

Novel automatic and enforceable logging mechanism in the cloud.
Proposed architecture is platform independent and highly decentralized, in that itdoes

not require any dedicated authentication or storage system in place.
Provide a certain degree of usage control for the protected data after these are

delivered to the receiver
The results demonstrate the efficiency, scalability, and granularity of our approach. We also

provide a detailed security analysis and discuss the reliability and strength of our

architecture.
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4.2 ARCHITECTURE:

Third-party
audirtor

i

Request «
- toaudit /

Cloud service
provider

S

outsourced

Fig 4.3 System Architecture

Cloud Servers

Data 'FIO?V‘ ‘

Secutity Message FIOW__ .
o et e el

Fig 4.4 Data flow diagram
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CHAPTER 5

IMPLEMENTATION DETAILS

5.1 MODULES

The system is proposed to have the following modules:
e Admin Module
e TPA module
e User Module
o Block Verification Module
¢ Block Insertion Module
e Block Deletion

5.1.1 ADMIN MODULE
Admin is allowed to check which user registered and which data is stored in the cloud

space area

5.1.2 TPA MODULE
TPA check that data is modified or not if modified that information send to use

5.1.3 USER MODULE
User can register and he can login with his user id and password and he can upload the

¢

data to cloud space area

5.1.4 BLOCK VERIFICATION MODULE
User can check that the uploaded file is modified by any one or not (like server area)

5.1.5 BLOCK INSERTION MODULE
In the block insertion module user can insert the new block

- 5.1.6 BLOCK DELETION MODULE
- Inthe Block Deletion Module user can delete the Block.

17
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5.2 UMLS
UNIFIED MODELING LANGHUAG

The Unified Modeling Language allows thes sofiwag e Bhilnser o eprass 4 | fesl
e : T , S LIRIS e 3 EIRG A HnalyYSis raode] dging
the modelling notation that is govepeg By & 86l of syntaciic » afriantio A fie. ruil
M samantic and pragmatic niles
ML avaiem i3 represonte SR ¢ Fesraaing o
A UML syst Presented using five HHetent views that describe tha system from distingtly

different perspective. Each view is dafined by i a6l of diagram, which s as folicws
. A, Fis i fedionms

5.2.1 User Model View
This view represents the system from the user's perspactives,

The analysis representation describes a usaae soamerim o
The analysis representation describes a Hsige sconario from the end-usersperapective

5.2.2 Structural model view
In this model the data and functionality are arrived from inside the system,

This model view models the static structures,

-5.2.3 Behavioral Model View
It represents the dynamic of behavioral as parts of the system, depicting the interactions of

collection between various structural elements described in the usermodel and structural model

view.

5.2.5Implementation Model View
In this the structural and behavioral as parts of the system are represented as theyare to be built,

18
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5.2.4 Environmental Model View

In this the structural and behavioral aspects of the environment in which the systemis to |
Ich the systemis to be
implemented are represented. 5 .

UML is specifically constructed through two different domains they are-
’ L Analysis m i i
e UM - odeling, this focuses on the user model and structural mode! views ofhe
system.

» UML d(-?‘s:gn modeling, which focuses on the behavioral modeling, implementation
modeling and environmental mode| views

Use case Diagrams represent the functionality of the system from a user's point of view. Use
cases are used during requirements elicitation and analysis to represent the functionality of the

system. Use cases focus on the behavior of the system from externalpoint of view.

Actors are external entities that interact with the system. Examples of actors include userslike

administrator, bank customer ...etc., or another system like central database.

5.1 CLASS DIAGRAM AUDITING FOR SECURE DATA STORAGE IN CLOUD

This class diagram contains four classes that are Server, TPA, Client and Database. Server will
perform operations like it maintains client details & session information, stores details & files and
generate graphs. Client will perform operations likeregistration, login, upload files, download files,

verify documents, add blocks, delete blocks. TPA will perform operations like take file size, divide
file into blocks, maintain metadata information, send response and verification message. And this

diagram showsthe relationship between this classes.
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Fig 5.3.1 Class Diagram

This use case diagram contains three actors that are Server, TPA, Client and. Server willperform
operations like it maintains client details & session information, stores details & files and generate
graphs [11]. Client will perform operations like registration, login, upload files, download files
Verify documents. add blocks, delete blocks. TPA will perform operations like take file size, divide
file into blocks. maintain metadata information, send response and verification message And this

.diagram shows the use cases of each actorand relationship between this actors and use,cases
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Fig 5.3.2 Usecase Diagram

- 5.3.3 SEQUENCE DIAGRAM:
' This sequence diagram contains three objects that are Server, TPA, Client and. Server will
‘Perform operations like it maintains client details & session information stores details& files and

generate graphs. Client will perform operations like registration, login, uploadfiles, downloradr o

'»fﬁfe_s;*verify documents. add blocks, delete blocks. TPA will perform

21
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~ pperations like take file size. divide file into blocks, maintain metadata information, send response

and verification message. And (hig diagram shows (he Sequence of actions performed between

hese objects.
[ | 10A
Y Umiy registrating

2 Afir regintengien TPA will b cronte

3 Upload the filag

|
|
4! Divide the file Into blocks

|l

5 Bend the block detaila 1o sorver ;
i
I

{

G: l)owniuzvd the file
\

7: Modi‘ly the data

8: Send VLI’IﬂCH"Oﬂ message to user i

l}" ee— N Y M T _”'“"_""7“_-%“\—%" ]
! 2: '<’mnd v rmcwlk)n msg 1o TPA I T
-3 :;

il 1

| 4

10: Logout !

Fig 5.3.3 Sequence Diagram

5.3.4 COMPONENT DIAGRAM:

lient and. Server will

This t diagram contains three components that are Server, TPA, C dotails & fles ae
componen : R i resdetails e o
perf . tions like it maintains client details & session information sto .
Orm operations || o

d files, download files,
form operations like registration, login, uploa ,,
generate A el blocks. TPA will performoperations like take file size, dnvuded.A
0¢ ; : et

Verify documents, add blocks, delete

Tl S e
fle into blocks, maintain metadata informatio :
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no % Generate
Send ack | graphs.exe

to user.exe

Fig 5.3.4 Component Diaqram

5.3.5 ACTIVITY DIAGRAM:

This activity diagram contains three activities that are Server, TPA, Client and. Thisdiagram

shows the flow of control between these activities.
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Fig 5.3.5 Activity Diagram

5.3.6 ER-DIAGRAMS
This ER-Diagram contains three entities that are Server, TPA, Client and. Server will perform

' Operations like it maintains client details & session information stores details& files and generate
graphs. Client will perform operations like registration, login, uploadfiles, download files, verify
documents, add blocks, delete blocks. TPA will perform operations like take file size, divide file

~ Into blocks, maintain metadata information, send response and verification message. And this |

. diagram shows the relationship between these entities.
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i IBHICHGT TS0 IRaRY vesaie Unlike o

waarail wilh passage of e, whils Java's bias grow

e othat cormpter lHnguages whose influence hat

A 1APPLICATION OF JAVA

ava is widely ised i every corme st -m : : '
Java 18 widely used in every cormer of world and of human life. Java is not only used in softwar
il is also widely used in designing hardware controlling software components. There are mo

fhar A0 million JRE downloads each year and 3 billion mobile phones run java
Following ate some other usage of Java:
1 Developing Desklop Applications

2 Web Applications like Linkedin.com, Snapdeal.com etc

1 Moebile Oparating Gystem like Android

e

~ Embedded Systoms

.

b Rubotics and games elc,

Y42 FEATURES OF JAVA

e prime reason behind creation of Java was to bring portability and security feature int
omputer language. Beside these two major features, there were many other features batpH

i important role in moulding out the final form of thisoutstanding language. Those features ¢
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".f_ 1) Simple

jpun I8 eagy 10 learm and jfy YR in qite Simpile ¢
¢ i 5, Cles

A6 Tire)
are eithesy |e

~and AMbIGUOUS CONCepts of gy Y 1o underatandg The corifusing

Mt ou i Jave ¢

2 : RENEE tif t,h(igi h;‘u e "f‘&'{i “ soirrieigerrieseiberd in

a l:"“j”“' Wy, Y have he o 14 U(;plgﬁi’;ﬁ!ﬁd ir

- Pointers and Operator ¢ lOadine e

. Pointers & } Jv«mmullng; are not there in java but were an IMBOTANt Bart of . Cas
: AVE L WETE ¢ sortart part of Cas

2) Robust

1 makes an effort to eliminate areee ..
Java makes an effort o eliminate aryo Prone codes hy emphasizing mainly on comgile time error
But the main areas which Java im
Management and mishandled Exceptions by introduc

Exception Handling.

shecking and runtime checking.
. 9 proved were Memory
Ng automatic Garbage Collector and

3) Platform Independent

Jnlike other programming languages such as C, C++ ete. which are compiled intoplatform specific

nachines. Java is guaranteed to be write-once, run-anywhere language. On compilation Java

rogram is compiled into byte code. This byte code is platformindependent and can be run on any

achine, plus this byte code format also provide security. Any machine with Java Runtime
rvvircnment can run Java Programs.
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‘//:% Linuk 0yg I

Corysle

J : JA \?ﬂ

BYTEComy

e |
mocos |
Fig 5.4.2.1 Java Platform Independent

1) Secure

2) Multi-Threading

Java multithreading feature makes it possible to write program that can do many tasks

simultaneously. Benefit of multithreading is that it utilizes same memory and other resources to

-éxecute multiple threads at the same time, like While typing, grammatical errors are checked

along.

3) Architectural Neutral

Compiler generates byte codes, which have nothing to do with a particular computer architecture, |

hence g Java program is easy to interpret on any machine.
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4) portable

Java Byte code can be CAartiad (o ANy platfory N
Ja atorm. Ng Implementati

' ‘Mmentation (e endentfeat

T ’ on dependentfeatures
n.pm(fmmc&)d,oxmmpka.\ D o

' 8ize of primiti

pvetything related to storage

' ve data types
5) High Performance

java is an interprated l:;mgumqe

S0t will Never he g fast

put, Java enables high performance with the uge of just

4s a compiled language like Cor C++.
in-time compiler.

5.1 COLLECTION FRAMEWOR

Collection framework was not part of origing) Java release. Collections was added to J2SE 1.2
Prior to Java 2, Java provideq adhoc ¢l

| SSes such ag Dictionary, Vector, Stackand Properties to
store and manipulate groups of objects. Collection framework providesmany important classes

and interfaces to collect and organize group of alike objects. Anygroup of individual objects that

are represented as a single unit is know

framework named the “Collection Framework”

it. In Java, the Collection interface (java.util. Collection)

and Map interface (Java.uti.Map) are the two main “root” interfaces of Java collection classes

12].

\ framework is a set of classes and interfaces which provide a ready-made architecture.In order
2 implement a new feature or a class, there is no need to define a framework. However, an
ptimal object-oriented design always includes a framework with a collection of classes such that
I'the classes perform the same kind of task.
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mplements ’
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Fig 5.5.1 List of Java Collections

5.6 TESTING PROCESS

The purpose of testing is to discover errors. Testing is the process of trying to discover every
conceivable fault or weakness in a work product. It provides a way to check the functionality of
components, sub-assemblies, assemblies and/or a finished product itis the process of
software with the intent of ensuring that the Software system meets its requirements and user

EXpectations and does not fail in an unacceptable manner. There are various types of test {13}

axarcising

Each test type addresses a specific testing requirement. The testing process also include a lot of
ests which certainly need a large quantity of network and testing.Based on the availability of

*8ling process the need mustbe significantly maintained and as per the bases the testing is done. »
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5.6.1 TYPES OF TESTS

e« Unit Testing

fun as one program. Tes’cing is event driven and is more concerned with the basicoutcome of

screens or fields. Integration tests demonstrate that although the componentswere individually

safisfaction, as shown by Successfully unit testing, the combination of components is correct and

consistent. Integration testing is specifically aimed at exposingthe problems that arise from the
combination of components.

¢ Functional Testing

Functional tests provide systematic demonstrations that functions tested are available asspecified
by the business and technical requirements, system documentation and user manuals.Each
function i compared to corresponding requirement to ascertrain wheatherits output is consistent

Vith end users expectations should be considered that each application feature works as per the
;Oﬁware requirement .

3
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Functional testing is centered on the following i
} folle (1 Homs-

o
valid Input IS US d to identified classeg of valid input mya be acceptadg
: ‘ AR : > D@ Acceptec
jvalid input is used to identified Classeyg of invalig Nput must ke rejected
‘ : : : e . ‘ ‘ - L5 3 rejacter
Functions is used to identified functions muyst be exorcige
‘ 2L exercigned
output is used to identify classes of application outpuls
. ALY

gystems/Procedures is used to nterfacing systemg of procedures rnys
3 s * v vt LA Ty 1S

aration of functional tests i ¢ :
and prep al tests is focused on feéquirements, key functions, or special test

g to identify Business process flows; data fields,

tbe invoked. Organization

cases. In addition, systematic Coverage pertainin

predeﬁned processes, and successive

be ' i
sses must be considered for testing. Before functional testing is complete, additional tests

Proce
[15].

are identified and the effective valye of current tests s determined

» System Testing
System testing ensures that the entire integrated software system meets requirements. it tesis a
configuration to ensure known and predictable results. An example of system testing is the
configuration oriented system integration test [16]. System testing is based onprocess
descriptions and flows, emphasizing pre- Driven process links and integration points.

e 5.6.1.5 White Box Testing
White Box Testing is a testing in which the software tester has knowledge of the inner workings,

lructure and language of the software, or at least it’s purpose. It is used to testareas that cannot

€ reached from a black box level.

¢ 5.6.1.6 Black Box Testing
lack Box Testing is testing the software without any knowledge of the inner workings,
Ucture or language of the module being tested. Black box tests, as most other kinds of

32

CE Scanned with OKEN Scanner




ests must be written from a definitive soirre .

domment, such as specification ar require

a black box YOU eans

nder test is treated, as
u

: outputs wit o
fe‘;f‘m"dg‘ to GU?QU{S without oo Y \(:Pf‘{;?»zﬁ B sk i
TR U B0 'ij-gn wrieks

5.7 TEST STRATEGY AND APPROACGH

sting will be performed ;
Fisld testing i ormed Manually ang functional tests will be writter in cletad

Test Objectives

All field entries must work properly.
Pages must be activated from the identified link.
The entry screen, messages and résponses must not be delayed.

Features to be tested
Verify that the entries are of the correct format

No duplicate entries should be allowed
Al finks should take the user to the correct page.

5.7.1 integration Testing
Software integration testing is the incremental integration testing of two or more ntegratedsoftware

- Components on a single platform to produce failures caused by interface defects

The task of the integration test is to check that components or software appiications

5.7.2 Acceptance Testing
 User Acceptance Testing is a critical phase of any project and requires significant participation
by the end user |t also ensures that the system meets the functional requirements [17).

:.ACCeptance testing is last phase of software testing performed after systemtesting and before
Making the system available for actual use e
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. 7 3 ALPHA TESTING

3 i awae \if‘\}f}gi\pn“\ni\ al AIAT: 5 ! { [818] oduc
S Dha {est will b a lost among the leams to confirm that B t
L > 3 w ) CO ¥ 1a y T pr u

B
e

e Oxginally, the term alnh: . .
works, LRGIsL M alpha test meant the first phase of testing | f
g autbrlesting in a softwaredevelopment

wes The first phase Mudes ' i
(OCRRS The 1 phase ncludes ynit iew&:hnq Component testin i
i, G =lng, and systemn testing. It also

ples us 10 tost the product on the lowest con
28U common denominatormachines to make sure

2 ’f}:}l

ﬁs.wm\fwad times are acceptable and Preloads work

5 7.4 BETA TESTING

in software de\felop.mént. a beta test is the second Phase of software testing in which a sampling
of the Intended audience tries the product out [18]. Beta testing can be considered and quot pre-
lease testing and quot. Beta test versions of software are now distributed to curriculum

specialists and teachers to give the Program a & quot real-world & quota; test.
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CHAPTER 6
RESULTS AND DESCUSS!QN

6.1 PRESENTATION OF FINDINGS

The deployment of blockchain in gloyg COMputing woy|q typicall

. A Y involve analyzing the outcomes
of implementing blockchain technology within ¢

loud Computing environmenis. The deploying

flexibility, alongside regulatory
considerations and user experience. Evaluating the technical as

throughput, and scalability metrics, Comparing pre-
enhancements are scrutinized for improvements in
resiience against attacks. Cost implications ar

pects involves analyzing latency,
and Post-implementation scenarios. Security
data integrity, Cryptographic measures, and
€ assessed, eéncompassing setup cosis,

compliance challenges are discussed,
focusing on how they affect deployment strategies [19). User experience feedback and adoption

rates provide insights into user acceptance and potential barriers. Challenges encountered during
deployment, such as technical complexities or integration issues, are candidly addressed, along
with future outlook and recommendations for further research and development, emphasizing
areas for improvement and emerging trends in the field. Userexperience and adoption rates
provide valuable insights into the acceptance and usabilityof blockchain-enabled cloud computing
Platiorms. Feedback from users and stakeholders offers valuable perspectives on user
safisfaction, ease of use, and potential barriers to adoption. Understanding user preferences and
“oncems is vital for refining user interfaces and driving widespread adoption of blockchain

'echnology in cloud environments.

Deploying blockchain technology in cloud computing offers several potential beneﬁtg, including
: : ssibl
eﬂhanced security, transparency, and efficiency in various processes. Below are some possible

"Bsults ang conclusions drawn from such deployments:
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b E saz Resu'ts

gnhaﬂ‘?ﬁd Security: Blockchain's

cryplographic principles provide g high level of security, making
it sul

ansactions in cloyg com
re that data stored on the blockchain rem

able for securing data and tr i i |
1able puting environments. immutable ledgers

enst ains tamper—prcgf, reducing the risk of unauthorized

200888 O data manipulation.
[ o

improved Transparency: Blockchain's decentralized nature facilitates transparency by allowing

5l participants In & network to access g shared ledger. This transparency can be beneficial in

cloud computing scenarios where multiple parties need to access and verify data or transactions.

increased Efficiency: Blockchain can streamline various processes in cloud computing, such as
identity management, supply chain tracking, and smart contract execution. By automating frust

mechanisms and reducing intermediaries, blockchain can potentially improve the efficiency of
cloud-based operations [20].

Cost Reduction: Through decentralization and automation, blockchain can help reduce the costs
associated with intermediary services, data reconciliation, and transaction processing in cloud
computing environments.
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CHAPTE R 7
CONCH RSN
HE! this Fii;.‘.«its!x‘tfk We Propose a clogg *“-N”“H!.[ BYS10 feoy tata eloiraee »
We ulilee thes NOMOMOrphie linew AUenticno anel g f‘ l ; ”‘M” W iy o Pt
would not e any knowledge about the daty (’;nnh::i;( :«’t'f': :::;'%“MM f’l!MM?’;?W 7 o
afficient auditing process, which not only oliminates 1, &;m’clm;m; ”;” !ijf} 'f H fj W%.-”'J:ﬁ"f”
" p‘.“miwv expensive auditing task, buf alao alloviates thes “'."'“rt-" f: (.::‘(rlfl;;mrngf”:i e %ﬁf}f:}?:*‘i
Sty e OB G users’ fear of their cutsoiread dats
eakage. Considenng TRPA may concurrently handle multiple audit sessions from if’r%f;:‘mﬂ *:"j
for their outsourced Si\‘lh‘mlc‘rz-;, wo lurther extond o privacy preserving pubiic waﬁ@; f;‘!fji.?‘f*"-”“f“i“
into & multi-user setting, where the TPA can perform multiple auditing tasks in b?”""é‘ Gt

or better efficiency. Extensive analveis «
for better efficiency. Extensive analysis shows that our schemes are provably secure and righly

pfficient [21].

7.1 RECOMANDATIONS AND FUTURE RESEARCH

7.1.1 Technical Performance: This subsection would discuss the technical aspects of deploying
blockchain in cloud computing, such as latency, throughput, and scalability. It would detail the
performance metrics before and after the implementation of blockchain and assess any
improvements or drawbacks observed.

7.1.2 Security Enhancement; Blockchain is often touted for its enhanced security features dueto
s decentralized and immutable nature. This section would discuss any improvementsin security
achieved through the deployment of blockchain in cloud computing environments. It might include
discussions on data integrity, cryptographic measures, andresistance to attacks [22]

743 Cost Efficiency: Blockchain deployment might affect the cost structure of cloud computing
Operations. This part would delve into the cost implications of integrating blockchain, including

any initial setup cosls, ongoing maintenance expenses, and
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alability and Flexibility: SRR
7.1.4 SC€ : tv: Blockehain deployment might influence the . i
(exibiity Of Cloud computing systems. — e e N SRR an
in impacts the ability to seale »
plockchain imp v {0 scale resources and adapt to changing demands [23). It mightalso
" ¥ A NICT e 015 .._.=:1. Lo d € %

HN‘«‘, e
> Section woulg discuss how the integration of

ny limitations or advantages i dr
explore @ }I t e gesin terms of flexibility compared to conventionalcioud setups

ulatory and Compliance Conei ; e R
7.1.5 Reg % : k e Cnnsnderatmns: Compliance requirements and requlatory

s can significantly impact Bl o o
frameworK s Y Impact the deployment of blockchain in cloudcomputing, especially

; ed industries like fi
in highly regulat dustries like finance ang healthcare. This part would discuss any regulatory

adoption rates of blockehain-enabled cloyg Computing solutions. It might include feedback from

anybarriers or facilitators

7.1.6 User Experience and Adoption: This Subsection would evaluate the user experience and

ysers or stakeholders involved in the deployment process and assess
to adoption [24].

7.1.7 Challenges and Limitations: No deployment is without its challenges and limitations. This
part would candidly discuss any hurdles encountered during the deployment process, such as

technical complexities, integration issues, or resistance from stakeholders.

7.1.8 Future Outlook and Recommendations: Finally, this section would provide insights intcthe
future outlook for blockchain deployment in cloud computing and offer recommendations for
further improvements or research directions [25]. It might highlight areasfor future development,
potential optimizations, or emerging trends in the intersection of blockchain and cloud computing.
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import java.util.Date;
mport javax.crypto.KeyGenerator-
: smpoﬂ Ja\/ax Cl‘YDtO. SeCretKey;

mport javax.senviethttp. HttpSession:

@MmultipartConfig(maxFileSize=1024+ 102450

public class UploadFile extends HttpSewlet{

pmtected void processRequest(

HitpServietRe u
’ est
response) q request,

HttpServietResponsa

throws ServietException, |OException {
reSponse.SetContentType("text/htmI;Charset=u'r;:_8..),
HttpSession sessiQn=request.getSession()

.
H

String email=(String)session.getAttribu;[e(,. email")
PrintWriter out = response.getWriter();

final String filepath = "C:\\Users\\user\\OneDrive\\Desktob\\";

try{
MultipartRequest m = new MultipartRequest(request, filepath);

String fid=m.getParameter("fid");

String subject=m.getParameter("subject’);
File f=m.getFile("file");

String filename=f.getName();

long fsize=f length();
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KeyGenerator keygen*&KeyGenerator.getlnstance("AES");
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SecretKey s=keygen.generateKey();
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@Qé..ﬁam

public String getServletinfo() {
ceturn "Short description:

v/ <Jeditor-fold>
i LK

Su@page import="java.sql. DriverMa nNager' %>
@page impon="java.sql.ResultSeto
p@page import="java.sql.Statement'y, s

< @page import="java.sql.Connection"9>

JDOCTYPE himl  PUBLIC  "/M3C/DTD  w
“nttp:/MwWwW.W3.0rg/ TR/XhtmI1/DT D/xhtm|1 -transitional.dtd">

<html xmins="http://www.w3.0rg/1999/xhtm|">
<head>

<title>An Efficient and Secure Dynamic Auditing</title>

1.0 Transitional/Ene

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" />

<link rel="stylesheet" href="layout/styles/layout.css" type="text/css" />

<script type="text/javascript" src="layout/scripts/jquery.min.js"></script>

<script type="text/javascript" src="layout/scripts/jquery.slidepanel.setup.js"></script>

<~ Homepage Only Scripts —->

14

<sCript type="text/javascript" src="layout/scripts/jquery.cycle.min.js"></script>

<Script type="text/javascript">

$(function() {

~ l¥featured_slide').after('<div id="fsn"><ul id="fs_pagination">')

. timeout: 5000,

1 fade',

48

.cycle({

G Scanned with OKEN Scanner



peployment of blockchaip,

cd &mmﬂh

g

nm\ e \ﬂ"P“‘LT ¢
anl ‘

enee

o qeience Sathvabamg |

Chennag Jndin
nharikrishng

Bgck“h“m wcm{olngz\l“s l]ml"enlinl }lses in a
*‘7’?{2{- Jusfrics inci_udm\u ¢ ‘uu(' computing, haye
AL et Jitention in vecent years, A number of
iﬂg;@. 'ndud‘““ petter data integrity. enhanced
B s ency, and decentralized control,
o '} mplem® ntmg hlod\cha:tn mtcloud computing,
‘ h v gnalyze the opportunities and problems
ckchmn and cloud computing integration.
' or the many architecture models—private,

o mb«,d_——for implementing blockchain in
,gn ‘mmmf‘“’" Inorder to guarantee compatibility
%’fﬁg.hawd apps, we examine the crucial factors to
¥ " o sccount when choosing a suitable blockchain
‘,;,,m,mtmdmg scalability, consensus algerithm, and

. ntract capabilities. We also examine the posslble
a“ﬁﬁw of blockchain in cloud computing, including
T sllocation, identity management, and data

aing. We also look into the possible downsides and

warictions of using blockchain technology in the cloud,
wuding network latency, processing overhead, and
iglisues. In conclusion, we outline a number of future
irions and trends that we anticipate will emerge in
s%a'aptdl\ developing field. These mclude ‘the creation
izereefficient consensus algorithms, the incorporation
d thckehain technology into cloud computing to
ﬁfﬁﬂte artificial intelligence and the Internet of
v, and the jny utlgdtmn of novel bloekcham-b‘tsed
ity and privacy measures. According to our
;;thh \ Integrating blockchain technology with cloud
w h::ﬁlm‘ght completely change how we share, store,
'n ¢ data while maintaining respunSIblht},
by ';nga“d trust. Keywords: blockchain, cloud
by 0 SCCUTILY, transparency, data  integrity,
iy ted control, architectural models, bloelu.h‘un
g, t; l:“‘ldblht\' consensus  algorithm,  smart
'%Teirendsst m% limitations, reseurch directions,

.

t’énudi L INTRODUC'I ION : ;

% of blockehmn techriology to transform &

H‘ Stries hab drawn 2 k)t of attention mn recem
\V}k«rﬁ its U.ae foﬁls wng}deﬁiblﬁ pfOﬂllbL 15

;‘ii »‘3

Hart Krishpy ¢ Sat Nida
Department of ¢ o

Mpute
and 17 npmunm'

nstitute Of S
And Tee hnolnm

@l o

cloud CoOmputing

distribution f comy
storage,

compuling. By removing
operate and maintain their ow
strategy offers flexibility

piddlemen, whxeh G

i
1 cloud e::c»m;mting

il\nhx

- \| 1O e

Clenee

i

2. The pay

i EFiy x
: - irdernes

g re

SROLITCey
and proces WRing

{")1 VNET

the requirement f

m physical inf
, scalabilny

and o

Blockchain technology usage in cloud com Pt
number of benefits. Blockchain technotogy
foremost, offers mproved data integrity .
Blockehain uses eryptographic techniques ke sure
cloud data is transparent and impervious to tampermg. T

is especially important for cloud computing because data
security has long been a top priority. Organizations using
blockchain technology might feel more secure abeut the
accuracy of their data as any modifications are tracked on
a decentralized, irreversible ledger.

ATKE

[
s

Ful‘thermore blockchain makes cloud computing
transparent and accountable. Because blockcham
technology is decentralized, all activities and rapsactions
can be monitored in real time, providing a ransparent audit
trall Because it allows for a thorough examination of
‘resource utilization and guarantees that resources are used
for their intended purposes, this openness enbances st
between eloud service providers and thetr chients.

morre

The increased interoperability that comes with u\mi
blockchain in cloud computing 18 anoﬁfer fﬁﬁ;ﬁo
advantage. Blockchain technology has the po s
serve as a link between vartous cloud »in :nm\;ammmm
facilitating the casy cxgh{mlute an;l g::jt ;\ (;d Lpgiagn

Inercased elficiency © i)
bitt:\??;;:::e{ﬁt\ since it can fac plitate w:\p;i:il:k;:;u\lgigus
on redundancy, and make 1t easter €

cloud qervices.

ble for cloud

oS it pO\bl

chain mak onomical -

Lurthnmmre blockehs effective and ‘SCODOTE -
{0 have & o

18

billing
sntional cloud bl

and payment sy St LOI:\: comput‘mom o0
m\,mcmg/ sently ent'ul intricate. dt me- .
solutions freq an be t\an:AW and tir

eompllm

CE Scanned with OKEN Scanner



12th INTERNATIONAL CONFERENCE (N CONTEMPORARY ENGI m?
AND TWHHOIQ(}Y 2024 i

i ¥

SROANITATION OF STHENCE & INNOv T WE PN ‘
RoraNi PR IO hE i b BN, ” JTFCHN 00 ¢ g EEEDMENR: twras
utu«, VAT i w

SAMARKAND 8YATE UH!\!E:?NW UZBEKISTAN
IN ASSOCIATION WiTtH

INEERING COLLESE
5" EMGENEER&?@G & ?Eﬁﬁ%ﬁiﬁ%ﬁ?

atien, Affiliated To Anna University)
Ponmar, Chennai - 600 127,

\\;sp ow cci By ’\il md 1 Lounctl For Technical Edue
Medavakkam - Mambakkam Main Road,

: e T
l* i\"‘L: !‘ seak y b 3! Ny y
LEOLIUIGWT oy | Testu i,-i
(o certtf '*-. that Mr/MrsADr. ... SankranthlVSASautosh ..................................
c.g:hﬁham msmutenfStimceandTechnolngy fias presented @ paper €
................................................................. i

.....................
v . ;..------—-‘--1..~‘\|..~.--‘.‘o---\.\ ---------------

i

) ) ‘ " = * Yy " ) 1 iy ). }7‘
. . oy s 1] " 1 1.4 & o fapyy i‘! h ? ) .J (’;} 1 k ,_"* v !(I’I £ wi -
HICTORCE OR { Ol MPOTEN L AN aid Tew !""‘)"I‘U 2024 ekt h )

- 0 CAN A5 ot
W ‘p--—*-rr Q‘l\‘“& v A AR "1 \"- - o B 8 K;JE"AIH&I‘!E -

B ; iama! Rustamovich Qr. Christo Ananth Dr. P Aravinthan, . - Prof. A, xnshnamm]f_lhv- o TG

Drlunator Al Rustamovi : e aiaos sk gy

A s by et
STy

(3 scanned with OKEN Scanner



