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ABSTRACT

Our lottery dapp is designed to allow users to purchase tickets using cryptocurrency
and participate in a transparent and fair lottery. The dapp is built on the Ethereum
blockchain and utilizes smart contracts to ensure the security and transparency of
the lottery process. The front-end of the application is built using Next.js 13, which
provides server-side rendering and automatic code splitting for improved
performance and scalability. TailwindCSS is used for styling the application, which
provides a range of pre-defined CSS classes to quickly and easily style the interface.
The back-end of the application is built using Solidity, which is used to create a smart
contract that manages the lottery process. The smart contract includes a function for
buying tickets, which accepts cryptocurrency (MATIC) as payment and adds the
user's address to the list of participants. Another function is used to randomly select
a winner from the list of participants and distribute the winnings to the winner's
address.This application is built using Remix IDE, Visual studio code editor,
employing languages such as Javascript and solidity. It uses Ethereum blockchain

network for storing and processing smart contract transactions.
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CHAPTER 1

INTRODUCTION

Decentralized applications (dapps) are becoming increasingly popular as they
leverage blockchain technology to create platforms that are secure, transparent and
decentralized. One such application is a lottery dapp, which aims to provide a
transparent and secure platform for users to participate in lotteries. Unlike traditional
lotteries that rely on a centralized authority to manage and conduct the lottery,
lottery dapps utilize smart contracts to ensure fairness and transparency in the
selection of lottery winners.

Our project is a lottery dapp that is built on the Polygon which is a layer 2 Ethereum
blockchain using the Solidity programming language. The dapp allows users to
purchase lottery tickets using cryptocurrency and automatically selects a winner
based on a random algorithm. The winner is selected in a transparent and fair
manner, ensuring that the lottery is free from any manipulation or fraud.

Our project aims to demonstrate the potential of blockchain technology in creating a
secure and fair platform for lotteries. The use of smart contracts ensures that the
lottery is conducted in a transparent and secure manner, which is free from any
human intervention or bias. The platform also eliminates the need for intermediaries,
such as banks or financial institutions, thereby reducing transaction costs and
improving efficiency.

In this report, we provide a detailed description of the design and implementation of
our lottery dapp. We also evaluate the functionality of the dapp and discuss any
issues or challenges encountered during development. The report concludes with a
discussion of the potential applications of lottery dapps and their impact on the

blockchain industry.



CHAPTER 2

LITERATURE SURVEY

[1] This paper has handed me perceptivity about what guarantees does the
integration of blockchain and power keep for electricity future. further, more i have
found out about how structure plays an vital element in efficient price and we've got
set this as our design goal.

[2] This paper stresses quantity decentralization and pseudonymity of the
blockchain and has counselled approximately realistic functional and trouble model
must be approached as their component is to sort exaggerate the miscalculations
and faults inside the design in this case our layout on Lottery using blockchain.

[3] An assault referred to as document denial of chain which employs in a
fraudulent way that the blockchain armature and it is settlement mechanisms to be
able to control the stored comfy facts by rejecting licit changes or introducing
unilateral mechanisms. And we are fastening our interest into enjoin this fault in our
layout.

[4] This paper is possibly the primary paper to explain the transactional expenses
of implementing blockchain technologies for incipiency backing and. putting forward
the limitations of blockchain because it does now not use introductory accept ed
protocols that made the net extensively reachable like TCP -IP.

[5A] This paper has proven benefits and issues unique Coin presenting [ICO] and
original alternate imparting [IEO] via a comparison with fairness conducting the
lotteries and we've got allowed about using IOC&IEO as implicit pillars of our layout.
A new model in the form of a decentralized app turned into designed inside the
Ethereum blockchain to break the challenges gift and optimize the method of Zakat
donation. Ethereum operates in an asynchronous terrain, the net. The command
used to submit the sale via the JavaScript Console inside the dapp and
Geth,web3.eth.send Transaction is with a message and that is also asynchronous in
nature. hence, an asynchronous sub rate of deals offers bettered outturn.

[5B] The paper discusses about the anomalies incurring all through offline
transaction in blockchain and the way they're reused after connecting to net and

testing device of testnets to pretend the EVM and Ethereum community. and we are



the u sage of



outturn comparison of coetaneous, asynchronous and offline sale performed to load
and strain testing.

[6] This paper has exceeded me with perceptivity connection between technologies
and Financing. There are colourful orders of blockchain grounded on differing types.
Blockc hains may be permissionless, where participation in the network settlement
manner is open to any existent. For policymakers, this quandary is refocused as one
it truly is at threat of failing to foster invention thru development, we will try to avoid
this dilemma of chance failing.

[17] because blockchain supports a peer - to- peer structure, enables
translucency, provenance , and invariability. Peer - to - peer shape is used for the
storehouse of facts in every knot. they've a extra allotted records storehous e which
facilitates to store storehouse area. This gets rid of the difficulty of having to host
data in massive waiters in a single role. nonetheless, certainly with the 3 algorithms
with the loftiest sequestration and security measures, it is continually visible that
vicious bumps will always be in truth inside the block chain network. we are able to
follow this version the use of smart contracts which solves the authentication trouble.
This model provides the sequestration of the specification of a clever settlement, the
sequestration of the prosecution o f a clever settlement, and the sequestration of the
state of a smart agreement.

[18] The decentralization, enforceability, and verifiability traits of smart contracts
allow agreement terms to be achieved among untrusted events with out the
involvement of a trusted authority or a vital gargon. clever contracts are predicted to
revise numerous conventional diligence, similar as financial, operation, 10T, and so
forth. nonetheless, there are numerous boundaries additionally which encompass
unrecoverable insect s, overall performance issues, lack of depended on data
Feeds, lack of norms and rules.

[19] The possibility of operation Blockchain technology in colorful fields remains
under take a look at. the decision for investor safety and protection in Lottery
contracts may be spoke back by the preface of blockchain technology, which
functions on a believe -free gadget where individualities have little to do to make it
work. it's clean, comfy, and handy means for the exchange of data and the switch of
price ran ge. The era is fluently programmable. however there may be a lack of

mindfulness. there is loads of discussion approximately blockchain, but humans



don't know the genuine cost of blockchain and the way they could practice it in one -
of -a kind conditions.

[10] the principle advantage of these structures is, human beings can make
contributions plutocrat without any trustfactor. this is the place in which conventional
crowdfunding platforms lacks. every other trouble of the being technique is the
centralised wa iters, that are difficulty to vicious exertion.

[21] The layout is an internet operation which is basically an improvement of the
being transparency in lottery systems. In ordinary Lottery as there's no safety
assured for participate quantum. So, clever settlement of Ethereum platform that is
an operation of blockchain can be used in order to interrupt this trouble. Blockchain
is a decentralized all otted tally machine that accesses, verifies, and transmits
community data via distributed bumps.

[22] From this paper what i have found out is that we are using Testnet and Meta
masks. The experie nce used in this touch is reliability which has surpassed
outcomes in which it's been examined on n Ganache unique community which
enables for the speed of transactions. The perpetration of this concept contains
loopholes which endure correction for the sa fety of the fund, we are able to try and
discover the end result for those loopholes.

[13] smart contracts do no longer require brokers or other intermediaries to
validate the agreement, so that they eliminate the chance of manipulation by using
1/3 events, ensuing in fee savings and reduced fraud. clever contracts are assigned,
it's miles almost impossible to trade previously assigned ones, and loopholes are
feasible. A blockchain -primarily based clever settlement requires a excessive aid
fee. smart contracts use cryptocurrency, which now not all governments have
legalized.

[14] The knowledge | have ate up in this work is that blockchain transactions and
clever contracts may be used in lots of areas, starting from coverage claims to the
economic quarter. For safety purposes, we may additionally upload patterns to
explain positive attacks to assist us apprehend what wishes to be designed to assist
the ones assaults.

[15] . We adopt blockchain technology and smart contract, as well as RANDAO
[10] in the design of DeLottery. The whole system follows Initial Phase, Interaction
Phase and Ending Phase, each including two detailed steps. The six steps are easy

to implement by Solidity, and ensure efficiency, since each step has a time



complexity no more than



O(n). This feature provides DeLottery with a wide range of applications, especially when

dealing with huge amount of data.



CHAPTER 3

REQUIREMENT ANALYSIS

3. 1 SOFTWARE REQUIREMENTS SPECIFICATION DOCUMENT

3. 1.1 Solidity

Solidity is an object oriented high -level language used for writing smart contracts in
the crowdfunding dapp. A statically typed language has features such as inh
eritance, libraries and complex user defined types. C++, python and JavaScript ,
majorly influenced it. Solidity is compiled to bytecode that is executable by Ethereum
virtual machine (EVM). Using solidity developers can write dapps that implement self
enfo rcing business logic contained in smart contracts, leaving an undeniable and

permanent record of transactions .

3.1.2 Visual Studio

Visual studio code is a code editor developed by Microsoft. It is a feat ure rich editor
that supports code highlighting, code debugging, intelligent code completion and
code refactoring to build web applications. It supports wide range of programming
languages and has a built in terminal to execute command line commands. As
Lottery is a frontend, heavy application with lots of Javascript Visual studio code was

a best choice as the editor to develop the application .

3.1.3 Metamask

Metamask is a chrome browser plugin that acts as a bridge between your browser
and Ethereum blockchain by providing a secure identity vault, a user interface to
manage multiple Ethereum wallets and sign blockchain transactions. It is one of the
best ways to send transactions to Ethereum blockchain because it keeps a track of
transaction execution and returns if any error occurs during mining or execution. It

supports any ERC20 type token to be added to your wallet and trigger transaction on



those ERC20 tokens. It is an Ethereum community open source project having more
than million active users; hence, it is the most popular plugin to interact with

blockchain.

3.1.4 Next.js

It is a popular framework for building server-side rendered React applications. It
provides several features that make development faster and more efficient, such as

automatic code splitting, optimized performance, and easy deployment.

3.1.5 Thirdweb

It is a blockchain infrastructure provider that offers a variety of tools and services for
building decentralized applications. It provides a seamless integration of blockchain
technology with traditional web development, making it easy for developers to build

and deploy dapps.
3.1.6 Ether.js
It is a JavaScript library for interacting with the Ethereum blockchain. It provides a

simple and easy-to-use AP| for sending and receiving transactions, managing

wallets, and interacting with smart contracts.

3.1.7 TailwindCSS

TailwindCSS is a utility-first CSS framework that provides a set of pre-defined CSS
classes to enable rapid styling of web applications. It allows developers to quickly

create custom designs using a range of pre-defined utility classes.



DESCRIPTION OF PROPOSED

CHAPTER 4

SYSTEM

4.1 ARCHITECTURE / OVERALL DESIGN OF PROPOSED SYSTEM
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Fi g 4.1: A Basic Lottery Dapp Architecture

Our lottery dapp is designed to allow users to purchase tickets using cryptocurrency
and participate in a transparent and fair lottery. The dapp is built on the Ethereum
blockchain and utilizes smart contracts to ensure the security and transparency of
the lottery process. The front-end of the application is built using Next.js 13, which

provides server-side

performance and scalability.

TailwindCSS is used for styling the application, which provides a range of

rendering and automatic code splitting for

pre-defined CSS classes to quickly and easily style the interface.

improved



The back-end of the application is built using Solidity, which is used to create a
smart contract that manages the lottery process. The smart contract includes a
function for buying tickets, which accepts cryptocurrency (MATIC) as payment and adds
the user's address to the list of participants. Another function is used to randomly select a

winner from the list of participants and distribute the winnings to the winner's address.
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Fig 4.2: Library Component using Metamask to Communicate with Ethereum

As shown in Figure 4.2 library component using Metamask to communicate with
Ethereum nodes library component in the dapp uses web3 (Ethereum JavaScript
API) to trigger transactions depending on the user interaction with the view
component. Metamask acts as lightweight client that provides async functionality to
library component for making calls to Ethereum network using API’s provided by
web3. Metamask also tracks the transaction processing and updates the library
component about the status of mining of that transaction. A transaction needs to be
signed before it can be sent to Ethereum blockchain. Metamask handles this by
using the API's provided in web3 library. Once the transaction is signed Metamask
will make a RPC call to send the transaction to Ethereum network where the smart
contracts are deployed. Metamask polls Ethereum network to check the status of the
transaction and update the Library component using a callback function present in

library component.

The other network calls handled by library component is to the IPFS to store and
retrieve campaign metadata. IPFS provides standard set of API’s to interact with its
file system. Library component makes web service calls to Our lottery dapp is

designed to allow users to purchase tickets using cryptocurrency and participate in a



transparent



and fair lottery. The dapp is built on the Ethereum blockchain and utilizes smart
contracts to ensure the security and transparency of the lottery process. The
front-end of the application is built using Next.js 13, which provides server-side

rendering and automatic code splitting for improved performance and scalability.

TailwindCSS is used for styling the application, which provides a range of pre-defined
CSS classes to quickly and easily style the interface.

The back-end of the application is built using Solidity, which is used to create a smart
contract that manages the lottery process. The smart contract includes a function for
buying tickets, which accepts cryptocurrency (MATIC) as payment and adds the
user's address to the list of participants. Another function is used to randomly select
a winner from the list of participants and distribute the winnings to the winner's
address.

This application is built using Remix IDE, Visual studio code editor, employing
languages such as Javascript and solidity. It uses Ethereum blockchain network for

storing and processing smart contract transactions.

4.2 USER INTERFACE

>
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Connect Using Metamask

Fig 4.3: Login Page
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Fig 4.6: Normal user portal

When the user is asked to connect their metamask account, they are sharing their
wallet address to the dapp and then in the NextJs code we check address is same
as the address used to deploy the smart contract over to thirdweb and if yes then we
show the admin panel otherwise the application only shows encapsulated panel for

the user.

4.3 SMART CONTRACT DESIGN

The smart contracts written for Lottery dapp tie the whole platform together and
make it work by controlling the flow of business logic. Even though they do not
contain any of the bulk data, the business model they define and transactions
that change the business logic flow are how this system of Lottery can work in a

peer-to -peer manner, without central control.
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Fig 4 .7: Smart Contract Design
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The smart contract has several parameters set, including the price of each ticket, the
maximum number of tickets available for purchase, and the commission fee charged
per ticket. The lottery also has a set duration after which it expires if it is not carried
out, and the operator of the lottery is able to withdraw commission fees earned from
ticket sales. The smart contract includes various functions such as buying tickets,
drawing a winner, restarting a draw, checking winnings, withdrawing winnings,
refunding tickets, and withdrawing commissions. The smart contract also includes a

function to check if the caller is a winner or the lottery operator.



4.4 IMPLEMENTATION OF LOTTERY DAPP

Our lottery dapp is designed to allow users to purchase tickets using cryptocurrency
and participate in a transparent and fair lottery. The dapp is built on the Ethereum
blockchain and utilizes smart contracts to ensure the security and transparency of
the lottery process. The front-end of the application is built using Next.js 13, which
provides server-side rendering and automatic code splitting for improved
performance and scalability.

TailwindCSS is used for styling the application, which provides a range of
pre-defined CSS classes to quickly and easily style the interface.

The back-end of the application is built using Solidity, which is used to create a
smart contract that manages the lottery process. The smart contract includes a
function for buying tickets, which accepts cryptocurrency (MATIC) as payment and
adds the user's address to the list of participants. Another function is used to
randomly select a winner from the list of participants and distribute the winnings to
the winner's address.

Ethers.js is used to interact with the smart contract from the front-end of the
application. It provides a simple and easy-to-use API for sending and receiving
transactions, managing wallets, and interacting with smart contracts.

Metamask Wallet is used to provide users with a secure and convenient way to
manage their cryptocurrency and participate in the lottery.

Thirdweb is used to deploy the smart contract to the Ethereum blockchain. It
provides a range of tools and services for managing blockchain infrastructure and
simplifies the process of deploying smart contracts to the blockchain.

During the implementation process, we encountered several challenges, including
ensuring the security and integrity of the smart contract, implementing a random
algorithm for selecting the winner, and integrating the smart contract with the front-
end of the application. However, we were able to overcome these challenges
through rigorous testing and collaboration between the front-end and back-end
development teams.

Overall, our implementation has resulted in a secure and efficient lottery dapp that
leverages the unique properties of blockchain technology to provide a transparent
and fair platform for conducting lotteries. We believe that our project demonstrates

the potential of blockchain technology in creating decentralized applications that are



free from intermediaries and manipulation.



CHAPTER 5

IMPLEMENTATION DETAILS

The implementation of the DelLottery platform encompasses various activities aimed
at creating a seamless user experience while ensuring the security and reliability of
the system. Leveraging a combination of smart contracts, frontend libraries, and
decentralized technologies, the platform delivers a robust solution for hosting and
participating in decentralized lotteries. This chapter delves into the intricacies of the

implementation, highlighting key components and functionalities.

5.1 SMART CONTRACT ARCHITECTURE

The foundation of the Delottery platform is built upon a series of smart contracts
deployed on the Ethereum blockchain. These contracts govern essential
functionalities such as lottery creation, participant interaction, and prize distribution.
The contracts are designed using Solidity, Ethereum's programming language for

smart contracts, and adhere to best practices for security and efficiency.

5.2 USER INTERFACE DESIGN

The user interface (Ul) of the DelLottery platform is developed using modern frontend
technologies, including HTML, CSS, and JavaScript libraries such as React.js. The
Ul is designed with a focus on simplicity, intuitiveness, and responsiveness, allowing
users to easily navigate the platform and participate in lotteries without friction.
Components such as lottery creation forms, participant dashboards, and result
displays are meticulously crafted to provide a seamless user experience across

devices.

5.3 INTEGRATION WITH WEB3.JS



To interact with the Ethereum blockchain and smart contracts, the DeLottery platform
leverages Web3.js, a JavaScript library that enables communication with Ethereum
nodes. Web3.js facilitates seamless integration between the frontend Ul and
blockchain backend, allowing users to perform actions such as lottery participation,
fund transfers, and transaction monitoring directly from their browsers. Integration
with Web3.js also enables real-time updates and event notifications, enhancing user

engagement and transparency.

5.4 DECENTRALIZED LOTTERY CREATION

The process of creating a decentralized lottery on the Delottery platform is
facilitated through a user-friendly interface that guides lottery creators through the
setup process step by step. Lottery creators provide essential details such as lottery
duration, ticket price, prize distribution mechanism, and eligibility criteria using
intuitive forms and dropdown menus. Once all parameters are defined, the lottery
creation transaction is initiated, deploying a new smart contract instance on the

blockchain.

5.5 PARTICIPANT INTERACTION AND TICKET PURCHASE

Participants interact with the Delottery platform through a dedicated dashboard
where they can browse active lotteries, view lottery details, and purchase tickets
using cryptocurrency. The ticket purchase process is streamlined, with participants
able to select the number of tickets desired and confirm the transaction using their
connected Ethereum wallet, such as MetaMask or Trust Wallet. Real-time updates
on ticket availability and lottery status ensure participants are informed throughout

the process.

5.6 TRANSPARENT RESULT GENERATION AND PRIZE DISTRIBUTION

Upon the conclusion of a lottery, the DelLottery platform employs a transparent and
verifiable process for result generation and prize distribution. A provably fair random
number generation mechanism is utilized to select winning tickets, ensuring integrity

and fairness in the outcome. Smart contracts automatically distribute prizes to



winning



participants' Ethereum addresses, with transaction details recorded on the

blockchain for auditing and verification purposes.

5.7 SECURITY AND AUDITING MEASURES

Security is paramount in the implementation of the Delottery platform, with robust
measures in place to protect user funds and prevent malicious activities. Smart
contracts undergo rigorous testing and auditing by security experts to identify and
mitigate potential vulnerabilities. Standardized security practices, including code
review, static analysis, and formal verification, are employed to ensure the integrity

and reliability of the platform.

5.8 CONTINUOUS IMPROVEMENT AND COMMUNITY FEEDBACK

The development of the Delottery platform follows an iterative process driven by
community feedback and continuous improvement. Feedback mechanisms, such as
user surveys, community forums, and social media channels, are utilized to gather
insights and suggestions from platform users. Regular updates and feature
enhancements are rolled out based on user feedback, ensuring the platform remains

responsive to user needs and preferences.



CHAPTER 6

RESULTS AND DISCUSSIONS

In this chapter, we present the results of the DeLottery platform implementation and
discuss its implications for decentralized lottery hosting. The platform's functionality,
user experience, and security measures are evaluated, providing insights into its

effectiveness and potential areas for improvement.

6.1 PLATFORM DEPLOYMENT AND ACCESSIBILITY

The deployment of the DelLottery platform marks a significant milestone in enabling
decentralized lottery hosting accessible to a global audience. By leveraging
blockchain technology and smart contracts, the platform eliminates geographical
barriers and allows users from anywhere in the world to participate in lotteries
securely and transparently. The accessibility of the platform is evidenced by the
creation of multiple decentralized lotteries, each attracting participants from diverse

backgrounds.

6.2 USER INTERACTION AND ENGAGEMENT

The user interaction and engagement on the DeLottery platform play a crucial role in
its success and sustainability. Through intuitive user interfaces and seamless
integration with Ethereum wallets, participants can easily navigate the platform,
purchase lottery tickets, and monitor lottery results in real-time. The platform's user-
friendly design fosters a positive user experience, encouraging continued

participation and community growth.

6.3 SECURITY AND TRANSPARENCY MEASURES

Security and transparency are paramount in the context of decentralized lotteries,

where trust and integrity are essential for user confidence. The implementation of



robust security measures, including smart contract auditing, encryption protocols,

and



multi-factor authentication, ensures the protection of user funds and sensitive data.
Additionally, the transparency of lottery results and prize distribution mechanisms,
facilitated by on-chain transaction records and cryptographic verification, instills trust

in the platform among participants.

6.4 SCALABILITY AND PERFORMANCE OPTIMIZATION

As the Delottery platform continues to attract a growing user base and host an
increasing number of decentralized lotteries, scalability and performance
optimization become imperative. Efforts to enhance platform scalability through layer
2 scaling solutions, such as sidechains and state channels, are essential to
accommodate higher transaction volumes and maintain optimal user experience.
Continuous monitoring and optimization of platform performance metrics, including

transaction throughput and latency, ensure efficient operation and user satisfaction.

6.5 COMMUNITY FEEDBACK AND ITERATIVE DEVELOPMENT

Community feedback plays a vital role in shaping the evolution of the DeLottery
platform, guiding iterative development and feature enhancements. Through
community forums, user surveys, and social media channels, participants contribute
valuable insights and suggestions for platform improvement. The integration of user
feedback into development roadmaps ensures that the platform remains responsive
to user needs and preferences, fostering a vibrant and engaged community of users

and developers.

6.6 FUTURE DIRECTIONS AND CHALLENGES

Looking ahead, the Delottery platform faces both opportunities and challenges in its
quest to revolutionize decentralized lottery hosting. Key areas of focus include
further scalability improvements, regulatory compliance, and integration with
emerging technologies such as decentralized finance (DeFi) and non-fungible tokens
(NFTs). Addressing regulatory considerations and compliance requirements while

preserving the platform's decentralized ethos presents a significant challenge.



However, with



proactive community engagement and collaborative development efforts, the
platform is well-positioned to overcome challenges and drive innovation in the

decentralized lottery space.
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CHAPTER 7

CONCLUSIO

In conclusion, the implementation of this lottery dapp using Solidity, Next.js 13, and
thirdweb has provided a secure and transparent platform for conducting lotteries.
The use of smart contracts and blockchain technology ensures that the entire
process is decentralized and free from any fraudulent activities. The integration of
Metamask wallet and Ethers.js for transactions adds another layer of security to the
system. The use of Tailwind CSS has helped in achieving an aesthetically pleasing
and user- friendly design.

Overall, this lottery dapp can serve as an excellent platform for conducting fair and
transparent lotteries, with the added benefits of security and ease of use provided by
blockchain technology. With further development and optimization, this dapp has the

potential to become a popular choice for conducting online lotteries.
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APPENDIX
A. SOURCE CODE

/I SPDX-License-ldentifier: MIT

pragma solidity *0.8.15;

contract Lottery {
address public owner;
address payablel[] public players;
address][] public winners;

uint public lotteryld;

constructor() {
owner = msg.sender;
lotteryld = 0O;

function getWinners() public view returns (address[] memory){

return winners;

function getBalance() public view returns (uint) {

return address(this).balance;

function getPlayers() public view returns (address payable[] memory) {

return players;

function enter() public payable {

require(msg.value >= .01 ether);



// address of player entering lottery

players.push(payable(msg.sender));

function getRandomNumber() public view returns (uint) {

return uint(keccak256(abi.encodePacked(owner, block.timestamp)));

function getLotteryld() public view returns(uint) {

return lotteryld;

function pickWinner() public onlyOwner {
uint randomindex = getRandomNumber() % players.length;
players[randomIndex].transfer(address(this).balance);
winners.push(players[randomIindex]);

lotteryld++;

/I Clear the players array. ['player1’, 'player2'] [

players = new address payable[](0);

modifier onlyOwner() {
require(msg.sender == owner);

}
}

import style from '../styles/PotCard.module.css'
import truncateEthAddress from
'truncate-eth-address' import { useAppContext } from
'..Icontext/context' const PotCard = () => {

const { lotteryld, lastWinner, lotteryPot, enterLottery, pickWinner } =



useAppContext()

return (
<div className={style.wrapper}>
<div className={style.title}>
Lottery{" "}
<span className={style.textAccent}>#{lotteryld ? lotteryld : '1"}</span>
</div>
<div className={style.pot}>
Pot @ : <span className={style.goldAccent}>{lotteryPot} ETH</span>
</div>
<div className={style.recentWinnerTitle}>" Last Winners J </div>
{!lastWinner.length ? (
<div className={style.winner}>No winner yet</div>
)i (
lastWinner.length > 0 && (
<div className={style.winner}>
{truncateEthAddress(lastWinner[lastWinner.length - 1])}
</div>
)
)}

<div className={style.btn} onClick={enterLottery}>
Enter

</div>

<div className={style.btn} onClick={pickWinner}>
Pick Winner!

</div>

</div>
)

}
export default PotCard

import { createContext, useState, useEffect, useContext } from ‘react’



import Web3 from 'web3'

import createLotteryContract from "../utils/lottery

export const appContext = createContext()

export const AppProvider = ({ children }) => {
const [web3, setWeb3] = useState()
const [address, setAddress] = useState(")
const [lotteryContract, setLotteryContract] = useState()
const [lotteryPot, setLotteryPot] = useState()
const [lotteryPlayers, setPlayers] = useState([])
const [lastWinner, setLastWinner] = useState([])
const [lotteryld, setLotteryld] = useState()

const [etherscanUrl, setEtherscanUrl] = useState()

useEffect(() => {
updateLottery()
}, [lotteryContract])

const updateLottery = async () => {
if (lotteryContract) {

try {

rz:/onst pot = await lotteryContract.methods.getBalance().call()
setLotteryPot(web3.utils.fromWei(pot, 'ether’))
setPlayers(await lotteryContract.methods.getPlayers().call())
setLotteryld(await lotteryContract.methods.lotteryld().call())
setLastWinner(await lotteryContract.methods.getWinners().call())
console.log([...lastWinner], 'Last Winners')

} catch (error) {

console.log(error, 'updateLottery')



const enterlLottery = async () => {
try {
console.log(‘entering lottery')
await lotteryContract.methods.enter().send({
from: address,
//0.015 ETH in Wei
value: '15000000000000000',
//0.0003 ETH in Gwei
gas: 300000,
gasPrice: null,
D
updateLottery()
} catch (err) {
console.log(err,

‘enter’)

}
}

const pickWinner = async () => {
try {
let tx = await lotteryContract.methods.pickWinner().send({
from: address,
gas: 300000,

gasPrice: null,

b

console.log(tx)
setEtherscanUrl('https://ropsten.etherscan.io/tx/' + tx.transactionHash)
updatelLottery()

} catch (err) {



console.log(err, 'pick Winner')



const connectWallet = async () => {
/* check if MetaMask is installed */
if (
typeof window !=="undefined' &&
typeof window.ethereum ==

'undefined'

)

try {
/* request wallet connection */

await window.ethereum.request({ method: 'eth_requestAccounts' })
[* create web3 instance & set to state */

const web3 = new Web3(window.ethereum)

/* set web3 instance in React state */

setWeb3(web3)

/* get list of accounts */

const accounts = await web3.eth.getAccounts()

/* set account 1 to React state */
setAddress(accounts[0])
setLotteryContract(createLotteryContract(web3))
window.ethereum.on(‘accountsChanged', async () => {

const accounts = await web3.eth.getAccounts()

/* set account 1 to React state */
setAddress(accounts[0])
D
} catch (err) {
console.log(err, 'connect Wallet')
}
} else {
/* MetaMask is not installed */

console.log('Please install MetaMask')






return (
<appContext.Provider
value={{
address,
connectWallet,
lotteryPot,
lotteryPlayers,
enterLottery,
pickWinner,
lotteryld,
lastWinner,

etherscanUrl,

1

>
{children}
</appContext.Provider>

)
}

export const useAppContext = () => {

return useContext(appContext)

}
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ABSTRACT - In Owur lottery dapp is designed to
allow users to purchase tickets using
cryptocurrency and participate in a transparent
and  fair lottery.This dapp, operating on the
Ethereum blockchain, leverages the power of smart
contracts to wphold the wimost security and
transparency throughout the entire lottery process.
The front-end of the application is built wsing
MNext.js 13, which provides server-side rendering
and automatic code splitting for improved
performance and scalability. TailwindCSS is nsed
for styling the application, which provides a range
of pre-defined CS55 classes to quickly and easily
siyle the interface. The back-end of the application
is built wsing Solidity, which is used to create a
smart contract that manages the lottery process.
The smart contract includes a function for buying
tickets, which accepts cryptocurrency (MATIC) as
payment and adds the user's address to the list of
participants. Another function is used to randomly
select a winner from the list of participants and
distribute the winnings to the winner's address. This
innovative application wotilizes Remix IDE, an
intuitive and powerful platform, in tandem with the
robust Visual Studio code editor. Featuring cutting-
edge programming languages like Javascript and
solidity, it harnesses the full potential of the
Ethereum blockchain network to effectively store
and execute smart contract transactions.

L INTRODUCTION

Decentralized applications (dapps) are becoming
increasingly popular as they leverage blockcham
technology fo create platforms that are securs, transparent
and decentralized. One such application 1= a lottery  dapp,
which nims to provide a transparent and  secure platform
for users te  participate in botteries. Unlike treditional
lotteries thot rely on a centralized authority to menage and
conduct the lottery, lottery dapps utilize smari contracts fo
ensure fairness and transparency i the selection of fottery
winners. Our project 15 o lottery dopp thot s bu—ilt on the
Polygon which is a layer 2 Ethereum blockchain using the
Solidity programming language. The dapp allows users o
purchase lottery tickefs using cryptocurrency and
autematically selects 3 winner bosed on a rondom algorithm.
The winner is sclected in o transparent and fair manner,
ensuning thet the loftery is free from any manipulation or
fraud, Our project pims o demonstrate the potential of
blockchain technology in creating o secure ond fair plotform.
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Our groundbreaking platform not only eliminates
intermediaries like banks and financial mstitutions, but alse
cufs trensaction costs and boosts oversll efficiency. In this
report, we offer an in-depth overview of our lottery dapp's
design and implementation. We also cvaluate the
functionality of the dapp ond discuss any issues or
challenges encountered durming development. The report
concludes with a discussion of the potential applications of
lottery dapps and their impact on the blockchain industry.

IL LITERATURE REVIEW

[1] This paper has handed me perceptivity  sbout what
guarantees does the integration of blockcham snd power
keep for electricity future. further, more 1 have found out
about how structure plays an vital element in efficient price
and we've got set this as our design goal,

[2]This paper stresses gquantity decentrolization and
psendonymity of the blockchaim and  has  counseled
spproximately realistic functional and  frouble model must
be approoched as their component is to soTt exoggerate the
miscalculations and foults inside the design in this case our
layvout on Lottery using blockchain.

[3] An assauli referred to as document denial of chain which
employs in a fraudulent way that the blockchaim armature
and 1t is settlement mechanisms to be oble to control the
stored comfy facts by rejecting licit changes or introducing
untlateral mechanisms. And we are fastenmg our interest
imvbe enjoin this fault in our layout.

[4] This paper iz possibly the primary paper to explain the
transactional expenses of implementing blockchain
technologies for incipiency backing and. putting forward the
limitotions of blockchain becouse it does now not use
mtroductory accept ed protocols that made the net
extensively reachable like TCP -IP.

[5A] This paper hos proven benefits and issues unique Coin
presenting| 100V and original alternote imparting| 1EQ] via a
comparisen with fairness conducting the lotteries ond we've
got allowed about using I0C&IED as implicit pillars of our
layout. Recently, a revolubwnary decentralized app was
developed on the Ethercum blockchain to fackle the
obstacles and simplify the process of making Zakat
donations, Being based on the decentralized Ethereum
platform, it operates in an ssynchronous environment - the
internet. To imitiate 8 donation through the dapp, 0 message
is sent using the JavaScript Conscle and Geth, through the
web3 eth.zend Transaction command, Due to its
psynchronous mature, this process results in improved
etficiency and increased success ates,



[5B] The paper dizcusses about the anomalies incurring sl
that through offline fransaction  in blockchan and the way
they're reused after connecting to ned and festing device of
test nets to pretend the EVM and Ethereum community. and
we are the u sage of cuttum comparizon of coctoneous,
asynchronous and offine sale performed to load and strain

testing.

[6] This paper has exceeded me with perceplivity connection
between technologies ond  Financing, There are colourful
orders of blockchain grounded on dlﬁ'cnng; fypes,

Blockchains may be pmmssmnl:us. where pm‘tlct]:atmn in
the network settlement manner 1= open fo any existent, For
policymakers, this quandary s refocused as one it truly 15 ot
threat of failing to foster invention thru development, we
will try to avosd this dilemma of chance farling.

[7] because blockchain supports o peer - to- peer siructure,
enebles translucency, provenance , and mvariability. Peer - fo
- peer shape is used for the storehouse of facts in every knot.
they've a extra alloted records store house which faciliates
b store storehouse aren. This gets nd  of the difficulty of
hoving o host data in massive waiters in o single role
nonetheless, certminly with the 3 algunthnﬁ with  the
leftiest sequestration and security measures, it is continaally
vizible that vicious bumps will always be in truth inside the
block chaimn network, we are able to follow this version  the
use of smart contracts  which  solves  the authentication
trouble. This model provides  the sequesiration  of the
specification of & clever settlement, the sequestration of the
prosescution o fa clever settlement, and the sequestration of
the state of & smart agreement.

[®] Decentralization, implementation, snd sdoptionSmart
contracts may be expressed by verified informationGet out
without being itn the middle of dramatic eventsThe
imvelvement of o trusted awthonty figure or important
Giarson.clever contructs  are predicted 1o revise numerous
conventional diligence, similar as finencial, operation, loT,
and so forth, nonetheless, there are memerous boundares
additionally which  encompass  unrecoversble mnsect s,
overall performance issues, lack of depended on data
Feeds, lack of norms and rules,

[9] The possibility of operation Bleckchain technology in
colorful fields remuins under take a loak at, the decision for
investor safety and protection in Lotery contracts may
be spoke back by the preface of blockcham technology,
which functions on a believe -free gedget where
individualities have litfle to do 1o make it waork, it's
¢lean, comfy, and handy means for the exchange of data
ond  the switch of price an ge. The era s fluently
programmable. however there may  be a lack  of
mindfulness, there 15 lopds of discussion  approximately
bleckcham, but humons  don't know the genuine cost of
bleckchaim and the way they could practice it in one -of -a
kind conditions,

[10] the principle advontege of these stroctures is, human
beings can make comtributions plutocrat without any trusi
factor. this is the place in which conventional crowdfunding
platforms lacks, every other trouble of the being technique
i=  the centralized waiters, that are difficulty to vicious
exertion,

[11] The layout ts an infernet operstion which 15 basically
an improvement of the being tronsparency in loftery system-

In ordinery Loettery as theres no safety sssured  for
porticipate quantum, S0, clever settlement of Ethereum
platform that 15 an opersion of blockchain can be used in
order to interrupt this  trouble, Blockehain i% !
decentralized allotted tally mechime that accesses, verifics,
and transmits community data via distnbuted bumps.

[12]From this paper what 1 have found out s we are using
Test net and Meta masks, The experience used in this touch
is reliability which has surpassed outcomes in which it's
been exapmined on n Genache unique community which
enables for the speed  of transactions. The perpetration of
thiz concept contams loopholes which  endure correction
for the safety  of the fund, we are able to try and  discover
the  end result for those loopholes,

[13] smart contracts do o lenger require brokers or other
intermeshiaries to validate the agreement, so  that they
climinate the chance of menipulation by using 113 events,
ensming 10 fee savings ond reduced fraed, clever contracts
are assigned, s miles  almost impossible to rade
previcusly assigmed ones, and loopholes are feasible, A
bloeckchain -primarily based clever settlement requires @
excessive nid foe, sminrt contract use cryplocumency,
which now noet all governments have legalized.

[14] The knowledge 1 have ate up in this work 15 tht
blockcham transactions and clever contracts may be used in
lots of areas, starting from coverage claims to the economic
quarter, For safety  purposes, we may sdditionally
upload patterns  to  explain positive attacks 1o assist us
apprehend what wishes to be designed to assist the ones
sssaulis,

[15] The use of blockehain technolegy, smort contracts, and
EANDAD [10] 15 mitegral to the design of DeLaottery. Our
system is compesed of three major phases: the Inital Phase,
Inferaction Phose, snd Ending Phase, cach with two detoibed
steps. These steps are easily executable using Selidity and
gunrantes :‘Eﬁcuncy. with a time complexity no greater than
Oin), This unique feature makes DeLottery suiteble for o
wide wvariety of spplications, paricularly those mvolving
large emounts of data,

II. BLOCKCHAIN

Peer-to-peer networking and zecure data storage are made
possible by blockchamn technology, All accounts on the
chain are given a private key and a public key, and the
technology is based on public-key cryplography. Each
encryptesd sccount mamtains its private key, wile all other
accounts share the public key, Using a hash-based digital
signature, the recipient of the digital currency storts o
trunszction by semfing hiz public key to the sender of the
funds. In the klockchain, the public keys are regorded as
addresses, and every coin bes a corresponding sddress. 1t is
“enabled without disclosing one's identity” which 1s where
the trunsaction process’ novelty les. As a result, compared fo
the initial online and offline trading systems, the secunty of
persenal mformation con be remforced. The following
technelogies support the features of blockchain:  E-
signature: Using the private key of the providers account,
cach piece of da requires an E-signiture. The HASHZ56
function uses the public key that 15 specific to 11 fo generate
this private key. The privite key cannot be found from

the public key, but it 15 almest abways possible to venfy



public key, but it 15 almost always possible to venfficatio
whether the two are the same using the HASHI36function
private_key = HASHIS6[public_key), Each other user can
check this E-sigmature 1o confirm that the new data i3
legitimate once it 15 uploaded to the blockchain,

IV. EXISTING SYSTEM

In treditional leferies, the players select seme numbers
om @ ticket, register it owith the lotery organteer, and pay
a lump sum for it However, this spproach does not provide
any assurance for the plavers that the lottery  erganizer
does not manipulate the number selection 1n order 1o make
the most money, This suspicion could be eliminated if
the [tery orpanizer did nod know the numbers selected by
fhe players prior to the drawWhile 1t i3 possible 1o
implement such @ svstem  using anonyrmwous  signaiures,
the design should also ensure that lettery tickels cannot be
forged after the drew or clamed of o differem ncket,
Thiz paper will propese and apslyse o model that meets
all the requirements described above, wsing several
cryplographic primitives.

¥. PROPOSED SYSTEM

Our design goal 15 toKeep the lotlery program close fo
priorityAs ottery i @ process as much as possible, avoad
unnecessary  sleps, okHere’s how we use Smarl to
DeLotteryApgreements on the blockchain, 15 a higher phase
ordering systemshown in Figurel. The players are connected
on the blockchainusimg their digital devices as nodes on the
blockehain, TheThe otlery smart contract is implemented on
the same bleckchain, All players paicipatz in the lottery,
They play a roleSmart contract implementation 1n singhe
aceount, Then, the playersand the lotlery svstem
communicates. Think of it as encughFor the wsers of the
[odtery system, there 15 one user of this comtractAn arbitrary
user and any user can participate in thisContract
negutiations,
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Al the begimming of the lobery process, the only account
used s arbittarvhost for Delottery, We've devised a highly
organized finite state machine dingram, shown in Figure 2,
b structure our lottery svstem. Delotiery consists of seven
steps, which can be condensed info three distinet phases: the
imitinl phase, the interacton phase, and the endmg phise,
Ench phase 15 comprised of two steps, Figure 2 depicts
different phases i separate rows, Our carefully crafied
contract, based on these phases and diagram, should contain
multiple vanubles, as outlined in Table 2, These vanables
are crucial for storing essential mformation about users and
the lettery system, as well as enebling user interaction. These
parameters are configured 1o suppoert the lottery procedure in
15 entirety and guarsntee the decentralized nature of the
systerm, 1L meludes the specialized variables  found in
DeLottery in addition to all the vamables in Table 1 as 1=
typical of a lottery process,
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Users can purchase tickets using cryptocurrency and take
part in an open and equitable lottery with our lottery dapp.
The Ethereum blockchain is the foundation of the dapp,
which uses the of smart contracts to guaraniee the security
and openness of lottery procedure. The application’s front
end i8 consiructed with MNext. 5 13, which enhances
performance and Useropenness of the lottery procedurs.
The application's fromt end i5 consirected with Nexi. js
I3, which enhances performance and scalability with
serverside rendering and automatic code splitting,.

TailwindC85, which offers a variety of pre-defined CS5
classes to guickly and easily style the interface, is used to
style the application. Solidity, which 13 used to create smart
confracis that conftrol lottery processes, 15 used in the
construction of the application’s back end. A feature of the
smart contract allows users to  purchase tickets by
adding their address fo the list of parficipants and
accepting crypiocurrencey (MATIC) as payment. The winner
is chosen at randeom from the list of participanis using a
different function, and their address is given the winnings.

The Dapp's library feature wtlizes the powerful web3 (also
known as the Ethereom JavaScript APQ) to enable seamless
transaction execution when users interact with the view
component, s shown in Figure 4.2. By utilizing Metamask.,
the library component is able to effectively commumicate
with Ethercum nodes. Metamask functions as a thin client
thait offers  library components async functionality for
calling the Ethereum network through web3-provided
APlz. Along with monitoring transaction processing,
bletamask also notifies the library component regarding the



the BEthercm blockchain, & transaction must be signed. The wehd
library's APIs ore nsed by Metomask to hendle this  After the
transaction  has  been  signed, Memask will send it 1o the
Ethercum metwark, where the smartcontraces nare instzlled, wia an
RPC call. To update the Library componentcallback function Fournd
in the Library component, MetamaskPolls the Fthereum netaark to
identify tramsactionsposition.The lihrary component handles
adifitional netwark calls to the [PFS for the porpose of storing
and relmeving campeign metadata. To communicate with its
filesystem, TPFS affers n standard set of APIs. In the future, the
library component will only need to make a web call to retrieve the
stored datn becanse it will have stored the metadata o received o
link ta it through weh service calls to IPFS. The library component
user nformation - gathered from the TPFS and Ethereum network to
creade o data ohject, which it then formats so the view component
can display it in n browaser.

VI .RESULT

e

CRYPIFRH LOTTEEY

Login page.

Connecting Metamask

Lisers can buy tickets with cryplocummency and take part m a
iransparent and equitable lottery with our lottery dapp. To
puargnber  the  security and openness of the loblery
process, this dapp % construcied wsiang  Bihereum
blockchain which wses the smart coniracts The
application's Front-end 15 constructed with Next, the server-
side rendering and swlomatic code splitting offered by
JavaSeript 13 for enhanced scalability and performance,

VIIL CONCLUSION

In conclusion, the mplementafion of this letlery dapp
using Solidity, Mextjs 13, end thindweb has provided a
secure and transparent platform for conducting  lofteries,
This uges the smart comtracts and  blockchain technology
ensures that the entire process is deceniralized and free from
any Frowdulent activities, The integration of Melamask
wallet and Ethersjs for iransactions adds another laver
of security 10 the system. The wvse of Tailwind CS55 has
helped in achieving an aesthetically pleasing and user-
friendly design, Overall, this lottery depp con serve as
excellent platform for conducting fair and transparent loftes-

-ies, with the added bencfits of security and case of use
provided by blockchain  technology.  With furthee
development  and optimization, this dapp has the
potential to becorme a popular chobce for conducting online
lotterica.

IX. ACKNOWLEDGEMENT

I would like to thank the professors of Sathyabama
University forwhich allows me to condoct this study We
would cspecially  liketo thank MsYOGITHAR ME.
{{Ph.D..} for her support.

X. REFERENCE

[1] Thomas Barker and Marjic Britz. 206, Jokers wild:
Legalized gambling i the twenty-first century. Grecnwood
publishing Group.

[2}Guide Bertoni, Joan Dacmen, Michad n IPeeters, and
Gilles Van Assche. 2003, Keccak. (201315, Bragagnolo, H.
RBocha, M. Denker, and 5 Ducasse. 20185, Smartlnspect:
golidity smar contract inspector. In 2008 [nternational
Workshop on Bleckchain Owviented Software Engincering
(TWBOSE) 918 hitps:'doi.org/ L0 1109 TWBOSE 2018,
B1XT566

[47%. Chen, 5. Chen, and 1. Lin. 2018, Blockchain based
smart coniract for bidding system. Im 2018 [EEE
International Conference on Applied Systemy  Invention
(TCASL). 20E-211. hitpa://doiorg/ 10, 11O/
ICASL 201 88304560

[5] K. Christidis and M. Devessikiotis. 2006
Blockchains and Smart Contracts for the Internet of Things.
IEEE Access 4 {2006), 2292-2303. hitpazdoi_org! 1001 105/
ACCESE 2016 2566339

[&] [tai Ddinwr, Orr Dunkelman, and Adi Shamic
2002 WNew Atacks on Keccak-224 and Keccak-256. In
International Conference on Fast Software Encryption.

[™] Dia-Yin Liso and Xuchong Wang. 2017, Design
of a Blockchain-Based Lottery Swstem for Smart Cities
Applications. In Collaboraiion and Internet Computing
(CIC), 2007 IEEE 3rd International Conference on. [EEE,
275282

[&] M. Metiler. 2016, Blockchain techmolopy in
healthcare: The revolution starts here. In 2006 [EEE 18th
Infernationa]l  Conference  on ¢-Health  Networking,
Applications and  Services (Healthcom). 1-3.  hiipsof
dot.org/ 101 10% HealthCon 20167749510

[4] B. K. Mohanta, 5. 5. Panda, and [}, JTena. 2015
An Orverview of Smart Contract and Use Cases in
Blockchain Technology. Inm 2018  9th  International
Conference on Computing, Commuonication  and
Metworking Technobogies (ICCONT), 1-4, htips: o, ong
0L I0ICOCNT. 201 8_ 454045

(1] RANDAD. 2018 RANDAD White Book on
Provable Fair Random Mumber Generation.



In 2017 Eth IEEE International Conference on Software
Engincering and Service Science (ICSESS). 70-74. hitps:/f
doi_org! 101 IOWICSESS. 200 T.EMIEGG

[12] George Sher. 1980, What makes a lottery fair?
Moiks (19809, 203-2 16,

[13] Emin GAijn Sirer. 2017, How Mot To Run A
Blockehain Lottery. httpet hackingdistributed. com’
20171224/ hovw- not-toran-a-blockehain-lottery”

[14] F. Tschorsch and B. Schewermann 2006,
Bitcoin and Beyond: A Technical Survey on Decentralized
Digital Currencies. [EEE Communications Survevs
Tutorials 18, 3 (thirdquarier 20016), 2084 -2123. htt
ps:ffdoicorg/10.1 109/ COMST.2006.2535718

[15]Henk C. A. van Tilborg and Sushil Tnjodia (Ede.). 20011,
FProof of Work. Springer US, Boston, bA S84-084 hitps:/
doi_orp/ DO 100T9TE- 1441 5-3006-5_1060{16]E. Yavuz, A
K. Ko g U C. A G abuk, and G.DalkA sli=Ap, 2018,
Towards secure evoting using ethereum blockchain. In 2018
Gth Imternational Symposium on Digital Forensic and
Security (ISDFS). 1-7. https://doi.org/ 10,1109/
[SDFS. 2018 8355340[17]Choi 5 Park 5 Smolander K Y-
Huume J, Kol (Ed ). 2006, .



