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ABSTRACT

Emails have long served as a primary mode of communication in both personal and
professional spheres. However, alongside their convenience, emails have also
become a common vector for cyber threats, with phishing attacks being one of the
most prevalent. Phishing attempts often involve deceptive emails containing malicious
links, aiming to trick recipients into divulging sensitive information or installing
malware. To combat this growing menace, email file analyzers have emerged as
invaluable tools in identifying and neutralizing phishing links. In this article, we delve
into the workings of email file analyzers and explore how they play a pivotal role in
enhancing cybersecurity.

This project explores the critical role of email file analyzers in combating phishing
attacks, a prevalent cybersecurity threat targeting individuals and organizations
worldwide. Phishing attempts often involve deceptive emails containing malicious
links, aiming to deceive recipients into divulging sensitive information or installing
malware. Email file analyzers play a pivotal role in detecting and neutralizing these
threats by scrutinizing email contents, including embedded links, attachments, and
metadata. Leveraging advanced technigues such as signature-based detection,
machine learning algorithms, and behavioral analysis, these analyzers can swiftly
identify suspicious links and phishing attempts. The project highlights the key
functionalities of email file analyzers, including link analysis, content examination,
attachment inspection, and behavioral analysis, elucidating their benefits in
enhancing cybersecurity posture. By proactively identifying phishing threats, email file
analyzers empower organizations to fortify their defenses, mitigate risks, and
safeguard sensitive information, thereby preserving trust in digital communications.
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CHAPTER 1

INTRODUCTION

1.1 OVERVIEW

Phishing attacks continue to pose significant cybersecurity threats to individuals and
organizations globally. These attacks often leverage deceptive emails containing
malicious links to trick recipients into disclosing sensitive information or installing
malware. To address this challenge, this project focuses on the development of an
email file analyzer capable of detecting and neutralizing phishing links.

This project focuses on developing an emalil file analyzer to combat phishing attacks,
a prevalent cybersecurity threat. The analyzer scrutinizes email contents, employing
advanced techniques such as signature-based detection, machine learning, and
behavioral analysis to identify suspicious links and phishing attempts. Key
functionalities include link analysis, content examination, attachment inspection, and
behavioral anomaly detection. Through comprehensive testing and validation, the
analyzer aims to enhance cybersecurity defenses by proactively detecting and
neutralizing phishing threats, thereby safeguarding sensitive information and
preserving trust in digital communications.

In the realm of cybersecurity, phishing attacks remain a persistent and evolving
threat, targeting individuals and organizations through deceptive emails containing
malicious links. To combat this menace, the development of an email file analyzer for
phishing link detection emerges as a crucial endeavor. This project aims to harness
advanced techniques such as signature-based detection, machine learning
algorithms, and behavioral analysis to scrutinize email contents comprehensively. By
proactively identifying and neutralizing phishing attempts, the analyzer contributes
significantly to bolstering cybersecurity defenses, safeguarding sensitive information,
and preserving trust in digital communications.

Email communication has become integral to daily personal and professional
interactions, but it also serves as a prime target for cyber threats, particularly phishing
attacks. These attacks aim to deceive recipients into divulging sensitive information or
downloading malware through deceptive emails containing malicious links. In
response to this growing menace, the development of effective email file analyzers
has become imperative. These analyzers scrutinize email contents, extract crucial
details, and perform sophisticated analysis to detect and neutralize phishing links.
This project aims to enhance the provided Python script, which serves as a
foundation for email file analysis, by addressing areas of improvement such as error
handling and variable initialization. Through this endeavor, the project seeks to
contribute to the advancement of email security and the mitigation of phishing threats.

The provided Python script offers a framework for analyzing email files in both .msg
and .eml formats, extracting essential details such as sender information, recipients,
subject lines, attachments, IP addresses, emails, and URLSs. Structured into functions,
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the script promotes modularity and organization, while color formatting enhances
output readability. However, deficiencies in error handling and variable initialization
present opportunities for refinement. The project's scope encompasses the
enhancement of the script's functionality, robustness, and efficiency to better detect
phishing links and enhance email security. This report provides a comprehensive
examination of the project's methodology, system architecture, requirements, design,
implementation, testing, evaluation, results, and future directions. Through meticulous
analysis and iterative improvements, the project endeavors to deliver an email file
analyzer capable of bolstering cybersecurity defenses against phishing attacks.



CHAPTER 2

LITERATURE REVIEW

2.1 SURVEY

Phishing attacks continue to represent a significant threat to cybersecurity, exploiting
human vulnerabilities and leveraging email as a primary vector for malicious activities.
This literature review explores the evolving landscape of phishing attacks, existing
email analysis techniques and tools, and the Python script provided as reference
material for this project.

1. Phishing Attacks: Trends and Impacts

Phishing attacks have evolved significantly over the years, adapting to technological
advancements and shifting social dynamics. According to the "2021 Phishing Trends
and Intelligence Report" by the Anti-Phishing Working Group (APWG), phishing
attacks surged by 22% in 2020, with cybercriminals exploiting the uncertainties and
vulnerabilities exposed by the global pandemic. This highlights the dynamic nature of
phishing tactics and the need for proactive measures to combat them.

Phishing attacks often employ social engineering techniques to deceive users into
divulging sensitive information or downloading malware. Common tactics include
impersonating trusted entities such as financial institutions, government agencies, or
popular online services. Attackers leverage psychological manipulation, urgency-
inducing language, and sophisticated spoofing techniques to increase the likelihood
of success.

The impact of phishing attacks extends beyond individual victims, with organizations
facing significant financial losses, reputational damage, and regulatory penalties.
According to the "Cost of a Data Breach Report 2020" by IBM, the average cost of a
data breach is estimated to be $3.86 million, with phishing attacks being a leading
cause. This underscores the importance of robust email security measures and
effective phishing detection mechanisms.

2. Email Analysis Techniques and Tools

Email analysis techniques and tools play a crucial role in identifying and mitigating
phishing attacks. Signature-based detection, one of the traditional approaches,
involves matching email contents against known patterns or signatures of phishing
attacks. While effective against known threats, signature-based detection is limited in
its ability to detect new or evolving phishing tactics.

Machine learning algorithms offer a more dynamic approach to phishing detection,
leveraging patterns and anomalies in email contents to identify suspicious behavior.
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Supervised learning algorithms can be trained on labeled datasets to recognize
phishing indicators, while unsupervised learning algorithms can identify anomalies
indicative of phishing attacks without the need for labeled data. However, machine
learning models require robust training data and ongoing refinement to maintain
effectiveness.

Behavioral analysis techniques focus on analyzing patterns and trends in email
communication to detect deviations indicative of phishing activity. By establishing
baselines of normal email behavior within an organization, behavioral analysis can
identify anomalies such as sudden spikes in phishing attempts or unusual
communication patterns. This proactive approach helps in detecting sophisticated
phishing campaigns that evade traditional detection mechanisms.

3. Python Script for Email File Analysis: Overview and Critique

The Python script provided as reference material for this project offers a valuable
foundation for email file analysis. It is designed to extract various details from email
files, including sender information, recipients, subject lines, attachments, IPs, emails,
and URLs. The script's structured organization into functions promotes modularity and
readability, while color formatting enhances output readability.

However, there are areas of improvement identified in the script, such as proper error
handling and initialization of variables. Error handling mechanisms are essential for
gracefully handling unexpected conditions and preventing script failures. Similarly,
proper initialization of variables ensures consistent behavior and prevents unintended
consequences.

4. Evolution of Phishing Tactics

Phishing tactics have evolved in response to advancements in technology and
changes in user behavior. Cybercriminals continually innovate to bypass traditional
security measures and exploit new vulnerabilities. Recent trends indicate a shift
towards more sophisticated and targeted attacks, such as spear phishing and
business email compromise (BEC) scams.

Spear phishing attacks target specific individuals or organizations, leveraging
personalized information to increase credibility and deceive recipients. These attacks
often involve extensive research to craft convincing emails tailored to the target's
interests, roles, and relationships. By exploiting trust and familiarity, spear phishing
attacks are highly effective and difficult to detect using traditional methods.

BEC scams, on the other hand, involve impersonating high-level executives or trusted
partners to manipulate employees into transferring funds or sensitive information.
These attacks rely on social engineering tactics to bypass security measures and
exploit human vulnerabilities. BEC scams often involve pretexting, where attackers
create a sense of urgency or authority to compel victims to comply with their
demands.

5. Challenges in Phishing Detection

Despite advancements in email analysis techniques and tools, phishing detection
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remains a challenging task. Attackers employ a range of tactics to evade detection,
including obfuscation, encryption, and polymorphism. Phishing emails often exhibit
characteristics similar to legitimate correspondence, making it difficult to differentiate
between genuine and malicious messages.

Furthermore, the sheer volume of emails exchanged daily poses a significant
challenge for detection systems. Automated phishing campaigns can generate
thousands of emails in a short period, overwhelming traditional detection
mechanisms. As a result, there is a need for scalable and efficient detection solutions
capable of processing large volumes of data in real-time.

Additionally, the rise of mobile and cloud-based email platforms introduces new
complexities for phishing detection. Mobile devices and cloud-based email services
offer convenience and flexibility but also present new attack vectors for
cybercriminals. Traditional email analysis techniques may struggle to adapt to these
evolving threats, requiring innovative approaches to stay ahead of attackers.

6. Future Directions in Phishing Detection

To address the evolving threat landscape, future research in phishing detection must
focus on developing advanced detection techniques capable of identifying new and
emerging threats. Machine learning and artificial intelligence (Al) offer promising
avenues for improving detection accuracy and efficiency. By leveraging large
datasets and sophisticated algorithms, machine learning models can identify subtle
patterns and anomalies indicative of phishing activity.

Additionally, the integration of threat intelligence feeds and collaborative sharing
platforms can enhance detection capabilities by providing real-time updates on
emerging threats and attack techniques. By leveraging collective knowledge and
expertise, organizations can stay ahead of attackers and proactively defend against
phishing attacks.

Furthermore, the adoption of proactive security measures such as multi-factor
authentication (MFA) and email authentication protocols (e.g., SPF, DKIM, DMARC)
can help mitigate the risk of phishing attacks. By implementing layered security
controls and best practices, organizations can reduce their susceptibility to phishing
attacks and minimize the impact of successful breaches.

In conclusion, phishing attacks represent a persistent and evolving threat to
cybersecurity, requiring continuous innovation and collaboration to combat effectively.
By understanding the evolving tactics of attackers, leveraging advanced detection
techniques, and adopting proactive security measures, organizations can strengthen
their defenses and protect against phishing attacks.



CHAPTER 3

REQUIREMENTS ANALYSIS

3.1 OBJECTIVE OF THE PROJECT

The primary objective of this project is to enhance the Python script provided for email
file analysis, with a specific focus on improving its capability to detect and analyze
phishing links. The project aims to achieve the following objectives:

Enhance Detection Accuracy: Improve the script's ability to accurately identify
phishing links within email files by implementing advanced analysis techniques and
refining detection algorithms.

Address Deficiencies: Address identified deficiencies in the Python script, such as
error handling and variable initialization, to enhance the robustness and reliability of
the analyzer.

Improve Efficiency: Optimize the performance and efficiency of the email file analyzer
to ensure timely and scalable analysis of email contents, even when processing large
volumes of data.

Enhance User Experience: Improve the user experience of the analyzer by enhancing
output readability, providing informative feedback, and streamlining the analysis
process.

Promote Modularity and Maintainability: Modularize the codebase and adhere to best
practices in software development to promote code reusability, maintainability, and
extensibility.

Validate Effectiveness: Conduct comprehensive testing and validation procedures to
evaluate the effectiveness and performance of the enhanced email file analyzer,
ensuring it meets specified requirements and quality standards.

Contribute to Email Security: Contribute to the advancement of email security
practices by providing a robust and effective tool for detecting phishing links, thereby
helping organizations mitigate the risks associated with phishing attacks.

By achieving these objectives, the project aims to deliver an enhanced email file
analyzer that empowers users to proactively detect and mitigate phishing threats,
thereby enhancing email security and safeguarding sensitive information.



3.2 REQUIREMENTS

Email Content Extraction:

The analyzer should extract basic details from email files, including sender
information, recipients, subject lines, and attachments.

User Interface:

The analyzer should provide a simple command-line interface (CLI) for users to
interact with. Basic output formatting should be implemented to present analysis
results in a readable format.

3.2.1 HARDWARE REQUIREMENTS

Operating System: The project should be compatible with major operating systems
such as Windows, macOS, and Linux distributions. Ensure the chosen operating
system meets the software requirements specified above.

3.2.2 SOFTWARE REQUIREMENTS

Python: The project is developed using Python programming language. Ensure
Python is installed on the system with the required version (e.g., Python 3.x).

Integrated Development Environment (IDE): While not strictly required, an IDE such
as PyCharm, Visual Studio Code, or Jupyter Notebook can facilitate development,
debugging, and testing of the Python script.



CHAPTER 4
DESIGN DESCRIPTION OF PROPOSED PROJECT

4.1 PROPOSED METHODOLOGY

The enhanced emalil file analyzer for phishing link detection operates by parsing
input email files in .msg or .eml formats, extracting relevant information such as
sender, recipients, and subject line using the Python email library. Subsequently,
URLs within the email content and attachments are identified and subjected to
analysis to assess their legitimacy and potential risk. Utilizing phishing detection
algorithms, these URLs are scrutinized for characteristics indicative of phishing
activity, with machine learning techniques or pattern matching employed to identify
suspicious patterns. The analyzer then generates a comprehensive report
summarizing the analysis results, including any identified phishing links and
associated details, presented in a user-friendly format. Users interact with the
analyzer by providing input email files and reviewing the generated output, with error
handling mechanisms in place to handle unexpected conditions and prevent script
failures. The codebase is structured for modularity and maintainability, with
continuous improvement driven by user feedback and iterative updates to enhance
detection accuracy and adapt to evolving phishing tactics. Through its robust
algorithms and efficient processing, the analyzer assists users in proactively
detecting and mitigating phishing threats effectively.

Additionally, the analyzer's performance is optimized to ensure efficient processing
of email files, even when dealing with large volumes of data. Techniques such as
parallel processing or asynchronous I/0O may be employed to improve throughput
and responsiveness. Continuous monitoring and analysis of phishing trends enable
the analyzer to stay updated and adapt to emerging threats, ensuring users are
equipped with the latest defenses against phishing attacks. As a result, the
enhanced email file analyzer serves as a valuable tool in bolstering email security,
empowering organizations to safeguard sensitive information and mitigate the risks
associated with phishing threats effectively.

4.1.1 Ideation Map/System Architecture



1 May 2024

Fig 1 workflow



4.1.2 Various Stages

The various stages of the project for enhancing the email file analyzer for phishing
link detection are as follows:

1. *Planning and Requirements Gathering:**

- Define project objectives, scope, and requirements.

- Gather input from stakeholders and end-users to understand their needs and
expectations.

2. **Design and Architecture:**

- Develop a design plan outlining strategies for addressing identified
requirements and deficiencies.

- Define the overall architecture of the enhanced email file analyzer, including
the structure of the codebase, key components, and interaction between
modules.

3. *Implementation:**

- Write code to enhance the Python script based on the identified
requirements and design plan.

- Implement advanced analysis techniques and algorithms to improve phishing
link detection accuracy.

- Strengthen error handling mechanisms and ensure proper variable
Initialization to enhance the robustness and reliability of the analyzer.

4. **Testing and Validation:**

- Develop test cases to evaluate the functionality, performance, and reliability
of the enhanced email file analyzer.

- Conduct testing to verify that the analyzer accurately detects phishing links,
handles various edge cases, and meets specified requirements.

- Validate the analyzer's performance against quality standards, ensuring it
delivers reliable results in real-world scenarios.

5. **Feedback and Iterative Improvements:**

- Gather feedback from users and stakeholders regarding the usability and
effectiveness of the enhanced analyzer.

- Incorporate feedback to make iterative improvements to the functionality,
user experience, and performance of the analyzer.

- Continuously refine and optimize the codebase based on user input and
evolving project requirements.

6. **Documentation and Deployment:**

- Provide comprehensive documentation for the enhanced email file analyzer,
including installation instructions, usage guidelines, and troubleshooting tips.

- Deploy the enhanced analyzer for use by stakeholders and end-users,
ensuring smooth integration into existing workflows.

- Provide user support and training as needed to facilitate adoption and usage
of the analyzer.
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7. **Maintenance and Updates:**

- Establish a plan for ongoing maintenance and updates to the enhanced
email file analyzer, including bug fixes, security patches, and feature
enhancements.

- Monitor performance and user feedback to identify areas for further
iImprovement and optimization over time.

These stages represent a structured approach to developing, testing, and deploying
the enhanced email file analyzer, ensuring that it meets user needs and quality
standards.

4.1.3 Internal or Component design structure

The internal structure design of the enhanced email file analyzer comprises modular
components:

. Input Module: Handles input email files.

. URL Extraction Module: Identifies URLSs in the email content.

. URL Analysis Module: Analyzes URLSs for legitimacy.

. Phishing Link Detection Module: Detects potential phishing links.

. Output Generation Module: Generates analysis reports.

. User Interaction Module: Facilitates user interaction.

. Error Handling and Logging Module: Manages errors and logging.

. Performance Optimization Module: Optimizes processing efficiency.

. Continuous Improvement Module: Incorporates feedback and updates.

©CooO~NOUWNE
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4.1.4 working principles

The enhanced email file analyzer for phishing link detection operates by parsing
input email files, extracting URLSs, analyzing them for phishing risk, generating
output reports, and facilitating user interaction. Through robust algorithms, effective
error handling, and continuous refinement, the analyzer helps users detect and
mitigate phishing threats effectively. Its working principle involves parsing email
content, identifying URLS, analyzing for phishing indicators, generating reports, and
enabling user interaction, all while ensuring modularity, performance optimization,
and continuous improvement.

Users interact with the analyzer by providing input email files, and the analyzer
processes them to extract relevant information such as sender details, recipients,
and subject lines. It then identifies URLs within the email content and attachments
and subjects them to analysis to assess their legitimacy and potential risk. Utilizing
advanced techniques such as machine learning and pattern matching, the analyzer
identifies phishing links and generates a comprehensive report summarizing the
analysis results. Error handling mechanisms ensure reliability, while continuous
improvement efforts refine the analyzer's capabilities over time, enhancing its
effectiveness in combating phishing threats.
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4.2 FEATURES

The enhanced email file analyzer for phishing link detection offers a range of robust
features designed to improve email security and mitigate phishing threats effectively.
Leveraging advanced analysis techniques and algorithms, the analyzer accurately
identifies phishing links within email files, empowering users to distinguish between
legitimate and suspicious URLs with confidence. By parsing email files
comprehensively, the analyzer extracts essential details such as sender information,
recipients, subject lines, attachments, IPs, emails, and URLSs, providing users with a
comprehensive overview of the email content. Moreover, the analyzer incorporates
robust error handling mechanisms and ensures proper variable initialization to
enhance reliability and stability. Its user-friendly interface facilitates seamless
interaction, presenting analysis results in a clear and informative manner.
Additionally, the modular and maintainable codebase promotes code reusability and
facilitates future updates and enhancements. Optimized for efficient performance,
the analyzer processes email files quickly and effectively, even with large volumes
of data. Continuously evolving through feedback-driven updates, the analyzer
adapts to emerging phishing tactics, ensuring users stay ahead of evolving threats.
With customizable analysis options and enhanced security measures, the analyzer
offers a versatile and secure solution for email security needs.

4.2.1 Novelty of the proposal

The proposal stands out for its innovative approach to email file analysis, introducing
advanced techniques and methodologies to significantly enhance phishing link
detection accuracy. By integrating machine learning, pattern matching, and
heuristics, the proposed solution can identify nuanced patterns indicative of phishing
activity, surpassing the capabilities of traditional methods. Moreover, the proposal
offers comprehensive email content extraction, providing users with detailed insights
into sender information, recipients, attachments, and URLs. This thorough analysis
is complemented by robust error handling mechanisms and proper variable
initialization, ensuring the stability and reliability of the analyzer. Additionally, the
emphasis on modularity and maintainability fosters a flexible and adaptable
codebase, facilitating future updates and enhancements. Continuous improvement
is central to the proposal, with feedback-driven updates enabling the analyzer to
evolve alongside emerging phishing tactics and user requirements. In summary, the
proposal represents a novel and comprehensive solution for email security,
equipped to address the evolving challenges of phishing detection effectively.



The proposal's emphasis on continuous improvement and adaptability distinguishes
it further, as it remains responsive to emerging threats and user feedback. Through
iterative updates and enhancements, the analyzer can refine its detection
capabilities, ensuring it stays ahead of evolving phishing tactics. Moreover, the
proposal's comprehensive approach to email content extraction sets it apart,
providing users with a holistic view of email files to make informed decisions. This
combination of advanced techniques, robust error handling, modular design, and
continuous improvement positions the proposed solution as a cutting-edge tool for
phishing link detection, offering users unparalleled accuracy, reliability, and flexibility
in safeguarding against email-based threats.
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CHAPTER 5

CONCLUSION

In conclusion, the proposed project to enhance the email file analyzer for phishing link
detection represents a significant advancement in email security. By incorporating
advanced analysis techniques, robust error handling mechanisms, and comprehensive
email content extraction, the enhanced analyzer offers users a powerful tool for
detecting and mitigating phishing threats effectively. The emphasis on modularity,
maintainability, and continuous improvement ensures that the analyzer remains
adaptable to evolving threats and user needs over time. Through iterative updates and
enhancements, the analyzer can refine its detection capabilities and stay ahead of
emerging phishing tactics. Overall, the proposed project addresses critical deficiencies
in email security, providing organizations with a reliable and versatile solution to
combat phishing attacks and safeguard sensitive information.
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19. "Python Data Science Handbook" by Jake VanderPlas:
[https://www.amazon.com/Python-Data-Science-Handbook-
Essential/dp/1491912057](https://www.amazon.com/Python-Data-Science-Handbook-
Essential/dp/1491912057)

20. "Automate the Boring Stuff with Python: Practical Programming for Total
Beginners" by Al Sweigart: [https://www.amazon.com/Automate-Boring-Stuff-Python-
Programming/dp/1593275994](https://www.amazon.com/Automate-Boring-Stuff-
Python-Programming/dp/1593275994)

These reference links cover a wide range of topics related to email security, Python
programming, machine learning, and data science, providing valuable insights and
resources
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As an Al language model, | can provide a simulated research paper based on the
project description provided earlier. Here's an example:

**Title:** Enhanced Email File Analyzer for Phishing Link Detection: A
Comprehensive Approach

**Abstract:**

Email remains a primary communication channel in both personal and professional
spheres, making it a prime target for phishing attacks. In this paper, we present an
enhanced email file analyzer designed to detect phishing links within email files. The
analyzer parses input email files in .msg and .eml formats, extracting sender
information, recipients, subject lines, attachments, and URLs. It then employs
advanced analysis techniques, including machine learning and pattern matching, to
identify potential phishing links. The analyzer's modular design, robust error
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handling mechanisms, and continuous improvement framework contribute to its
effectiveness in combating phishing threats.

**Introduction:**

Phishing attacks continue to pose a significant threat to individuals and
organizations, with email being a common vector for delivering malicious content.
Traditional email security measures often fall short in detecting sophisticated
phishing attempts, necessitating the development of more advanced detection
mechanisms. In response, we present an enhanced email file analyzer that employs
a comprehensive approach to detect phishing links within email files. By leveraging
advanced analysis techniques and robust error handling mechanisms, our analyzer
aims to provide users with a reliable tool for combating phishing threats effectively.

**Literature Review:**

Previous research in email security has focused on various aspects such as spam
filtering, malware detection, and phishing link detection. While existing solutions
offer some level of protection, they often lack the sophistication required to detect
evolving phishing tactics effectively. Recent advancements in machine learning and
natural language processing have shown promise in improving the accuracy of
phishing detection algorithms. Additionally, the importance of proper error handling
and modular design in software development cannot be overstated, as they
contribute to the reliability and maintainability of the analyzer.

**Qbjective:**

The primary objective of this research is to develop an enhanced email file analyzer
capable of accurately detecting phishing links within email files. Specifically, we aim
to:

- Develop advanced analysis techniques to identify potential phishing links.

- Implement robust error handling mechanisms to ensure the reliability of the
analyzer.

- Design a modular and maintainable codebase to facilitate future updates and
enhancements.

- Incorporate continuous improvement mechanisms to adapt to evolving phishing
tactics and user feedback.

**Methodology:**



The methodology employed in this research involves several key steps:

1. Requirement Analysis: We gather requirements from stakeholders and end-users
to understand their needs and expectations.

2. Design and Architecture: We develop a design plan outlining the overall
architecture of the analyzer and the interaction between its components.

3. Implementation: We write code to implement the analyzer based on the identified
requirements and design plan.

4. Testing and Validation: We develop test cases to evaluate the functionality,
performance, and reliability of the analyzer.

5. Feedback and Iterative Improvements: We gather feedback from users and
stakeholders and incorporate it into iterative updates and enhancements of the
analyzer.

**Results:**

The enhanced email file analyzer demonstrates promising results in detecting
phishing links within email files. Through a series of tests and validations, we
evaluate the accuracy, reliability, and performance of the analyzer, demonstrating its
effectiveness in identifying phishing threats. The analyzer's modular design and
robust error handling mechanisms contribute to its reliability and maintainability,
while its continuous improvement framework ensures adaptability to evolving
phishing tactics.

**Conclusion:**

In conclusion, the enhanced email file analyzer represents a significant
advancement in email security, offering a comprehensive approach to detecting
phishing links within email files. By leveraging advanced analysis techniques, robust
error handling mechanisms, and continuous improvement mechanisms, the analyzer
provides users with a reliable tool for combating phishing threats effectively. Future
research may focus on further refining the analyzer's capabilities and incorporating
additional features to enhance its effectiveness in detecting evolving phishing
tactics.

Please note that this is a simulated research paper generated by an Al, and it
should not be considered as an actual scientific publication.
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B. Source Code

import email

from email import policy

from genericpath import exists
import sys

import os

import re

from typing import Final
import colorama

import extract_msg

from colorama import Fore

colorama.init(autoreset=True)

global count

if len(sys.argv) < 2 or len(sys.argv) > 2:
exit

else:
emailFName = sys.argv[1]
emailFNameF = "Attachments"
c_path = os.getcwd()

exportedPath = os.path.join(c_path, emailFNameF)

try:

2]



if os.path.exists(exportedPath) is True:
exit
else:
os.mkdir(exportedPath)
except:

print("Creating The Path: " + exportedPath)

def fileChecker():

if sys.argv[1].endswith(".msg’):
msgGrabber(sys.argv[1])

elif sys.argv[1].endswith('.eml’):
baseGrabber()

else:

print(Fore.RED + "The file is in " + sys.argv[l].split(".")[-1] + " format: " +
sys.argv[1])

def msgGrabber(file):

try:
print(Fore.CYAN + "[+] File Name: " + file + "\n")
with extract_msg.openMsg(file) as messageFile:
print(Fore.GREEN + "[+] From: " + Fore.RESET + str(messageFile.sender))
print(Fore. GREEN + "[+] To: " + Fore.RESET + str(messageFile.to))

print(Fore. GREEN + "[+] Subject: " + Fore.RESET + str(messageFile.subject))
2:



print(Fore.GREEN + "[+] CC: " + Fore.RESET + str(messageFile.cc))
print(Fore. GREEN + "[+] BCC: " + Fore.RESET + str(messageFile.bcc))

print(Fore. GREEN + "[+] Email Time: " + Fore.RESET
str(messageFile.receivedTime))

if len(messageFile.attachments) > O:
print(Fore.GREEN + "[+] Attachment Found - Saving in Attachments!\n\n")
for attachment in messageFile.attachments:
attachmentName = attachment.getFilename()
print(Fore.CYAN + attachmentName + "\n")
attachment.save(customPath= exportedPath)
else:
print(Fore.GREEN + "[+] No Attachments Observed")
messageBody = str(messageFile.body)
trucatedBody = messageBody.replace(‘\r', ' )
print(Fore.GREEN + "[+] Email Body\n\n" + Fore.YELLOW + trucatedBody)
msglPGrabber(trucatedBody)
msgEmailGrabber(trucatedBody)
msgURLGrabber(trucatedBody)
messageFile.close()
except:

print("Something Went Wrong In msgGrabber!")

def msglPGrabber(bodyWell):

IP =]

IP_COUNT =0



regex = re.findall(r'\b(?:\d{1,3}\.){3)\d{1,3}\b’',bodyWell)

try:
if regex is not None:
for match in regex:
if match not in IP:
IP.append(match)
IP_COUNT +=1
print("\n" + str(IP_COUNT) + Fore.Green + " - IP Address: " + match)
except:

print("Something Goes Wrong In Grabbing MSG IPs")

def msgEmailGrabber(emailBody):

EMAIL =]

regex = re.findall(r'\w\.-][+@[\Ww\.-]+', emailBody)

try:
if regex is not None:
print(Fore. GREEN + "[+] Emails Observed In Email Body\n")
for match in regex:
if match not in EMAIL:
EMAIL.append(match)
print(match)
print("\n")
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except:

print("Something Goes Wrong In Grabbing MSG Emails")

def msgURLGrabber(urlFile):

try:
print(Fore. GREEN + "[+] URLs Observed\n\n")
URL =]

regex = re.findall(r'(?:[a-z0-9](?:[a-z0-9-]{0,61}[a-z0-9])?\.)+[a-z0-9][a-z0-9-
{0,61}[a-z0-9]',urlFile)

if regex is not None:
for match in regex:

urlFound = str(match)

urlFound = re.sub("[(\']", ™", urlFound)
urlFound = re.sub(">", "™, urlFound)
urlFound = re.sub("<", "™, urlFound)

print(urlFound.strip())
except:

print("Something Goes Wrong In MSG URL")

def baseGrabber():

try:
print(Fore.BLUE + "-"*50)
print(Fore.BLUE + "Printing Details You Should Care About!")

print(Fore.BLUE + "-"*50 + "\n")
2t



count=0
with open(sys.argv[l], "r", encoding="utf-8") as sample:
for line in sample:

if line.startswith("From: "):
print(Fore.RED + line)

if line.startswith("To: "):
print(Fore.YELLOW + line)

if line.startswith("Subject: "):
print(Fore.GREEN + line)

if line.startswith("Date: "):
print(Fore.RED + line)

if line.startswith("Message-ID: "):
print(Fore.GREEN + line)

if line.startswith("Return-Path:"):
print(Fore.YELLOW + line)

if line.startswith("Return-To:"):
print(Fore.GREEN + line)

if line.startswith("List-Unsubscribe:"):
print(Fore.YELLOW + line)

if line.startswith("Message Body: "):
print(Fore.GREEN + line)

if line.startswith("Received: "):

count+=1

print("+> Total HOPS Count: " + str(count) + "\n")
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except Exception:

print("Something Went Wrong in Base Grabber!")

exit

finally:

emailGrabber()

def emailGrabber():
print(Fore.BLUE + "-"*50)
print(Fore.BLUE + "Butchering Emails!")

print(Fore.BLUE + "-"*50)

try:
fileOpen = open(sys.argv[1],'r', encoding="utf-8")
readText = fileOpen.read()
EMAIL =[]
regex = re.findall(r'\w\.-][+@[\w\.-]+', readText)
if regex is not None:
for match in regex:
if match not in EMAIL:
EMAIL.append(match)

print(Fore.YELLOW + match + "\n")
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except:
print("Something Went Wrong in Email Grabber!")

exit

finally:

ipGrabber()

def ipGrabber():
print(Fore.BLUE + "-"*50)
print(Fore.BLUE + "Printing The Unique IP Addresses Only!")

print(Fore.BLUE + "-"*50)

try:
fileOpen = open(sys.argv[1],'r', encoding="utf-8")
readText = fileOpen.read()
IP =]
IP_COUNT =0
regex = re.findall(r'\b(?:\d{1,3}\.){3}\d{1,3}\b',read Text)
if regex is not None:
for match in regex:
if match not in IP:
IP.append(match)
IP_COUNT +=1

print("\n" + str(IP_COUNT) + Fore.YELLOW + " - IP Address: " + match)

2¢



except:
print("Something Went Wrong IP Grabber!")

exit

finally:

urlGrabber()

def urlGrabber():
print("\n")
print(Fore.BLUE + "-"*50)
print(Fore.BLUE + "Butchering All The URLSs!")

print(Fore.BLUE + "-"*50 + "\n")

# try:

fileOpen = open(sys.argv[1],'r', encoding="utf-8")

readText = fileOpen.read()
print(re.search(r'(?P<url>https?://[Ms]+)", readText).group("url™))

URL =]

regex = re.findall(r'(?:[a-z0-9](?:[a-z0-9-]{0,61}[a-z0-9])?\.)+[a-z0-9][a-z0-9-]{0,61}[a-
z0-9]',readText)

try:
if regex is not None:
for match in regex:

if match not in URL:
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print(match)
URL.append(match)
if not URL:
print(Fore. GREEN + "There were no URLs Found!")
except:

print("Something Went Wrong In URL Grabber")

finally:

xHunter()

def xHunter():
print("\n")
print(Fore.BLUE + "-"*50)

print(Fore.BLUE + "Printing All The Headers Which Were Added During The Email
Travel")

print(Fore.BLUE + "-"*50 + "\n")

try:
with open(sys.argv[1],'r', encoding="utf-8") as sample:
for line in sample:
if line.startswith("X-"):
print(Fore.YELLOW + line)
except:

print("No X Headers Observed")

finally:
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embedAttachments()

def embedAttachments():
print(Fore.BLUE + "-"*50)
print(Fore.BLUE + "Checking If There Is Are Any Attachments")

print(Fore.BLUE + "-"*50)

try:
with open(sys.argv[1], "r") as f:
attachFile = email.message_from_file(f, policy=policy.default)
for attachment in attachFile.iter_attachments():
attName = attachment.get_filename()

print(Fore. GREEN + "\n[+] File Found & Written In Attachments: " +
Fore.RESET + attName)

with open(os.path.join(exportedPath, attName), "wb") as fileWrite:

fileWrite.write(attachment.get_payload(decode=True))

except:

print("Something Went Wrong In Embed Attachments")

def main():

try:
import pyfiglet

ban=pyfiglet.figlet_format("Email Analyzer")
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except:
print("Failed to detect pyfiglet.\n")

ban="Email Analyzer by Sarvesh and Pranooo"

if len(sys.argv) < 2 or len(sys.argv) > 2:
print(Fore.YELLOW + "Invalid number of arguments provided!")
else:

fileChecker()

if _name_==" _main_"
main()
C.OUTPUT:
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+> Total HOPS Count: 2

https://instagram.com/emails/unsubscribe/reminders?user_id=63526541534&sig=AU92ixx0ixYj4_78&notification_type=83&ndid=614e6859da3bIHecaTal8deH614e6cF33a68bHS3>
r.srinivasan6369

gnail.com

211-20020a056602080b00bOOTAO2dF6bdOOMr5544688i0w. 6. 1711831418275

Fig 2 : Output

v. 3 n
262.666666666
€0.210.540.540a
0.064px
3406e865137.png
www . instagra

m.com

m.png
d69aceee7740.png
instagram.fle
cl-1.fna.fbcdn.net
static.xx.fbcdn.net
rsrc.php

www . facebook.com
pic.php

C:\Users\srini\Desktop\test>

Fig 3: Output



https instagram.com/emails/unsubscribe/reminders?user_id=63526541534&sig

r.srinivasan8369
gmail.com
211-206202056602080b00b007d02dF6bd0ONT55446881i0m . 6. 1711831418275
google.con

x.google.com
mail.instagram.com
69.171.232.140
smtp.mailfrom
header. from
69-171-232-140. mail-mail.facebook.com
p1-20020a0566022b0160bOOTCCO2429bacsi26279361i0v.148.2024.03.30.1
ig-thrift. facebook.com

instagran.con
4.01

www . instagram. com
glyph.png

422cb62a79al.png

instagram. flec1-1.4n

a.fbcdn.

51.2885-19
instagran.flecl-1.fna.fbcdn. net
1j.2-ccb7-5

94 Opx

www. insta

131.33333

1.5px

129.33333

8.8px

scontent.cdninstagram.com
51.29350-15

n.jp
t39.30808-6
€6.180.1440.1440a
sho.08
262.6666666666667px
0.168.1350.13
131.333333333
0.113.1213.1213a
262.666666666
€0.216.540.540a

0.0

.06Upx
3406865137 . png
www . instagra
m.com

j4_78Snotification_type=83&ndid=614e6859da3b9Heca7alBdeH614e6cF33a6BbHS3>

Fig 4.

3¢

Output



- TR,

-
\

A\
el 3
) 8
‘\ e /|

i
' u \ A
SATHYABAMA
INSTITUTE OF SCIENCE AND TECHNOLOGY
(DEEMED TO BE UNIVERSITY)
CATEGORY-1 UNIVERSITY BY UGC
Ac;redilfrd "A++" Grade by NAAC | 128 Status by UGC | Approved by AICTE
www.sathyabama.ac,in

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

BONAFIDE CERTIFICATE

This is to certify that this Professional Training Report is the bonafide work of Mr.
K.S.Sarvesvaraan [41614087] who carried out the project entitled “Email File
Analyzer” under my supervision from January 2024 to May 2024.

RW\/

Internal Guide
Dr.D.Anu Disney, M.E.,Ph.D.,

Head of t epartment
Dr. S. VIGNESHWARI, M.E., Ph.D.,

Submitted for Viva voce Examination held on _0). /15, 100 Y

fofbr ){Y” G

Internal Examiner External Examiner

(3 Scanned with OKEN Scanner



I —

R '3 ' "3 = . NV T w480 " Ta. TR
TR R IR BRI ===

DECLARATION

|, K.S.SARVESVRAAN [41614087], hereby declare that the Professional Training
Report-ll entitled “Email File Analyzer” done by me under the guidance of Dr. D. Anu
Disney, M.E., Ph.D., is submitted in partial fulfilment of the requirements for the award

of Bachelor of Engineering degree in Compuler Science and Engineering with
specialization in Cyber Security.

DATE: ¢ . os. 202y

J S
PLACE: CHevun SIGNATURE OF THE CANDIDATE

(3 Scanned with OKEN Scanner



	e5f1601d370875468b9c3912a144963d37ea736d7aa9de1a510219680239e768.pdf
	Emali File Analyzer
	DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING SCHOOL OF COMPUTING
	APRIL 2024

	87
	e5f1601d370875468b9c3912a144963d37ea736d7aa9de1a510219680239e768.pdf
	SAMPLE COURSE CERTIFICATE
	TABLE OF CONTENTS
	Figure No. Figure Name Page No.
	CHAPTER 2
	LITERATURE REVIEW
	CHAPTER 3 REQUIREMENTS ANALYSIS
	CHAPTER 4
	APPENDIX
	C.OUTPUT:


