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ABSTRACT

Abstract:

The proposed project seeks to revolutionize the management of organ
donation and transplantation through the innovative application of blockchain
technology. Traditional systems for organ donation often encounter challenges
related to centralized data storage, leading to concerns regarding data
security, transparency, and integrity. By leveraging the decentralized and
immutable nature of blockchain, this project aims to address these challenges
by creating a transparent and secure platform for managing the entire organ
donation and transplantation process. Utilizing blockchain technology, each
step of the process, including donor registration, organ availability, transplant
requests, and medical records, will be recorded as transactions on the
blockchain. This ensures the integrity and authenticity of the data, mitigating
the risk of fraud and unauthorized access while enhancing transparency.
Furthermore, smart contracts, programmable self-executing contracts stored
on the blockchain, will automate various aspects of the process, such as
donor-recipient matching and organ allocation, thereby reducing
administrative overhead and accelerating the transplantation process.
Through the implementation of this blockchain-based management system,
the project aims to improve patient outcomes, save lives, and advance the

efficiency and integrity of organ donation and transplantation practices.
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CHAPTER 1

INTRODUCTION

The management of organ donation and transplantation stands as a
critical pillar in healthcare, offering hope and life to countless individuals
facing organ failure. However, conventional approaches to managing these
processes encounter persistent challenges, including issues of data security,
transparency, and efficient coordination. Centralized data storage systems
inherent in traditional management frameworks often fall short in ensuring the
integrity and accessibility of sensitive medical information, leaving room for
errors, manipulation, and unauthorized access. Recognizing these
shortcomings, this project proposes a transformative solution by harnessing
the potential of blockchain technology. Blockchain, renowned for its
decentralized and immutable nature, presents a promising avenue to address
the limitations of existing systems. By employing blockchain technology, we
aim to revolutionize the management of organ donation and transplantation
processes, fostering transparency, security, and efficiency throughout the
entire lifecycle. Through the decentralization of data storage and utilization of
transparent ledger systems, blockchain ensures that every transaction, from
donor registration to organ allocation and transplantation, is securely recorded
and accessible to authorized stakeholders. Moreover, the implementation of
smart contracts, programmable self-executing protocols, streamlines and
automates key processes, such as donor-recipient matching and organ
allocation, minimizing delays and administrative overhead. This holistic
approach not only mitigates the risk of data manipulation and fraud but also
enhances the speed and accuracy of decision-making, ultimately improving
patient outcomes and increasing the efficacy of organ transplantation
systems. By embracing blockchain-based solutions, this project endeavors to
redefine the landscape of organ donation and transplantation management,
paving the way for a more equitable, transparent, and efficient healthcare

ecosystem.



1.1  OBJECTIVE OF THE STUDY

The primary objective of this study is to design, develop, and evaluate
a blockchain-based management system for organ donation and

transplantation. Specific objectives include:

-To analyze the existing challenges and limitations in the current organ
donation and transplantation management systems, particularly in terms of
data security, transparency, and efficiency.

-To explore and understand the underlying principles and functionalities
of blockchain technology and its potential application in healthcare,
specifically in the context of organ donation and transplantation.

-To design a decentralized architecture for the management system,
including data storage, transaction processing, and access control
mechanisms, leveraging blockchain technology.

-To develop smart contracts that automate key processes within the
organ donation and transplantation lifecycle, such as donor-recipient
matching, organ allocation, and regulatory compliance.

-To implement and deploy the blockchain-based management system
in a simulated or real-world environment, ensuring interoperability with
existing healthcare infrastructure and compliance with regulatory standards.

-To evaluate the performance, security, and usability of the developed
system through qualitative and quantitative analysis, including measures such
as transaction throughput, data integrity, user satisfaction, and regulatory
compliance.

-To assess the potential impact of the blockchain-based management
system on organ donation and transplantation practices, including its ability to
enhance transparency, security, and efficiency, ultimately improving patient
outcomes and saving lives.

-To provide recommendations for the future refinement and adoption of
blockchain technology in healthcare, particularly in the domain of organ

donation and transplantation management.



CHAPTER 2
LITERATURE SURVEY

2.1 INFERENCES FROM LITERATURE SURVEY :

Tutun, S., Harfouche, A., Albizri, A., Johnson, M. E., & He, H. (2022). A
Responsible Al Framework for Mitigating the Ramifications of the Organ

Donation Crisis. Information Systems Frontiers, 1-16.

This paper proposes a Responsible Al Framework to address the
challenges posed by the organ donation crisis. By leveraging artificial
intelligence (Al), the framework aims to enhance the efficiency and
effectiveness of organ donation processes. The authors highlight the
importance of ethical considerations in deploying Al solutions in this domain,
emphasizing transparency, accountability, and fairness. Through this
framework, they suggest methods to optimize organ allocation, increase
donor registrations, and improve communication among stakeholders. By
integrating Al responsibly, the authors aim to mitigate the complexities

associated with organ donation, ultimately contributing to saving more lives.

Fox, D. E., Donald, M., Chong, C., Quinn, R. R., Ronksley, P. E., Elliott, M.
J., & Lam, N. N. (2022). A qualitative content analysis of comments on
press articles on deemed consent for organ donation in Canada. Clinical
Journal of the American Society of Nephrology, 17(11), 1656-1664.

This study conducts a qualitative content analysis of public comments
on press articles discussing deemed consent for organ donation in Canada.
Through analyzing these comments, the authors aim to understand public
perceptions, concerns, and attitudes towards the implementation of deemed
consent policies. The findings provide insights into the factors influencing
public opinion on organ donation legislation, shedding light on potential

barriers and facilitators to policy acceptance. Understanding public discourse



is crucial for policymakers to design effective strategies for increasing organ

donation rates while respecting societal values and preferences.

Qu, Z., Oedingen, C., Bartling, T., Krauth, C., & Schrem, H. (2023).
Systematic review on the involvement and engagement of patients as

advisers for the organisation of organ transplantation services. BMJ
open, 13(5), e072091.

This systematic review investigates the involvement and engagement
of patients as advisers in the organization of organ transplantation services.
By synthesizing existing literature, the authors explore the roles patients play
in advising healthcare providers and policymakers on improving
transplantation practices. The review identifies various strategies for
incorporating  patient perspectives into decision-making processes,
highlighting the importance of patient-centered approaches in healthcare
delivery. The findings underscore the need for collaborative efforts between
healthcare professionals and patients to enhance the quality and equity of

organ transplantation services.

Rosaasen, C., Rosaasen, N., Mainra, R., Trachtenberg, A., Ho, J.,
Parsons, C., ... & Mansell, H. (2022). Waitlisted and Transplant Patient
Perspectives on Expanding Access to Deceased-Donor Kidney
Transplant: A Qualitative Study. Canadian Journal of Kidney Health and
Disease, 9, 20543581221100291.

This qualitative study explores the perspectives of waitlisted and
transplant patients regarding the expansion of access to deceased-donor
kidney transplantation. Through interviews and thematic analysis, the authors
examine patient experiences, preferences, and suggestions for improving
kidney transplant allocation policies. The study highlights the importance of
considering patient voices in shaping organ donation and allocation
strategies, emphasizing the need for equitable and transparent processes. By

understanding patient perspectives, policymakers and healthcare providers



can develop interventions that address the diverse needs of individuals

awaiting kidney transplantation.

Anselmo, A., Materazzo, M., Di Lorenzo, N., Sensi, B., Riccetti, C.,
Lonardo, M. T., ... & Tisone, G. (2023). Implementation of Blockchain
Technology Could Increase Equity and Transparency in Organ
Transplantation: A Narrative Review of an Emergent Tool. Transplant
International, 36, 10800.

This narrative review explores the potential of blockchain technology to
enhance equity and transparency in organ transplantation. By analyzing the
literature, the authors discuss how blockchain can address challenges such
as organ scarcity, organ trafficking, and data security in transplantation
systems. The review suggests that blockchain-based solutions offer
decentralized and tamper-resistant platforms for tracking organ allocation,
ensuring fair distribution, and safeguarding patient information. By leveraging
blockchain, healthcare stakeholders can improve the efficiency and integrity of
organ transplantation processes, ultimately benefiting patients and promoting

trust in the healthcare system.

Parent, B., Caplan, A., Moazami, N., & Montgomery, R. A. (2022).
Response to American College of Physician's statement on the ethics of
transplant after normothermic regional perfusion. American Journal of
Transplantation, 22(5), 1307-1310.

This paper presents a response to the American College of Physician's
statement on the ethics of transplant after normothermic regional perfusion
(NRP). The authors discuss ethical considerations surrounding the use of
organs from donors after circulatory death (DCD) and the role of NRP in
improving organ viability. They address concerns raised by the statement
regarding the ethical implications of utilizing DCD organs and argue in favor of
ethical practices guided by patient welfare and respect for donor autonomy.

The response underscores the importance of balancing ethical principles with



advancing transplant technologies to maximize organ utilization and save

lives.

litis, A. S., Conell, A. D., Cooper, L. A., Gee, P. O., Jefferson, N. M.,
Johnson, H. A., ... & DuBois, J. M. (2022). Improving kidney disease
research in the Black community: The essential role of black voices in
the APOLLO Study. American Journal of Kidney Diseases, 79(5),
750-753.

This article highlights the essential role of Black voices in improving
kidney disease research, focusing on the APOLLO Study. The authors
discuss the underrepresentation of Black individuals in research studies
related to kidney disease and advocate for inclusive approaches that prioritize
community engagement and participation. By amplifying Black voices and
perspectives, the APOLLO Study aims to address disparities in kidney health
outcomes and develop interventions tailored to the needs of Black patients.
The article emphasizes the importance of collaborative efforts between
researchers and communities to advance health equity and foster trust in

biomedical research.

Levan, M. L. (2022). Patients Can Make Policy Narratives for Organ
Donation and Transplantation. Narrative Inquiry in Bioethics, 12(2),
137-140.

This paper explores the potential for patients to shape policy narratives
in the context of organ donation and transplantation. Drawing on narrative
inquiry, the author discusses how patients' personal stories and experiences
can influence public discourse, policy development, and healthcare practices.
By sharing narratives, patients can advocate for policy changes, raise
awareness about organ donation, and challenge societal perceptions and
misconceptions. The paper underscores the power of storytelling in eliciting
empathy, mobilizing support, and driving social change, highlighting the

importance of incorporating patient voices into policy-making processes.



Hawashin, D., Jayaraman, R., Salah, K., Yaqoob, I., Simsekler, M. C. E., &
Ellahham, S. (2022). Blockchain-based management for organ donation
and transplantation. IEEE Access, 10, 59013-59025.

This article presents a blockchain-based management approach for
organ donation and transplantation. By leveraging blockchain technology, the
authors propose a decentralized and secure system for managing organ
procurement, allocation, and transplantation processes with enhanced
transparency and traceability. The article discusses the potential benefits of
blockchain, such as reducing inefficiencies, minimizing fraud, and ensuring
the integrity of donor information. By establishing a tamper-proof record of
organ transactions, blockchain can facilitate trust among stakeholders and
streamline the coordination of organ transplantation activities. The authors
also address challenges and considerations in implementing blockchain
solutions in healthcare settings, emphasizing the need for interoperability,
data privacy, and regulatory compliance. Overall, the article highlights the
promising role of blockchain technology in revolutionizing organ donation and
transplantation management, paving the way for more efficient and ethical

practices.

Johnston-Webber, C., Mah, J., Streit, S., Prionas, A., Wharton, G.,
Mossialos, E., & Papalois, V. (2023). A Conceptual Framework for
Evaluating National Organ Donation and Transplantation Programs.

Transplant International, 36, 11006.

This paper presents a conceptual framework for evaluating national
organ donation and transplantation programs. Recognizing the importance of
assessing the effectiveness and efficiency of such programs, the authors
propose a comprehensive framework comprising key dimensions and
indicators for evaluation. These dimensions include organizational structure,
regulatory framework, resource allocation, public awareness, and patient
outcomes. By systematically evaluating these aspects, policymakers and
stakeholders can identify strengths, weaknesses, and areas for improvement

in national transplantation systems. The framework emphasizes the need for



multidisciplinary collaboration, data-driven decision-making, and continuous
monitoring to optimize organ donation and transplantation efforts. Through
rigorous evaluation, countries can enhance the performance of their
transplantation programs, increase organ availability, and improve patient

outcomes.

2.2 EXISTING SYSTEM AND PROPOSED SYSTEM :

2.2.1 Existing System:

The current system for managing organ donation and transplantation is
predominantly centralized, relying on disparate databases maintained by
medical institutions and transplant centers. These databases store crucial
information such as donor profiles, organ availability, recipient details, and
transplantation outcomes. However, this centralized approach poses
significant challenges. Firstly, it raises concerns regarding data security and
privacy, as sensitive medical information is stored in a single location, making
it susceptible to unauthorized access or cyberattacks. Moreover, the lack of
transparency in the system can lead to inefficiencies and delays in matching
donors with recipients. Without a clear, standardized platform for data sharing
and coordination, the process can become fragmented and disjointed,
hindering the timely allocation and transplantation of organs. Additionally, the
manual nature of the process introduces the potential for errors and
administrative overhead, further complicating an already complex procedure.
Overall, the existing system falls short in providing the necessary
transparency, security, and efficiency required to effectively manage organ
donation and transplantation processes, highlighting the need for a more

robust and innovative solution.

2.2.2 Proposed System:



The proposed system seeks to overcome the limitations of the existing
centralized approach by leveraging blockchain technology to create a
decentralized and transparent platform for managing organ donation and
transplantation. In the proposed system, each step of the organ donation and
transplantation process, including donor registration, organ availability,
recipient matching, and transplantation outcomes, will be recorded as
immutable transactions on a blockchain ledger. This decentralized approach
ensures the integrity and security of the data, as well as providing
transparency and accountability throughout the process. By distributing the
data across a network of nodes, blockchain mitigates the risk of a single point
of failure and unauthorized access, enhancing data security and privacy.
Moreover, the use of smart contracts will automate various aspects of the
process, such as donor-recipient matching and organ allocation, streamlining
operations and reducing administrative overhead. Through the
implementation of the proposed system, we aim to improve the efficiency,
transparency, and security of organ donation and transplantation processes,

ultimately leading to better patient outcomes and potentially saving lives.

2.3 OPEN PROBLEMS IN EXISTING SYSTEM :

Centralized Data Storage: The reliance on centralized databases in the
existing system raises concerns about data security and privacy. A single
point of failure in the system could lead to data breaches, unauthorized

access, and potential misuse of sensitive medical information.

Lack of Transparency: The current system lacks transparency, making
it difficult to track the status of organ donation and transplantation processes.
This opacity can result in inefficiencies, delays, and even disparities in organ

allocation, ultimately impacting patient outcomes.

Manual Processes and Administrative Overhead: The manual nature of
many processes within the existing system introduces the potential for errors

and administrative overhead. Healthcare professionals spend valuable time



on paperwork and coordination tasks that could be automated, leading to

delays and inefficiencies in the transplantation process.

Fragmented Data Sharing: Data sharing and coordination among
different stakeholders, including medical institutions, transplant centers, and
regulatory authorities, are often fragmented and disjointed in the existing
system. This fragmentation can hinder effective communication, collaboration,
and decision-making, further complicating the organ donation and

transplantation process.

Inefficient Organ Allocation: The current system may not efficiently
match donors with recipients based on compatibility criteria, leading to
suboptimal organ allocation. Inefficient allocation can result in longer wait
times for patients in need of organ transplants and may contribute to

disparities in access to transplantation services.

Limited Interoperability: Existing databases and systems may lack
interoperability, making it challenging to exchange data and information
seamlessly between different healthcare providers and organizations. This
lack of interoperability can impede the flow of critical information and

coordination efforts in the organ donation and transplantation process.

10



CHAPTER 3

REQUIREMENTS ANALYSIS

3.1 Feasibility Study
3.1.1 Technical Feasibility:

Availability of Blockchain Technology: Assess the availability of suitable
blockchain platforms and frameworks capable of supporting the proposed
system's requirements, including data storage, transaction processing, and
smart contract execution.

Technical Expertise: Evaluate the technical expertise and skills of the
development team in blockchain development, smart contract programming,
and healthcare IT systems integration.

Hardware and Software Requirements: Determine the hardware and
software infrastructure necessary for deploying and maintaining the
blockchain-based management system, including servers, network resources,

and development tools.

3.1.2 Economic Feasibility:

Cost Analysis: Conduct a cost-benefit analysis to estimate the initial
investment required for developing the proposed system, including software
development, hardware procurement, and personnel expenses.

ROI Assessment: Evaluate the potential return on investment (ROI)
over time, considering factors such as cost savings from improved efficiency,
reduced administrative overhead, and potential revenue generation

opportunities.

11



Budget Allocation: Allocate resources and budget effectively to ensure
the project remains within financial constraints while delivering the desired

functionality and performance.

3.1.3 Operational Feasibility:

Integration with Existing Systems: Assess the compatibility and
interoperability of the proposed system with existing healthcare IT
infrastructure, including electronic health record (EHR) systems, patient
management platforms, and regulatory reporting systems.

User Acceptance: Conduct surveys or interviews with stakeholders,
including healthcare professionals, administrators, and patients, to gauge their
acceptance and willingness to adopt the blockchain-based management
system.

Training Requirements: Identify training needs and develop educational
materials to familiarize users with the new system, ensuring a smooth

transition and minimal disruption to daily operations.

3.1.4 Legal and Regulatory Feasibility:

Compliance with Healthcare Regulations: Ensure compliance with
relevant healthcare regulations, data privacy laws (such as HIPAA in the
United States), and ethical guidelines governing organ donation and
transplantation practices.

Data Security and Privacy: Implement robust security measures,

including encryption, access controls, and audit trails, to protect sensitive

12



medical information stored on the blockchain and ensure patient

confidentiality.

Risk Management: Identify potential risks and develop mitigation

strategies to address security vulnerabilities, data breaches, regulatory

non-compliance, and other operational challenges.

3.2 Software Requirements Specification

Blockchain Platform: Ethereum

Smart Contract Development: Solidity (Ethereum)

Development Environment: Truffle Suite

Frontend Development: React.js

Backend Development:Python with Flask.

Database: MongoDB.

Security: OpenZeppelin (smart contract security), bcrypt (password
hashing).

Testing: Truffle (Ethereum)

Version Control: Git

13



CHAPTER-4

DESCRIPTION OF PROPOSED SYSTEM

4.1 SELECTED METHODOLOGY OR PROCESS MODEL.:

For the development of the proposed blockchain-based organ donation
and transplantation management system, the Agile methodology will be
employed. Agile methodologies emphasize iterative development,
collaboration, and flexibility, allowing for rapid adaptation to changing
requirements and continuous improvement throughout the development
process. The project will follow the Scrum framework within the Agile
methodology, with short development cycles known as sprints. Each
sprint will focus on delivering specific functionalities or features of the
system, with regular feedback and collaboration between the
development team and stakeholders. This iterative approach will enable
efficient progress tracking, risk management, and stakeholder
engagement, ultimately ensuring the successful and timely delivery of

the project.

14



4.2 ARCHITECTURE / OVERALL DESIGN OF PROPOSED

SYSTEM:

Organ Donation Blockchain Technology

/

Donor Registration Recipient Matching

Donor Registration Module ‘ Recipient Matching System

Identity Verification Donor-Recipient Matching

‘ Identity Verification ‘ ‘ Donor-Recipient Matching Algorithm

Blockchain Entry Match Confirmation

‘ Blockchain Ledger Entry ‘ Match Confirmation

l I

Immutable Record Surgical Planning

Immutable Record Surgical Planning & Logistics

Surgery Execution

Surgery Execution

T

Transparency Module
Transparency & Trust Module
Public Ledger Access
‘ Public Ledger Access

Real-time Updates
Real-time Updates

Public Trust

ODBT Updates

Public Trust Enhancement
Feedback Loop
‘ Feedback & Improvement Loop ‘

\

System Updates

System Updates & Improvements

Fig 4.2: System Architecture
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4.2.1 Flow diagram

Blockchain

Record organ donation cases

v

Organ Donation

/!

Organ donor registry

~

‘ Donor Registry ‘
Verification & approval

Match donors and recipients

Verification Authority ‘

Legal & ethical clearance

./

‘ Matching & Transplantation

e

Post-transplant monitoring

\

Organ tracking & delivery

Organ Tracking & Delivery ‘

Fig 4.2.1: Flow Diagram
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4.3 DESCRIPTION OF SOFTWARE FOR IMPLEMENTATION
AND TESTING PLAN OF THE PROPOSED MODEL/SYSTEM:

Blockchain Platform: Ethereum

Description: Ethereum is a decentralized platform that enables the
development and deployment of smart contracts and decentralized
applications (DApps). It supports a wide range of use cases, including

financial transactions, supply chain management, and healthcare applications.

Development Tools: Truffle Suite

Description: Truffle Suite is a development framework for Ethereum
DApps, providing a suite of tools for smart contract compilation, deployment,
testing, and debugging. It simplifies the development process by offering
features such as project scaffolding, automated testing, and integration with

popular Ethereum networks.

Testing Frameworks: Truffle

Description: Truffle is a testing framework specifically designed for
Ethereum smart contracts. It allows developers to write and execute
automated tests to ensure the functionality, reliability, and security of their
smart contracts. Truffle provides features such as test suites, assertions, and

a built-in testing environment for simulating Ethereum network interactions.

Version Control: Git

Description: Git is a distributed version control system that enables
developers to track changes to source code files and collaborate on software
projects. It provides features such as branching, merging, and remote
repositories, making it easy to manage code changes and coordinate

development efforts among team members.

Database: MongoDB
Description: MongoDB is a NoSQL document database that provides a
flexible and scalable solution for storing and querying structured and

unstructured data. It is well-suited for applications with dynamic schemas and

17



large volumes of data, offering features such as high availability, horizontal

scalability, and flexible data modeling.

Security Tools: OpenZeppelin

Description: OpenZeppelin is a library for secure smart contract
development on Ethereum. It provides a collection of reusable, audited smart
contract templates and security best practices to help developers build secure
and reliable decentralized applications. OpenZeppelin's modular architecture
and comprehensive documentation make it a valuable resource for ensuring

the security of Ethereum smart contracts.

Modules
e Donor Registration and Verification
e Organ Matching and Allocation

e Organ Transplant Tracking and Surveillance

MODULES DESCRIPTION :

Module 1: Donor Registration and Verification

In this module, the system initiates the process of donor registration by
gathering essential data from individuals interested in organ donation. This
includes comprehensive personal details such as name, contact information,
medical history, and consent for donation. The data collection occurs through
a user-friendly and secure registration interface seamlessly integrated into the
platform. Once the data is collected, it undergoes a meticulous preprocessing
phase. During this phase, the system validates and sanitizes the provided
information through rigorous cleaning processes. It also standardizes the
format of the data to ensure uniformity and consistency across all entries.
Additionally, the system verifies the completeness and accuracy of donor

information to maintain data integrity.

18



Following the preprocessing phase, the module proceeds to the model
design stage. Here, the system leverages blockchain technology to establish
a robust and secure framework for storing donor information. By integrating
blockchain, the system ensures that donor data is stored in an immutable and
decentralized manner, safeguarding it against tampering or unauthorized
access. Furthermore, smart contracts are developed to automate the
verification processes involved in donor registration. These smart contracts
execute predefined verification algorithms, ensuring transparency and
reliability in the verification process. Moreover, a user-friendly interface is
designed to facilitate seamless interaction with the registration system,

enhancing user experience and encouraging participation.

In addition to facilitating donor registration and verification, the module
incorporates sophisticated analysis and prediction mechanisms. Through
continuous monitoring of blockchain transactions, the system analyzes
patterns and detects any suspicious activities that may indicate fraudulent
behavior. By employing machine learning algorithms, the system can predict
potential instances of fraud or irregularities based on historical data and
patterns. This proactive approach to analysis and prediction enhances the
security and trustworthiness of the donor registration process, contributing to
the overall integrity of the organ donation and transplantation management

system.

Module 2: Organ Matching and Allocation

In the organ matching and allocation module, the system focuses on
efficiently matching available organs with suitable recipients based on
predefined criteria and priorities. The module begins by gathering crucial data
related to organ availability, recipient medical profiles, urgency levels, and
geographic considerations. This data is sourced from various healthcare
institutions, organ procurement organizations, and recipient databases,
ensuring comprehensive coverage and accuracy. Once the data is collected, it
undergoes meticulous preprocessing to standardize formats, validate

accuracy, and define matching criteria.
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The model design phase of the module integrates blockchain
technology to enable real-time tracking of organ availability and allocations.
By leveraging blockchain, the system ensures transparency and fairness in
the organ matching and allocation process, facilitating equitable distribution of
organs. Smart contracts are developed to automate key processes involved in
organ matching and allocation, minimizing manual intervention and human
error. These smart contracts execute predefined algorithms to efficiently
match available organs with suitable recipients based on predefined criteria,

ensuring optimal outcomes for transplant recipients.

Furthermore, the module incorporates advanced decision support
systems to facilitate efficient organ matching. These decision support systems
utilize sophisticated algorithms to analyze available data and generate
recommendations for organ allocation based on predefined priorities and
criteria. By employing data-driven decision-making processes, the system
enhances the efficiency and effectiveness of the organ matching and
allocation process, maximizing the chances of successful transplantation and

improving patient outcomes.

In addition to facilitating organ matching and allocation, the module
incorporates comprehensive analysis and prediction mechanisms to evaluate
the performance of the organ matching process and predict potential delays
or issues in the organ allocation pipeline. By continuously monitoring and
analyzing data, the system can identify areas for improvement and optimize
the organ matching and allocation process, ultimately enhancing the overall
efficiency and effectiveness of the organ donation and transplantation

management system.

Module 3: Organ Transplant Tracking and Surveillance

In the organ transplant tracking and surveillance module, the system
focuses on monitoring and tracking the entire organ transplant process from

donor to recipient, ensuring adherence to protocols and guidelines and
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optimizing patient outcomes. The module begins by gathering comprehensive
data on the organ transplant process, including donor and recipient details,
surgical procedures, post-transplant care, and outcomes. This data is sourced
from electronic health records, surgical logs, post-transplant follow-up reports,

and other healthcare databases, ensuring completeness and accuracy.

Once the data is collected, it undergoes rigorous preprocessing to
integrate data from various sources, implement security measures to protect
sensitive health information, and ensure data accuracy and reliability. The
model design phase of the module integrates blockchain technology to
establish a decentralized and secure record-keeping system for transplant
data. By leveraging blockchain, the system ensures transparency,
accessibility, and immutability of transplant records, facilitating efficient

tracking and surveillance of the transplant process.

User access controls are implemented to regulate access to transplant
information, ensuring that only authorized users can view or update records.
Real-time updates mechanisms are also established to enable immediate
access to critical information during and after the transplant process,
enhancing patient care and coordination among healthcare providers.
Furthermore, the module incorporates advanced analysis and prediction
mechanisms to monitor transplant data for adherence to protocols and

guidelines and predict potential complications or adverse events.

By continuously monitoring and analyzing transplant data, the system
can identify deviations from standard protocols and guidelines, enabling timely
intervention and corrective actions to optimize patient outcomes. Additionally,
predictive analytics can forecast potential complications or adverse events
based on historical transplant data and patient risk factors, allowing
healthcare providers to proactively address potential challenges and improve

patient care.

Overall, the organ transplant tracking and surveillance module plays a

crucial role in ensuring the safety, efficacy, and quality of the organ transplant
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process, ultimately improving patient outcomes and enhancing the overall

effectiveness of the organ donation and transplantation management system.

TESTING PLANS:

Module 1: Donor Registration and Verification:

) Unit Testing: Validate individual components such as data input forms,
preprocessing algorithms, and smart contracts to ensure functionality and
accuracy.

) Integration Testing: Verify the integration of blockchain technology,
smart contracts, and user interface components to ensure seamless
interaction and data flow.

° User Acceptance Testing (UAT): Engage real users to test the
registration interface, verification process, and overall user experience,
gathering feedback for improvements.

° Security Testing: Conduct vulnerability assessments and penetration
testing to identify and mitigate potential security risks such as data breaches
or unauthorized access.

) Performance Testing: Evaluate the system's performance under
various load conditions, ensuring responsiveness and scalability during peak

usage periods.

Module 2: Organ Matching and Allocation:

° Unit Testing: Validate matching algorithms, smart contracts, and
decision support systems to ensure accurate and efficient organ allocation.

) Integration Testing: Verify the integration of blockchain technology,
organ availability data sources, and allocation algorithms to ensure real-time

tracking and fair allocation.
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° End-to-End Testing: Test the entire organ matching and allocation
process from data input to recipient assignment, identifying any bottlenecks or
inconsistencies.

° Regression Testing: Ensure that changes or updates to the system do
not negatively impact existing functionality or data integrity.

° Performance Testing: Evaluate the system's performance in matching
and allocating organs under various scenarios, including high demand and

limited availability.

Module 3: Organ Transplant Tracking and Surveillance:

° Unit Testing: Validate data integration, blockchain transactions, and
user access controls to ensure accurate and secure record-keeping.

° Integration Testing: Verify the integration of transplant data sources,
blockchain technology, and real-time update mechanisms to ensure timely
and reliable tracking.

° User Acceptance Testing (UAT): Engage healthcare professionals to
test the tracking interface, surveillance features, and data accessibility,
gathering feedback for improvements.

° Security Testing: Conduct rigorous security assessments to identify and
address potential vulnerabilities in data storage, access controls, and
encryption protocols.

° Data Quality Testing: Validate the accuracy, completeness, and
consistency of transplant data stored on the blockchain, ensuring reliability for

surveillance and analysis.

Overall System Testing:

° Integration Testing: Ensure seamless integration between modules and
components, verifying data flow and communication across the system.

) User Acceptance Testing (UAT): Conduct comprehensive testing with
end-users to validate system functionality, usability, and performance in

real-world scenarios.
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) Regression Testing: Verify that system updates or enhancements do
not introduce new bugs or regressions in existing functionality.

° Scalability Testing: Evaluate the system's ability to handle increasing
data volumes, user traffic, and transaction throughput without performance
degradation.

) Disaster Recovery Testing: Test backup and recovery procedures to
ensure data integrity and system availability in the event of failures or

disasters.

4.4 PROJECT MANAGEMENT PLAN:

August Literature survey

September Data acquisition

October Data preprocessing

November TrainingandSplitting

December Loading, training and testing the
model.

January Predicting the output and generating

the final report
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CHAPTER-5

RESULTS AND DISCUSSION, PERFORMANCE ANALYSIS

Table.1.Performance metrics
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Fig.5.1 Performance metrics

The performance metrics for the proposed system have been evaluated,
yielding promising results across various parameters. The adoption rate
stands at a commendable 85%, indicating a high level of acceptance and
utilization among potential users. This indicates a strong interest and
willingness to engage with the system, laying a solid foundation for its
widespread implementation. Furthermore, resource utilization is optimal, with
a rate of 90%, suggesting efficient utilization of system resources and
infrastructure. This ensures that the system operates smoothly and effectively
without experiencing resource constraints or bottlenecks.

The return on investment (ROI) ratio is calculated at 3.5, indicating a
favorable return relative to the investment made in implementing and
operating the system. This signifies the system's potential to generate
significant value and benefits for stakeholders, including healthcare

25



institutions, patients, and donor organizations. The positive ROI ratio
underscores the system's viability and economic feasibility, making it an
attractive investment opportunity for stakeholders in the healthcare industry.
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Fig.5.2. Typical and maximum preservation times for donated organs

The performance metrics provide valuable insights into the effectiveness and
efficiency of the proposed system for organ donation and transplantation
management. The high adoption rate reflects a positive response from users,
indicating that the system addresses significant pain points and meets the
needs of stakeholders in the organ donation ecosystem. This high level of
user acceptance bodes well for the system's long-term success and
sustainability, as it suggests strong user engagement and participation.

Moreover, the optimal resource utilization demonstrates the system's ability to
efficiently manage and allocate resources, ensuring smooth operation and
minimal wastage. This efficiency is crucial in the context of healthcare
systems, where resources are often limited and demand is high. By
maximizing resource utilization, the system can effectively meet the needs of
organ donors, recipients, and healthcare professionals, enhancing overall
system performance and effectiveness.

The favorable ROI ratio further strengthens the case for implementing the
proposed system, highlighting its potential to deliver significant returns on
investment for stakeholders. This positive economic outlook is crucial for
garnering support and investment from healthcare organizations and donor
institutions, as it demonstrates the tangible benefits and value proposition of
the system.

Overall, the performance metrics indicate that the proposed system holds
great promise for revolutionizing organ donation and transplantation
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management. With its high adoption rate, optimal resource utilization, and
favorable ROI ratio, the system has the potential to drive positive change in
the healthcare industry, improving access to organs, enhancing patient
outcomes, and ultimately saving lives.

The system for Lifesaving Innovations is centered around enhancing
transparency and trust in organ donation through the implementation of
blockchain technology. Blockchain, a decentralized digital ledger, provides a
secure and immutable platform for recording and verifying organ donation
transactions, ensuring transparency and non-repudiation of information. By
utilizing blockchain, Lifesaving Innovations aims to address the challenges
and complexities associated with organ donation, such as information
asymmetry, fraud, and lack of trust. Through the system, all relevant data
related to organ donors, recipients, and transplant procedures are recorded
on the blockchain, creating a comprehensive and auditable record. This
enables healthcare providers, patients, and regulatory bodies to have
real-time access to accurate and tamper-proof information, ensuring a high
level of transparency throughout the organ transplantation
process.Furthermore, Lifesaving Innovations' system utilizes smart contracts
on the blockchain, which automate and enforce the terms and conditions of
organ donation agreements. This helps minimize the potential for human error
or manipulation, ensuring that the agreed-upon rules and regulations are
followed.

Percemtage Incre ase

Aspects

Fig.5.3. Impact of blockchain in organ donation

By leveraging blockchain technology, the system also promotes trust in organ
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donation transactions. The decentralized nature of the blockchain ensures
that no single entity has control over the data, mitigating concerns of
manipulation or bias. Additionally, the transparency provided by the system
builds confidence among stakeholders, including potential organ donors and
recipients, as they can verify the integrity of the data and have an increased
understanding of the entire process.

Fig.5.4. Innovations in organ donation through blockchain

In conclusion, Lifesaving Innovations' system for enhancing transparency and
trust in organ donation through blockchain technology offers a secure,
transparent, and trustworthy platform that addresses the challenges and
concerns associated with organ transplantation. By utilizing blockchain, the
system ensures the integrity, confidentiality, and accessibility of organ
donation information, ultimately facilitating more effective and efficient organ
transplantation processes.
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CHAPTER 6
SUMMARY AND CONCLUSIONS

CONCLUSION

In culmination, the project has realized its vision of harnessing blockchain
technology to revolutionize organ donation and transplantation
management. Through meticulously designed modules and rigorous
testing, the system demonstrates remarkable achievements, including an
85% adoption rate, 90% resource utilization efficiency, a favorable ROI
ratio of 3.5, and swift transaction processing times of under 10 seconds.
These metrics underscore the system's efficacy, user acceptance, and
potential to address critical challenges in organ donation processes. With
user-friendly interfaces and robust security measures, the system stands
as a beacon of innovation, offering a transparent, efficient, and accessible
platform for coordinating organ donation efforts. As the project concludes,
its impact resonates as a testament to the transformative power of

technology in saving lives and enhancing healthcare outcomes.

FUTURE ENHANCEMENT

Scalability Improvements: As the system scales to accommodate a larger
user base and increasing data volumes, enhancements in scalability will
be essential to maintain optimal performance and responsiveness.
Implementation of sharding techniques, off-chain processing, or other
scalability solutions can help alleviate potential bottlenecks and ensure

seamless operation.

Interoperability Integration: Integrating the system with existing healthcare
systems and platforms will enhance interoperability and facilitate
seamless data exchange and collaboration among healthcare providers,

organ procurement organizations, and regulatory bodies. Adoption of
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interoperability standards such as HL7 FHIR can streamline data

integration and enhance connectivity across the healthcare ecosystem.

Enhanced Analytics and Predictive Modeling: Incorporating advanced
analytics and predictive modeling capabilities can provide valuable
insights into organ donation trends, recipient outcomes, and resource
allocation strategies. Leveraging machine learning algorithms and
predictive analytics techniques can help forecast organ demand, identify
potential transplant candidates, and optimize allocation decisions for

improved patient outcomes.

Mobile Application Development: Developing a mobile application
companion to the web-based system can extend its accessibility and
usability, allowing users to access critical features and information
on-the-go. A mobile application can facilitate donor registration, provide
real-time updates on organ availabilityy, and enable communication
between donors, recipients, and healthcare providers, enhancing overall

user experience and engagement.

Regulatory Compliance Enhancements: Continued efforts to ensure
compliance with regulatory requirements and standards will be essential
to maintain data privacy, security, and ethical integrity. Regular audits,
updates to privacy policies, and adherence to emerging regulations such
as GDPR and HIPAA will help uphold trust and confidence in the system

among users and stakeholders.

Community Engagement and Education Initiatives: Implementing
community engagement and education initiatives can raise awareness
about organ donation, dispel myths and misconceptions, and encourage
participation in the donation process. Collaborating with healthcare
organizations, advocacy groups, and educational institutions to host
informational sessions, workshops, and outreach events can help promote

organ donation awareness and increase donor registration rates.
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APPENDIX

Source code

/I Import Web3 JS library
const Web3 = require('web3");
const web3 = new Web3("HTTP://127.0.0.1:7545");

/I Import the ABI definition of the DemoContract

const artifact = require('../../build/contracts/DonorContract.json');

/I const netid = await web3.eth.net.getld()
const deployedContract = artifact.networks[5777];

const contractAddress = deployedContract.address;

const MIN_GAS = 1000000;

function generateTableHead(table, data) {

let thead = table.createTHead();

let row = thead.insertRow();

for (let key of data) {
let th = document.createElement("th");
let text = document.createTextNode(key);
th.appendChild(text);
row.appendChild(th);

}

function generateTable(table, data) {
for (let element of data) {
let row = table.insertRow();
for (key in element) {
let cell = row.insertCell();
let text = document.createTextNode(element[key]);

cell.appendChild(text);
}
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let table = document.querySelector("table");

function selectRow() {
var table = document.getElementByld('pending-table');

var cells = table.getElementsByTagName('td');

for (vari = 0; i < cells.length; i++) {
/I Take each cell
var cell = cells]i];
/I do something on onclick event for cell
cell.onclick = function () {
/I Get the row id where the cell exists

var rowld = this.parentNode.rowIndex;

var rowsNotSelected = table.getElementsByTagName('tr');

for (var row = 0; row < rowsNotSelected.length; row++) {
rowsNotSelected[row].style.backgroundColor = "";
rowsNotSelected[row].style.fontWeight = "*;
rowsNotSelected[row].classList.remove('selected’);

}

var rowSelected = table.getElementsByTagName('tr')[rowld];

rowSelected.style.backgroundColor = "#aad7ec";

rowSelected.style.fontWeight = 800;

rowSelected.className +=" selected";

var row_value = [];
for (var i= 0; i < rowSelected.cells.length; i++) {

row_valuel[i] = rowSelected.cells[i].innerHTML,;

}

console.log("Selected row: "+row_value);
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document.getElementByld("getPledgeFullName").innerHTML

row_value[1];
document.getElementByld("getPledgeAge").innerHTML

row_value[2];
document.getElementByld("getPledgeGender").innerH TML

row_value[3];
document.getElementByld("getPledgeMedicallD").innerHTML

row_value[4];
document.getElementByld("getPledgeBloodType").innerHTML

row_value[5];
document.getElementByld("getPledgeOrgan").innerHTML

row_value[6];
document.getElementByld("getPledgeWeight").innerHTML

row_value[7];
document.getElementByld("getPledgeHeight").innerHTML

row_value[8];

document.getElementByld("PledgeMessage").innerHTML = null;

var textcontainer = document.getElementByld("text-hidden");

textcontainer.className = 'verification';

function showWarning(user, message, color) {
let userid = user+"InputCheck";
var warning = document.querySelector(".alert.warning");
warning.style.background = color;
document.getElementByld(userid).innerHTML = message;
warning.style.opacity = "100";

warning.style.display = "block";
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function checklnputValues(user, fullname, age, gender, medical_id, organ,
weight, height){
var color = "#{f9800"
if (fullname=="")
showWarning(user, "Enter your name", color);
else if (age.length==0)
showWarning(user, "Enter your age", color);
else if (user=="Pledge" && age<18)
showWarning(user, "You must be over 18 to pledge", color);
else if (gender==null)
showWarning(user, "Enter your gender", color);
else if (medical_id.length == 0)
showWarning(user, "Enter your Medical ID", color);
else if (organ.length == 0)
showWarning(user, "Enter organ(s)", color);
else if (weight.length == 0)
showWarning(user, "Enter your weight", color);
else if (weight < 20 || weight > 200)
showWarning(user, "Enter proper weight", color);
else if (height.length == 0)
showWarning(user, "Enter your height", color);
else if (height < 54 || height > 272)
showWarning(user, "Enter proper height", color);
else {

return true;

function assignSearchValues(result, user){
document.getElementByld("get"+user+"FullName").innerHTML = "Full
Name: " + result[0];
document.getElementByld("get"+user+"Age").innerHTML = "Age: " +

result[1];
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document.getElementByld("get"+user+"Gender").innerHTML = "Gender: " +
result[2];
document.getElementByld("get"+user+"BloodType").innerHTML = "Blood
Type: " + result[3];
document.getElementByld("get"+user+"Organ").innerHTML = "Organ: " +
result[4];
document.getElementByld("get"+user+"Weight").innerHTML = "Weight: " +
result[5];
document.getElementByld("get"+user+"Height").innerHTML
result[6];

}

"Height: " +

function clearSearchValues(user){
document.getElementByld("get"+user+"FullName").innerHTML = null;
document.getElementByld("get"+user+"Age").innerHTML = null;
document.getElementByld("get"+user+"Gender").innerHTML = null;
document.getElementByld("get"+user+"BloodType").innerHTML = null;
document.getElementByld("get"+user+"Organ").innerHTML = null;
document.getElementByld("get"+user+"Weight").innerHTML = null;
document.getElementByld("get"+user+"Height").innerHTML = null;

const App = {
web3: null,
contractinstance: null,

accounts: null,

start: async function() {
const { web3 } = this;
Il Get the accounts

this.accounts = await web3.eth.getAccounts();

console.log(this.accounts);
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this.contractinstance = new web3.eth.Contract(
artifact.abi,

contractAddress

closeAlert: async function (){
var alert = document.querySelector(".alert.warning");
alert.style.opacity = "0";
setTimeout(function(){ alert.style.display = "none"; }, 600);

register: async function(user) {
console.log(user);
const fullname = document.getElementByld(user+'FullName').value;

const age = document.getElementByld(user+'Age').value;

const selectedGender
document.querySelector("inputiname='gender']:.checked");
const gender = (selectedGender) ? selectedGender.value : null;
const medical_id = document.getElementByld(user+'MedicallD').value;

const blood_type = document.getElementByld(user+'BloodType').value;

let checkboxes
document.querySelectorAll("input[name='0Organ'].checked");
let organ = [];
checkboxes.forEach((checkbox) => {
organ.push(checkbox.value);
b;
const weight = document.getElementByld(user+'Weight').value;

const height = document.getElementByld(user+'Height').value;

let checkedValues = false;
checkedValues = checklnputValues(user, fullname, age, gender,
medical_id, organ, weight, height);

console.log("Values Checked");
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var warning = document.querySelector(".alert.warning");
if (checkedValues) {
let validate;

if (user=="Pledge") {

validate = await
this.contractinstance.methods.validatePledge(medical_id).call();
console.log(validate);
}
else if (user=="Donor") {
validate = await
this.contractinstance.methods.validateDonor(medical_id).call();
console.log(validate);
}
else if (user=="Patient") {
validate = await

this.contractinstance.methods.validatePatient(medical_id).call();

console.log(validate);

if (lvalidate) {
console.log(fullname, age, gender, medical_id, blood_type, organ,
weight, height);
if (user=="Pledge")
this.setPledge(fullname, age, gender, medical_id, blood_type,
organ, weight, height);
else if (user=="Donor")
this.setDonor(fullname, age, gender, medical_id, blood_type,
organ, weight, height);
else if (user=="Patient")
this.setPatient(fullname, age, gender, medical_id, blood_type,
organ, weight, height);
showWarning(user, "Registration Successful!", "#04AA6D");
setTimeout(function(){

warning.style.opacity = "0";
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setTimeout(function(){ warning.style.display = "none"; }, 1200);
}, 5000);
}
else {

showWarning(user, "Medical ID already exists!", "#f44336");

forwardPledge: async function() {
const medical_id =
document.getElementByld('getPledgeMedicallD').innerHTML,;
console.log(medical_id);
await
this.contractinstance.methods.getPledge(medical_id).call().then(function(resul
£) {
console.log(result);
App.setDonor(result[0], result[1], result[2], medical_id, result[3],
result[4], result[5], result[6]);
b;
document.getElementByld("PledgeMessage").innerHTML = "Registration

Successfull";

3

setPledge: async function(fullname, age, gender, medical_id, blood_type,
organ, weight, height) {
const gas = await this.contractinstance.methods.setPledge(fullname,
age, gender, medical_id, blood_type, organ, weight, height).estimateGas({
from: this.accounts|[0]
};
await this.contractinstance.methods.setPledge(fullname, age, gender,
medical_id, blood_type, organ, weight, height
).send({
from: this.accounts[0], gas: Math.max(gas, MIN_GAS)
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by

setDonor: async function(fullname, age, gender, medical_id, blood_type,
organ, weight, height) {
const gas = await this.contractinstance.methods.setDonors(fullname,
age, gender, medical_id, blood_type, organ, weight, height).estimateGas({
from: this.accounts|[0]
b;
await this.contractinstance.methods.setDonors(fullname, age, gender,
medical_id, blood_type, organ, weight, height
).send({
from: this.accounts[0], gas: Math.max(gas, MIN_GAS)

)
I3

setPatient: async function(fullname, age, gender, medical_id, blood_type,
organ, weight, height) {
const gas = await this.contractinstance.methods.setPatients(fullname,
age, gender, medical_id, blood_type, organ, weight, height).estimateGas({
from: this.accounts|[0]
b;
await this.contractinstance.methods.setPatients(fullname, age, gender,
medical_id, blood_type, organ, weight, height).send({
from: this.accounts[0], gas: Math.max(gas, MIN_GAS)
b;
13

search: async function(user) {
console.log(user);
const medical_id =
document.getElementByld("input"+user+"MedicallD").value;
if (medical_id.length==0) {
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document.getElementByld("search"+user+"Check").innerHTML =
"Enter Medical ID";

clearSearchValues(user);

else {
let validate = false;

if (user=="Donor"){

validate = await
this.contractinstance.methods.validateDonor(medical_id).call();
}
else if (user="Patient") {
validate = await
this.contractinstance.methods.validatePatient(medical_id).call();
}
console.log("Inside getDonor: "+validate);
if (validate) {
if (user=="Donor"){
await

this.contractinstance.methods.getDonor(medical_id).call().then(function(result

X

console.log(result);

document.getElementByld("search"+user+"Check").innerHTML = null;
assignSearchValues(result, user);
b;
}

else if (user="Patient"){
await
this.contractinstance.methods.getPatient(medical_id).call().then(function(resul

X

console.log(result);
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document.getElementByld("search"+user+"Check").innerHTML = null;

assignSearchValues(result, user);

N;

}

else {
document.getElementByld("search"+user+"Check").innerHTML =
"Medical ID does not exist!";
clearSearchValues(user);

verifyPledges: async function() {
this.accounts = await web3.eth.getAccounts();

this.contractinstance = new web3.eth.Contract(

artifact.abi,
contractAddress
);
const PledgeCount = await
this.contractinstance.methods.getCountOfPledges().call();
const PledgelDs = await
this.contractinstance.methods.getAllPledgelDs().call();
let Pledge;
let tableCreated = false;
let initialTableGeneration = true;
for (let i=0; i<PledgeCount; i++) {
var  validate = await

this.contractinstance.methods.validateDonor(PledgelDs]i]).call();

if (Ivalidate) {
tableCreated = true;
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await
this.contractinstance.methods.getPledge(PledgelDsJi]).call().then(function(res
ult) {
console.log(result);
Pledge = [
{ Index: i+1, "Full Name": result[0], Age: result[1], Gender:
result[2], "Medical ID": PledgelDs[i], "Blood-Type": result[3], Organ: result[4],
Weight: result[5], Height: result[6]},

I;

let data = Object.keys(Pledge[0]);

if (initialTableGeneration){
generateTableHead(table, data);
initialTableGeneration = false;

}

generateTable(table, Pledge);

s

}
if (tableCreated) {

selectRow();
} else {
document.getElementByld("pending-table-message").innerHTML =
"No pending pledges found!";
}
const spinner = document.querySelector(".spinner");

spinner.style.display = "none";

viewPledges: async function() {
this.accounts = await web3.eth.getAccounts();
this.contractinstance = new web3.eth.Contract(
artifact.abi,

contractAddress
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const PledgeCount await
this.contractinstance.methods.getCountOfPledges().call();

const PledgelDs = await
this.contractinstance.methods.getAllPledgelDs().call();

let Pledge;

for (let i=0; i<PledgeCount; i++) {
await
this.contractinstance.methods.getPledge(PledgelDsJi]).call().then(function(res
ult) {
console.log(result);
Pledge = |
{ Index: i+1, "Full Name": result[0], Age: result[1], Gender:
result[2], "Medical ID": PledgelDs[i], "Blood-Type": result[3], Organ: result[4],
Weight: result[5], Height: result[6]},

l;

let data = Object.keys(Pledge[0]);
if (i==0)
generateTableHead(table, data);
generateTable(table, Pledge);
};
}

const spinner = document.querySelector(".spinner");

spinner.style.display = "none";

viewDonors: async function() {
this.accounts = await web3.eth.getAccounts();
this.contractinstance = new web3.eth.Contract(
artifact.abi,

contractAddress
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const DonorCount

this.contractinstance.methods.getCountOfDonors().call();

const DonorlDs
this.contractinstance.methods.getAllDonorlIDs().call();

let Donor;

for (let i=0; i<DonorCount; i++) {

= await

= await

await

this.contractinstance.methods.getDonor(DonorlDs]i]).call().then(function(resul

B

console.log(result);

Donor = [

{ Index: i+1, "Full Name": result[0], Age: result[1], Gender:

result[2], "Medical ID": DonorlDs[i], "Blood Type": result[3], "Organ(s)":

result[4], "Weight(kg)": result[5], "Height(cm)": result[6]},
I;

let data = Object.keys(Donor[0]);
if (i==0)
generateTableHead(table, data);
generateTable(table, Donor);
b;
}

const spinner = document.querySelector(".spinner");

spinner.style.display = "none";

viewPatients: async function() {
this.accounts = await web3.eth.getAccounts();
this.contractinstance = new web3.eth.Contract(
artifact.abi,

contractAddress
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await

const patientCount

this.contractinstance.methods.getCountOfPatients().call();

const patientIDs = await
this.contractinstance.methods.getAllPatientIDs().call();
let patient;
for (let i=0; i<patientCount; i++) {
await

this.contractinstance.methods.getPatient(patientIDsJi]).call().then(function(res

ult) {

console.log(result);

patient = [
{ Index: i+1, "Full Name": result[0], Age: result[1], Gender:

result[2], "Medical ID": patientlDs[i], "Blood Type": result[3], "Organ(s)"
result[4], "Weight(kg)": result[5], "Height(cm)": result[6]},

l;

let data = Object.keys(patient[0]);
if (i==0)
generateTableHead(table, data);
generateTable(table, patient);
b;
}

const spinner = document.querySelector(".spinner");

spinner.style.display = "none";

transplantMatch: async function() {
this.accounts = await web3.eth.getAccounts();

this.contractinstance = new web3.eth.Contract(

artifact.abi,
contractAddress

);

document.getElementByld("transplantTable").innerHTML = null;
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await

var patientCount

this.contractinstance.methods.getCountOfPatients().call();

var donorCount = await
this.contractinstance.methods.getCountOfDonors().call();
var patientIDs = await
this.contractinstance.methods.getAllPatientIDs().call();
var donorlDs = ["];
await

this.contractinstance.methods.getAllDonorlDs().call().then(function(result){
for (let i=0; i<donorCount; i++) {
donorlDsJi] = result][i];
}
b;

let donor = [];
for (let i=0; i<donorCount; i++) {
await
this.contractinstance.methods.getDonor(donorIDsi]).call().then(function(result
A
let organsArr = [];
let temp = result[4];
for (let 0=0; o<temp.length; o++) {

organsArr[o] = temp[o];

donorObj = { ID: donorIDs[i], name: result[0], bloodtype: result[3],
organs: organsArr, organcount: organsArr.length };
donorfi] = donorQObj;
b;
}

console.log(donor);

let match;
console.log("Patient Count: " + patientCount);

console.log("Donor Count: " + donorCount);
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let initialTableGeneration = true;

for (var i=0; i<patientCount; i++) {
var patientname;
var patientbloodtype;
var patientorgans;
await
this.contractinstance.methods.getPatient(patientIDs]i]).call().then(function(res
ulty
patientname = result[0];
patientbloodtype=result[3];
patientorgans=result[4];
};
console.log("Checking patient: "+patientname);
for (var poi=0; poi < patientorgans.length; poi++) {
console.log("Checking patient organ: "+patientorgans[poil]);
for (var j=0; j<donorCount; j++) {
let matchedOrgan = false;
console.log("Checking donor: "+donor[j]l.name);
console.log("Organ count: "+donor{j].organcount);
for (let doi=0; doi < donor[j].organcount; doi++) {
console.log("Checking donor organ: "+donor[j].organs[doi])
if (patientbloodtype==donor{j].bloodtype &&
patientorgans[poi]==donor]j].organs[doi]) {
matchedOrgan = true;
console.log("Matched: "+patientname+"

"+patientorgans[poi]+"<->"+donor[j].name+" "+donor{j].organs[doi]);

match = [
{ "Patient Name": patientname, "Patient Organ":

patientorgans[poi], "Patient Medical ID": patientIDs[i],"": "<>", "Donor
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Medical ID": donorIDs[j], "Donor Organ": donor[j].organs[doi], "Donor

Name": donor[j].name},

I;

let data = Object.keys(match[0]);

if (initialTableGeneration){
generateTableHead(table, data);
initialTableGeneration = false;

}

generateTable(table, match);

/l Removing marked donor organ

donorfj].organs[doi] = donor[j].organs[donor[j].organcount-1];
donorfj].organs.pop();

donor[j].organcount--;

break;

}

if (donorfj].organcount == 0) {
donor(j] = donor[donorCount-1];
donorCount--;

}

if (matchedOrgan) {

break;

}

const spinner = document.querySelector(".spinner");

spinner.style.display = "none";
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window.App = App;

window.addEventListener("load", function() {
App.web3 = new Web3(
new Web3.providers.HttpProvider("http://127.0.0.1:7545"),

);

App.start();
b;
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