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ABSTRACT

Over the way of time, electronic voting has created as an option for paper polling

from casting a ballot to bring down redundancies and irregularities. Because of the

various security and protection weaknesses talented throughout the long term, past

consequences of e-casting a ballot inside the most recent thirty years show that it

has as of now not been a hit. All digital forms of money are fundamentally founded on

block chain. It depends on the statute of dissemination and decentralization. The

worth in a Blockchain can be anything. Inside the instance of cryptographic forms of

money, it takes the important of money or cash. Blockchain can be utilized on this

endeavour to sidestep votes between occasions. The citizens are one party and the

applicant who procures the vote is the inverse. Without having a controlling focal

power body, the square chain can be carried out in an additional a steady way in

mass electing casting a ballot works out. Vote projecting framework that utilizes an

additional a steady, sealed square chain (unchanging to casting a ballot change

either by various electors or through any outsider) and is financially savvy. The citizen

can make the choice from their home, this framework will keep away from proxy

projecting and recasting. After the client made their choice, they can likewise see

their made choice.

The blockchain database isn’t stored in any single location, meaning the records it

keeps are truly public and easily verifiable. No centralized version of this information

exists for a hacker to corrupt. Hosted by millions of computers simultaneously, its

data is accessible to anyone on the internet. Casting a vote is not only the right of a

citizen but also a responsibility of the citizen. The citizens of a country get an

opportunity to vote for their representatives who will represent the needs and

suggestions of citizens. These representatives are elected through the process called

elections. The traditional electoral system necessitates the actual presence of the

voter which causes discomfort to the physically challenged people. Also, there are

chances of vote tampering. This paper discusses the proposed solution that will

solve the above problems. Our proposed solution is to use an Online Voting System

using Ethereum Blockchain.



TABLE OF CONTENT

CHAPTER
NO.

TITLE PAGE
NO.

ABSTRACT v

LIST OF FIGURES vii

1 INTRODUCTION 1

1.1 DOMAIN INTRODUCTION 1

1.2 FEATURES OF BLOCKCHAIN 15

1.3 MOTIVATION 17

1.4 OBJECTIVE 18
2 LITERATURE SURVEY 19

2.1 LITERATURE REVIEW 19

2.2 COMPARISON OF EXISTING WORK 23

2.3 SUMMARY OF EXISTING WORK 24
3 REQUIREMENTS ANALYSIS 25

3.1 SYSTEM ARCHITECTURE 26

3.2 MODULES 27

3.3 LANGUAGE SPECIFICATION 28

3.4 REQUIREMENT ANALYSIS 31
4 DESCRIPTION OF PROPOSED SYSTEM 33

4.1 STANDARDS 33

4.2 CONSTRAINTS 33
5 IMPLEMENTATION DETAILS 35
6 RESULTS AND DESCUSSIONS 39
7 CONCLUSION 44

APPENDIX 46
A. SOURCE CODE 46
B. SCREENSHOTS 56

C. RESEARCH PAPER 59



LIST OF FIGURES

FIGURE
NO.

FIGURE NAME PAGE
NO.

1.1 Blockchain Framework 2
1.2 Features of Blockchain 15

3.1 Architecture Diagram 26

3.2 Blockchain Based Voting System 26

5.1 Node Server 37

6.1 Ganache 39

6.2 Candidate Registration 40

6.3 Voter Registration 40

6.4 Candidate Verification 41

6.5 Candidate Selection 41

6.6 Admin Login 42

6.7 Vote Confirmation 42

6.8 Election Results 43



CHAPTER 1

INTRODUCTION

1.1 DOMAIN INTRODUCTION

Blockchain is a technology that is rapidly gaining momentum in era of industry

4.0. With high security and transparency provisions, it is being widely used

in supply chain management systems, healthcare, payments, business, IoT,

voting systems,etc.

Blockchain technology offers decentralized nodes for e-voting and is used

to create e- voting systems, mainly because of their end-to-end verification

benefits. This technology is an excellent replacement for traditional e-voting

solutions with distributed performance, reliability and security.

Blockchain

The blockchain is an undeniably ingenious invention the brainchild of a

person or group of people known by the pseudonym, Satoshi Nakamoto.

But since then, it has evolved into something greater. By allowing digital

information to be distributed but not copied, blockchain technology created

the backbone of a new type of internet. Originally devised for the digital

currency, Bitcoin, the tech community is now finding other potential uses

for the technology.

Bitcoin has been called “digital gold,” and for a good reason. To date, the

total value of the currency is close to $112 billion US. And blockchains can

make other types of digital value. Like the internet you don’t need to know

how the blockchain works to use it. However, having a basic knowledge of

this new technology shows why it’s considered revolutionary. The below

figure describes about the blockchain framework.



Fig:1.1: Blockchain Framework

Blockchain Technology

The blockchain is an incorruptible digital ledger of economic transactions

that can be programmed to record not just financial transactions but

virtually everything of value. Picture a spreadsheet that is duplicated

thousands of times across a network of computers. Then imagine that this

network is designed to regularly update this spreadsheet and you have a

basic understanding of the blockchain.

Information held on a blockchain exists as a shared and continually

reconciled database. This is a way of using the network that has obvious

benefits. The blockchain database isn’t stored in any single location,

meaning the records it keeps are truly public and easily verifiable. No

centralized version of this informationexists for a hacker to corrupt. Hosted

by millions of computers simultaneously, its data is accessible to anyone

on the internet.



Blockchain as Google Docs

The traditional way of sharing documents with collaboration is to send a

Microsoft Word document to another recipient and ask them to make

revisions to it. The problem with that scenario is that you need to wait until

receiving a return copy before you can see or make other changes because

you are locked out of editing ituntil the other person is done with it. That’s

how databases work today. Two ownerscan’t be messing with the same

record at once. That’s how banks maintain money balances and transfers;

they briefly lock access (or decrease the balance) while theymake a

transfer, then update the other side, then re-open access (or update again).

With Google Docs (or Google Sheets), both parties have access to the

samedocument at the same time, and the single version of that document

is always visibleto both of them. It is like a shared ledger, but it is a shared

document. The distributedpart comes into play when sharing involves a

number of people.

Imagine the number of legal documents that should be used that way.

Instead of passing them to each other, losing track of versions, and not

being in sync with the other version, why can’t all business documents

become shared instead of transferred back and forth? So many types of

legal contracts would be ideal for that kind of workflow. You don’t need a

blockchain to share documents, but the shared documents analogy is a

powerful one.”

Blockchain Durability and robustness

Blockchain technology is like the internet in that it has a built-in robustness.

By storing blocks of information that are identical across its network, the

blockchain cannot:



• Be controlled by any single entity

• Has no single point of failure



Bitcoin was invented in 2008. Since that time, the Bitcoin blockchain has

operated without significant disruption. (To date, any of problems

associated with Bitcoin have been due to hacking or mismanagement. In

other words, these problems come from bad intention and human error, not

flaws in the underlying concepts.) The internet itself has proven to be

durable for almost 30 years. It’s a track record that bodes well for

blockchain technology as it continues to be developed.

“As revolutionary as it sounds, Blockchain truly is a mechanism to bring

everyone to the highest degree of accountability. No more missed

transactions, human or machine errors, or even an exchange that was not

done with the consent of the parties involved. Above anything else, the

most critical area where Blockchain helps is to guarantee the validity of a

transaction by recording it not only on a main register but a connected

distributed system of registers, all of which are connectedthrough a secure

validation mechanism.”

Transparent and incorruptible

The blockchain network lives in a state of consensus, one that

automatically checks in with itself every ten minutes. A kind of self-auditing

ecosystem of a digital value, the network reconciles every transaction that

happens in ten- minute intervals.Each group of these transactions is

referred to as a “block”. Two important properties result from this:

• Transparency data is embedded within the network as a whole,

by definitionit is public.

• It cannot be corrupted altering any unit of information on the

blockchain wouldmean using a huge amount of computing power to

override the entire network.



In theory, this could be possible. In practice, it’s unlikely to happen. Taking

control of the system to capture Bitcoins, for instance, would also have the



effect of destroying their value.

Node

Computer connected to the blockchain network using a client that performs

the task of validating and relaying transactions gets a copy of the

blockchain, which gets downloaded automatically upon joining the

blockchain network. Together theycreate a powerful second-level network,

a wholly different vision for how the internet can function. Every node is an

“administrator” of the blockchain and joins the network voluntarily (in this

sense, the network is decentralized). However, each onehas an incentive for

participating in the network: the chance of winning Bitcoins.

Nodes are said to be “mining” Bitcoin, but the term is something of a

misnomer. In fact, each one is competing to win Bitcoins by solving

computational puzzles. Bitcoin was the raison dieter of the blockchain as it

was originally conceived. It’s now recognized to be only the first of many

potential applications of the technology.There are an estimated 1600

Bitcoin- like cryptocurrencies (exchangeable value tokens) already

available. As well, a range of other potential adaptations of the original

blockchain concept are currently active, or in development.

The Idea of Decentralization

By design, the blockchain is a decentralized technology. Anything that

happens onit is a function of the network as a whole. Some important

implications stem from this. By creating a new way to verify transactions

aspects of traditional commerce could become unnecessary. Stock market

trades become almost simultaneous on the blockchain, for instance or it

could make types of record keeping, like a land registry, fully public. And

decentralization is already a reality. A global network of computers uses

blockchain technology to jointly manage the database that records Bitcoin



transactions. That is, Bitcoin is managed by its network, and not any one

central authority. Decentralization means the network operates on a

user-to- user (or peer-to-peer) basis.



Usage of Blockchain

As web infrastructure, you don’t need to know about the blockchain for it to

be useful in your life. Currently, finance offers the strongest use cases for

the technology. International remittances, for instance. The World Bank

estimates that over $430 billion US in money transfers were sent in 2015.

And at the moment thereis a high demand for blockchain developers.

The blockchain potentially cuts out the middleman for these types of

transactions. Personal computing became accessible to the general public

with the invention of the Graphical User Interface (GUI), which took the form

of a “desktop”. Similarly, the most common GUI devised for the blockchain

are the so-called “wallet” applications, which people use to buy things with

Bitcoin, and store it along with other cryptocurrencies. Transactions online

are closely connected to the processesof identity verification. It is easy to

imagine that wallet apps will transform in the coming years to include other

types of identity management.

The Blockchain & Enhanced Security

By storing data across its network, the blockchain eliminates the risks that

come with data being held centrally. Its network lacks centralized points of

vulnerability that computer hackers can exploit. Today’s internet has

security problems that are familiar to everyone. We all rely on the

“username/password” system to protect our identity and assets online.

Blockchain security methods use encryption technology.The basis for this

is the so-called public and private keys. A public key (a long, randomly

generated string of numbers) is a users’ address on the blockchain.

Bitcoins sent across the network gets recorded as belonging to

thataddress. The “private key” is like a password that gives its owner

access to their Bitcoin or other digital assets. Store your data on the



blockchain and it is incorruptible. This is true, although protecting your

digital assets will also require safeguarding of your privatekey by printing it

out, creating what’s referred to as a paper wallet.



A Second-Level Network

With blockchain technology, the web gains a new layer of functionality.

Already, users can transact directly with one another Bitcoin transactions in

2017 averaged around $2 billion US per day. With the added security

brought by the blockchain new internet business are on track to unbundle

the traditional institutions of finance.

Goldman Sachs believes that blockchain technology holds great potential

speciallyto optimize clearing and settlements and could represent global

savings of up to

$6bn per year.

The Blockchain a New Web3.0

Indeed.com, one of the biggest job portals in the world, published some

interestingstatistics regarding the rise of Blockchain jobs. It looks like the

number of blockchain jobs increased from December 2016 to December

2017 by a staggering 207%. But that’s not the end of it.

According to the stats, this number has increased by, a scarcely believable

631% since November 2015. The blockchain gives internet users the ability

to create valueand authenticates digital information. What will new business

applications result?

Smart contracts

Distributed ledgers enable the coding of simple contracts that will execute

when specified conditions are met. Ethereum is an open source blockchain

project that was built specifically to realize this possibility. Still, in its early

stages, Ethereum has the potential to leverage the usefulness of



blockchains on a truly world-changing scale.



At the technology’s current level of development, smart contracts can be

programmed to perform simple functions. For instance, a derivative could

be paid out when a financial instrument meets certain benchmark, with the

use of blockchaintechnology and Bitcoin enabling the payout to be

automated.

The Sharing economy

With companies like Uber and Airbnb flourishing, the sharing economy is

already aproven success. Currently, however, users who want to hail a ride-

sharing service have to rely on an intermediary like Uber. By enabling peer-

to-peer payments, the blockchain opens the door to direct interaction

between parties a truly decentralized sharing economy result.

An early example, Open Bazaar uses the blockchain to create a peer- to-

peer eBay. Download the app onto your computing device, and you can

transact with Open Bazaar vendors without paying transaction fees. The

“no rules” ethos of the protocol means that personal reputation will be even

more important to business interactions than it currently is one Bay.

Crowd funding

Crowd funding initiatives like Kick starter and Go Fund Me are doing the

advance work for the emerging peer-to-peer economy. The popularity of

these sites suggests people want to have a direct say in product

development. Blockchains take this interest to the next level, potentially

creating crowd- source adventure capital funds.

In 2016, one such experiment, the Ethereum-based DAO (Decentralized

Autonomous Organization), raised an astonishing $200 million US Din just

over twomonths. Participants purchased “DAO tokens” allowing them to



vote on smart contract venture capital investments (voting power was

proportionate to the number of DAO they were holding).



A subsequent hack of project funds proved that the project was launched

without proper due diligence, with disastrous consequences. Regardless,

the DAO experiment suggests the blockchain has the potential to usher in

“a new paradigm of economic cooperation.”

Governance

By making the results fully transparent and publicly accessible, distributed

database technology could bring full transparency to elections or any other

kind of poll taking. Ethereum-based smart contracts help to automate the

process.

The app, Boardroom, enables organizational decision-making to happen on

the blockchain. In practice, this means company governance becomes fully

transparent and verifiable when managing digital assets, equity, or

information.

Supply chain Auditing

Consumers increasingly want to know that the ethical claims companies

make about their products are real. Distributed ledgers provide an easy way

to certify that the backstories of the things we buy are genuine.

Transparency comes with blockchain-based time stamping of a date and

location on ethical diamonds, for instance that corresponds to a product

number. The UK- based Provenance offers supply chain auditing for a

range of consumer goods.

Making use of the Ethereum blockchain, a Provenance pilot project ensures



that fish sold in Sushi restaurants in Japan has been sustainably harvested

by its suppliers in Indonesia.



File storage

Decentralizing file storage on the internet brings clear benefits. Distributing

data throughout the network protects files from getting hacked or lost. Inter

Planetary File System (IPFS) makes it easy to conceptualize how a

distributed web might operate.

Like the way a bit torrent moves data around the internet, IPFS gets rid of

the need for centralized client-server relationships (i.e., the current web). An

internet made up of completely decentralized websites has the potential to

speed up file transfer and streaming times. Such an improvement is not

only convenient. It’s a necessary upgrade to the web’s currently overloaded

content-delivery systems.

Prediction markets

The crowd sourcing of predictions on event probability is proven to have a

high degree of accuracy. Averaging opinions cancels out the unexamined

biases that distort judgment.

Prediction markets that payout according to event outcomes are already

active. Blockchains are a “wisdom of the crowd” technology that will no

doubt find other applications in the years to come.

The prediction market application Augur makes share offerings on the

outcome of real-world events. Participants can earn money by buying into

the correct prediction. The more shares purchased in the correct outcome,

the higher the payout will be. With a small commitment of funds (less than a

dollar), anyone can ask a question, create a market based on a predicted

outcome, and collect half of all transaction fees the market generates.



Protection of intellectual property

As is well known, digital information can be infinitely reproduced and

distributed widely thanks to the internet. This has given web users globally

a goldmine of free content. However, copyright holders have not been so

lucky, losing control over theirintellectual property and suffering financially

as a consequence. Smart contracts can protect copyright and automate the

sale of creative works online, eliminating the risk of file copying and

redistribution. Mycelia uses the blockchain to create a peer-to-peer music

distribution system.

Founded by the UK singer-songwriter Imogen Heap, Mycelia enables

musicians tosell songs directly to audiences, as well as license samples to

producers and divvy up royalties to songwriters and musicians all of these

functions being automated bysmart contracts. The capacity of blockchains

to issue payments in fractional cryptocurrency amounts (micropayments)

suggests this use case for the blockchain has a strong chance of success.

Internet of Things (IoT)

The network-controlled management of certain types of electronic devices

for instance, the monitoring of air temperature in a storage facility. Smart

contracts make the automation of remote systems management possible. A

combination of software, sensors, and the network facilitates an exchange

of data between objects and mechanisms. The result increases system

efficiency and improves cost monitoring.

The biggest players in manufacturing, tech and telecommunications are all

vying for IoT dominance. Think Samsung, IBM, and AT&T. A natural

extension of existing infrastructure controlled by incumbents, IoT

applications will run the gamutfrom predictive maintenance of mechanical



parts to data analytics, and mass-scaleautomated systems management.



Neighborhood Microgrids

Blockchain technology enables the buying and selling of the renewable

energy generated by neighborhood microgrids. When solar panels make

excess energy, Ethereum-based smart contracts automatically redistribute

it. Similar types of smartcontract automation will have many other

applications as the IoT becomes a reality.Located in Brooklyn, Consensus

is one of the foremost companies globally that is developing a range of

applications for Ethereum. One project they are partnering on is Transactive

Grid, working with the distributed energy outfit, LO3. Aprototype project

currently up and running uses Ethereum smart contracts to automate the

monitoring and redistribution of microgrid energy. This so-called “intelligent

grid” is an early example of IoT functionality.

Identity management

There is a definite need for better identity management on the web. The

ability to verify your identity is the lynchpin of financial transactions that

happen online. However, remedies for the security risks that come with web

commerce are imperfect at best. Distributed ledgers offer enhanced

methods for proving who you are, along with the possibility to digitize

personal documents. Having a secure identity will also be important for

online interactions for instance, in the sharing economy. A good reputation,

after all, is the most important condition for conductingtransactions online.

Developing digital identity standards is proving to be a highly complex

process. Technical challenges aside, a universal online identity solution

requires cooperation between private entities and government. Add to that

the need to navigate legal systems in different countries and the problem

becomes exponentially difficult. E-Commerce on the internet currently relies

on the SSL certificate (the little green lock) for secure transactions on the



web. Netkiisa startupthat aspires to create an SSL standard for the

blockchain. Having recently announced a $3.5 million seed round, Netik

expects a product launch in early 2017.



AML and KYC

Anti-money laundering (AML) and know your customer (KYC) practices

have a strong potential for being adapted to the blockchain. Currently,

financial institutionsmust perform a labor-intensive multi-step process for

each new customer. KYC costs could be reduced through cross-institution

client verification, and at the same time increase monitoring and analysis

effectiveness.

Startup Polyconic has an AML/KYC solution that involves analyzing

transactions. Those transactions identified as being suspicious are

forwarded on to compliance officers. Another startup trade is developing an

application called Trust in Motion (Tim). Characterized as an “Instagram for

KYC”, Tim allows customers to take a snapshot of key documents

(passport, utility bill, etc.). Once verified by the bank, this data is

cryptographically stored on the blockchain.

Data management

Today, in exchange for their personal data people can use social media

platforms like Facebook for free. In future, users will have the ability to

manage and sell the data their online activity generates. Because it can be

easily distributed in small fractional amounts, Bitcoin, or something like it

will most likely be the currency that gets used forth is type of transaction.

The MIT project Enigma understands that user privacy is the key

precondition for creating of a personal data marketplace. Enigma uses

cryptographic techniques to allow individual data sets to be split between

nodes, and at the same time run bulk computations over the data group as

a whole. Fragmenting the data also makes Enigma scalable (unlike those

blockchain solutions where data gets replicated on every node). A Beta



launch is promised within the next six months.



Land title registration

As Publicly accessible ledgers, blockchains can make all kinds of record-

keeping more efficient. Property titles are a case in point. They tend to be

susceptible to fraud, as well as costly and labor intensive to administer.

A number of countries are undertaking blockchain-based land registry

projects. Honduras was the first government to announce such an initiative

in 2015, althoughthe current status of that project is unclear. This year, the

Republic of Georgia cemented a deal with the Bit fury Group to develop a

blockchain system for property titles. Reportedly, Hernando de Soto, the

high- profile economist and property rights advocate, will be advising on

the project. Most recently, Sweden announced it was experimenting with a

blockchain application for property titles.

Stock trading

The potential for added efficiency in share settlement makes a strong use

case for blockchains in stock trading. When executed peer-to-peer, trade

confirmations become almost instantaneous (as opposed to taking three

days for clearance). Potentially, this means intermediaries such as the

clearing house, auditors and custodians get removed from the process.

Numerous stock and commodities exchanges are prototyping blockchain

applications for the services they offer, including the ASX (Australian

Securities Exchange), the Deutsche Brose (Frankfurt’s stock exchange) and

the JPX (Japan Exchange Group). Most high profile because the

acknowledged first mover in the area, is the Nasdaq’s LINQ, a platform for

private market trading (typically between pre-IPO startups and investors). A

partnership with the blockchain tech company Chain, LINQ announced the

completion of it its first share trade in 2015. More recently, Nasdaq



announced the development of a trial blockchain project for proxyvoting on

the Estonian Stock Market.



1.1 FEATURES OF BLOCKCHAIN

The below figure describes about the main features of blockchain technology.

Fig: 1.2: Features of Blockchain

Increased Capacity

It increases the capacity of the whole network, since there are lot of

computers working together which offers a great power in total then few of

the devices where the things are centralized.

Better Security

There is no chance of shutting down of the system since Blockchain

technology hasa better security. The main reason is that the Blockchain

network is secured by a number of computers called nodes and transaction

on this network is confirmed bythese nodes.



Immutability

One of the main values of Blockchain is creating immutable ledgers. The

databases which are centralized are most likely to get hacked and to keep

these databases secure they require trust in the third party.

Faster Settlement

A lot of settlement time is required, which usually takes days to proceed

maycause the traditional banking systems to slow down. Because of this

reason these banking institutes needs to upgrade their banking systems.

With the help of Blockchain technology we can solve this problem as it can

settle money transfer at really fast speeds. It provides convenience to the

consumers since it saves a lot of time and money from these institutions.

Decentralized System

The decentralized technology gives the power to store assets in a network

which further accesses by the means of the internet. An asset can be like a

document, a contract, etc. By this the owner can have a direct control over

his account which gives the owner a power to transfer his assets to anyone

he wants to by themeans of a Key that is linked to his account.

Minting

By help of the Blockchain we can solve the various ways of minting a

problem of manipulation. The role of the miner is to create a block for many

new methods which has also been introduced as proof of work is the

approach by which an individual can prove that he is engaged in a

significant amount of computation work.



1.1 MOTIVATION

Electronic voting systems have been the subject of active research for

decades, with the goal to minimize the cost of running an election, while

ensuring the election integrity by fulfilling the security, privacy, and

compliance requirements [1]. Replacing the traditional pen and paper

scheme with a new election system hasthe potential to limit fraud while

making the voting process traceable and verifiable [2]. Blockchain is a

distributed, immutable, incontrovertible, public ledger. This new technology

has three main features:(i) Immutability: Any proposed “new block” to the

ledger must reference the previous version of the ledger.

This creates an immutable chain, which is where the blockchain gets its

name from,and prevents tampering with the integrity of the previous entries.

(ii) Verifiability: The ledger is decentralized, replicated, and distributed over

multiple locations. Thisensures high availability (by eliminating a single point

of failure) and provides third- party verifiability as all nodes maintain the

consensus version of the ledger. (iii) Distributed Consensus: A distributed

consensus protocol to determine who can append the next new transaction

to the ledger. A majority of the network nodes must reach a consensus

before any new proposed block of entries becomes a permanent part of the

ledger.



1.1 OBJECTIVES

• Electronic voting or e-voting has been used in varying forms since1970s.

• With fundamental benefits over paper based systems as increased

efficiency and reduced errors.

• However, there remain challenges to achieve wide spread adoption of

such systems especially with respect to improving their resilience

against potential faults.

• Blockchain is a disruptive technology of current era and promises to

improve theoverall resilience of e-voting systems.

• To present an effort to leverage benefits of blockchain such as

cryptographic foundations.

• Transparency to achieve an effective scheme fore-voting.

• To achieve end-to-end verifiability.

• To provide an opportunity to cast their vote from home itself.

• To implement Effective hashing techniques for ensuring the security of the

data.



CHAPTER 2
LITERATURE SURVEY

2.1 LITERATURE REVIEW

Olaniyi Olayemi M et al (2017) has presented the performance assessment

of an imperceptible and robust secured Stefano-cryptographic model of

electronic voting. The Performance analysis was achieved based on the

degree to which the model meets the generic and functional requirements of

secured e-voting system: authentication, integrity, confidentiality, and

verifiability as well as other functional security requirements of a secured

voting using five-point psychometric analysis. The result of the quantitative

evaluation of the model assert that the model possessed capacity to

guarantee and validate voters for who they said they are, guarantees the

integrity of elections, ensures privacy of the voters, guarantees the

confidentiality of the vote, and provide mechanism for fraud detection after

the electioneering process in developing country where digital divide is

significant[1].

Dr. Magdi Amer and Dr. Hazem El-Gendy (2017) has presented the election

falsification is one of the biggest problems facing third world countries as

well as developed countries with respect to cost and time. In this paper, the

guidelines for building a legally binding fraud-proof Electronic-Voting are

presented. Also, the limitations are discussed [2].

Moniira Monir Haroon Khater (2018) has demonstrated the rapid growth of

the internet and technologies, E- voting appears to be a reasonable

alternative to conventional elections. Various Information Security and



Privacy Technologies including cryptography, steganography, and

combination of both have been formulated in literatures to make

democratic



decision through e-voting systems to be fair and credible.

Homomorphic encryption scheme is used to encrypt all the votes and

perform the calculation of the votes without revealing any information about

them. Current research focuses on designing and building “electronic

voting protocols” such as zero knowledge authentication protocol, based

on Diffie- Hellman key exchange algorithm, to ensure a mutual

authentication between the election authority server and the voters. This

thesis proposes a new protocol that covers and maintains the security

requirements which are: (authentication, privacy, integrity, Anonymity,

andnon- repetition) of the voting process [3].

Adria Rodriguez-Perez (2018) has achieved the principle of secret suffrage

be ensured when voters are offered the possibility to cast their votes using

internet voting with the steady introduction of different forms of remote

electronic voting since 2000, it has become apparent that internet voting

fails at providing the privacyguarantees offered by traditional paper-based

voting systems. Against this assumption, the current proposal suggests

reviewing the traditional configuration ofthe principle of vote secrecy. With

this in mind, the proposal will: assess current accepted standards on

voters’ anonymity for traditional and internet-based voting systems;

evaluate the core elements of lawful relaxations to the principle of secret

suffrage, and especially those traditionally associated to different forms of

remote voting, and assess whether they can be applied to internet voting;

and study how current technical developments in the field of elections (and

more broadly, in the field of e-governance and e-democracy) may result in

further relaxations of the principle of secret suffrage in the future. Overall,

the goal of the proposal is to approach the principle of secret suffrage

against the specificities of internet voting and, instead of evaluating

electronic voting systems using traditional standards for voters’ privacy and



anonymity, evaluate how specific proposals aimed at ensuring voters'

secrecy in internet voting comply with the very end that the principle of

secretsuffrage is aimed at protecting, namely: voters’ freedom [4].



Basit Shahzad and Jon Crowcroft (2019) has demonstrated the electronic

voting has emerged over time as a replacement to the paper-based voting

to reduce the redundancies and inconsistencies. The historical perspective

presented in the last two decades suggests that it has not been so

successful due to the security and privacy flaws observed over time. This

paper suggests a framework by using effective hashing techniques to

ensure the security of the data. The introduction of a block sealing concept

helps in making the blockchain adjustable to meet the needof the polling

process. The use of consortium blockchain is suggested, which ensures

that the blockchain is owned by a governing body (e.g., election

commission), and no unauthorized access can be made from outside. The

framework proposed in this paper discusses the effectiveness of the polling

process,hashing algorithms' utility, block creation and sealing, data

accumulation, and resultdeclaration by using the adjustable blockchain

method. This paper claims to apprehend the security and data

management challenges in blockchain and provides an improved

manifestation of the electronic voting process [5].

Nazanin Zahed Bennis et al (2020) in this paper, It explained about using

blockchain how data is stored in a decentralized way. Blockchain is a new

approachto create a distributed network which was first introduced in 2008.

By the help of thisdisruptive technology a peer-to-peer network can be

formed where nodes have to reach a consensus and form a chain from

accepted blocks, while no central party ortrusted controller is required.

Among all the existing uses of this technology,decentralized storage

systems are one of its prominent applications. Decentralizedstorage

networks, are consisted of a group of people willing to rent out their

unusedhardware storage space. By implementing end-to-end encryption

clients can securely transmit their files through a fully decentralized network



and eliminate the risk of data failures that arise from centralized controls.

This network, storage providers are required to prove that they store

unaltered files during the time. A smart contract between two parties is set

out in which rental duration and cost the customer needs to pay for using

that storage space is clarified.



This paper presents a comprehensive survey on the blockchain-based

storage systems and how they work and then compares them with cloud-

based storage networks. Also, different techniques of consensus protocols

in each group are explored. Next, we have an overview on the advantages

and also weak points of blockchain-based storage systems. Finally, we

discuss about future research directions [6].

Muharman Lubis et al (2018) has presented the adoption of electronic

voting has been done in various countries related to cost and time

reduction operationally. On the other hand, recent publication has been

informed several issues occurred suchas technicality, reliability, security

and privacy due to the compromised system wereused. In small scale,

there are certain group of people who want to exploit the vulnerabilities for

their own benefit in the election, while in the greater scale, it can reduce

public confidence to entrust the adoption of e-voting system to augment

participation rate, to improve the quality of voting and to aid the political

right effectively. This paper aims to investigate the characteristic of people

demanding the legislative to address the criteria and indicator for effective

implementation in electronic voting. By understanding the perception of

voters in viewing current electoral regulation are essential to provide some

ideas and opinions for better enhancement, either through recommendation

and drafting related legislation to cater the needs [7].

Dan Lin et al (2018) has presented the largest public blockchain-based platform

supporting smart contracts, Ethereum has accumulated a large number of user

transaction records since its debut in 2014. Analysis of Ethereum transaction

records, however, is still relatively unexplored till now. Modelling the transaction

records as a static simple graph, existing methods are unable to accurately



characterize the temporal and multiplex features of the edges.



In this brief, we first model the Ethereum transaction records as a complex

networkby incorporating time and amount features of the transactions, and

then design several flexible temporal walk strategies for random-walk based

graph representation of this large-scale network. Experiments of temporal

link prediction on real Ethereum data demonstrate that temporal information

and multiplicitycharacteristic of edges are indispensable for accurate

modeling and understandingof Ethereum transaction networks [8].

Dejan Vujičić et al (2020) has explained that the blockchain technology is a

relatively new approach in the field of information technologies. As one of

its first implementations, bitcoin as a cryptocurrency has gained a lot of

attention. Together with Ethereum, blockchain implementation with focus

on smart contracts, they represent the very core of modern cryptocurrency

development. This paper is meantto give a brief introduction to these topics

[9].

2.2 COMPARISON OF EXISTING WORK

S.No AUTHORS TITLE DESCRIPTIONS YEAR

1 Olayemi

M,

Oladiran T

Performance Assessment

of an Robust Secured

E- Voting Model

In this paper, a robust secured
stegano-cryptographic model of
electronic voting is presented

2017

2
Dr. Magdi

Amer

,Dr. Hazem El

Gendy

Towards a Fraud

Prevention E-VotingSystem

Provide mechanism forfraud

detection after the election

process

2017

3
Monira Monir

Haroon

Khater

Secure E-Voting System

It tells how to build a fully

functional remote e-voting system

that provides confidentiality,

integrity and authenticity.

2018



4

Adrià

Rodríguez

- Pérez

Secret Suffrage in Remote

Electronic Voting Systems

In tells how voter cast through

internet and security measures to

take care while casting via

internet.

2018

S.No AUTHORS TITLE DESCRIPTIONS YEAR

5 Basit shahzad,

Jon Crowcroft

Trustworthy Electronic

Voting Using Adjusted

Blockchain

Technology

The biometric authenticated

voting system using blockchain

technology is described in the

paper

2019

6

Nazanin Zahed

Benisi,Mehdi

Aminian,

Bahman

Javadib

Blockchain

based decentralized

storage networks: A survey

In this paper, It tells about using

blockchain how data is stored in a

decentralized way.

2020

7
Muharam Lubis,

Mira
Kartiwj, Sonny
Zulhuda

Current State of Personal

Data Protection in

Electronic Voting: Criteria

and Indicator for

Effective Implementation

The adoption of electronic voting

has been done in various

countries related to cost and time

reduction operationally.

2018

8
Dejan Vujicic,

Dijana jagodic,

Siniša Ranđić

Blockchain

technology bitcoin,and

Ethereum:

A brief overview

It tells what is Blockchain

technology, bitcoin, and

Ethereum

and how it used in real life

2018

9
Dan Lin,

Jailing Wu , Q

i Y u a n ,

Zibin Zheng

Modeling and

Understanding

EthereumTransaction

Records via

A complex network

In this paper, how records saved in

Ethereum network and how

Ethereum network is structure

2020

approach

2.3 SUMMARY OF EXISTING WORK

From traditional period vote fraudulent is happening on every century there

are some securities is implementing but in parallel way fraudulent is



increasing. There are many disadvantages on it. One among it was the

fraudulent that has been madeon voting server. The level of the security is

very less. And also, one of the most important things that it uses a

centralized database.



CHAPTER 3

REQUIREMENT ANALYSIS

3.1SYSTEM ARCHITECTURE

Electronic voting system based on Blockchain that addresses some of the

limitations in existing systems and evaluates some of the popular

blockchain frameworks for the purpose of constructing a blockchain-based

e-voting system, thissystem will avoid proxy casting and recasting.

A decentralized voting system that utilizes blockchain technology has the

potential to revolutionize the way elections are conducted. Blockchain, a

distributed and immutable ledger, offers inherent features such as

transparency, security, and integrity that can address many of the

challenges associated with traditional voting systems. The decentralized

nature of blockchain ensures that no single entity has control over the entire

system, eliminating the risk of manipulation or fraud. Additionally, the

immutability of blockchain ensures that once a vote is recorded, it cannot

be altered or tampered with, ensuring the integrity of the voting process.

Thiscan enhance trust in the electoral process, reduce the need for

intermediaries, andincrease voter participation. Blockchain-based voting

systems can also provide secure and private voting options, where voters

can remain anonymous while their votes are still recorded on the

blockchain. However, challenges such as voter identification, accessibility,

and scalability need to be addressed for widespread adoption of

decentralized voting systems. Overall, a decentralized voting system using

blockchain technology has the potential to increase transparency, security,

and trust in the electoral process, leading to more inclusive and democratic

elections.



The main advantages of this proposed system are security for vote using

blockchain, Effective hashing techniques can be implemented to ensure the

securityof the data, It can Stores Data in a Decentralized Way, The voter

can cast their votefrom home itself, Immutability, User Friendly.



The below figures describes about the architecture diagram of the

Blockchain basedvoting system.

Fig: 3.1: Architecture Diagram

The below figure describes about the comparison of traditional voting system and

blockchain based voting system.

Fig 3.2: Blockchain Based Voting System



3.2MODULES

A modular design reduces complexity, facilities change (a critical aspect of

software maintainability), and results in easier implementation by

encouraging parallel development of different part of system. Software with

effective modularity is easier to develop because function may be

compartmentalized, and interfaces are simplified. Software architecture

embodies modularity that is software is dividedinto separately named and

addressable components called modules that are integrated to satisfy

problem requirements.

Modularity is the single attribute of software that allows a program to be

intellectually manageable. The five important criteria that enable us to

evaluate a design method with respect to its ability to define an effective

modular design are: Modular decomposability, Modular Comps ability,

Modular Understandability, Modular continuity, Modular Protection.

The following are the modules of the project, which is planned in aid to

complete the project with respect to the proposed system, while

overcoming existing system and also providing the support for the future

enhancement.

Module List:

1. User Registration

2. Candidate registration

3. Block chain formation

4. Voting Results

User Registration:



Once the User creates a MetaMask Account in order to Cast their Vote.

Using the Meta Mask’s unique account id, they can cast their vote. A user

Can only Cast their Vote Once.



Candidate Registration:

In this module admin will register the candidate using their Aadhar number.

Candidate registration will be made using name and constituency of that

candidate and their Party. If user candidate provide improper information

system will discard those registration process.

Blockchain Formation:

A block is a container data structure. The average size of a block seems to

be1MB.Here every certificate number will be created as a block. For every

block a hash code will generate for security. Here every voting information

will be stored on blockchain. If we store the information on blockchain it is

more secured, and every block is created based on constituency.

Voting Results:

As soon as the Voter pools their Vote they can Immediately View the

Results. And also, the user will not be able to Cast the Vote again. This

Removes the Double Voting Problem. Voting will be Handy in the Website.

Easy to use.

3.3 LANGUAGE SPECIFICATION

Solidity Ethereum

Solidity is a brand-new programming language native to Ethereum, the

second largest cryptocurrency by market capitalization, initially released in

2015.Ethereum is not only a cryptocurrency capable of storing value or

making payments,but a fully-fledged platform for creating what’s known as

a smart contract. “Solidity is known as a contract-based, high-level

programming language. This platform has similar syntax to the scripting

language of JavaScript. Solidity as a programming language is made to



enhance the Ethereum Virtual Machine. Solidity is statically typed scripting

language which does the process of verifying and enforcing the constraints

at compile-time as opposed to run-time.”



This typed programming languages will help and do the checking at

run-time as opposed to Compile-time. This platform also supports

inheritance in object- oriented programming, inheritance enables new

objects to take on the properties ofexisting objects. A class that is used as

the basis for inheritance is called a superclass or base class. A class that

inherits from a superclass is called a subclassor derived class. As you will

see, it is possible to create contracts for voting, crowd funding, blind

auctions, multi- signature wallets and more.

Ethereum Language

The source code in Ethereum language is written in Solidity version 0.4.0

which does not break functionality. The first line of code pragma solidity

contract doesnot suddenly behave differently with a new compiler version.

According to theedoms,the keyword pragma is called that way because, in

general, pragmas are instructions for the compiler about how to treat the

source code. Pragma once is a preprocessor directive that tells the

compiler to include the source code once in a single compilation. The line

unit stored data declares a state variable called stored data of type unit.

The functions set and can be used to modify or retrieve the valueof the

variable.

This is an Ethereum contract, albeit a rather simple deal. The functions of

this contract allow you or anyone to store a single number that is

accessible by anyonein theworld without a feasible way to prevent you from

publishing this figure. Anyonecould justcall set again with a different value

and overwrite your number, but the number will still be stored in the history

of the blockchain. The line unit stored data declares a state variable called

stored data of type unit.



The example above is the simplest form of an Ethereum contract. Like

learning mathematics, this contract is equivalent to adding and subtracting.

Obviously, mathematics is more complicated than just adding and

subtracting, but at the fundamental level, all of the mathematics can be



broken down into addition/subtraction operations. For example, 5×5 is the

same as adding 5 five times. A similar thought process can be used in

programming to build programs of higher complexity.

Nodejs:

Node.js is a server-side platform built on Google Chrome's JavaScript

Engine (V8 Engine). Node.js was developed by Ryan Dahl in 2009 and its

latest version is v15.11.0. Node.js is an open source, cross-platform

runtime environment for developing server-side and networking

applications. Node.js applications are written in JavaScript and can be run

within the Node.js runtime on OS X, MicrosoftWindows, and Linux. Node.js

also provides a rich library of various JavaScript modules which simplifies

the development of web applications using Node.js to a great extent.

Features of Node.js

Following is some of the important features that make Node.js the first

choice of software architects.

Asynchronous and Event Driven - All APIs of Node.js library is

asynchronous, that is, non-blocking. The server moves to the next API after

calling it and a notification mechanism of Events of Node.js helps the server

to get a response from the previous API call.

Very Fast - Being built on Google Chrome's V8 JavaScript Engine, Node.js

library is very fast in code execution.

Single Threaded but Highly Scalable - Event mechanism helps the server to

respond in a non- blocking way and makes the server highly scalable as



opposed to traditional servers which create limited threads to handle

requests. Node.js uses a single threaded program and the same program

can provide service to a much largernumber of requests than traditional

servers



like Apache HTTP Server.

No Buffering - Node.js applications never buffer any data. These

applications simplyoutput the data in chunks.

License - Node.js is released under the MIT license.

3.4 REQUIREMENT ANALYSIS

Requirement analysis determines the requirements of a new system. This

project analyses on product and resource requirement, which is required for

this successful system. The product requirement includes input and output

requirementsit gives the wants in term of input to produce the required

output. The resource requirements give inbrief about the software and

hardware that are needed to achieve the required functionality.

Hardware Environment:

The hardware requirements may serve as the basis for a contract for the

implementation of the system and should therefore be a complete and

consistent specification of the whole system. They are used by software

engineers as the starting point for the system design. It shows what the

systems do and not how it should be implemented.

• Hard disk : 500 GB

• RAM : 4 GB

• PROCESSOR : Intel® Core™ i5 above/ Ryzen 5 above

Software Environment:

The software requirements are the specification of the system. It should

include both a definition and a specification of requirements. It is a set of

what the system should do rather than how it should do it. The software



requirements provide a basis for creating the software requirements

specification. It is useful in estimating cost, planning team activities,

performing tasks, and tracking the team’s and tracking the team’s progress



throughout the development activity.

• Operating system : Windows 7/8.1 / Linux

• Languages : Solidity, go or Nodejs

• Web Technologies : HTML, CSS, JS, JSON

• IDE : Visual Studio Code



CHAPTER 4

DESCRIPTION OF PROPOSED SYSTEM

4.1 STANDARDS

P2140.4 - Standard for Distributed/Decentralized Exchange Framework

using DLT (Distributed Ledger Technology). This standard defines an

extension framework based on P2140.1. The extension framework uses a

Smart Contract mechanism to process transactions on an exchange, to

replace the role of exchangeoperators. Cryptographic solutions to provide

"data privacy" and "data protection" are defined. This standard also

defines a series of extensible interfaces for the exchange scenario,

enabling support of third-party financial derivatives using tokens.

P2418.11 - Framework for Use of Distributed Ledger Technology in

Security of Electronic Voting (E-Voting) Systems. The standard specifies

the process and requirements for the framework of e-Voting

systems--where the process includes

a) use of Distributed Ledger Technology to enhance security of

registrations and voting(with electronic or paper ballots), and b) use of

real-time audits to detect and resolvesuspicious activity, and to

summarize validated and suspicious results.

4.2 CONSTRAINTS

Many critics believe that blockchain voting systems are a bad idea mainly

because it will increase cyber security vulnerabilities that already exist in

addition tosome other challenges. Although blockchain is a great

technology, it has some obstacles that are preventing it from becoming



the best option for voting.

First of all, the security. The blockchain technology itself is very secure.



However,the private keys and pass codes that guarantee the security of

user accounts, wallets can become a point of compromise if they are lost

or if they fall into the wrong hands.

Secondly, the accessibility. The blockchain voting system can also be

hindered by accessibility problems. For an election to be carried out

successfully, everyone eligible to vote in the country needs to participate.

However, the convenience and ease of use of this technology can become

a point of contention since it involves the safekeeping of private keys which

may prove to be very difficultfor some users.

Then the government intervention. The concept of blockchain involves the

anonymity of individual participants on the network. However, since the

government is involved in setting up this voting system, it requires that the

identities of every participant must be confirmed. In this process that

needs to be a guarantee that thevotes can't be linked to individual

identities, implementing thistechnology also presents another challenge. It

will take a lot of time, effort and money to educate the masses as well as

create robust policies that can accommodate this technology within the

continents.



CHAPTER 5

IMPLEMENTATION DETAILS

The Ethereum blockchain technology is a promising option for

computerized votingapplications. The Ethereum blockchain provides the

ability to design smart contracts. The term” smart contract” refers to a

computer program or transaction protocol designed to automatically

perform appropriate activities according to the conditions of the agreement.

Smart contracts have many objectives, including the elimination of trusted

intermediaries, the reduction of arbitration and enforcement costs, the

reduction of fraud losses, and the elimination of intentional and inadvertent

exceptions. There are two kinds of accounts supported by Ethereum. An

externally owned account (also known as a user-controlled account) is

controlled by a user. These accounts are denoted by the letters EOA. A

contract account is managed by the smart contract that is running on the

computer. A contract account is denoted by the letter CA. Both kinds of

accounts are capableof storing the Ethereum cryptocurrency, or ether.

Ethereum does not execute operations (computations) in a smart contract

without user input. As a result,before its functions may be performed, a CA

must be enabled by an EOA. The EOA must buy ’gas’ in order to carry out

its operations, and this must be done using the ether currency.

To develop a decentralized application that can effectively substitute a

traditional voting system, a website is needed that provides the voting

environment. Also, people who cannot go to their polling locations for

various reasons may vote by visiting a user-friendly online website

displaying their city’s election ballot. First and foremost, to implement a

blockchain-based voting system in Ethereum, we must first create the

necessary environment. The implementation details are shown in the fig.

https://www.sciencedirect.com/topics/computer-science/cryptocurrency


The application is divided into basically two sides:

1. Server-side and 2. Client side



5.1. Server-side

On the server side, there is running a blockchain network. The server-side

components are:

● Truffle

● Solidity

● Ganache

● Node Server

5.1.1 Truffle

Truffle is a solidity programming language-based tool for developing

ethereum blockchains. Truffle also includes features like as automation

testing, client-side development, network management, and smart contract

administration (Shakya et al., 2022). The proposed system uses Truffle to

manage the network. Truffle is mainly responsible for compiling smart

contracts written by solidity, performing migration on various contracts, and

generating ABI (Application Binary Interface).

5.1.2 Solidity

Solidity is a contract-oriented, high-level programming language (Khalid et

al., 2020) that is used to create smart contracts in our system. It is

comparable to JavaScript in its functionality (Kudva et al., 2020).Contracts

are organized similarlyto classes in object-oriented programming languages

when utilizing Solidity for contract development. Like in traditional

programming language, contract code is made up of variables and

functions (Wohrer and Zdun, 2018). Solidity is compiled into bytecode that

can be run on the EVM (Ethereum virtual machine) via the EVM(Ethereum

virtual machine) compiler (Khalid et al., 2020).

https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221


5.1.3 Ganache

Another tool called ganache is used for managing and testing the

application atthe local machine. Ganache is a specific RPC-Server that can

be checked andbuilt for Truffle, which is accessible as a mobile and

commands line application (Khan et al., 2020). Ganache may be used at

any point in the development process, allowing you to update, reuse, and

test your dap in a safe and secure manner. It is a tool that allows to run

Blockchain locally and perform tests, issue commands, and observe the

status of the Blockchain. It’s a blockchain simulator that’s been installed

locally. Ganache uses a graphical interface to simulate Blockchain

networks and Live-test Smart Contracts without the use of virtual test

networks or a remote network (Gautam et al., 2021). It offers ten previously

fundedaccounts of 100 Ether and a 12-word seeds term for the

regeneration of such accounts (Khan et al., 2020).

5.1.4 Node Server

A small node server is used in our system. It acts as a cryptographic server

which is named as a crypto server. This server is used for storing the public

& private keys for encryption and decryption, respectively, as shown in fig.

EC (Election Commission) generates the keys in this server, which are used

to encrypt the casted votes and decrypt them at the counting time.

https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/topics/computer-science/development-process
https://www.sciencedirect.com/topics/computer-science/graphical-interface
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221


5.2. Client-side

A client-side user interface has been developed in order to allow people to

vote using Ethereum accounts through any computer or mobile device. On

the client- side, several tools are used to manage the User Interface (UI).

There is CSS for enhancing the design and React JS for handling the client-

side data. HTML is alsoused as the markups. A JavaScript library called

web3.js is used for communication between client and server. Web3.js is a

collection of libraries that provides API for interacting with blockchain

networks using HTTP, IPC, or WebSocket.

MetaMask is a secured crypto wallet and maintains an Ethereum wallet that

storesEthers (or money) and enables users to send and receive Ethers

through a dapof their choice. Meta Mask seems to be a lightweight browser

plugin that works with a wide variety of browsers such as Chrome, Firefox,

Opera, and Brave (Bhavani et al., YYYY).

MetaMask primarily maintains the public and private keys, and the private

key is used to sign and confirm transactions (The Defiant, YYYY). The

encrypted keys are stored in the browser. MetaMask has proved to be very

healthy, and no successful hack attempts have resulted in currency loss. It

is responsible for managing the user account information such as balance,

public and private keys.It is called the bridge between the browser and the

blockchain network. It takes requests from the web3 and sends them to the

server (Sourav Rajeev et al., 2019).

https://www.sciencedirect.com/topics/computer-science/javascript-library
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221
https://www.sciencedirect.com/science/article/pii/S1319157822002221


CHAPTER 6

RESULTS AND DISCUSSIONS

The voting framework can be considered as a substitution for EVM. It is a

decentralized application with a front-end in Bootstrap or Html and a

Blockchain in back-end. The smart contract is written in robustness

language. The competitor’s name with image of up-and-comer is

referenced in smart- contract. A smart contract is the genuine rationale

piece of whole voting framework. Every single change made in a blockchain

is known as a Exchange. Exchange is the way, by which the outer world

interfaces with the Ethereum organization. Exchange is utilized when we

wishto adjust or refresh the state put away in the Ethereum organization.

Fig6.1: Ganache

Every Transaction requires a exchange expense or administration charge.

Inside an Ethereum network circles a local cash: ether. Ether is

predominantly utilized as the exchange expense or administration charge

moreover called gas fee. In this undertaking we are utilizing Ganache-CLI.



This velocities up the method involved with setting up a private organization

also, exchanges are mined very quickly. MetaMask is an extension that

permits youto visit the appropriated snare of tomorrow in your program

today. It permits you to run Ethereum Depp’s squarely in your program

without running a full Ethereum hub.

Fig 6.2: Candidate Registration

Fig 6.3: Voter Registration

In the above figure it shows the registration of Candidate for the Election in

the portal along with necessary identity like Aadhaar number.



Fig 6.4: Candidate Verification

After entering the mobile number of respective candidates, it will send otp to the

registered number to verify the identity.

Fig 6.5: Candidate Selection

After successful registration of the candidate, they can select their names at the

time of election while login in the portal and they can give vote to their choice of

party.



Fig 6.6: Admin Login

Using this Admin login the election commission can check about the registration

process of candidate and they can ensure for safe voting as the only they will be

allowed to check the website.

Fig 6.7 Vote Confirmation

We are going to confirm our vote to the party or candidate by clicking the

confirm button. By clicking the confirm button I deducts some less amount

of ether coins from our specified account. After confirming the vote then

the election results will be updated and displayed till the number of votes

are casted.



Fig 6.8 Election Results

The overall architecture describes about, First the admin will register the user

and candidate details with their Aadhar number on user interface. Those

details will be stored on data base. From user side they have a mobile

application on their mobile.They will login into application and give their

Aadhar number on that application after system will send otp the registered

mobile number. Users have to share that OTPfor confirmationofvote.

Finalyvotedetails wilcreate asablockandstoredonblockchain



CHAPTER 7
CONCLUSION AND FUTURE WORK

A blockchain-based electronic-voting system that employs smart contracts

to enable secure and cost-effective presidential races yet maintaining voter

security in this endeavor. We have demonstrated that the blockchain

innovation providesan extra chance to overcome the limitations and

reception barriers of e-voting frameworks, ensuring the security and

trustworthiness of political decisions and laying the ground work for

transparency. It is possible to transmit numerous tradesper second onto an

Ethereum private blockchain by employing each portion of the smart

contract to support the heaps on the blockchain. A few further steps would

be necessary for countries of greater size to aid with higher throughput of

exchanges per second.

Because of the block-simplicity, chain's more decisions can be reviewed

and comprehended. These lays claim is a part of a voting framework's

requirements. These characteristics are seen in decentralized structures,

and they can help bringmore fair cycles to choices, especially when it

comes to coordinating political based on race frameworks. A possible

arrangement is to base e-voting on blockchain innovation in order for it to

become more transparent, easy, and openlyauditable. This project looks at

the capabilities of blockchain technology and how itmay be used in an

e-voting system. Nobody will wish to destroy the blockchain since it will be

freely irrefutable and seized.
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APPENDIX
A. SOURCE CODE: Election. Sol

pragma solidity 0.4.25;

contractElection {struct

Candidate {unit id; string

name;

string Party Name; unit vote Count;

}

mapping (address => bool) public voters; mapping

(unit => Candidate) public candidates; unit public

candidates Count;event voted Event (

unit indexed _candidate

);

constructor () public {add Candidate("Sivva","BJP"); add

Candidate("Mani","TRS"); add Candidate ("Krishna”, “Congress"); add

Candidate("Akhil","YCP"); add Candidate("NOTA","NOTA");

}

function add Candidate (string _name, string _Party Name) private

{candidates Count ++;

candidates [candidates Count] = Candidate (candidates Count, _name,

_PartyName,0);

}



function vote (unit _candidate) public {require (! voters [Ms. Sender]);



require(_candidateId > 0 && _candidateId <= candidatesCount);

voters[msg.sender] = true;

candidates[_candidateId].voteCount ++;

emit votedEvent(_candidateId);

}

}

Migrations.sol

pragma solidity ^0.4.2;

contract Migrations {

addresspublic

owner;uint public

last_completed_migration;

modifierrestricted() {

if (msg.sender == owner) _;

}

constructor () public { owner = msg.sender;

}

function setCompleted(uint completed) public restricted
{last_completed_migration

= completed;

}



function upgrade(address new_address) public restricted {Migrations upgraded =

Migrations(new_address); upgraded.setCompleted(last_completed_migration);



}

}
Election.js

var Election =

artifacts.require("./Election.sol");

contract("Election", function(accounts) {var

electionInstance;it("initializes with two

candidates",function() {

return Election.deployed().then(function(instance) {return

instance.candidatesCount();

}).then(function(count) {assert.equal(count, 2);

});

});

it("it initializes the candidates with the correct values", function()

{return Election.deployed().then(function(instance)

{ electionInstance = instance;

return

electionInstance.candidates(

1);

}).then(function(candidate) {

assert.equal(candidate[0], 1, "contains the

correct id");

assert.equal(candidate[1], "Candidate 1", "contains the



correct name");assert.equal(candidate[2], 0, "containsthe

correct votes count");return electionInstance.candidates(2);



}).then(function(candidate) {

assert.equal(candidate[0], 2, "contains the

correct id");

assert.equal(candidate[1], "Candidate 2", "contains the correct

name");assert.equal(candidate[2], 0, "containsthe correct votes count");

});

});

it("allows a voter to cast a vote", function() {

return Election.deployed().then(function(instance) {electionInstance = instance;

candidateId = 1;

return electionInstance.vote(candidateId, { from: accounts[0] });

}).then(function(receipt) {

assert.equal(receipt.logs.length, 1, "an event was

triggered"); assert.equal(receipt.logs[0].event, "votedEvent",

"the event type iscorrect");

assert.equal(receipt.logs[0].args._candidateId.toNumber(),

candidateId, "thecandidate id is correct");

return electionInstance.voters(accounts[0]);

}).then(function(voted) {

assert(voted, "the voter was marked

as voted"); return

electionInstance.candidates(candid

ateId);



}).then(function(candidate) { var voteCount =
candidate[2]; assert.equal(voteCount, 1, "increments
the candidate's votecount");



})

});

it("throws an exception for invalid candiates", function() {return

Election.deployed().then(function(instance) { electionInstance =

instance; return electionInstance.vote(99, { from: accounts[1] })

}).then(assert.fail).catch(function(error) {
assert(error.message.indexOf('revert') >= 0, "error message must
contain revert");return electionInstance.candidates(1);

}).then(function

(candidate1) {

var voteCount

=

candidate1[2];

assert.equal(voteCount, 1, "candidate 1 did not receive any votes"); return

electionInstance.candidates(2);

}).then(function(candidate2) { var voteCount =

candidate2[2];assert.equal(voteCount, 0, "candidate 2

did not receive any votes");

});

});

it("throws an exception for double voting", function() {return

Election.deployed().then(function(instance) { electionInstance =

instance; candidateId = 2;

electionInstance.vote(candidateId, {



from: accounts[1] });return



electionInstance.candidates(candidateId);

}).then(function(candidate) { var voteCount = candidate[2];

assert.equal(voteCount, 1, "accepts first vote");

// Try to vote again

return electionInstance.vote(candidateId, { from: accounts[1] });

}).then(assert.fail).catch(function(error) {

assert(error.message.indexOf('revert') >= 0, "error message must

contain revert");return electionInstance.candidates(1);

}).then(function(candidate1) { var voteCount = candidate1[2];

assert.equal(voteCount, 1, "candidate 1 did not receive any

votes");returnelectionInstance.candidates(2);

}).then(function(candidate2) { var voteCount =

candidate2[2];assert.equal(voteCount, 1, "candidate 2

did not receive any votes");

});
});

});

App.js

App = { web3Provider: null,contracts: {},

account: '0x0',hasVoted: false,init: function() {

return App.initWeb3();

},

initWeb3: function() {

if (typeof web3 !== 'undefined')



{const ethEnabled = () => {if

(window.ethereum) {window.web3 =



new

Web3(window.ethereum);window.ethereum.enable();return true;

}

return false;

}

if (!ethEnabled()) {

alert("Please install an Ethereum-compatible

browser orextension likeMetaMaskto use this dApp!");

}

web3 = window.web3;

App.web3Provider = web3.currentProvider;

} else {

App.web3Provider

= new

Web3.providers.HttpProvider('http://localhost:7545');web3 = new

Web3(App.web3Provider);

}

return App.initContract();

},

initContract: function() {

$.getJSON("Election.json", function(election) { App.contracts.Election =

TruffleContract(election);

App.contracts.Election.setProvider(App.web3Provider);App.listenForEvents();



return App.render();

});



},

listenForEvents: function()

{ App.contracts.Election.deployed().then(function(instance)

{ instance.votedEvent({},

{fromBlock: 0,toBlock: 'latest'

}).watch(function(error, event) { console.log("event triggered",
event)App.render();

});

});

},

render: function() { var

electionInstance;var loader =

$("#loader"); var content =

$("#content");loader.sho

w();content.hide();

web3.eth.getCoinbase(function(err, account) {if (err

=== null) {App.account = account;

$("#accountAddress").html("Your Account: " + account);

}

});

App.contracts.Election.deployed().then(function(instance)

{electionInstance =instance;

return electionInstance.candidatesCount();

}).then(function(candidates



C ount) {var

candidatesResults =



$("#candidatesResults");candidatesResults.empt

y();varcandidatesSelect =

$('#candidatesSelect');candidatesSelect.e

m pty();for (var i = 1; i <= candidatesCount;

i++)

{ electionInstance.candidates(i).then(function(candidate)

{var id =candidate[0]; var name = candidate[1];

var partyName = candidate[2];var voteCount = candidate[3];

var candidateTemplate = "<tr><th>" + id + "</th><td>" + name +

"</td><td>" +partyName + "</td><td>" + voteCount + "</td></tr>"

candidatesResults.append(candidateTemplate);

var candidateOption = "<option value='" + id + "' >" + name

+ "" +" - " + "" +partyName +"</ option>"

candidatesSelect.append(candidateOption);

}

return electionInstance.voters(App.account);

}).then(function(h

asVoted)

{if(hasVoted) {

$('form').hide();

}

loader.hide(); content.show();

}).catch(function(error) {console.warn(error);



});

},



castVote: function() {

var candidateId = $('#candidatesSelect').val();

App.contracts.Election.deployed().then(function(instance)

{returninstance.vote(candidateId, { from: App.account });

}).then(function(result) {

$("#content").hide();

$("#loader").show();

}).catch(function(err) {console.error(err);

});

}
};

$(function() {

$(window).load(function() {App.init();

});
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