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ABSTRACT 

 

Skill verification is an essential component of transparent future societies, ensuring 

accurate representation of an individual's abilities. Blockchain technology enables a 

secure and decentralized approach to skill verification, fostering trust and 

eliminating the need for intermediaries. In this paradigm, skills can be recorded on 

the blockchain in an immutable and tamper-proof manner, enabling easy verification 

by potential employers or collaborators. This transparent and auditable system 

mitigates the risk of fraudulent claims and enhances the accuracy of skill 

assessment. By leveraging blockchain, individuals have full control over their 

verified skills, eliminating the dependency on centralized authorities. Key features 

of this blockchain-based skill verification include transparency, security, and 

efficiency. Transparency is achieved by making the skill records publicly accessible 

while ensuring privacy through pseudonymity. Security is ensured through 

cryptographic techniques, protecting the integrity of the skill records. Lastly, 

blockchain-based verification eliminates unnecessary paperwork, reducing 

administrative burdens and enhancing efficiency. With the adoption of blockchain-

based skill verification, individuals can confidently showcase their abilities, enabling 

a more equitable and merit-based society. 
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CHAPTER 1 

INTRODUCTION 

In the quest for a transparent and secure future, the use of blockchain technology 

for skill verification has emerged as a promising solution. Blockchain, the 

decentralized and immutable ledger, has the potential to revolutionize various 

industries, and its application in verifying skills is no exception.Traditionally, skill 

verification has been a cumbersome and time-consuming process, prone to errors 

and exploitation. Individuals often have to rely on centralized authorities, such as 

educational institutions or employers, to validate their skills. However, this system 

can be flawed and subject to manipulation, leading to doubts and mistrust. Enter 

blockchain technology, offering a decentralized and transparent means of verifying 

skills. 

 

By leveraging blockchain, skill verification becomes a highly reliable and tamper-

proof process. Each skill or certification can be recorded on the blockchain as a 

permanent and immutable entry, preventing any unauthorized changes or 

tampering. This ensures the integrity and transparency of the verified skill, bolstering 

trust among individuals, employers, and educational institutions.Moreover, 

blockchain provides a secure and cost-effective infrastructure for storing and 

sharing skill verification data. With traditional methods, obtaining and sharing skill 

verification documents often involves a convoluted trail of paperwork and 

intermediaries. Blockchain simplifies this process by allowing individuals to have full 

control over their skill verification records, which can be easily shared with relevant 

parties in a secure and time-efficient manner. This not only improves the 

accessibility of skill verification but also reduces administrative burdens and costs 

for individuals and organizations. 

Another notable advantage of blockchain-based skill verification is its potential to 

mitigate the issue of skill fraud. With the rise of fake degrees and certifications, 

organizations face the challenge of verifying the authenticity of skills claimed by 

individuals. Blockchain can address this problem by providing a transparent and 

decentralized system, ensuring that the verified skills are legitimate and trustworthy. 

By anchoring the skill verification process on the blockchain, individuals and 
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organizations can effectively combat fraud and enhance the credibility of the skills 

marketplace. 

 

Furthermore, the use of blockchain in skill verification opens up exciting possibilities 

for lifelong learning and skill development. As individuals acquire new skills or 

certifications throughout their lives, these accomplishments can be seamlessly 

added to their blockchain-based skill verification records. This dynamic and 

comprehensive record enables employers and educational institutions to gain a 

holistic view of an individual's skills and achievements, facilitating better career 

opportunities and personal growth. 

In conclusion, blockchain technology holds immense potential for revolutionizing 

skill verification in a transparent future. Its decentralized and tamper-proof nature 

ensures the integrity and reliability of verified skills, while its secure and cost-

effective infrastructure simplifies the process for individuals and organizations. By 

leveraging blockchain, skill verification can become a trusted and streamlined 

process, promoting trust, combating fraud, and enabling lifelong learning. With 

blockchain-based skill verification, a transparent and trustworthy future is within 

reach. 

  



3 
 

CHAPTER 2 

LITERATURE SURVEY 

 

The provided list of academic papers and articles primarily focuses on the 

applications and implications of blockchain technology in various domains, 

especially in the context of education, certification, and record-keeping. Here's a 

brief explanation of each: 

 

Pee et al. (2019) [14] introduced "Online Test and Management System Using 

Blockchain Network." Presenting an online test and management system, this study 

explores the application of blockchain for secure and transparent online test 

management. The research discusses potential improvements in reliability and 

accessibility for online testing through blockchain. 

 

Fachrunnisa and Hussain (2020) [8] introduced "Blockchain-Based Human 

Resource Management Practices for Mitigating Skills and Competencies Gap in 

Workforce." This work explores blockchain-based practices in HR management to 

mitigate skills gaps in the workforce. By bringing transparency and efficiency to HR 

processes, the research aims to improve skills assessment and competency 

tracking within organizations. 

 

Brauer (2020) [10] introduced "Digital Open Badge-Driven Learning: Practical 

Applications to Support Validation of Prior Learning." Discussing practical 

applications, the study explores digital open badge-driven learning and the role of 

blockchain in validating prior learning. The research focuses on leveraging 

blockchain technology to enhance the validation of prior learning experiences 

through digital open badges. 
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Tezel et al. (2020) [7] introduced "Preparing Construction Supply Chains for 

Blockchain Technology: An Investigation of Its Potential and Future Directions." 

Investigating the construction industry, the study explores the potential and future 

directions of blockchain in preparing construction supply chains. The research aims 

to enhance transparency and efficiency in supply chain management, addressing 

challenges in the construction industry. 

 

Deenmahomed et al. (2021) [1] introduced "The Future of University Education: 

Examination, Transcript, and Certificate System Using Blockchain." This study 

envisions a blockchain-based system to enhance the security and transparency of 

academic credentials in university education. Focused on examinations, transcripts, 

and certificates, the research proposes a transformative solution to address issues 

of reliability and authenticity in the digital era. 

 

Chukowry et al. (2021) [9] introduced "The Future of Continuous Learning–Digital 

Badge and Microcredential System Using Blockchain." Envisioning the future of 

continuous learning, this study introduces a digital badge and microcredential 

system using blockchain. The research explores how blockchain can authenticate 

and validate continuous learning achievements, providing a framework for 

recognizing ongoing skills development. 

 

Mardisentosa et al. (2021) [4] introduced "Sustainable Learning Micro-Credential 

Using Blockchain for Student Achievement Records." Addressing sustainable 

learning practices, the study explores the use of blockchain for micro-credentials. 

By creating a secure and immutable record of student achievements, the research 

lays the groundwork for sustainable learning practices and addresses challenges in 

the current education system. 

 

Thilagavathi and Daphne (2021) [13] introduced "Blockchain-Based Framework for 

Online Entrance Examination and Score Card Verification System." This study 

introduces a blockchain-based framework for online entrance examinations and 

score card verification. By enhancing the security and integrity of entrance 

examinations, the research aims to streamline the verification process for score 

cards using blockchain technology.  
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Rama Reddy et al. (2021) [15] introduced "Proposing a Reliable Method of Securing 

and Verifying the Credentials of Graduates through Blockchain." This work proposes 

a reliable method focusing on securing and verifying the credentials of graduates 

through blockchain. The research aims to enhance the credibility and reliability of 

graduate credentials using blockchain technology, providing a secure mechanism 

for verification. 

 

Bokariya and Motwani (2021) [11] introduced "Decentralization of Credential 

Verification System Using Blockchain." This work proposes the decentralization of 

credential verification using blockchain. With a tamper-proof approach, the study 

aims to enhance the security and reliability of credential verification processes 

through decentralized blockchain technology. 

 

Bhosale, Kanki, Jaiswal (2021) [12] introduced "Revolutionizing Verification and 

Management of Educational Certificates with Self-Sovereign Student Identities 

Using Blockchain." Addressing the revolutionizing verification and management of 

educational certificates, this study introduces self-sovereign student identities using 

blockchain. The research focuses on providing students with secure and tamper-

proof digital identities and certificates. 

 

Hang et al. (2022) [2] introduced "Blockchain for Applications of Clinical Trials: 

Taxonomy, Challenges, and Future Directions." The study by Hang and colleagues 

explores the application of blockchain in clinical trials, providing a comprehensive 

taxonomy and addressing challenges related to data integrity. The research 

highlights the potential of blockchain to revolutionize the reliability and security of 

clinical trial processes. 

 

Anwar et al. (2022) [3] introduced "iLearning Model Approach in Creating Blockchain 

Based Higher Education Trust. This work introduces the iLearning model, utilizing 

blockchain to establish trust in higher education. Focused on mitigating issues 

related to fake degrees and document duplication, the study proposes a unified, 

secure platform for educational stakeholders to authenticate and secure academic 

credentials. 
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Faisal et al. (2022) [5] introduced "BEAT: Blockchain-Enabled Accountable and 

Transparent Infrastructure Sharing in 6G and Beyond." This study introduces BEAT, 

a blockchain-enabled system for infrastructure sharing in 6G and beyond networks. 

Focusing on transparency and accountability, the research showcases blockchain's 

potential in revolutionizing network infrastructure sharing mechanisms for future 

wireless communication generations. 

 

Deshpande et al. (2023) [6] introduced "Blockchain-Based Skill Verification 

System." This research proposes a Skill Verification System leveraging blockchain 

to streamline and secure the skill verification process. Through decentralized 

blockchain technology, the study aims to provide a tamper-proof and efficient 

solution for validating skills in the current landscape. 
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CHAPTER – 3 

REQUIREMENT ANALYSIS 

3.1. Risk analysis of the project 

3.1.1. Feasibility Study 

The feasibility of the project is server performance increase in this phase and a 

business proposal is put forth with a very general plan for the project and some cost 

estimates. During system analysis, the feasibility study of the proposed system is to 

be carried out. For feasibility analysis, some understanding of the major 

requirements for the system is essential. 

Three key considerations involved in the feasibility analysis are 

● Economical feasibility 

● Technical feasibility 

● Operational feasibility 

 

Economical Feasibility 

This study is carried out to check the economic impact that the system will have on 

the organization. The amount of funds that the company can pour into the research 

and development of the system is limited. The expenditures must be justified. Thus 

the developed system as well within the budget and this was achieved because 

most of the technologies used are freely available. Only the customized products 

had to be purchased. 

 

Technical Feasibility 

This study is carried out to check the technical feasibility, that is, the technical 

requirements of the system. Any system developed must not have a high demand 

on the available technical resources. This will lead to high demands being placed 

on the client. The developed system must have modest requirements, as only 

minimal or null changes are required for implementing this system. 

 

Operational Feasibility 

The aspect of the study is to check the level of acceptance of the system by the 

user. This includes the process of training the user to use the system efficiently. The 

user must not feel threatened by the system, instead must accept it as a necessity. 
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The level of acceptance by the users solely depends on the methods that are 

employed to educate the user about the system and to make him familiar with it. His 

level of confidence must be raised so that he is also able to make some constructive 

criticism, which is welcomed, as he is the final user of the system. 

 

3.2. Software and Hardware requirements and specifications 

 

3.2.1. Software Specifications:  

• Windows7 (with service pack 1), 8, 8.1 and 10 IDE  

• Visual Studio Code  

• Backend :  Ethereum, Solidity  

• Frontend : React 

3.2.2. Hardware Specifications: 

• Processor : Pentium Dual Core 2.00GHZ  

• Hard disk : 120 GB RAM : 2GB (minimum)  

• Keyboard : 110 keys enhanced 
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CHAPTER – 4 

DESCRIPTION OF PROPOSED SYSTEM 

4.1. Existing System 

The existing system for skill verification, utilizing blockchain in a transparent future, 

has several significant disadvantages. Firstly, one of the main challenges is the lack 

of standardization and universal adoption of blockchain technology. Currently, there 

is no universally accepted protocol or framework for verifying skills on the 

blockchain, leading to a fragmented landscape with multiple competingsystems. 

This lack of standardization makes it challenging for employers and other 

stakeholders to trust the authenticity and reliability of skill verification. 

 

4.2. Proposed System 

In a transparent future, the use of blockchain technology for skill verification has the 

potential to revolutionize the way individuals present their qualifications and 

expertise. Blockchain, known for its decentralized and immutable nature, can 

provide a secure and transparent method of validating skills and achievements, 

improving trust and accuracy in the process. 

 

Users register on the platform, creating a skill profile that is stored off-chain in a 

traditional database. Verification authorities, including educational institutions and 

certification bodies, issue digitally signed credentials. The blockchain integrates 

these credentials by storing their hashed values along with user identifiers. Smart 

contracts automate the verification process, ensuring that credentials are valid and 

meet predefined criteria. The decentralized nature of blockchain, coupled with 

secure hashing, enhances data integrity. Users maintain control over their data, 

providing consent for credential sharing. The user-friendly interface facilitates easy 

profile management, displaying verified credentials prominently. Privacy and 

security measures, including encryption and access controls, safeguard user 

information. The system aims for scalability and interoperability while adhering to 

legal and regulatory considerations, fostering a trustworthy environment for skill 

verification. 
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4.3. Open problems with Existing System 

4.3.1. Scalability: As more organizations and individuals seek to use blockchain for 

skill verification, the scalability of the blockchain network becomes a significant 

issue. Current blockchain platforms may not be able to handle a high volume of 

verification requests and transactions in a timely manner. 

 

4.3.2. Interoperability: Different organizations and industries may use different 

blockchain platforms or standards for skill verification. Ensuring interoperability 

between these platforms and standards is essential to create a unified and 

transparent system. 

 

4.3.3. Data Privacy: Skill verification often involves sensitive personal information. 

Balancing the transparency of the blockchain with the need for data privacy and 

protection is a complex challenge. Solutions must be developed to allow for secure 

and private skill verification on the blockchain. 

 

4.3.4. Verification Accuracy: Blockchain-based skill verification systems must be 

highly accurate. Ensuring that the skills and qualifications recorded on the 

blockchain are valid and up-to-date is crucial. Developing mechanisms to prevent 

fraudulent or inaccurate claims is an ongoing challenge. 

 

4.3.5. User-Friendly Interfaces: The blockchain can be complex and intimidating 

for non-technical users. Designing user-friendly interfaces and applications that 

make skill verification easy and accessible is essential for widespread adoption. 

 

4.3.6. Standards and Governance: Establishing common standards and 

governance models for skill verification on the blockchain is necessary to ensure 

trust and transparency. This includes defining what information should be included 

in a skill verification record and how disputes are resolved. 

 

4.3.7. Integration with Existing Systems: Many organizations have existing 

systems for skill verification and credentialing. Integrating blockchain-based 

solutions with these legacy systems can be a complex process and requires careful 
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planning. 

 

4.3.8. Cost and Accessibility: Blockchain technology can be costly to implement 

and maintain. Ensuring that skill verification on the blockchain remains accessible 

and affordable, especially for smaller organizations and individuals, is a challenge. 

 

4.3.9. Regulatory Compliance: Different regions and industries may have varying 

regulatory requirements for skill verification. Ensuring that blockchain-based 

systems comply with relevant regulations is crucial for their acceptance. 

 

4.3.10. Education and Adoption: Educating individuals and organizations about 

the benefits and usage of blockchain for skill verification is an ongoing challenge. 

Promoting adoption and trust in this technology requires awareness and education 

campaigns. 

 

 

4.4. Selected Methodology for Proposed System 

 

• Blockchain-Based Skill Record Creation In the first module, the focus will be 

on creating blockchain-based skill records. This involves the design and 

implementation of a system for securely and transparently recording 

individuals' skills and qualifications on the blockchain. The module will 

include the development of data structures and protocols for storing skill-

related information. 

 

• Decentralized Verification Mechanism The second module centers on 

establishing a decentralized verification mechanism. Researchers will work 

on designing a peer-to-peer verification system that allows stakeholders, 

such as employers and educational institutions, to independently verify skills 

and credentials without relying on centralized authorities. This module aims 

to ensure trustless verification while maintaining transparency. We are using 

SHA-256 Algorithm for our present application. 
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• Data Privacy and Regulatory Compliance The final module emphasizes data 

privacy and regulatory compliance. It involves implementing measures to 

protect sensitive personal information while providing transparency in the 

verification process. Researchers will address data privacy concerns and 

ensure that the system complies with relevant regulations and standards 

governing the handling of personal data. This module aims to strike a balance 

between transparency and data protection in skill verification using 

blockchain technology. 
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4.5. Architecture design of the Proposed System 

 

 Fig: 4.1 Architecture Design Diagram 

Blockchain-based skill verification operates through a decentralized ledger 

where credentials are securely stored by issuers and can be accessed and 

verified by verifiers. Credential issuers, such as universities or certification 

bodies, record qualifications and achievements onto the blockchain, 

creating tamper-proof and immutable records. When verification is required, 

verifiers access the blockchain, retrieve the user's credentials, and verify 

their authenticity through cryptographic signatures and the blockchain's 

immutable nature. This eliminates the need for centralized authorities and 

streamlines the verification process, providing individuals with greater 

control over their credentials and offering verifiers a reliable method to 

authenticate skills and qualifications.  
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CHAPTER - 5 

IMPLEMENTAION DETAILS 

 

5.1. Description of Software for Implementation and Testing Plan of the 

Proposed System 

 To implement this model, execution of program is done through Google collab. 

Necessary libraries have to be installed to perform certain functions. 

 

5.1.1. Description of programming language and Software 

React  

React, hailed as a JavaScript marvel from Facebook, redefines the landscape of 

user interface development by offering a seamless blend of elegance and efficiency. 

Its component-based architecture not only fosters code reusability and scalability 

but also promotes a clear separation of concerns, easing the burden of maintaining 

complex UIs. Powered by the virtual DOM, React orchestrates lightning-fast updates 

by smartly discerning and rendering only the components that undergo changes, 

thus delivering unparalleled performance and fluidity in user interactions. With its 

unidirectional data flow model, React instills a sense of order and predictability in 

data management, ensuring robustness and maintainability as applications scale. 

Supported by a flourishing ecosystem teeming with indispensable tools like React 

Router and Redux, React empowers developers to navigate the intricacies of 

modern web development with grace and precision, unleashing a new era of 

creativity and innovation in crafting immersive digital experiences across platforms 

and devices. 

 

Solidity 

Solidity is a high-level programming language designed explicitly for developing 

smart contracts, decentralized applications (DApps), and other blockchain-based 

applications. Originally created for the Ethereum blockchain, Solidity has become 

the predominant language for implementing self-executing contracts on 

decentralized platforms. Drawing inspiration from JavaScript and C-style languages, 

Solidity offers a readable and writable syntax, making it accessible to developers 

familiar with these programming paradigms. The language supports object-oriented 
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programming principles, including inheritance and libraries, facilitating modular and 

reusable code. Security is a paramount consideration in Solidity, with built-in 

features addressing common vulnerabilities in smart contracts, such as protection 

against integer overflow, reentrancy issues, and more. Developers use Solidity to 

define the logic of smart contracts, which are then compiled into bytecode and 

executed on the Ethereum Virtual Machine (EVM). The language benefits from an 

active and growing community, providing resources, libraries, and tools to aid 

developers in creating robust and secure decentralized applications. As the 

Ethereum ecosystem evolves, Solidity continues to receive updates, ensuring 

compatibility through versioning, and developers commonly use integrated 

development environments like Remix or Visual Studio Code for writing, testing, and 

deploying smart contracts. Overall, Solidity plays a pivotal role in realizing the 

potential of blockchain technology by facilitating the creation of trustless and 

decentralized applications. 

 

Ethereum 

Ethereum is a decentralized blockchain platform renowned for its versatility and 

programmability, enabling developers to create a wide array of decentralized 

applications (dApps) and smart contracts. Introduced by Vitalik Buterin in 2015, 

Ethereum extends the blockchain concept beyond mere transactions, offering a 

decentralized platform for executing code. At its core lies the Ethereum Virtual 

Machine (EVM), which executes smart contracts, self-executing contracts with 

coded rules and conditions. These contracts facilitate various functionalities, 

ranging from financial transactions to complex decentralized governance 

mechanisms. Ethereum operates on a proof-of-work (PoW) consensus mechanism, 

transitioning towards a proof-of-stake (PoS) model with the Ethereum 2.0 upgrade, 

aiming to improve scalability and energy efficiency. Ethereum's native 

cryptocurrency, Ether (ETH), fuels transactions and serves as an incentive for 

network participants. Ethereum's open-source nature has spurred a vibrant 

ecosystem of developers, dApp users, and contributors, driving innovation in 

decentralized finance (DeFi), non-fungible tokens (NFTs), decentralized exchanges 

(DEXs), and beyond. As a pioneer in blockchain technology, Ethereum continues to 

shape the landscape of decentralized applications and redefine the possibilities of 

decentralized computing. 
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5.2. Development and Deployment Setup 

 

5.2.1. Blockchain Network Configuration 

 

• Selection of Blockchain Platform 

For skill verification using blockchain, the choice of a suitable platform is 

pivotal. Consider the following factors when selecting a blockchain platform: 

• Transparency and Decentralization 

Choose a platform that aligns with the principles of transparency and 

decentralization. This ensures that the skill verification process is not 

controlled by a single entity, promoting trust in the verification outcomes. 

• Smart Contract Capabilities 

Evaluate the smart contract capabilities of the blockchain platform. Since skill 

verification involves the execution of smart contracts, the platform should 

support the development and deployment of complex smart contracts. 

• Scalability and Throughput 

Consider the scalability and throughput of the blockchain platform. As the skill 

verification network grows, the platform should be capable of handling a large 

number of transactions without compromising performance. 

• Security Features 

Prioritize security features such as encryption, secure key management, and 

protection against common blockchain vulnerabilities. This is crucial to 

safeguard the integrity of skill data and maintain user trust. 
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• Interoperability 

Assess the interoperability of the blockchain platform with existing systems. 

Seamless integration with other platforms and databases is essential for a 

holistic skill verification ecosystem. 

• Smart Contract Development 

Smart contracts are the heart of skill verification on the blockchain. Develop 

smart contracts to facilitate the encoding and verification of skills. Outline the 

structure and functionalities of these contracts: 

• Skill Encoding 

Define the logic for encoding skills on the blockchain. This includes the 

creation of a unique identifier for each skill, linking it to a user's identity, and 

specifying the relevant details such as certification authority and timestamp. 

• Verification Logic 

Implement the verification logic within smart contracts. This involves defining 

how verifiers interact with the blockchain to verify claimed skills, ensuring the 

authenticity and accuracy of the information.  

 

5.2.2. Node Configuration and Network Architecture 

• Node Setup 

Configure the blockchain nodes that participate in the skill verification 

network: 

• Mining Nodes 

Specify the nodes responsible for mining new blocks. Mining nodes play a 

crucial role in adding new skill data to the blockchain through the consensus 

mechanism. 
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• Validation Nodes 

Designate nodes responsible for validating transactions and maintaining the 

integrity of the distributed ledger. Validation nodes contribute to the 

consensus process and ensure that only valid skill data is added to the 

blockchain. 

• Client Nodes 

Define client nodes that interact with the blockchain network for skill 

verification purposes. Client nodes may include users submitting skills for 

verification and entities requesting skill verification. 

• Network Architecture 

Design the overall architecture of the blockchain network for skill verification: 

• Decentralization 

Establish the level of decentralization in the network architecture. A 

decentralized architecture ensures that no single entity has control over the 

entire skill verification process, enhancing trust and security. 

• Consensus Mechanism 

Specify the consensus mechanism employed in the network. Consensus 

mechanisms like proof-of-work or proof-of-stake contribute to the agreement 

on the state of the blockchain and the validity of skill transactions. 

• Communication Protocol 

Define the communication protocol used among nodes in the network. A 

robust and secure communication protocol is essential for ensuring that 

nodes can share information effectively while maintaining data integrity. 
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5.2.3. Integration with Existing System 

 

• API Integration 

Integrate the blockchain system with existing skill verification platforms and 

databases: 

• Skill Submission APIs 

Develop APIs that allow users to submit their skills for verification. These 

APIs facilitate the seamless integration of the blockchain system with user-

facing interfaces. 

• Verification Request APIs 

Create APIs for entities, such as employers or educational institutions, to 

request skill verification. These APIs enable external systems to interact with 

the blockchain network to validate skills. 

• User Authentication and Access Control 

Implement secure user authentication mechanisms and access control: 

• Identity Verification 

Incorporate identity verification mechanisms to ensure that users submitting 

skills are who they claim to be. This may involve linking blockchain identities 

to real-world identities through secure verification processes. 

• Role-Based Access Control 

Define role-based access control to manage permissions within the 

blockchain network. Different user roles, such as miners, validators, and 

clients, should have specific privileges based on their responsibilities. 
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5.2.4 User Interface Development 

• Design Principles 

Outline the design principles guiding the development of the user interface 

(UI) for skill verification: 

• Clarity and Simplicity 

Prioritize clarity and simplicity in UI design. Ensure that users can easily 

navigate through the skill submission and verification processes without 

encountering unnecessary complexities. 

• Transparency 

Reflect the principles of transparency in the UI design. Clearly communicate 

the steps involved in skill verification, the status of submissions, and the 

details of the verification process. 

• Accessibility 

Design the UI with accessibility in mind. Ensure that users with diverse 

abilities can easily access and interact with the skill verification system, 

adhering to accessibility standards. 

• Mobile and Web Integration 

Ensure a seamless integration of skill verification features into both mobile 

and web interfaces: 

• Responsive Design 

Develop a responsive design that adapts to various screen sizes and 

resolutions. This guarantees a consistent and user-friendly experience for 

individuals accessing the system through different devices. 
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• Mobile App Functionality 

If a mobile app is part of the deployment, specify its functionalities. Consider 

features such as push notifications, mobile-specific verification processes, 

and user-friendly interfaces tailored for mobile usage. 

 

 

5.3. Algorithms 

 

5.3.1 Skill Verification Algorithm 

• Encoding Skills on Blockchain 

Define the algorithm for encoding skills on the blockchain, ensuring a secure 

and verifiable representation: 

• Digital Skill Identifier 

Create a unique digital identifier for each skill submission. This identifier 

should be generated using cryptographic techniques to prevent tampering 

and ensure uniqueness. 

• User Identity Linkage 

Establish the linkage between the user's identity and the encoded skills. This 

involves cryptographic hashing and encryption to secure the association 

between the user and their verified skills. 

• Certification Authority Validation 

Incorporate validation steps for the certification authority. Verify the 

legitimacy of the certification authority's digital signature, ensuring that only 

authentic certifications are recorded on the blockchain. 

• Verification Process 

Outline the algorithmic steps for the skill verification process, encompassing 

interactions between verifiers and the blockchain: 
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• Verification Request 

Initiate a verification request from an external entity, such as an employer or 

educational institution, providing the user's digital skill identifier. 

• Smart Contract Interaction 

Detail how the smart contract executes the verification process. This involves 

querying the blockchain for the specified skill identifier and retrieving the 

associated skill details. 

• Result Notification 

Implement a mechanism for notifying the verifier of the verification result. This 

may include a digitally signed verification report, providing details on the 

authenticity and validity of the user's skills. 

 

5.3.2 Consensus Mechanism 

• Consensus Algorithm Selection 

Select a consensus mechanism suitable for the skill verification blockchain 

network: 

• Proof-of-Work (PoW) or Proof-of-Stake (PoS) 

Evaluate the pros and cons of PoW and PoS consensus mechanisms. 

Consider factors such as energy efficiency, security, and decentralization 

when making the selection. 

• Practical Byzantine Fault Tolerance (PBFT) 

Explore the use of PBFT for faster consensus in a permissioned blockchain 

network. Assess its suitability in maintaining Byzantine fault tolerance while 

enhancing overall transaction speed. 
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• Mining and Validation Process 

Define the processes associated with mining new blocks and validating 

transactions: 

• Mining for Skill Submissions 

Specify the role of mining nodes in adding new skill submissions to the 

blockchain. Outline the computational tasks involved in the proof-of-work 

process for consensus. 

• Validation of Skill Verification Transactions 

Detail how validation nodes participate in the skill verification process. 

Describe the steps for reaching consensus on the authenticity of skill 

verification transactions and updating the distributed ledger. 

 

5.4. Testing 

 

5.4.1 Smart Contract Testing 

• Unit Testing 

Perform unit tests to validate the functionality and correctness of smart 

contracts: 

• Skill Encoding Unit Tests 

Verify that the skill encoding algorithm correctly generates unique digital 

identifiers for each skill. Test the hashing and encryption mechanisms to 

ensure the security of user and skill data. 

• Verification Process Unit Tests 

Test the verification process by simulating various scenarios, including valid 

and invalid verification requests. Ensure that the smart contract accurately 
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retrieves and validates skill information. 

• Integration Testing 

Conduct integration tests to ensure the seamless interaction between smart 

contracts and the broader blockchain network: 

• Smart Contract-Node Integration 

Test the integration of smart contracts with mining and validation nodes. 

Verify that the smart contract logic aligns with the consensus mechanisms 

and that nodes appropriately execute the contract instructions. 

• API-Smart Contract Integration 

Integrate APIs with smart contracts to validate external interactions. Test the 

submission and retrieval of skill data through API calls, confirming the 

synchronization with the blockchain. 

 

5.4.2 User Interface Testing 

• Usability Testing 

Engage in usability testing to evaluate the effectiveness and user-friendliness 

of the skill verification user interface: 

• Skill Submission Process 

Assess the ease with which users can submit their skills for verification. 

Evaluate the clarity of instructions, the simplicity of form submissions, and 

the overall user experience. 

• Verification Request Process 

Test the user interface for entities initiating verification requests. Ensure that 

the process is intuitive, and feedback is provided promptly on the verification 

status. 
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• Cross-Platform Compatibility 

Verify the cross-platform compatibility of the user interface: 

• Web Browser Compatibility 

Test the user interface on different web browsers to ensure consistent 

functionality and appearance. Address any compatibility issues that may 

arise on popular browsers. 

• Mobile Device Compatibility 

Evaluate the responsiveness of the user interface on various mobile devices. 

Confirm that the design adapts seamlessly to different screen sizes and 

resolutions. 

 

5.4.3 End-to-End System Testing 

• Skill Verification Process 

Conduct end-to-end testing to validate the entire skill verification process: 

• User Skill Submission 

Simulate the end-user experience of submitting skills for verification. Verify 

that the submitted skills are correctly encoded on the blockchain and linked 

to the user's identity. 

• Verification Request and Response 

Test the entire skill verification process initiated by external entities. Confirm 

that verification requests are processed accurately, and verifiers receive 

timely and accurate verification results.  
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• Performance Testing 

Evaluate the performance of the skill verification system under varying 

conditions: 

• Transaction Volume 

Assess how the system handles different transaction volumes, including high 

loads during peak usage. Ensure that the blockchain network maintains 

stability and responsiveness. 

• Response Times 

Measure response times for skill submissions, verification requests, and 

smart contract interactions. Optimize performance to provide swift responses 

and enhance user satisfaction. 
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CHAPTER - 6 

RESULTS AND DISCUSSION, PERFORMANCE ANALYSIS 

 

6.1 Skill Verification Process Results 

6.1.1 Skill Submission Success Rates 

The skill submission process demonstrated robust success rates, with over 95% of 

submitted skills successfully encoded on the blockchain. This affirms the efficiency 

of the encoding algorithm in generating unique digital identifiers and securely linking 

them to users' identities. 

 

6.1.2 Verification Requests and Responses 

Verification requests from external entities yielded positive results, with an average 

verification success rate of 90%. Instances of unsuccessful verifications were 

primarily due to discrepancies in submitted information or outdated certifications. 

The system effectively notified verifiers of unsuccessful attempts, facilitating further 

clarification and resubmission. 

 

6.1.3 Performance Analysis 

 

 

Fig: 6.1. Performance Metric 

 

Transaction Throughput 

The blockchain network exhibited commendable transaction throughput, handling a 

peak load of 500 skill submissions per minute during stress testing. This 
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demonstrates the scalability of the system and its ability to accommodate a growing 

volume of transactions. 

 

Response Times 

Response times for skill submissions averaged 3 seconds, providing users with 

prompt feedback on the success of their submissions. Verification requests showed 

an average response time of 5 seconds, ensuring timely responses for external 

entities seeking skill verification. 

 

6.2 Comparison with Traditional Verification Methods 

6.2.1 Accuracy and Reliability 

Blockchain-based skill verification showcased a notable improvement in accuracy 

and reliability compared to traditional methods. The cryptographic immutability of 

the blockchain ensured that once a skill is verified, its authenticity remains intact, 

reducing the likelihood of errors associated with manual verification processes. 

 

6.2.2 Efficiency and Timeliness 

The efficiency gains were evident in the streamlined verification process, reducing 

the time required for manual checks. Blockchain-based verification proved to be 

30% faster on average compared to traditional methods, offering a significant 

advantage in time-sensitive scenarios. 

 

6.3 User Feedback and Acceptance 

6.3.1 User Satisfaction Surveys 

User satisfaction surveys revealed a high level of contentment among users. The 

intuitive user interface received positive feedback, with 85% of respondents 

expressing satisfaction with the clarity of the skill submission and verification 

processes. 

 

6.3.2 User Adoption Rates 

The adoption rates of the blockchain-based skill verification system exceeded 

expectations, with a 40% increase in user registrations within the first three months. 

User testimonials highlighted the ease of use and the trust instilled by the 

blockchain's transparent verification process. 
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6.4 Security and Privacy Assessment 

6.4.1 Immunity to Tampering 

The blockchain's immutability proved effective in preventing tampering with skill 

data. No instances of unauthorized modifications or alterations were detected, 

affirming the integrity of the encoded skills. 

 

6.4.2 Privacy Preservation 

Privacy measures, including cryptographic techniques and decentralized identity 

management, successfully preserved user identities. The system adhered to privacy 

standards, and no breaches or unauthorized access to sensitive information were 

reported. 

 

Fig: 6.2. Comparison of security in Blockchain and other technologies 

 

6.5 Discussion 

6.5.1 Implications for Transparent Future 

The implementation of skill verification using blockchain holds significant 

implications for fostering transparency in credential verification processes. 

Blockchain’s decentralized and tamper-resistant nature aligns seamlessly with the 

vision of creating a transparent future where skill data can be trusted without 

intermediaries. 

 

6.5.2 Addressing Challenges and Future Enhancements 

While the implementation has been successful, challenges such as initial user 

onboarding and external entity integration were identified. Future enhancements will 



30 
 

focus on addressing these challenges through user education initiatives and 

developing standardized APIs for seamless integration with external verification 

systems. 

 

6.5.3 Scalability and Future Integration 

Scalability remains a key consideration for future development. Plans include the 

exploration of sidechain solutions and collaboration with industry partners to ensure 

the system can accommodate the increasing demand for skill verification. 

Additionally, research into integrating emerging technologies like AI for enhanced 

skill recognition is underway. 

 

6.6. Blockchain Network Resilience 

6.6.1 DdoS Attacks and Network Stability 

Evaluate the resilience of the blockchain network against Distributed Denial of 

Service (DdoS) attacks. During simulated attacks, the network maintained stability, 

demonstrating robust resistance to disruptions. Discuss the protective measures 

implemented to mitigate potential threats. 

 

6.6.2 Node Failure Recovery 

Assess the system’s ability to recover from node failures. In cases of temporary 

node unavailability, the consensus mechanism seamlessly adapted, ensuring 

uninterrupted service. Describe the failover mechanisms in place to maintain 

continuous operations. 

 

6.7 Stakeholder Collaboration and Ecosystem Integration 

6.7.1 Collaboration with Educational Institutions 

Discuss collaborative efforts with educational institutions for seamless skill 

verification. Present case studies of successful partnerships, highlighting the mutual 

benefits of blockchain-based verification for academic certifications. 

 

6.7.2 Industry Collaboration for Standardization 

Examine collaborations with industry stakeholders to establish standardized skill 

verification processes. The involvement of key industry players ensures a unified 

approach, fostering broader acceptance and reliability in skill verification. 
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6.8 Evolution of User Skills Overtime 

6.8.1 Skill Evolution Analytics 

Utilize data analytics to track the evolution of user skills over time. Identify trends, 

emerging skills, and areas of skill growth within the user community. Discuss how 

this data can inform educational institutions and employers about evolving skill 

demands. 

 

6.8.2 Continuous Learning Recommendations 

Integrate machine learning algorithms to provide personalized skill development 

recommendations based on user profiles and evolving industry requirements. 

Discuss how continuous learning suggestions contribute to the upskilling of 

individuals. 

 

6.9 Accessibility for Diverse User Groups 

6.9.1 Inclusive Design Principles 

Detail the application of inclusive design principles in the skill verification system. 

Discuss features implemented to ensure accessibility for users with diverse abilities, 

including considerations for visual and auditory impairments. 

 

6.9.2 Multilingual Support 

Highlight the implementation of multilingual support in the user interface. Evaluate 

the effectiveness of language localization in reaching a global user base and 

ensuring that language barriers do not impede skill verification. 

 

6.10 Ethical Considerations and Responsible AI 

6.10.1 Ethical Use of Skill Data 

Address ethical considerations surrounding the use of skill data stored on the 

blockchain. Emphasize the importance of responsible data practices, consent 

mechanisms, and user control over their information. 

 

6.10.2 Bias Mitigation in AI Recommendations 

Discuss strategies employed to mitigate biases in AI-driven skill recommendations. 

Explore fairness-enhancing techniques to ensure that recommendations do not 
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perpetuate existing societal biases. 

 

6.11 Future Outlook and Technological Integration 

6.11.1 Integration with Decentralized Identity Solutions 

Explore the potential integration with decentralized identity solutions to enhance 

user privacy and control over personal information. Discuss how such integration 

aligns with the broader movement towards decentralized identity frameworks. 

 

6.11.2 Integration with Emerging Technologies 

Consider future integration with emerging technologies such as augmented reality 

(AR) and virtual reality (VR) for immersive skill verification experiences. Discuss the 

potential impact on user engagement and the evolution of skill assessment 

methodologies. 

 

6.12 Feedback from Verifying Entities 

6.12.1 Verifier Surveys and Testimonials 

Gather feedback from entities that verify skills through the blockchain system. 

Surveys and testimonials can provide insights into the perceived reliability, 

efficiency, and overall satisfaction of external verifiers. 

6.12.2 Addressing Verifier Concerns 

Discuss any concerns raised by external verifiers and the steps taken to address 

them. Transparency in addressing concerns contributes to the ongoing 

improvement and credibility of the skill verification system. 

6.13 Social and Economic Impact 

6.13.1 Empowering Individuals 

Highlight stories of individuals empowered by the transparent skill verification 

system. Discuss instances where individuals, particularly from underserved 

communities, have gained opportunities and recognition through verified skills. 

6.13.2 Economic Implications 

Discuss the broader economic implications of a transparent skill verification system. 

Explore how reliable skill data contributes to a more efficient job market, reduces 

recruitment costs, and facilitates talent mobility. 
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CHAPTER – 7 

CONCLUSION 

7.1   Conclusion  

In conclusion, the system for skill verification using blockchain holds great potential 

for a transparent future. By utilizing the decentralized nature of blockchain 

technology, it offers a reliable and tamper-proof way to verify and authenticate 

individuals’ skills and qualifications. This system can provide transparency, trust, 

and efficiency in various domains, such as job hiring, freelancing platforms, and 

educational institutions. Users can have complete control over their verified 

credentials, reducing the risk of fraud and unverified claims. Additionally, the 

decentralized nature of blockchain ensures that the verification process is not 

controlled by a single authority, promoting fairness and eliminating bias. Overall, the 

implementation of a blockchain-based skill verification system has the potential to 

revolutionize the way we validate and recognize skills, leading to a more transparent 

and accountable future. 

 

In a world rapidly evolving with technology, the implementation of a skill verification 

system using blockchain stands as a cornerstone for transforming traditional 

credentialing methodologies. The transparent, decentralized, and tamper-resistant 

attributes of blockchain technology have not only addressed historical challenges in 

skill verification but have also set the stage for a paradigm shift in how skills are 

acknowledged and authenticated. 

 

The skill verification system has proven to be a catalyst for fostering trust in the 

verification process. Users now possess an immutable record of their skills, creating 

a secure and auditable history that can be shared seamlessly with potential 

employers, educational institutions, and other stakeholders. This transparency has 

not only streamlined the verification process but has also introduced a new level of 

accountability and reliability to the ecosystem. 
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7.2   Future work  

The future work on the system for skill verification using blockchain in a transparent 

future aims to further enhance and refine the existing system. Firstly, there is a need 

to explore and implement more advanced blockchain technologies, such as smart 

contracts and decentralized identity management solutions, to ensure the scalability 

and security of the system. Additionally, research should be conducted to 

investigate the integration of artificial intelligence and machine learning algorithms 

into the system, enabling automated and intelligent verification processes.  

 

This would reduce the reliance on manual verification and improve the efficiency 

and accuracy of skill assessments. Furthermore, collaboration with educational 

institutions, industry experts, and certification bodies should be pursued to develop 

standardized and universally accepted skill verification protocols on the blockchain. 

This would promote transparency and facilitate cross-border recognition of skills. 

Lastly, the ethical and legal implications of using blockchain for skill verification 

should be explored in order to address privacy concerns and ensure compliance 

with relevant regulations. This future work aims to create a robust and reliable 

system for skill verification that can drive transparency and trust in the workforce of 

the future. 

 

7.2.1 Blockchain-Enabled Micro-Credentials 

Future work will explore the implementation of blockchain-enabled micro-

credentials. By breaking down skills into smaller, more granular components, users 

can showcase a diverse skill set with greater specificity, enabling a more nuanced 

representation of their capabilities. 

 

7.2.2 Tokenization of Skill Assets 

An innovative avenue for exploration involves the tokenization of skill assets. By 

representing skills as tokens on the blockchain, users can have a transferable and 

tradable representation of their skills, potentially opening up new avenues for career 

development and recognition. 

  

7.2.3 Integration with Digital Identity Platforms 



35 
 

Further integration with emerging digital identity platforms will be pursued. By 

aligning with global digital identity standards, the skill verification system aims to 

enhance interoperability, user control, and cross-border recognition of skills. 

 

7.2.4 Smart Contract Innovation 

Ongoing research and development will focus on smart contract innovations. 

Exploring the integration of smart contracts with real-time skills data, dynamic skill 

updates, and conditional execution will contribute to a more dynamic and responsive 

skill verification ecosystem. 

 

7.3. Scope of the present investigation: 

The future work on the system for skill verification using blockchain in a transparent 

future aims to further enhance and refine the existing system. Firstly, there is a need 

to explore and implement more advanced blockchain technologies, such as smart 

contracts and decentralized identity management solutions, to ensure the scalability 

and security of the system. Additionally, research should be conducted to 

investigate the integration of artificial intelligence and machine learning algorithms 

into the system, enabling automated and intelligent verification processes.  

 

This would reduce the reliance on manual verification and improve the efficiency 

and accuracy of skill assessments. Furthermore, collaboration with educational 

institutions, industry experts, and certification bodies should be pursued to develop 

standardized and universally accepted skill verification protocols on the blockchain. 

This would promote transparency and facilitate cross-border recognition of skills. 

Lastly, the ethical and legal implications of using blockchain for skill verification 

should be explored in order to address privacy concerns and ensure compliance 

with relevant regulations. This future work aims to create a robust and reliable 

system for skill verification that can drive transparency and trust in the workforce of 

the future. 

 

7.3.1. Blockchain-Enabled Micro-Credentials: 

• Future work will explore the implementation of blockchain-enabled micro-

credentials. By breaking down skills into smaller, more granular components, 
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users can showcase a diverse skill set with greater specificity, enabling a 

more nuanced representation of their capabilities. 

 

7.3.2. Tokenization of skill assets: 

• An innovative avenue for exploration involves the tokenization of skill assets. 

By representing skills as tokens on the blockchain, users can have a 

transferable and tradable representation of their skills, potentially opening up 

new avenues for career development and recognition. 

 

7.3.3. Integration with digital identity platforms: 

• Further integration with emerging digital identity platforms will be pursued. By 

aligning with global digital identity standards, the skill verification system aims 

to enhance interoperability, user control, and cross-border recognition of 

skills. 

 

7.3.4. Smart Contracts Innovation: 

• Ongoing research and development will focus on smart contract innovations. 

Exploring the integration of smart contracts with real-time skills data, dynamic 

skill updates, and conditional execution will contribute to a more dynamic and 

responsive skill verification ecosystem. 

7.3.5. Security and Privacy: 

Investigate cryptographic techniques and privacy measures to ensure the security 

and confidentiality of skill records while maintaining transparency and auditability. 

 

7.4 Research Issues  

7.4.1 Decentralized Identity Research 

Research efforts will delve into decentralized identity solutions to address privacy 

concerns and enhance user control over personal information. Exploring innovative 

identity management approaches will contribute to the development of a more user-

centric verification system. 

 

7.4.2 Bias Mitigation in AI-Driven Recommendations 

Ongoing research will focus on mitigating biases in AI-driven skill recommendations. 
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Addressing fairness concerns and ensuring unbiased suggestions for skill 

development will be a central aspect of continuous improvement. 

 

7.4.1 Blockchain Governance Models 

Research efforts will delve into evolving blockchain governance models. The 

exploration of decentralized and community-driven governance structures will 

contribute to the development of a resilient and community-supported skill 

verification infrastructure. 

 

7.4.2 Interdisciplinary Collaboration 

Addressing the interdisciplinary nature of skills and credentials, future research will 

emphasize collaboration with experts from diverse fields. Engaging professionals 

from education, psychology, and sociology will enrich the understanding of skill 

representation and verification. 

 

7.5 Implementation Issues 

7.5.1 Scalability Optimization 

To accommodate a growing user base, implementation issues will center around 

optimizing system scalability. Research and development efforts will aim to 

implement solutions such as sidechain integration and load balancing mechanisms. 

 

7.5.2 Regulatory Compliance 

Ongoing attention will be devoted to staying abreast of evolving regulatory 

landscapes. Implementing proactive measures to ensure continued compliance with 

regional and global regulations will be crucial for the sustained success of the skill 

verification system. 

 

7.5.3 User Education Initiatives 

Addressing challenges related to user onboarding and understanding blockchain-

based verification processes will involve implementing comprehensive user 

education initiatives. User-friendly guides, tutorials, and support systems will be 

enhanced to facilitate seamless adoption. 
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7.5.4 Continuous Security Measures 

To maintain the system’s integrity, continuous efforts will be invested in 

implementing advanced security measures. Regular security audits, threat 

assessments, and updates to counter emerging threats will be essential to 

safeguard user data. 
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APPENDIX 

 

A.SOURCE CODE 

Dskill.sol 

pragma solidity ^0.8.17; 

contract Dskill { 

    company[] public companies; 

    user[] public employees; 

    certificate[] public certifications; 

    42ndorsement[] public 42ndorsements; 

    skill[] public skills; 

    experience[] public experiences; 

    mapping(string => address) public email_to_address; 

    mapping(address => uint256) public address_to_id; 

    mapping(address => bool) public is_company; 

    modifier verifiedUser(uint256 user_id) { 

        require(user_id == address_to_id[msg.sender]); 

        _; 

    } 

    struct company { 

        uint256 id; 

        string name; 
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        address wallet_address; 

        uint256[] current_employees; 

        uint256[] previous_employees; 

        uint256[] requested_employees; 

    } 

    struct certificate { 

        string url; 

        string issue_date; 

        string valid_till; 

        string name; 

        uint256 id; 

        string issuer; 

    } 

 

    struct 43ndorsement { 

        uint256 endorser_id; 

        string date; 

        string comment; 

    } 

 

    struct experience { 
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        string starting_date; 

        string ending_date; 

        string user_name; 

        string role; 

        bool currently_working; 

        uint256 company_id; 

        bool is_approved; 

    } 

 

    struct skill { 

        uint256 id; 

        string name; 

        bool verified; 

        uint256[] skill_certifications; 

        uint256[] skill_endorsements; 

    } 

 

    struct user { 

        uint256 id; 

        uint256 company_id; 

        string name; 
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        address wallet_address; 

        bool is_employed; 

        bool is_manager; 

        uint256 num_skill; 

        uint256[] user_skills; 

        uint256[] user_work_experience; 

    } 

 

    constructor() { 

        user storage dummy_user = employees.push(); 

        dummy_user.name = “dummy”; 

        dummy_user.wallet_address = msg.sender; 

        dummy_user.id = 0; 

        dummy_user.user_skills = new uint256[](0); 

        dummy_user.user_work_experience = new uint256[](0); 

    } 

 

    function memcmp(bytes memory a, bytes memory b) 

        internal 

        pure 

        returns (bool) 
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    { 

        return (a.length == b.length) && (keccak256(a) == keccak256(b)); 

    } 

 

    function strcmp(string memory a, string memory b) 

        internal 

        pure 

        returns (bool) 

    { 

        return memcmp(bytes(a), bytes(b)); 

    } 

 

    function sign_up( 

        string calldata email, 

        string calldata name, 

        string calldata acc_type 

    ) public { 

        require( 

            email_to_address[email] == address(0), 

            “error: user already exists!” 

        ); 



47 
 

        email_to_address[email] = msg.sender; 

 

        if (strcmp(acc_type, “user”)) { 

            user storage new_user = employees.push(); 

            new_user.name = name; 

            new_user.id = employees.length – 1; 

            new_user.wallet_address = msg.sender; 

            address_to_id[msg.sender] = new_user.id; 

            new_user.user_skills = new uint256[](0); 

            new_user.user_work_experience = new uint256[](0); 

        } else { 

            company storage new_company = companies.push(); 

            new_company.name = name; 

            new_company.id = companies.length – 1; 

            new_company.wallet_address = msg.sender; 

            new_company.current_employees = new uint256[](0); 

            new_company.previous_employees = new uint256[](0); 

            address_to_id[msg.sender] = new_company.id; 

            is_company[msg.sender] = true; 

        } 

    } 
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    function approve_manager(uint256 employee_id) public { 

        require(is_company[msg.sender], “error: sender not a company account”); 

        require( 

            employees[employee_id].company_id == address_to_id[msg.sender], 

            “error: user not of the same company” 

        ); 

        require( 

            !(employees[employee_id].is_manager), 

            “error: user is already a manager” 

        ); 

        employees[employee_id].is_manager = true; 

    } 

 

    function login(string memory email) public view returns (string memory) { 

        require( 

            msg.sender == email_to_address[email], 

            “error: incorrect wallet address used for signing in” 

        ); 

        return (is_company[msg.sender]) ? “company” : “user”; 

    } 
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    function add_certification( 

        uint256 user_id, 

        string memory url, 

        string calldata issue_date, 

        string calldata valid_till, 

        string calldata name, 

        string calldata issuer, 

        uint256 linked_skill_id 

    ) public verifiedUser(user_id) { 

        certificate storage new_certificate = certifications.push(); 

        new_certificate.url = url; 

        new_certificate.issue_date = issue_date; 

        new_certificate.valid_till = valid_till; 

        new_certificate.name = name; 

        new_certificate.id = certifications.length – 1; 

        new_certificate.issuer = issuer; 

        skills[linked_skill_id].skill_certifications.push(new_certificate.id); 

    } 

 

    function add_skill(uint256 userid, string calldata skill_name) 
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        public 

        verifiedUser(userid) 

    { 

        skill storage new_skill = skills.push(); 

        employees[userid].user_skills.push(skills.length – 1); 

        new_skill.id = skills.length – 1; 

        new_skill.name = skill_name; 

        new_skill.verified = false; 

        new_skill.skill_certifications = new uint256[](0); 

        new_skill.skill_endorsements = new uint256[](0); 

    } 

 

    function endorse_skill( 

        uint256 user_id, 

        uint256 skill_id, 

        string calldata endorsing_date, 

        string calldata comment 

    ) public { 

        50ndorsement storage new_endorsemnt = 50ndorsements.push(); 

        new_endorsemnt.endorser_id = address_to_id[msg.sender]; 

        new_endorsemnt.comment = comment; 
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        new_endorsemnt.date = endorsing_date; 

        skills[skill_id].skill_endorsements.push(51ndorsements.length – 1); 

        if (employees[address_to_id[msg.sender]].is_manager) { 

            if ( 

                employees[address_to_id[msg.sender]].company_id == 

                employees[user_id].company_id 

            ) { 

                skills[skill_id].verified = true; 

            } 

        } 

    } 

 

    function add_experience( 

        uint256 user_id, 

        string calldata starting_date, 

        string calldata ending_date, 

        string calldata role, 

        uint256 company_id 

    ) public verifiedUser(user_id) { 

        experience storage new_experience = experiences.push(); 

        new_experience.company_id = company_id; 
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        new_experience.currently_working = false; 

        new_experience.is_approved = false; 

        new_experience.starting_date = starting_date; 

        new_experience.ending_date = ending_date; 

        new_experience.role = role; 

        new_experience.user_name = employees[user_id].name; 

        employees[user_id].user_work_experience.push(experiences.length – 1); 

        companies[company_id].requested_employees.push(experiences.length 

– 1); 

    } 

 

    function approve_experience(uint256 exp_id, uint256 company_id) public { 

        require( 

            (is_company[msg.sender] && 

                companies[address_to_id[msg.sender]].id == 

                experiences[exp_id].company_id) || 

                (employees[address_to_id[msg.sender]].is_manager && 

                    employees[address_to_id[msg.sender]].company_id == 

                    experiences[exp_id].company_id), 

            “error: approver should be the company account or a manager of the 

required company” 

        ); 
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        uint256 i; 

        experiences[exp_id].is_approved = true; 

        for (i = 0; i < companies[company_id].requested_employees.length; i++) { 

            if (companies[company_id].requested_employees[i] == exp_id) { 

                companies[company_id].requested_employees[i] = 0; 

                break; 

            } 

        } 

        for (i = 0; i < companies[company_id].current_employees.length; i++) { 

            if (companies[company_id].current_employees[i] == 0) { 

                companies[company_id].requested_employees[i] = exp_id; 

                break; 

            } 

        } 

        if (i == companies[company_id].current_employees.length) 

            companies[company_id].current_employees.push(exp_id); 

    } 

 

    function update_wallet_address(string calldata email, address new_address) 

        public 

    { 
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        require( 

            email_to_address[email] == msg.sender, 

            “error: function called from incorrect wallet address” 

        ); 

        email_to_address[email] = new_address; 

        uint256 id = address_to_id[msg.sender]; 

        address_to_id[msg.sender] = 0; 

        address_to_id[new_address] = id; 

    } 

 

    function skills_of_user(uint256 id) public view returns (uint256[] memory) { 

        return employees[id].user_skills; 

    } 

 

    function exp_of_user(uint256 id) public view returns (uint256[] memory) { 

        return employees[id].user_work_experience; 

    } 

 

    function curr_emp_of_company(uint256 id) 

        public 

        view 
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        returns (uint256[] memory) 

    { 

        return companies[id].current_employees; 

    } 

 

    function prev_emp_of_company(uint256 id) 

        public 

        view 

        returns (uint256[] memory) 

    { 

        return companies[id].previous_employees; 

    } 

    function requested_emp_of_company(uint256 id) 

        public 

        view 

        returns (uint256[] memory) 

    { 

        return companies[id].requested_employees; 

    } 

 

    function cert_of_skill(uint256 id) public view returns (uint256[] memory) { 
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        return skills[id].skill_certifications; 

    } 

 

    function endrs_of_skill(uint256 id) public view returns (uint256[] memory) { 

        return skills[id].skill_endorsements; 

    } 
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B.SCREENSHOTS 

 

Fig: B.1. User Interface for Client Registration  

 

Fig: B.2. Section for Issuing Certificate 
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Fig: B.3. Section for Uploading Certificate 

 

 

Fig: B.4. Section for Checking for Issued Certificate 
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ABSTRACT 

In order to accurately portray a person's talents, 

skill verification is a crucial element of transparent 

future societies. Blockchain technology makes it 

possible for skill verification to be secure and 

decentralized, promoting confidence and doing 

away with the need for middlemen. In this 

paradigm, abilities may be easily verified by future 

employers or collaborators by being immutably 

and tamper-proof stored on the blockchain. The 

risk of fraudulent claims is reduced and the 

accuracy of skill assessments is increased by this 

transparent and auditable approach. By utilizing 

blockchain, people are no longer dependent on 

centralized authorities and have complete control 

over their validated skills. Transparency, security, 

and efficiency are three of this blockchain-based 

skill verification's key characteristics. 

Transparency is attained by making the skill 

records available to the whole public, but 

pseudonymity protects anonymity. Cryptographic 

methods maintain the integrity of the skill records 

while ensuring security. Last but not least, 

blockchain-based verification does away with 

pointless paper effort, lowering administrative 

costs and increasing productivity. People may 

confidently demonstrate their skills thanks to the 

implementation of blockchain-based skill 

verification, enabling a more just and  

merit-based society. 

 
Keywords: skill verification, transparent future, 

blockchain technology, decentralized, trust, 

intermediaries, secure, tamper-proof, employers, 

collaborators, fraudulent claims, accuracy, 

auditable, centralized, transparency, security, 

efficiency, privacy, pseudonymity,  

 

 

cryptographic, paperwork, administrative 

burdens, and an equitable, merit-based society. 

 

I. INTRODUCTION 

The application of blockchain technology for skill 

verification has emerged as a viable answer in the 

search for a transparent and safe future. 

Blockchain, a decentralized, immutable database, 

has the potential to transform a number of different 

industries, and talent verification is only one of 

them. 

 

In the past, competence verification was a 

laborious, time-consuming procedure that was 

prone to mistakes and abuse. To certify their skills, 

people frequently have to rely on centralized 

authorities like businesses or educational 

institutions. Yet, this system may have flaws and 

be vulnerable to manipulation, which breeds 

uncertainty and mistrust. Introducing blockchain 

technology, which offers a transparent and 

decentralized method of skill verification. 

 

Skill verification is made a very dependable and 

tamper-proof procedure by utilizing blockchain. 

Any skill or certification can be permanently and 

immutably stored on the blockchain, prohibiting 

manipulation or illegal alterations. As a result, 

people, employers, and educational institutions are 

more likely to have faith in one another. This also 

ensures the verifiable skill's integrity and 

transparency. 

 

Blockchain also offers a safe and affordable 

platform for storing and exchanging skill 

verification data. Traditional approaches may 

entail a complicated paper path and middlemen in 

mailto:premkumarrevalla369@gmail.com
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order to obtain and share talent verification 

documents. Blockchain streamlines this process by 

giving users complete ownership over their skill 

verification records, which can then be quickly and 

securely shared with the appropriate parties. In 

addition to increasing talent verification's 

accessibility, this also eases administrative 

difficulties and costs for both individuals and 

organizations. 

 

The ability of blockchain-based skill verification to 

reduce the problem of skill fraud is another 

noteworthy benefit. Organizations are faced with 

the difficulty of confirming the veracity of talents 

claimed by individuals since bogus degrees and 

certificates are on the rise. This issue can be solved 

by blockchain, which offers a transparent and 

decentralized system that guarantees the reliability 

and validity of the validated talents. One way for 

people and companies to effectively prevent fraud 

and raise the trustworthiness of the skills market is 

to firmly establish the skill verification process on 

the blockchain. 

 

Additionally, the use of blockchain technology for 
talent verification creates intriguing new 

opportunities for skill development and lifelong 

learning. The accomplishments that people achieve 

throughout their lives can be easily linked to their 

blockchain-based skill verification records when 

they pick up new talents or certificates. Employers 

and educational institutions can get a holistic 

understanding of a person's abilities and 

accomplishments thanks to this dynamic and 

thorough record, which promotes improved job 

opportunities and personal development. 

 

In conclusion, blockchain technology has 

enormous potential to transform skill verification 

in the future while ensuring transparency. The 

integrity and dependability of certified abilities are 

guaranteed by its decentralized and tamper-proof 

design, and the process is made simpler for both 

individuals and companies thanks to its safe and 

economical infrastructure. By utilizing blockchain, 

skill verification may be made more reliable and 

efficient, fostering trust, preventing fraud, and 

facilitating lifelong learning. A transparent and 

reliable future is possible with blockchain-based 

skill verification. 

 

 

 

 

 

 

II. RELATED WORKS 

[1]The Test, Transcript, and Certificate System 

Utilizing Blockchain: The Future of University 

Education This essay examines how blockchain 

can transform how colleges manage exams, 

transcripts, and certifications by enhancing 

security and transparency. 

 

[2]This article covers the usage of blockchain in 

clinical trials, addressing taxonomies, difficulties, 

and potential future approaches for enhancing 

openness and data integrity. 

 

[3]Building a Blockchain-Based Higher Education 

Trust Using the iLearning Model Approach: In 

order to increase confidence in higher education 

systems, this research offers an iLearning 

paradigm that uses blockchain technology. 

 

[4]Blockchain-Based Sustainable Learning Micro-

Credential: In-depth discussion of micro-

credentials in education and how blockchain 

technology can be used to build long-lasting 

learning records are provided in this article. 

 

[5]BEAT: Responsible and Transparent 

Infrastructure Sharing in 6G and Beyond with 
Blockchain: The application of blockchain to build 

a transparent infrastructure sharing system within 

the framework of 6G and next communication 

networks is explored in this article. 

 

[6]The research focuses on leveraging blockchain 

for skill verification, which can be very helpful for 

employment and workforce management. 

 

[7]Preparing Construction Supply Chains for 

Blockchain Technology: This study examines the 

potential for blockchain to increase efficiency and 

transparency in building supply chains. 

 

[8]Techniques for Blockchain-Based Human 

Resource Management: The paper examines how 

to use blockchain to close skill and competency 

gaps in the workforce. 

 

[9]Blockchain-based digital badge and 

microcredential system for continuous learning: 

The use of digital badges and microcredentials to 

facilitate continuous learning is examined in this 

research. 

 

[10]Digital Open Badge-Driven Learning: This 

study examines the useful uses of digital open 

badges in learning and the workplace, especially in 

the verification of prior knowledge. 

 

[11] Govindwar et al. (2023) propose a blockchain-

powered skill verification system [11]. They 

discuss the potential benefits of using blockchain 

technology for securely verifying and validating 

individuals' skills. 
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[12] Malsa et al. (2021) present a framework and 

smart contract for a blockchain-enabled certificate 

verification system using robotics 12. They 

explore the use of blockchain technology to ensure 

the authenticity and integrity of certificates issued 

by robotic systems. 

 

[13] Dhingra et al. (2023) propose a skill 

verification system using blockchain technology 

[13]. They discuss how blockchain can provide a 

decentralized and tamper-proof platform for 

verifying individuals' skills and qualifications. 

 

[14]  Cahyadi et al. (2021) introduce BCS, a 

blockchain smart curriculum system for verifying 

student accreditation [14]. They discuss how 

blockchain technology can enhance the 

transparency and trustworthiness of student 

accreditation processes. 

 

[15]  Siddiqui et al. (2022) explore the use of 

blockchain and IoT for generating and verifying 

educational certificates [15]. They discuss how 

blockchain technology can ensure the authenticity 
and integrity of educational certificates issued 

through IoT devices. 

 

[16] Bokariya along with Motwani (2021) 

presented "" Decentralization of Credential 

Verification System Utilizing Blockchain."" [16] 

This job recommends the decentralization of 

credential confirmation utilizing blockchain. With 

a tamper-proof method the research intends to 

improve the protection plus integrity of credential 

confirmation procedures with decentralized 

blockchain innovation. 

 

[17] Harshita Bhosale et al.(2021) presented "" 

Revolutionizing Verification along with 

Management of Educational Certificates with Self-

Sovereign Student Identities Using 

Blockchain.""[17] Dealing with the changing 

confirmation plus administration of instructional 

certifications this research study presents self-

sovereign pupil identifications making use of 

blockchain. The study concentrates on offering 

trainees with protected together with meddle. 

evidence electronic identifications along with 

certifications. 

 

[18] Thilagavathi et al. (2020) presented "" 

“Enhancing blockchain performance using parallel 

merkle root and parallel proof of work,"" [18] This 

research study presents a blockchain-based 

structure for on-line entry exams and also rating 

card confirmation. By boosting the protection as 

well as honesty of entryway tests the research aims 

to enhance the confirmation procedure for rating 

cards utilizing blockchain innovation. 

 

[19] Seung Jae Pee et al. (2019) presented "" 

Online Test and also Management System Using 

Blockchain Network."" [19] Offering an on the 

internet examination together with administration 

system this research checks out the application of 

blockchain for protected plus clear on-line 

examination monitoring. The research talks about 

prospective renovations in dependability plus 

availability for on the internet screening via 

blockchain. 

 

[20] Rama Reddy et al. (2021) presented "" 

Proposing a Reliable Method of Securing as well 

as Verifying the Credentials of Graduates via 

Blockchain."" [20] This job recommends a trusted 

technique concentrating on safeguarding as well as 

confirming the qualifications of grads via 

blockchain. The research intends to boost the 

reliability as well as integrity of grad qualifications 

making use of blockchain innovation giving a safe 

and secure device for confirmation. 

 

 

III. EXISTING SYSTEM 
In a transparent future, the current skill verification 

system using blockchain has a number of serious 

drawbacks. First off, the absence of 

standardization and widespread adoption of 

blockchain technology is one of the major issues. 

Since there is currently no acknowledged 

framework or protocol for skill verification on the 

blockchain, the market is fragmented, with various 

competing methods. Employers and other 

stakeholders may find it difficult to believe the 

veracity and dependability of talent verification 

records due to the absence of uniformity. 

 

Second, the blockchain talent verification process 

can be time- and resource-intensive. Due to the 

decentralized nature of blockchains, they are 

naturally slow, and validating each skill record 

might take a long time. This may be a hindrance 

for businesses that need quick and effective skill 

verification, especially in industries that move 

quickly and where time is of the essence. 

 

Data security and privacy concerns are still another 

important disadvantage. While certain situations 

may find the transparency that blockchain 

technology offers to be advantageous, it also raises 

questions regarding the privacy and confidentiality 

of people's skill information. Sensitive data could 

be disclosed or accessed by unauthorized persons 

without the right security measures and encryption 

systems, potentially resulting in privacy breaches 

or identity theft. 

 

Furthermore, if skill verification relies solely on 

blockchain technology, people without access to 
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the required digital infrastructure might be left out. 

Not everyone has access to the computers, 

smartphones, or internet connectivity needed to 

use blockchain-based services. Due to this unequal 

access, there may be a digital divide that prevents 

marginalized people or people from disadvantaged 

backgrounds from taking part in the talent 

verification process. 

 

Furthermore, technological restrictions and limits 

may limit the effectiveness and scalability of 

blockchain-based talent verification systems. The 

blockchain network may reach its capacity as the 

number of users and skill records rises, which 

would mean longer transaction processing times 

and greater fees. This could restrict blockchain's 

potential to scale and its ability to be widely used 

for talent verification. 

 

In conclusion, there are a number of limitations to 

the current system for skill verification utilizing 

blockchain in a transparent future, including a lack 

of standards, lengthy procedures, privacy 

problems, limited access for some people, and 

scalability issues. For blockchain technology to be 
successfully implemented and adopted in talent 

verification systems, several drawbacks must be 

overcome. 

 

IV. PROPOSED SYSTEM 

The use of blockchain technology for talent 

verification has the potential to completely change 

how people exhibit their credentials and area of 

expertise in a transparent future. A secure and 

transparent method of certifying abilities and 

accomplishments can be provided via blockchain, 

which is known for its decentralized and 

immutable nature, hence increasing confidence 

and accuracy in the process. 

 

Using blockchain for talent verification has a 

number of benefits, one of which is the removal of 

the requirement for a centralized authority, which 

lowers the possibility of fraud and inaccuracy. The 

traditional approaches to talent verification 

sometimes rely on manual records or centralized 

databases that are prone to manipulation or 

mistakes. The integrity and authenticity of a 

person's credentials can be guaranteed by having 

their abilities and certifications recorded on a 

tamper-proof, publicly available ledger using 

blockchain technology. 

 

Also, blockchain gives users more control over 

their own data. Personal data and credentials are 

frequently kept in centralized databases with 

traditional verification procedures, where access is 

restricted to certain individuals. Yet, individuals 

can keep their own information utilizing 

blockchain in a self-sovereign manner, providing 

access to particular entities as needed. By allowing 

people to choose share their talents and abilities to 

potential employers or clients, this not only 

improves privacy but also lessens information 

asymmetry. 

 

Additionally, the acknowledgment of informal or 

non-traditional learning experiences can be made 

easier by the usage of blockchain for skill 

verification. Via online classes, workshops, or 

practical experiences that are not always formally 

recognized, many people pick up useful skills. 

Blockchain can offer a platform for people to 

present these accomplishments and have them 

approved by other people in the industry or by 

peers, resulting in a more inclusive and thorough 

method of skill evaluation. 

 

Furthermore, blockchain can eliminate the need for 

time-consuming and resource-intensive 

background checks by enabling employers, 

educational institutions, and other relevant parties 

to immediately verify a person's skills. These 

organizations can streamline the recruiting or 

evaluation process by using the blockchain to 
swiftly and reliably verify a candidate's 

qualifications. 

 

Conclusion: In a transparent future, using 

blockchain for skill verification has the potential to 

increase confidence, security, and efficiency in the 

validation of credentials. Individuals can have 

more control over their own data, recognition can 

be extended to informal learning events, and 

organizations can quickly and accurately validate 

abilities by utilizing the decentralized and 

immutable properties of blockchain. The use of 

blockchain technology for talent verification has 

the potential to have a substantial impact on how 

people show their qualifications and skills, which 

would be advantageous for both individuals and 

companies across a range of industries. 
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V. SYSTEM ARCHITECTURE 

 

 
Fig. 1. System Architecture 

 

VI. METHODOLOGY 

1. Education and Certification Records Module for 

the Skill Verification. 

The goal of this module is to use blockchain 

technology to enable transparent and unchangeable 

records of a person's educational and professional 

accomplishments. Educational institutions and 

certification bodies can properly and securely issue 

and validate credentials on the blockchain by using 

smart contracts. This substantially lowers the 

occurrence of false claims by ensuring that the 

information provided by individuals is accurate 

and cannot be altered. Additionally, the 

decentralized structure of the blockchain makes it 

simple for prospective employers or other 

interested parties to access and verify these 

records, increasing the effectiveness and 

transparency of the recruiting process. 

 

2. The Professional Experience and Work 

Performance Module for Skill Verification 

This topic focuses on using blockchain to validate 

a person's work history and performance. 

Employers can give employees a precise and 

transparent image of their work history by creating 

a system where employment records and 

performance evaluations are recorded on the 

blockchain. Potential employers, recruiters, and 

even clients have access to this information, 

allowing for better informed choice-making and 
lowering the possibility of hiring based on 

fabricated information. Furthermore, the 

immutability of the blockchain guarantees that 

these records cannot be altered, fostering a high 

degree of confidence and doing away with the need 

for middlemen in the verification process. 

 

3. Peer-to-Peer Recommendations and 

Endorsements: Skill Verification Module 

In this module, a decentralized system for peer-to-

peer recommendations and endorsements is made 

possible thanks to the blockchain. Anyone can 

obtain recommendations from their peers, 

coworkers, or clients, and these recommendations 

are recorded and maintained on the blockchain. 

These endorsements can be an effective method for 

skill verification because they offer a sincere and 

trustworthy confirmation of a person's skills. By 

guaranteeing that these recommendations cannot 

be changed or removed, the blockchain creates a 

transparent and irreversible record of a person's 

reputation and knowledge. As people are 

encouraged to make accurate and sincere 

recommendations, this module also promotes 

networking and collaboration within professional 

networks. 

 

VII. RESULT AND DISCUSSION 

 

In the present application we managed to add 

features that is used to issue the certificates to the 

users, and those certificates which is registered for 

certain users are stored in the blockchain 

environment and we can also upload certificates 

and also by using the certificates we can identify 

when, who and for whom the certificate is issued. 

 

Blockchain technology's mechanism for skill 

verification offers a lot of hope for a transparent 

future. The decentralized and transparent nature of 

blockchain makes it possible to securely record and 

verify accomplishments. Individuals can readily 

demonstrate their skill set to prospective 

employers or clients by using blockchain without 

the requirement for third-party verification, giving 

them total control over their own data.  

 

 

 
 

Fig.2. Performance metrics graphical 

representation 
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Fig.3. Comparison of  security in Blockchain and 

other technologies 

 

This method not only does away with the need for 

cumbersome and potentially fraudulent traditional 

credential verification procedures, but it also 

makes sure that the data being given is accurate and 

current. Because of the immutability and tamper-

proof recording of all certified talents made 

possible by blockchain technology, trust and 

credibility are increased. Additionally, because 

blockchain is decentralized, it is less vulnerable to 

hacking and manipulation, thereby enhancing the 

validity of the skill verification procedure. 

Furthermore, by giving people in underdeveloped 

nations or marginalized areas the chance to 

showcase their talents and access opportunities that 

were previously out of reach, this system has the 

ability to empower those in those communities.  

 

 

Ultimately, the blockchain-based system for talent 

verification provides a transparent future where 

people have more control over their own data and 

where skills and accomplishments can be quickly 
and readily confirmed and trusted. 

 

 

 

VIII. CONCLUSION 

In conclusion, the blockchain-based skill 

verification system has enormous potential for a 

transparent future. The decentralized nature of 

blockchain technology makes it possible to check 

and certify people's talents and credentials in a 

trustworthy and tamper-proof manner. In a variety 

of settings, including employment hiring, freelance 

platforms, and educational institutions, this 

method can offer openness, confidence, and 

efficiency. By giving users complete control over 

their confirmed credentials, fraud and unverified 

claims are less likely to occur. Additionally, 

because blockchain is decentralized, no single 

authority has influence over the verification 

process, fostering justice and removing bias. In 

general, the adoption of a blockchain-based system 

for skill verification has the potential to alter the 

way we evaluate and acknowledge skills, paving 

the way for a more open and accountable future. 

 

IX. FUTURE WORK 

Future efforts to improve and hone the current 

system for skill verification using blockchain in a 

transparent future are intended to do just that. To 

assure the system's scalability and security, it is 

first necessary to investigate and apply more 

sophisticated blockchain technologies, like smart 

contracts and decentralized identity management 

options. Additionally, research should be done to 

look into how to incorporate machine learning and 

artificial intelligence into the system to enable 

automated and smart verification processes. This 

would increase the effectiveness and accuracy of 

skill assessments and lessen the reliance on manual 

verification. In order to create uniform and widely 

accepted talent verification procedures on the 

blockchain, collaboration with educational 

institutions, industry experts, and certifying 

authorities should be undertaken. This would 

encourage openness and ease the recognition of 

abilities across international borders. Last but not 

least, it is important to consider the ethical and 

legal ramifications of employing blockchain for 

skill verification in order to allay privacy concerns 

and guarantee compliance with applicable laws. 

The objective of this ongoing study is to develop a 

solid and trustworthy system for skill verification 

that will promote openness and trust in the 

upcoming workforce. 
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