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CHAPTER 1 

INTRODUCTION 

 
 
 

1.1 GENERAL 

 

Nowadays as we can see that there is a huge increase online payment and the payment 

is mostly done with the help of credit cards. It becomes a big problem for marketing 

company to overcome with the credit card fraudulent activities. Fraudulent can be done 

in many ways such as tax return in any other account, taking loans with wrong 

information etc. Therefore, we need an efficient fraudulent detection model to minimize 

fraudulent activity and to minimize their losses. There are a huge number of new 

techniques which provide different algorithms which help in detecting number of credit 

card fraudulent activity. Basic understanding of these algorithms will help us in making 

a significant credit card fraudulent detection model. This paper helps us in finding 

doubtful credit card transaction by proposing a machine learning algorithms. Credit 

Card Fraudulent detection comes under machine learning, and the objective is to 

reduce such type of fraudulent activity. This type of fraud is happening from past, and 

till now not much research has done here in this particular area. The types of credit 

fraud in transactions are bankruptcy fraud, behavioral fraud, counterfeit fraud, 

application fraud [3]. 

.There are experiments done before on credit card fraudulent activity on basis of meta-

learning. There is certain limit of meta-learning. There are two features which is 

introduced here in our report is True Positive and False alarm. Both these features play 

an important role in catching fraudulent because the rate of determining fraudulent 

behavior is quick. For the better performance of model, we need a better classifier. 

Different classifier can be combined together with help of meta-learning. 
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1.2 OBJECTIVES 

 

To run a suitable business, vendors need to make a profit, which can be calculated by 

subtracting the cost of doing business from the total sell price. Therefore, fraudulent 

become a business’s tolerance among online payment, among financing company, 

gross margin is calculated by (sell price - cost of goods sold). The lower the margin, 

there will be low risk for fraudulent payment. In practice, whenever fraudulent occurs, 

the cardholder have to complain to the financing company and the debit from card is 

usually cancelled, which means there is a loss for either cardholder’s bank or the 

finance company. Fraudulent turns as a financial risk to the financial company and the 

cardholder's bank. To overcome with fraudulent, fraudulent detection techniques 

should be used. The main objective is to prevent the customer from fraud because if 

this kind of things keep happening then people will not show there interest in taking 

credit card and using there facility which is given by the banks and other financial 

company. Therefore, it’s become an essential thing nowadays. People should also 

takes care of their personal information by keeping it to the limited source. The 

fraudulent activity start with the leaking of the someone personal information like credit 

number, one time password, registered mobile number and many more. The sharing of 

someone personal information should be reduced because fraudulent activity begin 

with the help of someone personal information like credit card number and many more. 
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1.3 EXISTING SYSTEM 

 

The previous detecting technique takes a long time to catch fraud which is basically 

depend on the database, not that much accurate and not give the result in-time. After 

that algorithm which is used for the detection of credit card fraudulent is generally on 

basis of analysis, fraudulent detection based on credit card transaction made by 

cardholder and the credit rate for cardholders. 

 
There are certain limits of meta-learning. There are two features which is introduced 

here in our report is True Positive and False alarm. Both these features play an 

important role in catching fraudulent because the rate of determining fraudulent 

behavior is quick. For the better performance of model, we need a better classifier. 

Different classifier can be combined together with help of meta-learning. 

 
Previously attempts have been made to work out Credit Card Fraud Detection system 

using SVM (Select Vector Machine). SVM makes use of hyperplane to classify the 

data points in a collection. A good hyperplane associates greater number of data points 

within its margin [2]. 

 
This is not efficient for a large amount of data sets. As, in large amount of data sets 

there is a probability of redundant data which will take more time to process. 

 
Therefore, it usually delayed in calculating the fraud or there might be probability to 

not calculate in time. 

 
13.1 DISADVANTAGES OF EXISTING SYSTEM 

 

• In case of fraud there is a high amount losses and thus because of this loss, card 

limit should be reduced. 

 
• The fraudulent should be detected in real time and omission in false transactions is 

mandatory. 

 

• Reasons of fraudulent should be identified from data available. 

 

• System should be capable in identifying the trend of fraud transaction. 
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1.4     THE SYSTEM PROPOSED 

 

• In this model we overcome with the issues in a significant way. Using Isolation random 

forest and local outlier factor algorithm we can detect the fraud in actual time and find 

out the way to minimize the fraud to produces an optimized result so that it will perform 

a better prediction. On the basis of customer’s behavior, we can detect fraudulent. 

Here the local outlier factor is used. 

 
• We have used logistic regression and random forest. We can get more accuracy like 

0.99 etc… 

 
• We are taking the dataset with help of simple GUI from our local directory where we 

downloaded the dataset. 

 
• With the help of random forest algorithm and local outlier factor we are finding the data 

point which is different from its neighbor and can be a fraudulent transaction with its 

outlier behavior. 

 
• We have two classification class which is named as class 0 and class 1. 

 

• If there is legal transaction then the result will store in class 0 and if there is a 

fraudulent transaction then the result will store in class 1. 
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CHAPTER 2 

LITERATURE SURVEY 

 
 
 

2.1 GENERAL 

 

In our paper we referred to various papers for improving the performance of routing, 

reduce delay of information, reduce packet loss rate, reduce link failure, to improve 

packet delivery rate, to reduce energy consumption. There are a huge number of new 

techniques which provide different algorithms which help in detecting number of credit 

card fraudulent activity. Basic understanding of these algorithms will help us in making 

a significant credit card fraudulent detection model. This paper helps us in finding 

doubtful credit card transaction by proposing a machine learning algorithms. There are 

two features which is introduced here in our report is True Positive and False alarm. 

Both these features plays an important role in catching fraudulent because the rate of 

determining fraudulent behavior is quick. As per today’s Network plays an important 

role therefore it is mandatory for our models to be up to date to perform better detection 

capabilities. Whenever new fraudulent activity are detected then our model should be 

that much better to perform real time analysis. Other than traditional machine learning 

methods Fraudulent Detection System has been achieved through using Neural 

Networks [5]. To prevent personal information has become a huge task for financial 

company because there are a lot of attack on the system to steal someone personal 

information to perform fraudulent. Our model has two essential feature which will help 

in finding abnormal behavior in form of charts for different column such as time, 

amount etc. 

 
2.2 CREDIT CARD FRAUDULENT DETECTION 

 

We publish a Credit Card fraudulent detection model whose performance is evaluated 

on basis of anonymized data sets and found that detection model performance is good 

for this dataset. This is incorporated that this model creates two separate patterns for 

databases, one for fraud and other for legal transactions.  
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of time. AI provides procedure for various types of calculations which can be performed 

independently. If there is any outlier value in our dataset, then our model can detect it. 

Outlier value means the value which deviates by a long margin from their neighbor can 

perform abnormal behavior. That outlier behavior is the fraudulent transaction in 

dataset. We have also reduced redundancy of datasets by removing some of the 

redundant data from our dataset. Because our main aim is achieving the real time 

analysis and for that we need to reduce the datasets so that we can speed up our 

algorithm performance. 

 
2.3 DATA SAMPLING 

 

Since, Random forest algorithm is a machine learning algorithm therefore we need 

trained dataset to perform our mechanism. These trained datasets are then loaded to 

the main memory of the system. Our dataset has almost 300,000 value so it’s a difficult 

task to load trained dataset in main memory. For that purpose we have removed the 

redundant datasets. We have trained our dataset from previous data, we did like this 

because our model should be trained on previous data and should be able detect 

fraudulent transaction of the current month, which will help in real world. 

 
2.4 CREDIT CARD FRAUDULENT DETECTION USING HIDDEN MARKOV 

MODEL(HMM) 

 
In our paper we utilized HMM to identify fraudulent. We demonstrated the exchanges 

of MasterCard by utilizing HMM. For swiping reason, we have utilized the RFID gadget 

to demonstrate the shopping exchanges. We identified the misbehaviors by observing 

the conduct of the client. We include High security addresses page additionally, in case 

card is stolen, we have given another profile ID to the consumer and gave ONE TIME 

PASSWORD for security reasons. We have given right to the admin to block the card 

from obstructing in case card is lost. As our aim is to achieve the better accuracy but 

our dataset we could achieve up to 99.97%. As for fraudulent detection, the false alarm 

plays an important role, as whenever there is a fraud transaction it shows an outlier 

transaction which will differ from its neighbor or we can say that deviate from the given 

data point. We give more priority to fraudulent catching algorithm then the false alarm 

because our aim is to catch the fraudulent at the very first moment. 
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2.5 CREDIT CARD FRADULENT DETECTIONUSING DECISION TREE 

INDUCTION ALGORITHM 

 
In Snehal Patiletal, describes the “Decision Tree Induction Algorithm” which is used for 

Credit Card Fraud Detection [1]. In this paper it discusses about the method, decision 

tree approach is a new cost sensitive technique compared with well-known traditional 

classification models on a real-world credit card fraud data set, which reduces the sum 

of misclassification cost, in selecting the splitting attribute at each of the non-terminal 

node become advance. Credit card fraud detection is to reduce the bank risks, also 

used to equalize the transaction information with credit card fraud transaction of 

historical profile pattern to predict the probability of being fraud on a new online 

transaction. In this model use of “Credit Card Fraud Detection Using Decision Tree for 

tracing Email and IP Address. By using this technique, we can able to find out the 

fraudulent customer/merchant through tracing the fake mail and IP address. If the mail 

is fake, the customer/merchant is suspicious and information about the owner/sender 

is traced through IP address. 

 
As prediction of score is much important task according to our model therefore we are 

predicting the score on the basis of the given formula: 

 
Score = 0.5 * TP + 0.5 * Deviation 

 

Where, TP is True Positive value and Deviation is the deviation of outlier data from the 

standard data point. 

 
On the basis of these score we made two classes 0 and 1. If the score is 1 it will move 

to class 1 and termed as legal transaction and if the score is 0 it will move to class 0 

and termed as fraudulent transaction. At last, the accuracy is calculated on the basis 

of how many fraud transactions are there in our dataset and how many we predicted 

with the help of our model. 
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CHAPTER 3 

 
CREDIT CARD FRAUDULENT DETECTION SYSTEM 

 

 
3.1 GENERAL 

 

Unusual pattern which is known as outliers which not fulfill the expected behaviors is 

known as Anomaly detection. Many business applications are based upon this 

technique, unusual patterns in network are identified. Its helps in detecting credit card 

fraudulent as well as operating system fraudulent. Jupiter notebook we are going to 

take the credit card fraud detection as the case study so that we can understand the 

concept in detail. Outlier value is those value which shows an abnormal behavior from 

its neighbor or we can say that from standard data point. Generally, Outlier data 

termed as fraudulent transaction. Our experiment based upon catching fraudulent 

activity with the help of false alarm. Our model has focused on the use of Isolated 

Random Forest and Local Outlier Factor, however previous works has also been done 

using Bayesian Regularization and Gradient Descent Adaptive learning algorithms[4]. 

There are many advantages of this system and one of the major advantage that we 

are recognizing the pattern and on the basis of pattern we made chart which will help 

to understand the fraudulent easily because it is easy to understand the data in the 

form of chart. We have plotted the chart for every features from V1 to V28. We should 

also keep the things in mind that other financial bank cannot read the other personal 

information. We can use this technique to find the scheme which will help in finding 

credit card fraudulent transaction. The advantages of this system is that it can work in 

an efficient way for the limited amount of data. We examine the accuracy and it is quite 

satisfactory. 
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3.2 PROBLEM DEFINITION OF CREDIT CARD FRAUDULENT 

 

 
As in increase of online payment, increase in use of credit card. Many company 

provides the facility of credit card payment. We can purchase a lot of things using our 

credit card. People started doing fraud in this field by using someone’s credit card and 

using someone’s personal information to issue credit card. Electronic data can be 

interchange in case of online payment to perform fraudulent. We cannot prevent credit 

card fraudulent with the help of credit card billing but we need to prevent the fraudulent 

also. If we will talk about the success story of all
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the existing system, it is not that much efficient in finding the fraudulent. So, it’s become 

essential to make a system which can find the fraudulent at the very first time and help 

customer to reduce the fraudulent in their all online transaction and they can get the 

notification at the very first time that their credentials are using by some other people. 

This will help him to overcome with this kind of fraud activity at early and can think to 

modify their losses. There should be limitation on the credit card that we cannot make 

transaction above this much amount in on day or at a time. This will reduce the amount 

of losses. 

 
We have two analyzer as random forest algorithm and local factor outlier which will 

determine the nature of fraudulent whether it is a legal or fraudulent transaction. These 

will also help us in calculating the score prediction which will represent a more 

balancing result. 

 
As the result is the mean between the legal and fraud transaction and then the 

accuracy is determined on basis of them. The dataset should be more balance because 

it plays an important role. It’s also become a mandatory to split our dataset in train 

dataset and test dataset. Because for building a problem model these two things are 

essential. So, our goal is to train the dataset and test the class classifier on the basis 

of this datasets. 

3.3 BLOCK DIAGRAM 
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3.4 METHADOLOGY 

The task which is performed for the prediction of transaction and labelled as fraud is 

detected on the basis of binary classification. We make two class for the prediction of 

fraud: class 0 and class 1. 

 
Class 0 if there is no fraud and class 1 to catch the fraud. This can be done with the 

help of binary classification. 

 
3.3.1 WHAT ARE ANOMALIES? 

 

Anomalies can be categorized as following: 

 

 Point Anomalies: Point anomaly is a single instance of data. The credit card 

fraudulent detection technique is based on “amount spend”. 

 
 Contextual Anomalies: The best example of contextual anomaly is time-series data. 

 
 Collective Anomalies: Here, Detection of anomaly is based on a set of data 

instances collectively. Therefore, a set of data will help in detecting fraudulent 

anomaly. If someone try to theft personal data from server it will come under 

collective anomaly and named as cyber-attack. 

 

 

 

Figure 3.2: Anomaly Detection Technique 
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3.3.2 ANOMALY DETECTION 

 

Identifying an unobserved pattern in new observation is the main area of concern. It’s 

include training of dataset. 

 
3.3.3 NOISE REMOVAL 

 

Noise removal is the process of removing noise from meaningful data, noise is 

unnecessary data along with the meaningful data. 

 
3.4 ANOMALY DETECTION TECHNIQUES 

 

The various Anomaly Detection Techniques are as follows 

 

3.4.1 SIMPLE STATISTICAL METHODS 

 

The simple way by which we can determine the irregularities in dataset by determining 

the deviation of data point from common statistical distribution, for example mean, 

mode and median. 

 
Anomaly data point is that deviates by a certain standard deviation from mean. To 

compute average data point we need a rolling window across data points which is 

known as moving average which is used to find low pass filter. 

 
3.4.2 CHALLENGES WITH SIMPLE STATISTICAL METHODS 

 

The low pass filter allows us to identify anomalies in simple use cases, but there are 

some framework where this method fails to determine anomaly data point. Data which 

contain noise data which can be named as abnormal data, as the boundary between 

normal and abnormal are not accurate. Therefore, it’s a big problem to identify 

threshold value because the moving average can’t apply in that framework. 

 
3.5 CREDIT CARD FRAUDULENT DETECTION SYSTEMS 

 

All the credit card fraudulent detecting models are evaluated and compared using this model. 
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Accuracy - It is characterized as a bit of all the quantity of exchanges which are 

distinguished effectively. 

 
Methodology - This indicates the instrument pursued by the credit card FDS. 

 

True Positive or TP - Legal and fraud transaction are detected on this basis. Genuine 

transaction only counted here. 

 
False Positive or FP - Legal and fraud transaction are detected on this basis. Fraud 

transaction only counted here. 

 
Supervised Learning - In this supervised data is fed in the machine. 

 

3.6 FUNCTIONALITIES 

 

Many organization and banks will take the benefit from this model. Because this will 

be a significant model for the prediction of credit card fraudulent. This will detect the 

consumer behaviors and his last transaction and predict whether the consumer is fraud 

or not. We use random forest and local outlier factor for the fraudulent. We need to 

have controls over the algorithm in order to fit with the data set. It will help our 

application to improve and to be more efficient in order to detect the fraudulent 

transactions and help us in solving problems. 

 
3.7 ACCURACY 

 

The Fraudulent Detection is done on basis of previous transaction history of consumer. 

We will detect out of whole transaction how much result in fraud. Then we will identify 

whether a new transaction made by customer is fraudulent or not. With the help of this 

model we achieve 99.97% accuracy in finding fraudulent transactions. 

 
3.8 OBSERVATION 

 

The data set contains 492 frauds out of almost 300,000. This results a probability of 

17.2% fraudulent cases. This identified that there is much more fraud customer. The 

data sets consists of column which start from v1 and end as V28. There are much 

features present from V1 to V28. Furthermore, there is no missing value 
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The datasets contains the numerical value which can be called as PCA transformation. 

Due to security issue, unfortunately we cannot take the original features and 

information about data. Column V1 to V28 are taken as principal components. The 

features which is not transformed with PCA are “Time” and “Amount”. 

 
“Time” plays an important role here as it is used to determine the time between each 

transaction and it is calculated in seconds. 

 
“Amount” is another feature which is used to determine the transactional Amount. 

 

“Class” is the most important feature here in our model which is response variable and 

it takes the value as 1 and 0. It gives value 1 in case of fraud and value 0 in case of 

legal transaction. The main goal of this model is to predict the credit card fraudulent, 

for all transaction which is received as online payment to check whether the transaction 

is legal or not. If the transaction is genuine then it is consider as legal transaction and 

the transaction which has fraudulent should be recognize as fraud transaction. All this 

is performed with the help of random forest algorithm and local outlier factor to make 

an assumption of true probability and false probability. The result obtain after this 

algorithm performed successfully is then plotted as graph and heat-map. This model 

is also tested for different test cases and also compared with the previous all model 

and the accuracy is also compared. 

 
3.9 MODEL PREDICTION 

 

Now it is time to start building the model. The types of algorithms we are going to use 

to perform anomaly detection on this data sets are as follows: 

 
3.9.1 ISOLATION FOREST ALGORITHM 

 

Anomalies are detected with the help of Isolation Random Forest algorithm. This 

algorithm tells the fact that anomalies are data points that are distinct and few. These 

properties in results describes that, isolation mechanism suspects anomalies. On the 

basis of above all we came to know that this method is different from all methods which 

exists in past and more accurate as well. This introduces isolation algorithm is  
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more efficient technique for anomalies detection rather previous algorithm. Moreover, 

this algorithm takes very less memory and time complexity is also very less. We make 

binary tree which is small as compare to the datasets. 

When both good and bad behaviors present in datasets then Machine learning 

algorithms should work better to balance the system, and predict the pattern. 

 
3.9.2 WORKING PRINCIPLES OF ISOLATED RANDOM FOREST 

 

The Isolation Random Forest algorithm works by randomly selecting a feature from 

datasets and then randomly find a split value from minimum and maximum value. 

According to logic applied, the difference between anomaly observations and normal 

observation is of few cases. We require more condition in isolating normal 

observations. The conditions required to differentiate between normal and anomaly 

observation is used to calculate score. The score is used to make binary decision tree 

which has child nodes as 0 and 1. Then, finally if 0 is obtain then there is no fraud and 

if 1 is obtain then there is a fraudulent. 

 
3.9.3 LOCAL OUTLIER FACTOR (LOF) 

 

Local Outlier Factor (LOF) is an outlier algorithm which provide mechanism to compute 

the deviation of given data point from its neighbors. It consists outlier samples which 

has a low density as compare to its neighbors. The outlier value is chosen on basis of 

greater and minimum value present in the cluster of datasets and different from its 

neighbors. If the outlier value is mismatching from its neighbors, then it would have 

been caught by the system and result in fraudulent. The conditions required to 

differentiate between normal and anomaly observation is used to calculate score. The 

score is used to make binary decision tree which has child nodes as 0 and 1. Then, 

finally if 0 is obtain then there is no fraud and if 1 is obtain then there is a fraudulent. 

Therefore, Local outlier factor helps us finding the fraudulent data which is not fitted 

well within its neighbors. It also helps us in finding the deviation of outlier data from 

the standard deviation which is followed by all the neighbors. 
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CHAPTER 4 

INTRODUCTION OF MACHINE LEARNING 

 

 
4.1 GENERAL 

 

AI is a mechanism which features algorithms and calculations based on a normal 

human intelligence to address a problem. The AI behaves and approaches a problem 

in a similar way that a normal human brain would. Its working mechanism is influenced 

by human thinking. A collection of expectation and result is achieved by AI by 

portraying information in a form termed as ‘test information’ without making use of any 

predetermined models or being trained in that particular domain. Problems catering to 

non-related dimensions such as email sifting, PC vision, location of system gate 

crashers are addressed. Thus it is assertive that it is not possible to train an AI to 

address a particular domain, instead an AI trained with general problem solving 

abilities, builds up its own algorithms for a set of problems. 

 
An AI engine is allocated with responsibility of prediction or analysis using a PC 

framework and set of data. For this an AI engine is allocated with packages of scientific 

methods, logistic calculations, data sets and knowledge about the field of the problems 

for performing. At the initial stage AI makes use of various algorithm to perform 

exploratory analysis for marking out various features of the given problem. Information 

mining is one of the necessary tool used by various AI models for this purpose. 

Moreover, the entire operation of AI is carried based on unsupervised learning model 

which leaves a very less room for training a robust AI for only a problem specific 

solution. However, for business purposes modifications are performed before its 

application. 
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4.2 OVERVIEW OF MACHINE LEARNING 

 

The name was authored in 1959 by Arthur Samuel Tom M. Mitchell gave a generally 

cited, increasingly formal meaning of the calculations contemplated in the AI field. This 

meaning of the assignments in which AI is concerned offers an in a general sense 

operational definition as opposed to characterizing the field in psychological terms. 

This pursues Alan Turing's proposition in his paper "Registering Machinery and 

Intelligence", in which the inquiry "Can machines believe?" is supplanted with the 

inquiry "Can machines do what we (as speculation elements) can do?" In Turing's 

proposition the different attributes that could be controlled by a reasoning machine and 

the different ramifications in building one are uncovered. 

 
Before the introduction of machine learning a general assumption was that a robot 

needs to learn everything from a human brain to function appropriately. But as efforts 

were made to do so, it was realized that it is very difficult to make a robot to learn 

everything from a human brain as the human brain is very much sophisticated. An idea 

was then proposed that rather than teaching a robot everything we know, it is easier to 

make the robot learn on its own. Thus was the birth of the term of ‘machine learning’ 

to describe this idea. Machine learning uses different approaches and algorithms to 

train a model. Methods applicable to models vary widely based on certain features. 

The type of dataset we are working upon largely determines how we approach while 

training the model. Based on the dataset we will feed to the algorithm, the training 

model would vary. The size, type and dynamism of the dataset will decide what type 

of training model we would build. Finally on deciding upon the training model, 

modifications need to be made to achieve the proper objective function to generate 

proper set of output that we wish to achieve. The stages of machine learning process 

are rather termed as ingredients than steps, because the machine learning is an 

iterative process. The iterative process is repeated each time to achieve maximum 

optimization and efficiency. 

 
4.3 MACHINE LEARNING-BASED APPROCHES 

 

The following is a concise outline of mainstream AI based systems for 

inconsistency identification. 
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4.3.1 DENSITY BASED DETECTION OF ANOMALY 

 

It derives its working mechanism from KNN algorithm 

 

Assumption - Relevant data locates themselves around a common point in close 

proximity whereas irregular data are placed at a distance. The data points are 

clustered at a closed proximity based on a density score, which may be derived using 

Euclidian distance or appropriate methods based on the data. Classification is made 

on two basis:K closest neighbor: In this method the basic clustering mechanism is 

dependent on separation measurements of each data points which determines the 

clustering or similarities of each information considered.Relative thickness of the 

information - Also known as Least Outlier Fraction (LOF). Calculation is performed on 

the basis of separation metric. 

 
4.3.2 CLUSTERING BASED DETECTION OF ANOMALY 

 

Clustering is an exceptional algorithm known for its optimization and robust nature. 

For this reason, it is widely used in unsupervised learning 

 
Assumption - Data points that are similar tends to get gather around specific points. The 

relative distance of each cluster is achieved by its shortest distance from the centroid 

of the space. 

 
K means is widely used in data classification. It makes use of k means algorithm to 

cluster closely related data in close proximity forming clusters. 

 
4.3.3 SVM BASED DETECTION OF ANOMALY 

 

• A support vector machine is one of the most important algorithm used for 

classification purposes 

 
• The SVM uses methods to determine a soft boundary to distinguish data clusters. Data 

closely related falls within the parameter of a closed boundary. This results in formation 

of multiple clusters. SVM is widely used for binary classifications also. Most of the SVM 

algorithms works based on unsupervised learning. 



20  

• The yield of an abnormality locator are mostly numeric scalar qualities for 

distinguishing areas of explicit edges. 

 
In this Jupiter journal we are going to assume the acknowledgment card 

misrepresentation recognition as the contextual investigation for understanding 

this idea in detail utilizing the accompanying Anomaly Detection Techniques in 

particular 

 
4.4 DATASET 

 

A dataset corresponds to a collection of data which may or may not be related to each 

other. A dataset can consist of data related to a particular domain. It may consist 

information for a single member or a group of member. For ex personal and other 

relevant details of an employee can be termed as a dataset, whereas collection of the 

information of all the employees working for that company is also a dataset. Thus the 

purpose of the problem defines the size of the dataset. A dataset consists of multiple 

columns often termed as parameters and multiple rows known as tuples. Individual 

data pieces are also termed as datum. For example, in a data set consisting of 

employee details of a company: columns such as salary, date of joining, title etc. can 

be termed as attributes. Whereas a row consisting of all the information of a particular 

employee is called a tuple. In simple words a dataset can be termed as a collection of 

inter-related tables containing information. The relational parameters are often on 

numerical or logical basis. Modification of the dataset needs to be made while keeping 

these interdependencies in mind. Datasets which are too large to be operated on by 

traditional database methods are termed as Big Data. With rising data generation, the 

need for new algorithms and tools to cope up with thousands of gigabytes of data have 

given rise to Big Data Analytics. Modified and robust algorithms to optimally operate 

on the varied range of data is in development. Other than that data is also classified 

on basis of its dynamisms. A static data requires a single set of algorithms to operate 

upon whereas a real time data requires a dynamic algorithm to suit the operational 

needs as and when required. 
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CHAPTER 5 

SYSTEM SPECIFICATION 

 
 

 

5.1 GENERAL 

 

The necessity for the most part dependent on two classes: they are practical portray 

every single required usefulness for framework administrations which are given by the 

customers. Non useful necessities characterize the framework properties and 

compels. The equipment prerequisites indicate the equipment functionalities and 

required speed and limit of the fringe. The product prerequisites incorporate 

programming expected to create and run the framework. 

 
5.2 HARDWARE SPECIFICATION 

 

 System - Core i5 

 Mobile - Android 

 Monitor - RGB Colour 

 Hard Disk - 2 TB 

 Mouse - Microsoft 

 Ram - 8GB 

 
5.3 SPECIFICATION OF THE SOFTWARE 

 

 Operating system - Win 10 

 Dataset - csv 

 Language - Python 

 
5.4 SOFTWARES USED 

 

 Python 3.5 
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 NumPy 1.11.3 

 Matplotlib 1.5.3 

 Pandas 0.19.1 

 Seaborn 0.7.1 

 SciPy 

 Scikit-learn 0.18.1 
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CHAPTER 6 

DESIGN ENGINEERING 

 
 
 

6.1 GENERAL 

 

The UML is used for business and production based works. The task of using UML is 

to provide a solution or working of a product or model using visual representation. UML 

involves usage of lock diagrams and flow chart to depict the interrelation and workflow 

of a model. Sometimes it is also used for planning purposes or analysis as a reference 

for further development of a project 

 
- Provides direction with regards to the requests of the group exercise. 

 

- Software ancient rarities create. 

 

- Directs of errand to individual designers and group. 

 

- Offer the criteria to check & estimate the task's item & exercise. 

 

The UML intestinally process autonomous and can be attached with regards to various 

procedures. All things considered, It is the most reasonable for utilize driven, intuitive 

and gradual improvement forms. A case for such procedure is Rational Unified 

Process (RUP). 

 
 
 
 

6.2 ACTIVITY DIAGRAM 

 

It portray the work process conduct of a framework. It ought to be utilized related to 

other displaying methods, for example, connection and state chart. 
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Figure 6.1: Activity Diagram 

 
 
 
 

6.3 USE CASE DIAGRAM 

 

Use case chart show the relationship, among performers and clients. Use cases are 

utilized in pretty much every task they are useful in uncovering prerequisites and 

arranging the venture. Amid the underlying phase of a task most use cases ought to 

be characterized yet as a venture proceeds with more become an obvious. 

 
Use case diagrams are used to describe association of actors along with the working 

model. It is often used to describe a static state of a model. Use case model consists 

mainly of two components: The one who interacts with the system (Actor) and the 

system in consideration. 

 
Use case charts are3 formally incorporate into two displaying dialects they are Unified 

Modelling Language (UML) and System Modelling Language (SML). 
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Figure 6.2: Use Case Diagram 

 
 
 
 
 

 
6.4 SEQUENCE DIAGRAM 

 

Arrangement graph is a collaboration outline that indicates how work with each other 

and in what request object. Its build of a message arrangement short. A succession 

outline indicates object connection organized in time arrangement. It delineates the 

article and classes included the situation and the arrangement of message trade 

between the items expected to complete the utilitarian of the situation. 

New Card 

User Login 

Store Info 

Verification Transaction 
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Figure 6.3: Sequence Diagram 
 
 
 
 
 

6.5 CLASS FEATURE 

 

Class diagram makes us of inter-related structures which consists of package, entities, 

objects and variables. This depicts relationship between each of the entities through 

associations, containment and inheritance etc. Using class diagram it becomes easier 

to understand the holistic working of entities in work along with their inner 

functionalitites. It is widely used in Object Oriented Software designs. 
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Figure 6.4: Class Diagram 

 

6.6 THE DATA-FLOW-DIAGRAM 

 

Data Flow Diagram is used to represent the requirements of a system in graphical 

form. It depicts what the data flow is rather than how they are being processed.It is 

known as bubbler chart. It defines important transaction in a system as a part of 

requirement of the model. It is used in the starting phase of a design process for 

reference of further development on the basis of the current workflow. 

 
It is depicted by collection of bubbles and lines. The bubbles represents the 

transactions and operations whereas the lines demonstrates the connection/flow 

between each transactions. It is independent of hardware, software and datasets used 

and is a general outline in simple words. 
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Figure 6.5: Data Flow Diagram 

 
 
 
 

6.7 COMPONENT DIAGRAM 

 

Segment chart shows the abnormal state bundle structure of the code itself. Conditions 

among parts are demonstrated including source code segments, double code 

segments, and executable segments. A few parts exist at arrange time, at connection 

time, at run time well as at more than one time 

 
 

 
 

Figure 6.6: Component Diagram 
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CHAPTER 7 

IMPLEMENTAION 

 
 
 

7.1 GENERAL 

 

Implementation phase brings out the design tweaked out into a operational system. 

Hence this can be deliberated to be most precarious juncture in accomplishing the 

efficacious system and in convincing the user faith that system will operate and be 

effective. This phase encompasses vigilant planning & design, examination of 

prevailing system and constraints on execution, design & scheming of methods to 

change over. 

 
7.2 PROCEDURE FOLLOWED DURING IMPLEMENTATION 

 

The application – Credit Card Fraud Detection which is in itself the complete & full-

fledged GUI enabled application to envisage/foresee the authenticity & legitimacy of a 

transaction has been implemented, as per the following steps: 

 
 Install Anaconda from an reliable source. 

 
 Import packages: pandas, Scipy, Matplotlib, Seaborn 

 
 Load the dataset, a dataset is the pool of data for analytical/critical purpose, 

a (.CSV) file. 

 
 Reconnoiter and get through the dataset through data. shape, data. describe. 

 
 Split the dataset into training dataset and testing dataset. 

 
 Plot histogram of the dataset to epitomize/depict numerical data. 
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 Determine the count of fraud cases by checking if class is 0 or 1. 

 
 In the similar procedure, get the correlation matrix. 

 
 Next, there is a need to determine the local outlier factor. 

 
 This is followed by use of random forest algorithm to find accurate results. 

 
 The GUI is developed using PyQt library. 

 
 The PyQt library, provides tools to achieve a complete GUI enabled 

application, similar to swings in java environment. 

 
 Define the constructor in the file. 

 
 Write down the entire implementation inside, thus encapsulating everything 

inside a GUI-enabled python file. 

 
 
 

7.2.1 DATASET DESIGN 

 

The dataset holds information about credit card transactions which has been made in 

a span of two days. The number of frauds have been calculated as 492 out of 284,807 

transactions. The details have been given in form of positive and non-positive 

numerical values. The dataset contains 31 features which has been labelled as V1-

V28 due to confidential reasons. The feature which has been reveled are Time and 

Amount of transaction. Here time denotes the number of seconds elapsed from the 

first transaction of Day 1. Amount of transaction consists of positive value denoting 

deposit and non-positive value denoting withdrawal. 
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Figure7.1: Dataset Design 
 

7.2.2 DATA DESCRBE 

 

The shape and characteristics of the data values belonging to each column has been 

described in the following step. The data describe stage belongs to starting stage of 

exploratory analysis stage. 

 

 
Figure 7.2: Data Describe 
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7.2.3 PREPROCESSING 

 

The data values has been plotted using histogram describing the numerical 

distribution of the data values. 

 

 

Figure 7.3: Histogram 

 

7.2.4 FIND FRAUD 
 
 

 

Figure 7.4: Fraud Diagram 
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7.2.5 PREDICTION 

 

The prediction that has been achieved using the Isolation Forest Algorithm and 

Local Outlier Factor Algorithm has been shown below 

 
 
 

 

 
Figure 7.6: Accuracy Diagram 
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CHAPTER 8 

SOFTWARE TESTING 

 

8.1 GENERAL 

 

In a generalized way, we can say that the system testing is a type of testing in which the main aim is 

to make sure that system performs efficiently and seamlessly. The process of testing is applied to a 

program with the main aim to discover an unprecedented error, an error which otherwise could have 

damaged the future of the software. Test cases which brings up a high possibility of discovering and 

error is considered successful. This successful test helps to answer the still unknown 

 
8.2 TESTING 

 

Table 8.1: Tabulated Results 
 

Test 
Case 

(sample 
split) 

Assumption Description Expecte

d Output 

Actual Output Log 

Messag

e 
Isolation 
Forest 

Algorithm- 
Algorithm 

I 
Accuracy(%) 

Local 
Outlier 

Factor - 
Algorithm II 

Accuracy(%
) 

10:90 Algorithm-I 

will perform 

better 

Check for 

accuracy at 
10% 
training of 

data 

99.70505 99.75071 99.65942 Success 

15:85 Algorithm-II 
will perform 

better 

Check for 
accuracy at 

15% 
training 
of data 

99.71675 99.75421 99.67931 Fail 

20:80 Algorithm-II 

will perform 
better 

Check for 

accuracy at 
20% 

training of 
data 

99.73485 99.69628 99.77352 Success 

25:75 Algorithm-I 

will perform 
better 

Check for 

accuracy at 
25% 

training 
of data 

99.73311 99.77107 99.69523 Success 

30:70 Algorithm-I 

will perform 
better 

Check for 

accuracy at 
30% 

training 
of data 

99.73425 99.77645 99.69218 Success 

The test cases has been based on the following sample split (train: test) :-  

(10:90), (15:85), (20:80), (25:75) and (30:70). 

Outlier Fraction: Describes the ratio of outlier values to the real values in the dataset 
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Data Shape: Describes the number of rows and columns in the training sample. 

Isolation Forest Algorithm Accuracy: Describes the accuracy achieved on the 

test dataset using Isolation Forest Algorithm 

Local Outlier Factor Accuracy: Describes the accuracy achieved on the test 

dataset using Local Outlier Factor 

 
 

 

Figure 8.1: Comparison Chart 

 
 
 
 

As we tested the application under different test conditions, the application gave 

appropriate results. The above chart depicts the accuracy based on two algorithms 

used, i.e. the Isolation Forest Algorithm and the Local Outlier Factor Algorithm. 

The Outlier Fraction values tend to come out different under different cases used.The 

above chart is self-explanatory and depicts the testing results in a characterized 

manner. 

In case of Isolation Forest Algorithm, the graph shows a increase upto 20% margin 

aftter which it shows a stable growth with a scope of increase in accuracy from 25% 

margin. 

Isolation Fores Algorithm Local Outlier Factor Algorithm 

0.998 
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0.9972 
 

0.997 
 

0.9968 
 

0.9966 
 

0.9964 
 

0.9962 
 

0.996 
0 . 1 0 . 1 5 0 . 2 0 . 2 5 0 . 3 
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CHAPTER 9 

CONCLUSION 

 
In this model, we discussed about credit card fraud detection using machine learning. 

The proposed model has been extensively tested on different types of transactions. 

The results were promising, almost all the fraudulent transactions could be detected 

successfully, and the proposed methodology has been compared with existing method 

and the results shows that proposed method performs superior than existing methods. 

 
In this model, we detected the fraudulent transactions and recognized which illustrates 

the robustness of the proposed system. This proposed model took the trained dataset 

and performed classification on basis of them, if the transaction was legal then it moved 

to class 0 and if the transaction was fraud then it moved to class 1, and significantly 

improve the detection accuracy. 

 
The proposed method works efficiently in various platform, vivid environment and is a 

full- fledged cross platform application. The system has depicted robust, scalable and 

accurate performance to the degree that efficiency is taken into consideration in the 

Credit Card Fraud Detection System. 

 
The system takes into consideration various factors and has been fulfilling or meeting 

all the project specifications documented. 
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CHAPTER 10 

 
APPLICATION AND FUTURE ENHANCEMENT 

 
 
 

10.1 GENERAL 

 

Implementation is the most critical phase to attain a fruitful system and providing the 

users assurance that the new system is feasible and operative. Each module is tried 

and tested discretely using the data and substantiated in the mode indicated as per 

program specification, system and the environment is tested as per user requirement. 

 
The frequently techniques for fraud detection are Nave Bayes, support vector machine 

and the k - nearest neighbor algorithm. Here, this document has trained various 

machine learning practices and techniques used in detection of fraud in credit card and 

assess each methodology based on certain design measures and criteria. 

 
Nevertheless, if there is a need to contrivance a platform that performs real-time credit 

card fraud detection, it is imperious to reach precisions of 95%, as the odds of false 

positives along with false negatives is else quite elevated to be used for business 

application. Impending task must subsequently be focused at exploring further 

relevant features to enhance, execution of a thorough optimization, and doing real-time 

tests. Other than the major fraud practices some other types of frauds are done such 

as through phishing, skimming, credit card generator etc.[6]. Also the possibility 

regrettably not pursued for timing issues is to refine the metrics in form of commercial 

forfeiture resolution system, the tenacity of model wouldn’t be to capitalize on the count 

of transactions precisely organized, but instead minimize the costs associated with 

following up on fraudulent transactions based on the confidence of the model and the 

associated financial loss. Finally, approaches for dealing with the ’refused’ examples 

are to be explored. 
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10.2 FUTURE ENHANCEMENTS 

 
 

There is a very strong possibility of the system being adopted as a norm for the major 

banking and financial services applications as fraud detection and prevention is the 

major checkpoint in financial and banking sector. 

The above system is also likely to be embedded in other applications based, modified 

as per platform-specific/application specific environment. The banks, financial and 

retail institutes have faced huge losses owing to cause of a robust and accurate 

system to predict and prevent the fraudulent transactions going on in an institution. 

This in-turn affects the business capabilities and consumer trust of the company. 

Thus, the organizations have moved their focus onto implementing a system which 

can depict inconsistent transactions, providing banks a privilege to act upon it take 

necessary measures. 
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