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ABSTRACT

This whitepaper provides system administrators with specific guidance on how to get
started with WordPress on Amazon Web Services (AWS) and how to improve both
the cost efficiency of the deployment and the end user experience. It also outlines a
reference architecture that addresses common scalability and high availability

requirements.

In this project, you will learn how to deploy and host WordPress, an open-
source blogging tool and content management system (CMS) based on PHP and
MySQL. You will implement an architecture to host WordPress for a production
workload with minimal management responsibilities required from you. To accomplish
this, you will use AWS Elastic Beanstalk and Amazon Relational Database Service
(RDS). Once you upload the WordPress files, Elastic Beanstalk automatically handles
the deployment, from capacity provisioning, load balancing, auto-scaling to application
health monitoring. Amazon RDS provides cost-efficient and resizable capacity, while

managing time-consuming database administration task.
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Chapter 1

INTRODUCTION

1.1 CLOUD COMPUTING

Cloud computing is a computing technique in which all the data is stored in the cloud.
All the SDKs and databases are stored in the cloud only. A Cloud is primarily a platform
that allow execution in various forms across multiple resources and potentially across
enterprise boundaries. A Cloud is an infrastructure that enables execution of codes
(applications, services, etc.) in a managed and elastic fashion, here the meaning of
managed is reliability according to pre-defined quality parameters which are
automatically ensured and elastic here means that the resources are used according
to the current actual requirements. Cloud fits the client-server model, and so far the
typical cloud client is the same as the typical enterprise client (i.e. single desktop or
laptop computer), some observers have a tendency to stop at this level of analysis.
But of course, the real action in the cloud happens on the server side and that's where

things get interesting.
1.2 AMAZON WEB SERVICE

The leading cloud provider in the marketplace is Amazon Web Services. It provides
over 170 AWS services to the developers so they can access them from anywhere at
the time of need. AWS has customers in over 190 countries worldwide including 5000
ed-tech institutions and 2000 government organizations. Many companies ESPN,
Adobe, Twitter, Netflix, Facebook, BBC, etc, use AWS services. For example, Adobe
creates and updates software without depending upon the IT teams. It uses its services
by offering multi-terabyte operating environments for its clients. By deploying its
services with Amazon services, Adobe integrated and operated its software in a simple

manner.



1.3 BENEFITS OF CLOUD COMPUTING

Cloud computing has been around for approximately two decades and despite the data
pointing to the business efficiencies, cost-benefits, and competitive advantages it
holds, a large portion of the business community continues to operate without it.
According to a study by the International Data Group, 69% of businesses are already
using cloud technology in one capacity or another, and 18% say they plan to implement
cloud-computing solutions at some point. At the same time, Dell reports that 11
companies that invest in big data, cloud, mobility, and security enjoy up to 53% faster
revenue growth than their competitors. As this data shows, an increasing number of
tech-savvy businesses and industry leaders are recognizing the many benefits of the
cloud-computing trend. But more than that, they are using this technology to more
efficiently run their organizations, better serve their customers, and dramatically

increase their overall profit margins.
e Cost Savings
e Security
o Flexibility
e Mobility
e Insight
e Increased Collaboration
o Disaster Recovery
e Loss Prevention
¢ Automatic Software Updates
o Competitive Edge

e Sustainability



CHAPTER 2
AIM AND SCOPE OF AWS

2.1 AIM

The aim of the project is to create a Virtual Machine (VM) on a Cloud Based system
called AWS (Amazon Web Service). It allows using cloud storage so that it enables
us to create a server and initialize an alert while the server of the particular instance
goes down. Instances are useful for running memory-intensive workloads such as
real-time data ingestion, distributed in-memory caches, big data analytics, memory-

intensive enterprise applications, and high-performance databases.

2.2 SCOPE

Amazon EC2 provides the broadest and deepest instance choice to match your
workload’s needs. General purpose, compute optimized, memory optimized, storage
optimized, and accelerated computing instance types are available that provide the
optimal compute, memory, storage, and networking balance for your workloads.
Processors from Intel, AMD, NVIDIA and AWS power these instance types and
provide additional performance and cost optimizations. Local storage and enhanced
networking options available with instance types further help optimize performance
for workloads that are disk or network 1/0 bound. Many instance types also offer bare
metal instances that provide your applications with direct access to the processor and
memory of the underlying server for running in non-virtualized environments or for

applications where you want to use your own hypervisor.



Chapter 3

PROBLEM STATEMENT

Whenever you install a WordPress on Machines you have config files related to WP.
Now if you install the WordPress on multiple machine each machine will have its own
files and if you run those machines behind some Load Balancer then you will encounter
an issues with it. one more thing is Database maintenance for your WordPress site is
critical. Your database instance holds all of your important data for your WordPress site.
If the database goes down, your website may go down with it, and you could even lose

your data.

3.1 AWS SERVICE

1. Relational Database Service — We will use AWS RDS MySQL which is fully
Managed MySQL Database services provided by AWS

2. Application Load Balancer — We will use AWS ALB as a single-entry point for
our website. ALB will route requests to multiple EC2 behind ALB

3. Elastic File System — AWS EFS is fully managed network file system which we
will use for storing all our WordPress config files, plugins, Webpages. Another
advantage of EFS is we can mount EFS to Multiple EC2 Instances, so that every EC2
Instance points to same files and we can run multiple EC2 to achieve High Availability

and Fault Tolerance.



3.2. OBJECTIVES

Successfully complete this lab by achieving the following learning objectives:

Create RDS Database
Using the AWS console, create an RDS database with the following configurations:

e Choose a database creation method: Standard create
e Engine options: MySQL

e Edition: MySQL Community

e Version: MySQL 8.0.28

o Templates: Free tier

e DB instance class: db.t2.micro

¢ DB instance identifier: word press



Chapter 4

LITERATURE SURVEY

The Hosting word press on AWS reference architecture available on GitHub outlines
best practices for deploying WordPress on AWS and includes a set of AWS Cloud
Formation templates to get you up and running quickly. The following architecture is
based on that reference architecture. The rest of this section will review the reasons

behind the architectural choices.

The based AMI in the GitHub was changed from Amazon Linux1 to Amazon Linux2 in
July 2021. However, deployment templates at S3 were not changed yet. It is
recommended to use templates at GitHub if there is an issue to deploy the reference
architecture with templates at S3.

The reference architecture illustrates a complete best practice deployment for a
WordPress website on AWS.

It starts with edge caching in Amazon Cloud Front (1) to cache content close to end
users for faster delivery.

Cloud Front pulls static content from an S3 bucket (2) and dynamic content from
an Application Load Balancer (4) in front of the web instances.

The web instances run in an Auto Scaling group of Amazon EC2instances (6).

An Elastic Cache cluster (7) caches frequently queried data to speed up responses.

An Amazon Aurora MySQL instance (8) hosts the WordPress database.

The WordPress EC2 instances access shared WordPress data on an Amazon
EFS file system via an EFS Mount Target (9) in each Availability Zone.

An Internet Gateway (3) enables communication between resources in your VPC and
the internet.

NAT Gateways (5) in each Availability Zone enable EC2 instances in private subnets

(App and Data) to access the internet.



Chapter 4
METHODOLGY

4.1. CONNECT TO YOUR WINDOWS INSTANCE

AWS provides a variety of services that can be used to host a WordPress website.
Some of the popular services include Amazon Elastic Compute Cloud (EC2), Amazon
Light sail, and AWS Elastic Beanstalk. It is available on most editions of Windows and

is also available for Mac OS.

4.2. PREREQUISITES

To connect using MobaXterm

¢ |Install MobaXterm

e Once your instance is up and running, you can create a SSH session, there you
need to enter the remote host and specify ubuntu and in advice settings you need

to use your private key to access the terminal.

4.3. ACCESSING CLOUD WATCH
Amazon CloudWatch monitors your Amazon Web Services (AWS) resources and the
applications you run on AWS in real time. You can use CloudWatch to collect and track

metrics, which are variables you can measure for your resources and applications.

» The CloudWatch home page automatically displays metrics about every AWS

service you use. You can additionally create custom dashboards to display metrics

about your custom applications, and display custom collections of metrics that you

choose.

» You can create alarms that watch metrics and send notifications or automatically
make changes to the resources you are monitoring when a threshold is breached.
With CloudWatch, you gain system-wide visibility into resource utilization,

application performance, and operational health



4.4. ACCESING EC2 COSOLE

» Open the Amazon EC2 console.

» From the navigation pane, choose Instances.

» Select the instance and then choose Connect.

On the Connect to instance page, choose the option to Connect using Fleet Manager,
then choose Fleet Manager Remote Desktop. This opens the Fleet Manager Remote
Desktop page in the AWS Systems Manager cons



Chapter 5

CloudFront distribution creation

Create a CloudFront web distribution by following the Distribution, the default Origin
andBehavior automatically created will be used for dynamic content. Create four
additional behaviors to further customize the way both static and dynamic requests are
treated.

The following table summarizes the configuration properties for the five behaviors. You
can also skip this manual configuration and use the AWS for WordPress plugin covered
in Appendix B: Plugins Installation and Configuration, which is the easiest way to

configure CloudFront to accelerate your WordPress site.

For the default behavior, AWS recommends the following configuration:

e Allow the Origin Protocol Policy to Match Viewer, so that if viewers connect to
CloudFront using HTTPS, CloudFront connects to your origin using HTTPS as well,
achieving end-to-end encryption. Note that this requires you install a trustedSSL
certificate on the load balancer. For details, refer to Requiring HTTPS for
Communication Between CloudFront and Your Custom Origin.

Allow all HTTP methods since the dynamic portions of the website require bothGET

and POST requests (for example, to support POST for the comment submission forms)

e Forward only the cookies that vary the WordPress output, for example,
wordpress_*, wp-settings-*and comment_*. You must extend that list if youhave

installed any plugins that depend on other cookies not in the list.

e Forward only the HTTP headers that affect the output of WordPress, for
example CloudFront-Forwarded-Proto, CloudFront-is-Desktop-Viewer, CloudFront-is-

Mobile-Viewer, and CloudFront-is-Tablet- Viewer:
e Host allows multiple WordPress websites to be hosted on the same origin.

»  CloudFront-Forwarded-Proto allows different versions of pages to be cached

depending on whether they are accessed via HTTP or HTTPS.

9



* CloudFront-is-Desktop-Viewer,  CloudFront-is-Mobile-Viewer, and CloudFront-is-Tablet-

Viewer allow you to customize the output ofyour themes based on the end user’s device
type.

« Forward all the query strings to cache based on their values because WordPress

relies on these, they can also be used to invalidate cached objects.

If you want to serve your website under a custom domain name (not

* . cloudfront.net), enter the appropriate URIs under Alternate Domain Names in
the Distribution Settings. In this case, you also need an SSL certificate for your custom
domain name. You can request SSL certificates via the AWS Certificate Manager and
configure them against a CloudFront distribution.

Now, create two more cache behaviors for dynamic content: one for the login page
(path pattern: wp-login.php) and one for the admin dashboard (path pattern: wp-
admin/*). These two behaviors have the exact same settings, as follows:

e Enforce a Viewer Protocol Policy of HTTPS Only.
e Allow all HTTP methods.

e Cache based on all HTTP headers.

e Forward all cookies.

e Forward and cache based on all query strings.

The reason behind this configuration is that this section of the website is highly
personalized and typically has just a few users, so caching efficiency isn’t a primary
concern. The focus is to keep the configuration simple to ensure maximum

compatibilitywith any installed plugins by passing all cookies and headers to the origin.

The AWS for WordPress plugin covered in Appendix B automatically creates a
CloudFront distribution that meets the preceding configuration.

By default, WordPress stores everything locally on the web server, which is block
storage (Amazon EBS) for single server deployment, and file storage (Amazon EFS)

forelastic deployment. In addition to reducing storage and data transfer costs, moving

10



static assets to Amazon S3 offers scalability, data availability, security and
performance.There are several plugins that make it easy to move static content to

Amazon S3; one of them is W3 Total Cache, also covered in Appendix B.

LightSail provides templates for commonly used applications such as WordPress. This
template is a great starting point for running your own WordPress website, as it comes
pre-installed with most of the software you need. You can install additional software or
customize the software configuration by using the in-browser terminal or your own SSH

client, or via the WordPress administration web interface.

Amazon LightSail has a partnership with GoDaddy Pro Sites product to help
WordPress customers easily manage their instances for free. LightSail WordPress
virtual servers are preconfigured and optimized for fast performance and security,
making it easy to getyour WordPress site up and running in no time. Customers running
multiple WordPress instances find it challenging and time-consuming to update,
maintain and manage all of their sites. With this integration, you can easily manage

your multiple WordPress instances in minutes with only a few clicks.

For more information about managing WordPress on LightSail, refer to Getting started
using WordPress from your Amazon LightSail instance. Once you are finished
customizing your WordPress website, AWS recommends that you take a snapshot of
your instance.

11



5.1 Recovering from failure

« Asingle web server is a single point of failure, so you must ensure that your website
data is backed up. The snapshot mechanism described earlier can also be used for
thispurpose. To recover from failure, you can restore a new instance from your most
recent. To reduce the amount of data that could be lost during a restore, yoursnapshots

must be as recent as possible.

. To minimize the potential for data loss, ensure that snapshots are taken on a
regularbasis. You can schedule automatic snapshots of your Lightsail Linux/Unix
instances. For instructions, refer to Enabling or disabling automatic snapshots for

instances or disks in Amazon Lightsail.

. AWS recommends that you use a static IP—a fixed, public IP address that is
dedicated to your Lightsail account. If you need to replace your instance with another
one, you canreassign the static IP to the new instance. In this way, you don’t have to
reconfigure anyexternal systems (such as DNS records) to point to a new IP address

every time you want to replace your instance

. A number of options that can improve aspects of your WordPress website’s
performance and scalability. Some can be applied to a single- server deployment,
whereas others take advantage of the scalability of multiple servers.Many of those
modifications require the use of one or more WordPress plugins.

Although various options are available, W3 Total Cache is a popular choice that

combines many of those modifications in a single plugin.

12



5.2 Dynamic content

Dynamic content includes the output of server-side WordPress PHP scripts. Dynamic
content can also be served via CloudFront by configuring the WordPress website as
an origin. Since dynamic content includes personalized content, you need to configure
CloudFront to forward certain HTTP cookies and HTTP headers as part of a request
to your custom origin server. CloudFront uses the forwarded cookie values as part of
the key that identifies a unique object in its cache. To ensure that you maximize the
cachingefficiency, configure CloudFront to forward only those HTTP cookies and HTTP
headersthat actually vary the content (not cookies that are only used on the client side

or by third-party applications, for example, for web analytics).

____________________________________

i Static content i
3 Bucket |
(D i
CloudFront : Dynamic content
AmazonRoute 53 distribution i

Application

AZOVEGNSE OR, | oed Ralarr

:
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Chapter 6

INSTANCES

What is Amazon EC2 Instance?

An EC2 instance is nothing but a virtual server in Amazon_Web_services_terminology.
It stands for Elastic Compute Cloud. It is a web service where an AWS subscriber
can request and provision a compute server in AWS cloud.
An on-demand EC2 instance is an offering from AWS where the subscriber/user can
rent the virtual server per hour and use it to deploy his/her own applications.
The instance will be charged per hour with different rates based on the type of the
instance chosen. AWS provides multiple instance types for the respective business
needs of the user. Thus,
you can rent an instance based on your own CPU and memory requirements and use
it as long as you want. You can terminate the instance when it's no more used and
save on costs. This is the most striking advantage of an on-demand instance- you can

drastically save on your CAPEX.

aws - Yahoo India Search Results X | [B] Launch an instance | EC2Manag: X [ Instances | EC2 ManagementCo: X & = =} X

[c] instance state v | [ Actions v | [ iaunchinstancesi Ii¥

ase-sensitive 1 ®

Instancestate v | Instancetype v | Status check Alarmstatus | Availability Zone

54d7a521a @-Running @A t2micro ©2/2checkspassed Noalarms 4  us-east-1a

Select an instance ® X

Cloudshy ©2023, Amazon Web Services India Private Limited or its affiliates. ~ Privacy  Terms  Cookie preferences

1151

M o : @ Ox5c "GSGEDENN 000

Fig 6.1: SELECTING AN INSTANCE
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aws - Yahoo India Search Results X | [ Launch an instance | EC2 Manac: X

< C {) @ us-east-1.console.aws.amazon.com

Services | Q 2] PaN @ N. Virginia v Sheerapthi Nath v

© Elastic IP address allocated successfully. X ®

Elastic IP address 34.236.21.205

© New EC2 Experience ¢

2t you think

EC2 Dashboard :
Elastic IP addresses (1/1) ‘ C Actions & Allocate Elastic IP address
EC2 Global View — i
iew details
Events Q 1 ®
Release Elastic IP addresses
Tags ‘ Public IPva address: 34.236.21.205 X ‘ ‘ Clear filters e e S
Associate Elastic IP address
Limits
Name v Allocated IPv4 add... Type R Reverse D\
¥ Instances et ase
‘ - 34.236.21.205 Public IP eipalloc-07eeb82b99bab80dd -
Instances

Instance Types

Launch Templates B E
34.236.21.205

Spot Requests

Savings Plans

Summary Tags

Reserved Instances

Dedicated Hosts

Scheduled Instances Summary

Capacity Reservations Feedback Hub

How likely are you to recommend this Windows
v PC to a friend or colleague?
[ CloudShell ~ Feedback  Language

¥ Images

L Type here to search i 1 o @ @:xc ~a

Fig 6.2: ELASTIC IP ADDRESS RUNNING SUCCESSFULLY
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Fig 6.3 : INSTALLING MOBAXTERM
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aws - Yahoo India Search Results X | [ Launch an instance | EC2Manag: X | [B] Instances | EC2 Management Cor X @ Apache2 Ubuntu Default Page: |- X 4 v = =] X
< C {d A Notsecure | 34.236.21.205

< ) Apache2 Default Page

buntu =N

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

| /etc/apache2/
| |-- apache2.conf
Il “--  ports.conf
| |-~ mods-enabLed
N *. Load
) *. conf
| |-- conf-enabled
I 7

- *.conf .
= 0
H £ Type here to search b 4 3 . p

q)) ENG

Fig 6.4: IP ADDRESS RUNNING IN UBUNTU

- 1]
Terminal  Session ols Games Settings Macros Help
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£ $ < x ® B E & & 0 X ©
Session  Servers Tools Games X server Exit
Session settings X
Quick c: 4
e
B Ut scsine N AR XY @ 3@ @ K @ om @ x = £
SSH  Telnet Rsh Xdmcp RDP VNC FTP  SFTP  Seral File  Shell Browser Mosh AwsS3 WSL
/ Basic SSH settings
Remote host * [34 236 21205 | [ Specify usemame  |ubuntu v|[& Pot 22 2]
Advanced SSH settings Il Terminal settings % Network settings Bookmark settings
IX11-Forwarding Hc Remote [Interactive shell
Execute command | 100 not exit after command ends
SSH-browser type: | SFTP protocol v|  [Follow SSH path (experimental)
[ Use private key ~ [IC:\Users\TAMILINIYAN\Downloads 2+ Expert SSH settings
Execute macro at session start: | <none> v
@ ok © cancel
UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net [ ]
L Type here to search

1203

20-04-2023

7 Q) ENG

Fig 6.5: CONNECTING TO SSH SERVER
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X @ Apache2Ubuntc X | {fV Download-Wor X | @ NewTab x| + R

Instances |EC2). X @ WordPress

aws - Yahoo Indi- X | [ Launchan instan X

< C OO A\

Welcome to WordPress, Before getting started, you will need to know the following items.

1. Database name

Databas
3. Database password

4. Database host
5. Table prefix (if you want to run more than one WordPress in a single database)

on is being used to create a wp-config. php file. If for any reason this automatic file creation

This infor
does not work, do not worry. All this does is fill in the database information to a configuration file. You

may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as wp-
fig.php

he support article on wp-co!

config.php. Need more help?
this information, then you

In all likelihood, thest upplied to you by your web host. If you do not hav

you can continue. If you are ready.

will need to conta

8

e D) ENG 0 04 023

Fig 6.6: LOGIN TO WORDPRESS WEBSITE
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CHAPTER 7
QUERY USED IN MOBAXTERM TO CREATE A WORD PRESS WEBSITE

B 34.236.21.205 (ubuntu) -
Terminal Sessions View Xserver Tools Games Settings Macros Help

& £ <% % @ Y B & & @ X ©

Session  Servers  Tools  Games Sessions  View Spit  MultExec Tunneing Packages Settings  Help Xserver  Exit

ec 18/3. 34.236.21.205 (ubuntu) X @

- Scanning linux images... ~
(@ Reconnect SSH-browser $ :

Running kernel seems to be up-to-date.

T3 User sessions

No services need to be restarted.
34.236.21.205 (ubuntul)

No containers need to be restarted.
No user sessions are running outdated binaries.
No VM guests are running outdated hypervisor (gemu) binaries on this host.
ubuntu@ip-172-31-24-83:~$ sudo mysql root

to the MySQL monitor. Commands end with ; or \g.

L connection id is 8
Server version: 8.0.32-6ubuntud 04.2 (Ubuntu)
Copyright (c) 2000, 2023, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type ‘help;' or ‘\h' for help. Type ‘\c' to clear the current input statement.

mysql> ALTER USER 'root'@' ' IDENTIFIED WITH mysql_native_password by 'Tamilvickyvaradhan@2104’;
Query OK, 0 rows affected (6.02 sec)

mysql> CREATE USER 'wp_user'@ IDENTIFIED BY 'Tamilvickyvaradhan@2104';
Query OK, © rows affected (0.03 sec)

mysql> CREATE DATABASE wp;
Query 0K, 1 row affected (0.02 sec)

mysql> GRANT ALL PRIVILEGES ON wp.* TO 'wp_user'@
Query OK, 0 rows affected (0.01 sec)

mysql> ~DBye
ubuntu@ip-172-31-24-83

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https: //mobaxterm.mobatek.net

AR Type here to search .no O gi 5] @ v A& T @ 7z ) NG

Fig 7.1: SUDO APT INSTALL APACHE2
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4\ /3. 34.236.21.205 (ubuntu)

a Setting up mysql-server-8.6 (8.0.32-6ubuntu0.22.04.2) ... ]
IORCIE SRR | date-alternatives: using /etc/mysql/mysql.cnf to provide etc/mysql/my.cnf (my.cnf) in auto mode
Renaming removed key_buffer and myisam-recover options (if present)

B User sessions mysqld will log to /var/log/mysql/ .log
mysqld is running as pid 12419
BN 34.236.21.205 (ubuntu) c symlink /etc/systemd/system/multi-user.target.wants/mysql.serv /lib/systemd/system/mysql.service.

up libcgi-pm-perl (4.54-1)
up libhtml-template-perl (2.97-1.1)
up mysql-server (8.0.32-Oubuntu0.22.04
up libcgi-fast-perl (1:2.15-1)
Processing triggers for man-db (2.10.2-1)
Processing triggers for libc-bin (2.3
Scanning processes...
Scanning linux images...

Running kernel seems to be up-to-date.
No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
ubuntu@ip-172-31-24-83:~$ sudo mysql root

welcome to the MySQL monitor. mmands end with ; or \g.

Your MySQL connection id is 8

Server version: 8.0.32-0ubuntu®.22.04.2 (Ubuntu)

Copyright (c) 2000, 2023, Oracle and/or its affiliates.
a registered trademark of Oracle Corporation and/or its

. Other names may be trademarks of their respective

‘\h' for help. Type ‘\c' to clear the current input state

7 = " R = 1415
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Fig 7.2: SUDO APT INSTALL PHP LIBAPACHE2-MOD-PHP PHP-MYSQL
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B 34.236.21.205 (ubuntu) - X
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spit  MultExec Tunneling Packages Settings  Help Xserver  Exit

Session  Servers Tools Games  Sessions

ect X 3. 34.236.21.205 (ubuntu) . 4

@ Reconnect SSH-browser ting config file /etc/php/8.1/mods-available/readline. ini with new v

ﬁett\nq up php8.1-opcache (8.1.2-1ubuntu2.11)
[ user sessions
Cre config file /ﬂtc/php/u 1/mods-available/opcache. ini with new version
BN 34.236.21.205 (ubuntu) ':mttmg up php-mysql (2:8.1+92ubuntul)

Setting up php8.1-cli (8.1.2-lubuntu2.11) ..
update-alternatives: using /usr/bin/php8.1 to provide /usr/bin/php (php) in auto mode
update-alternatives: using /usr/bin/phar8.1 to provide /usr/bin/phar (phar) in auto mode
update-alternativ using /usr/bin/phar.phar8.1 to provide /usr/bin/phar.phar (phar.phar) in auto mode

ting config file /etc/php/8.1/cli/php.ini with new version
Setting up libapache2-mod-php8.1 (8.1.2-1ubuntu2.11)

eating config file /etc/php/8.1/apache2/php.ini with new version
Module mpm_event bled.

Enabling module mpm_prefork.

apache2_switch_mpm Switch to prefork

apach invoke: Enable module php8.1

Setting up php8.1 (8.1.2-1ubuntu2.11)

Setting up libapache2-mod-php (2:8.1

Setting up php (2:8.1+92ubuntul) ...

Processing triggers for man-db (2.10.2-1) ;

Processing triggers for php8.1-cli (8.1.2-1ubuntu2.11) ..
Processing triggers for libapache2- mod- php8.1 (8.1. 2-1ubuntu2. 11)
Scanning processes

Scanning linux images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running dated hypervisor (gemu) binaries on this host.
ubuntu@ip-172-31-24-83

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net
1410

L Type here to search . @36C NGTW G NG 00,

Fig 7.3: SUDO APT INSTALL MYSQL-SERVER
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t TO® module authn_file. Lo/
s e e authz_user.
| momesubuntus v alia
*  Name sidi.
. e autoindex.
M env.
.cache mime.
.ssh U negotiation.
bash_history ?E{:Wl .
ilter.
'Z:ir‘logom e deflate.
3 status.
-profie B e reqtimeout.
.sudo_as_admin_successful & charsat”
Xauthority U localized-error-pages.
other-vhosts-access-log.
conf security.
conf serve-cgi
site 000-default.
Created symlink /etc/systemd/system/multi-user.target.wants/apache2.service - /lib/systemd/system/apache2.service.
Created symlink /etc/systemd/system/multi-user.target.wants/apache-htcacheclean.service - /lib/systemd/system/apache-htcacheclean.service

|
| -

Processing triggers for ufw (0.36.1-4buildl)
Processing triggers for man-db (2.10.2-1)
Processing triggers for libc-bin (2.35- oubuntu3. )
Scanning processes.

Scanning linux image

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.
BB Remote monitoring

No VM guests are running outdated hypervisor (gemu) binaries on this host.
[J Follow terminal folder ubuntu@ip-172-31-24-8
UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https: //mobaxterm.mobatek.net
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Fig 7.4: SUDO MYSQL -U ROOT
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nect 2 21.205 (ubuntu) X %

Ta Pl ubuntu@ip-172-31-24-83:~$ sudo apt install apache2 ~
. tO% Al Reading package lists... Done
| momerubuntu/ -| BN dependency tree... Done
= Reading state information... Done
_ THe¥ 1o 058 tnntadd s tonaip-c ko= 16100 Dok e lad®
... apache2-bin apache2-data apache2-utils bzip2 libapri libaprutill libaprutili-dbd-sqlite3 libaprutili-ldap libluas.3-@ mailcap
«cache mime-support ssl-cert
.ssh Suggested package
Dol iy ap c-pristine | apache2-suexec-custom www-browser b
el The following NEW packages will be installed:
sk apache2 apache2-bin apache2-data apache2-utils bzip2 libapri libaprutill libaprutili-dbd-sqlite3 libaprutili-ldap libluas.3
: mime-support ssl-cert
-profile © upgraded, 13 newly installed, 0 to remove and 32 not upgraded.
-sudo_as_admin_successful Need to get 2138 kB of archives.
Xauthority After this operation, 8505 kB of additional disk space will be used.
Do you want to continue? [Y/n] Y
2 jammy-updates/main amd64 libaprl amd64 1.7.0-8ubuntu@.22
archivi jammy-updates/main amd64 libaprutill amd64 1.6.1-Subuntud
archive. jammy-updates/main amd64 libaprutill-dbd-sqlite3 amd6d 1.
jammy-updates/main amd64 libaprutili-ldap amd64 1.6.1-Subuntud.22.04.1 [9168 B]
jammy/main amd64 liblua5.3-0 amd64 5.3.6-1buildl [140 kB]
com/ubuntu jammy-updates/main amdsd he2-bin amdsd .4, 2-1ubuntud.4 [1345 k8]
m/ubuntu jammy-updates/main amd64 apache2-data all 2.4.52-1ubuntud.4 [165
om/ubuntu jammy-updates/main amd64 apachm utils dehJ 2.4.52-1ubuntud.4 [89.5 kB]
jammy/main anded mailcap all 3.70+nmulubuntul [23.8 kel
jammy/main amd64 mime-support all 3.66 [’696 B
jammy-updates/main amd64 apache amdm 2.4.52-1ubuntud 4 [97.8 k8]
jammy/main amd64 bzip2 amds4 1.0.8-5buildl [34.8 kB]
. jammy/main amd64 ssl-cert all 1.1.2 [17.4 kB]
Fetched 2138 kB in 0s (31.2 MB/s)
Preconfiguring packages
selecting previously un<els[tad package libapri:amds4.
< Pl (Reading database ... 63 fi and directories currently installed.)
g /00- 11bapr1 1.7.0-8ubuntu®.22.04.1_and64.deb
BB Remote monitoring 1 iba md64 (1.7.0-8ubuntud.22.04.1) ..
lecting previously unselected package libaprutili :amdsd.
W RS ER SRR P reparing to unpack .../01-libaprutill 1.6.1-Subuntud.22.04.1 amd6d.
v
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R Type here to search N 2 @ ®3c ~GOE D 7z NG

Fig 7.5: CREATE DATABASE WB;
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T TO® Al ubuntu@ip-172-31-24-83:~$ sudo apt install apachell
[momeubuntus
*  Name
.
.cache
.ssh
.bash_history
.bash_logout
bashrc
profie
sudo_as_admin_successful
Xauthority

B2 Remote monitoring

[ Follow terminal folder
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B 34.236.21.205 (ubuntu)

- X
Terminal Sessions View Xserver Tools Games Settings Macros Help
T == &
E % % ® B ¥ 2 & » 0 X ©
Session  Servers  Tools  Games Sessions  View Spit  MultExec Tunneling Packages Settings  Help

X server Exit
4/2.34.236.21.205 (ubuntu)

~
System information as of Thu Apr 20 06:33:48

System load: 0.080078125 Processes:
Usage of / 20. of 7.576Gl Users logged in:

. Memory usage: 20% IPv4 address for ethe:
.cache Swap usage: 0%

bash_logout Expanded Security Maintenance for Applications
bashy
‘:::m: 0 updates can be applied immediately.
Xauthority Enable ESM Apps to receive additional future security updates.
ee https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

/usr/bin/xauth: file /home/ubuntu/.Xauthority
To run a command as administrator (user “root"), use “"sudo <command>".
e "man sudo_root" for details.

ubuntu@ip-172-31-24-83
ubuntu@ip-172-31-24-83:~$ sudo apt install apache
< Pl Reading package lists... Done
Building dependency tree... Done
ding state informat ... Done
ur e to locate package apache
[J] Follow terminal folder ubuntu@ip-172-31-24-83

BE Remote monitoring

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net
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Sesson  Servers  Tools  Games Sessons  View Spit  MuExec Tumneling Packages Settings  Help Xserver  Exit
O [~ 2. 34.236.21.205 (ubuntu)

%

% r 3 3 A welcome to Ubuntu 22.64.2 LTS (GNU/Linux 5.15.0-1031-aws x86_64) 3
/home/ubuntu/ * Documentation: https://help.ubuntu.co
- * Management:
N * Support: https://ubuntu.com/advantage
__
.cache System info n as of Thu Apr 20 06:33:48 UTC 2023
.ssh
.bash_logout System load: ©.680078125 Processes: 98
P Usage of /: 20.1% of 7.57GB  Users logged in: 0
‘ e Memory usage: 20% IPv4 address for ethe:
Ymee Swap usag 0%

Xauthority

Expanded Security Maintenance for Applications is not
0 updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

/usr/bin/xauth: file /home/ubuntu/.Xauthority
< Pl To run a command as administrator (user "root"), use "sudo

<command>" .
See "man sudo_root" for details.

BE Remote monitoring
ubuntu@ip-172-31-24-83:~%
[J Follow terminal folder ubuntu@ip-172-31-24-83:~$ sudo apt install apachel]

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net
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Fig 7.8: SUDO APT-GET UPDATE
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B 34.236.21.205 (ubuntu)

Terminal Sessions View Xserver Tools Games Settings Macros Help

E % % =

Session  Servers Tools Games

| homesubuntu/

*  Name

.
cache
ssh
.bash_logout
.bashrc
profile
Xauthority

BB Remote monitoring

[ Follow terminal folder
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A /2. 34.236.21.205 (ubuntu)

Welcome to Ubuntu 22.64.2 LTS (GNU/Linux 5.15.0-1031-aws x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage
System inf t as of Thu Apr 20 06:33:48 UTC 2023
System load: 0.080078125 Processes:
Usage of /: 20.1% of 7.57GB  Users logged
Memory usage: 20% IPv4 address
Swap usage: 0%
Expanded Security Maintenance for Applications
0 updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

usr/bin/xauth: file /home/ubuntu/.Xauthority
run a command as administrator (user "root"), use "sudo <comman

/
To
See "man sudo_root" for details.

ubuntu@ip-172-31-24-83:~$ I

Fig 7.9: SUDO CERTBOT --APACHE
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CHAPTER 8
RESULT AND DISCUSSION
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Sathyabama University!

Sathyabama Institute of Science and Technology (SIST), formerly Sathyabama
University, is a deemed to university , situated at Chennai, Tamilnadu, India. It was

founded in 1987 as Sathyabama Engineering College by the late jeppiar, and
received its university status in 2001.
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Sathyabama is a prestigious institution which excels in the fields of Engineering,
Science and Technology for more than three successful decades. It offers multi-
disciplinary academic programmes in various fields of Engineering, Science,
Technology, law, Dental Science, Pharmacy, Nursing, Management, Arts and Science
and Allied Health Sciences. It is established under Sec.3 of UGC Act, 1956 and is
been Accredited with ‘A’ Grade by the National Accreditation and Assessment
council. The Institution persistently seeks and adopts innovative methods to
improve the quality of higher education and is responsive to the changes taking
place in the field of education on a global scale. The Institution has a team of
dynamic and outstanding faculty, innovative pedagogical practices , state of the art
infrastructure and world class Research Facilities. This glorious Institution is
functioning under the dynamic leadership of Dr. Mariazeena Johnson, Chancellor,
Dr. Marie Johnson, President, Mr. J. Arul Selvan Vice President, Ms. Maria
Bernadette Tamilarasi, Vice President and Ms.Maria Catherin Jayapriya Vice
President.

Sathyabama has a good presence in rankings and ratings at National and
International level. The Institution has been ranked in 43" position by the National
Institutional Ranking Framework (NIRF), Government of India among the
Universities in India for the year 2022 and ranked one among the top 50
Universities for seven consecutive years. Sathyabama is ranked among the Top 5
Institutions in the Country for Innovation by ATAL ranking of Institution for
Innovation Achievements, Govt. of India. Times Higher Education and QS has
ranked Sathyabama among the top Institutions worldwide. Sathyabama Institute of

Fig 8.3
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Universities in India for the year 2022 and ranked one among the top 50
Universities for seven consecutive years. Sathyabama is ranked among the Top 5
Institutions in the Country for Innovation by ATAL ranking of Institution for
Innovation Achievements, Govt. of India. Times Higher Education and QS has
ranked Sathyabama among the top Institutions worldwide. Sathyabama Institute of
Science & Technology has alliances with leading Universities and research
establishments at National and International Level. It is a research intensive
University with world class laboratories and research facilities and is involved in
research in the emerging areas of Science and Technology. Sathyabama has
undertaken various sponsored and collaborative R&D projects funded by National
and International Organizations. Sathyabama has written a special page in the
history of space research on 22"9 june 2016 with the launch of “SATHYABAMASAT”
in association with ISRO.

Sathyabama Institute of Science And Techonlogy Find more about us
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CHAPTER 9
SSH INTO THE EC2 INSTANCE YOU WANT TO MONITOR

9.1 Download and install the CloudWatch agent by following the instructions
CloudWatch-Agent-on-EC2-Instance.html

9.2 Configure the CloudWatch agent by creating a configuration file in the
"/opt/aws/amazon-cloudwatch-agent/etc"  directory. Here's an example

configuration file:

{

"metrics": { "append_dimensions": { "Instanceld": "${aws:Instanceld}"

b

"metrics_collected": {"mem": { "measurement": [ "mem_used_percent"

]
}

"swap": { "measurement": [ "swap_used_percent"

]

b

"disk": {"
}

To permit reencryption from or to a KMS key, include the "kms:ReEncrypt*"
permissionin your key policy. This permission is automatically included in the key policy
when you use the console to create a KMS key. But you must include it manually when
you create a KMS key programmatically or when you use the PutKeyPolicy

operation to set a keypolicy.
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9.3 The server pushes the notification on every 5 minutes of interval to the
authorized admin. Push notification services, such as APNs and FCM, maintain a
connection with each app and associated mobile device registered to use their
service. When an app andmobile device register, the push naotification service
returns a device token. Amazon SNSuses the device token to create a mobile
endpoint, to which it can send direct push notification messages. In order for

Amazon SNS to communicate with the different push naotification.
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CHAPTER -10
FUTURE WORK AND CONCLUSION

10.1. FUTURE WORK

Amazon Web Services (AWS) provides a variety of services to help businesses
manage their cloud infrastructure. One such service is the ability to send
notificationsvia email from an Elastic Compute Cloud (EC2) instance. This can
be useful for a variety of purposes, such as sending alerts when a certain
threshold is exceeded, or notifying administrators when a critical process has
completed. There are a few best practices to keep in mind when setting up email
notifications froman EC2 instance. First, it's important to ensure that your SES
account is properly secured. This means using strong passwords and enabling
multi-factor authentication(MFA) to prevent unauthorized access. Additionally,
you should use SSL/TLS encryption when sending emails to ensure that they are
not intercepted or tampered with. Another best practice is to limit the number of
emails that are sent from your EC2 instance. This can help prevent your SES
account from being flagged as a spammer,which can result in your emails being
blocked by recipient email servers. To limit the number of emails sent, you can
use a rate limiter or a queueing system to ensure thatemails are sent at a
controlled pace. Overall, setting up email notifications from an EC2 instance using
AWS SES is a straightforward process that can be extremely useful for a variety
of purposes. By following best practices and ensuring that your SES account is
properly secured, youcan ensure that your notifications are delivered reliably and

securely.
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10.2. CONCLUSION

In conclusion, AWS push notifications of email from EC2 provide numerous benefits
to businesses and individuals using the AWS platform. These notifications offer
real-timealerts and notifications, making it easy to identify and address issues
quickly, which can help to minimize downtime and improve overall reliability. The
notifications are easy to configure and highly customizable, allowing users to tailor
them to their specific needs and preferences. Push notifications are also cost-
effective, meaning that businesses of all sizes can implement and use them without
having to worry about high costs. Furthermore, push notifications can improve
productivity by reducing the time and effort required to troubleshoot and resolve
issues. Overall, AWS push notifications of email from EC2 are a powerful tool that
can help businesses stay informed and responsive, improving their overall

performance and success in the cloud.
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