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ABSTRACT

Cloud computing, the technology that makes it possible for computing sources to
be provisioned to clients / subscribers over long distances, as well as its
component technology — virtualization, which makes it possible for multiple guest
systems to co-reside on a single host machine and share the computing
resources of the host, have both become very popular technologies that have
witnessed giant improvements in the 21st century.

Virtualization in computing is creation of virtual (not real) of virtual something such
as hardware, software, platform or a operating system or a storage or a network
device [8]. In a virtualized environment IT enterprise has to manage many
changes as the changes occur more quickly in virtual environment

than in a physical environment. Because of virtualization clouds are scalable
and agile.

This is a review paper that presents an overview of the virtualization and its types,
to what they have today, about virtualization types of cloud computing.
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CHAPTER 1
INTRODUCTION

1.1 VIRTUALIZATION:

e Virtualization is a technique, which allows to share single physical instance
of an application or resource among multiple organizations or tenants

(customers).

e It does so by assigning a logical name to a physical resource and providing
a pointer to that physical resource on demand.

Fig1.1 virtualization

e The term 'Virtualization' can be used in many respect of computer.
e Itis the process of creating a virtual environment of something which may
include hardware platforms, storage devices, OS, network resources, etc.

e One example of a virtualization program is called hypervisor, which can

11



virtualizes desktops, application, network components and storage.

VIRTUALIZATION PROS AND CONS:

Pros and Cons of
Virtualization

R .

)

3 ll‘. ‘-"Il-?.il i‘_i .
O3
R

Fig 1.2 pros and cons of virtualization

PROS CONS
1.Uses hardware efficiently. 1.High initial investment
2 Available at all times. 2.Data can be at risk
3. Recovery is easy. 3.Quick scalability is a challenge
4.Quick and easy setup 4 .performance witnesses a dip
5.Cloud migration is easier 5.Rapid deployment

Tab 1.1 virtualization pros and cons
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CHAPTER 2

TYPES OF VIRTUALIZATION:

Server Network
Virtualization Virtualization
Hardware Memory

Virtualization

m——r —

Virtualization

——

Types of

Virtualization
in Cloud Computing

Desktop
Virtualization

Software
Virtualization

B

~r v -

Data
Virtualization

Application
Virtualization = .

Operating
System
Virtualization

Storage
Virtualization

Fig 2.0 Types of virtualization

HARDWARE VIRTUALIZATION:

e Hardware virtualization is a type of virtualization; it is the abstraction of
computing resources from the software that uses cloud resources

e Hardware virtualization refers to the creation of virtual versions of
computers and operating system.

e Hardware virtualization has many advantages because controlling virtual
machines is much easier than controlling a physical server.

e In Hardware virtualization software called hypervisor is used.

e Hypervisor relies on command set extensions in the processors to
accelerate common virtualization tasks for improving the performance.

e |f hardware virtualization is done for server platforms, then it is called sever

virtualization.
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TYPES OF HARDWARE VIRTUALIZATION:

There are various type of hardware virtualization
1. Full virtualization
2 .Emulation virtualization
3. Para-virtualizati

on FULL

VIRTUALIZATION:

e In full virtualization, the hardware architecture is completely simulated.

e Guest software doesn’t require any change to run applications.

e Full virtualization is a virtualization technique used to provide a VME
that completely simulates the underlying hardware. In this type of
environment, any software capable of execution on the physical
hardware can be run in the VM, and any OS supported by the

underlying hardware can be run in each individual VM.

e In full virtualization, the VM simulates enough hardware to allow
an unmodified guest OS to be run in isolation.

14



e The hypervisor provides each VM with all the services of the physical
system, including a virtual BIOS, virtual devices, and virtualized
memory management.

e Full virtualization offers the best isolation and security for VMs and
simplifies migration and portability as the same guest OS instance
can run on virtualized or native hardware.

Ring — 3

Fig:2.1.1 Full virtualization

KEY BENEFITS OF FULL VIRTUALIZATION:

» The emulation layer isolates VMs from the host OS and from each other.
* It controls individual VM access to system resources .
* prevents an unstable VM from impacting system performance.

EMULATION VIRTULIZATION:

e The virtual machine simulates the hardware, and the guest
operating system does not require any hardware.

e Emulation Virtualization. In emulation virtualization, hardware simulates
by the virtual machine and it is independent.

e The guest operating system does not require any other modification.

e In this virtualizations, computer hardware as architectural support
builds and manages a fully virtualized VM.

15
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Fig:2.1.2 Emulation virtualization

PARA VIRTUALIZATION:

e In Para-virtualization, the hardware is not simulated; rather the
guest software runs its isolated system

e Para virtualization is an enhancement of virtualization technology in which
a guest OS is modified prior to installation inside a virtual machine (VM) in
order to allow all guest OS within the system to share resources and
successfully collaborate, rather than attempt to emulate an entire
hardware environment.

Fig:2.1.3 Para Virtualization

16



K EY BENEFITS OF PARA VIRTUALIZATION:

e The guest system comes closer to native performance than a
fully virtualized guest
e It does not require the latest virtualization CPU support.

e |t also allows for an interface to the virtual machine that can
differ somewhat from that of the underlying hardware.

ADVANTAGES OF HARDWAREVIRTUALIZATION:

1.EFFICIENT RESOURCE VIRTUALIZATION:
In hardware virtualization, physical resources can be shared among virtual
machines. In this, if there is needed for unused resources allocated by one
virtual machine can be used by another virtual machine.

2 . INCREASE IT FLEXIBILITY:

By using virtualization, the fast development of hardware resources
became possible.

3.LOW COST:
Due to server consolidation, the cost is low, and multiple operating systems
can exist in a single hardware.

4. ADVANCED HARDWARE VIRTUALIZATION FEATURES:
With the advancement of modern hypervisor, more difficult operations
maximize the abstraction of hardware and ensure maximum

Update and this technique help to change an ongoing virtual machine from
one host to another host dynamically.

SOFTWARE VIRTUALIZATION:

e Software virtualization is also called application virtualization.

e Software virtualization is the same as virtualization but can abstract
the software installation procedure and create virtual software
installations.

e Example: VMware software, virtual box, etc.

e Most of the applications and their distributions became difficult tasks for
IT firms and departments.
e The mechanism for installing an application varies.

So to solve this type of problem, virtualized software is introduced,
17



which is an application that will be installed into its self- contained unit
and provide software virtualization.

18



ADVANTAGES OF SOFTWARE VIRTUALIZATION:

1 .CLIENT DEPLOYMENT BECAME EASIER:
We can easily install virtual software by copying a file to a work station or
linking a file in a network.
2 . EASY TO MANAGE:
Software virtualization is easy to maintain. You only need to update at one
place and deploy the virtual update application to all cloud.

3. SOFTWARE MIGRATION:

Without software virtualization, moving from one software platform to
another platform takes more time for deploying and impact on an end-user system
with the support of virtualized software environment support the— migration
became easier.

. __d_.___.__—-f"""'" =
Software virtualization
Guest 0DS A Guest OS B
User E ]1
Applications WM
i ol
¥
Host OF%
1L
N\
Physical Hardware

Fig:2.2 software virtualization

SERVER VIRTUALIZATION:

e Server virtualization is used to mask server resources from server users.
19



e This can include the number and identity of operating
systems, processors, and individual physical servers

e Server virtualization is the process of dividing a physical server into multiple

e unique and isolated virtual servers by means of a software application.

Each virtual server can run its own operating systems independently.

TYPES OF '
. SERVER VIRTUALIZAITON

TYPES OF SERVER VIRTULIZATION:

1.Full virtualization
2.para virtualization
3.0s level
virtualization

1. FULL VIRTUALIZATION:

e Full virtualization uses a hypervisor, a type of software that directly
communicates with a physical server's disk space and CPU.

e The hypervisor monitors the physical server's resources and keeps
each virtual server independent and unaware of the other virtual
servers.

e |t also relays resources from the physical server to the correct virtual
server as it runs applications.

20



The biggest limitation of using full virtualization is that a hypervisor has
its own processing needs.
This can slow down applications and impact server performance.

2. PARA —VIRTUALIZATION:

Unlike full virtualization, para-virtualization involves the entire
network working together as a cohesive unit.

Since each operating system on the virtual servers is aware of one
another in para-virtualization, the hypervisor does not need to use as
much processing power to manage the operating systems.

OS-LEVEL VIRTUALIZATION:

Unlike full and para-virtualization, OS-level visualization does not use a
hypervisor. Instead, the virtualization capability, which is part of the physical
server operating system, performs all the tasks of a hypervisor. However, all
the virtual servers must run that same operating system in this server
virtualization method.

KEY BENEFITS OF SEVER VIRTUALIZATION:

Higher server ability

Cheaper operating costs

Eliminate server complexity
Increased application performance
Deploy workload quicker

THE PRIMARY USES OF SERVER VIRTULIZATION:

To centralize the server administration

Improve the availability of server
Helps in disaster recovery

Ease in development & testing

Make efficient use of server resource

OS LEVEL VIRTUALIZATION:

Operating system virtualization is a part of virtualization technology and is
a type of server virtualization.

Operating system virtualizations includes a modified form than a normal
operating system so that different users can operate its end use

different applications. This whole process shall perform on a single
computer at a time.

In OS virtualizations, the virtual eyes environment accepts command
from any of the user operating it and performs different task on the same

21



machine by running different applications.

22



e In operating system virtualizations when the application does not
interfere with another one even though they are functioning in the same
computer.

e The kernel of an operating system allows more than one isolated user-
space instance to exist. These instances call as software containers,
which are virtualizations engines.

HOW OPERATING SYSTEM VIRTUALIZATION WORKS:

e The operating system of the computer manages all the software and
hardware of the computer. With the help of the operating system, several
different computer programs can run at the same time.

e This is done by using the CPU of the computer. With the combination of few
components of the computer which is coordinated by the operating system,
every program runs successfully.

TYPES OF OS VIRTUALIZATION:
1. Linux os virtualization

2. windows os virtualization

LINUX OS VIRTUALIZATION:

e VMware Workstation software is used to virtualize Linux systems. In
addition, to install any software by the means of virtualization the user
will need VMware software to install first.

WINDOWS OS VIRTUALIZATION:

e This type of virtualization is also similar to the above to install any
software there is a need to install VMware software firstly.

VIRTULAL MACHINENMODEL.:

e Are based on host-guest paradigm, where each guest runs on a
virtual replica of hardware layer.

e This technique of virtualization provides guest OS to run
23



without modification.

24



e However, it requires real computing resources from the host and for this a
hypervisor or VM is required to coordinate instructions to CPU

VM VM VM
Guest operating Guest operating Guest operating
system and system and system and
application software application software application software

Virtual machine management

Hardware (virtualization host)

Fig:2.3.1 virtual machine model

PARA-VIRTUALIZATION MODEL:

e Is also based on host-guest paradigm & uses virtual machine monitor too.
e In this model the VMM modifies the guest operating system's code which
is called 'porting'. Like that of virtual machine, similarly the Para-virtual

machine is also capable of executing multiple operating systems.

e The Para-virtual model is used by both Xen & UML

OPERSTING SYSTEM VIRTUALIZATION:

e Virtualization at OS level functions in a different way and is not based on
host-guest paradigm.

e In this model the host runs a single operating system kernel as
its main/core and transfers its functionality to each of the guests.

e The guest must use the same operating system as the host.

e This distributed nature of architecture eliminated system calls between
layers and hence reduces overhead of CPU usage.

e |tis also necessary that each partition remains strictly isolated from its

neighbors because any failure or security breach of one partition will not
be able to affect the other partitions.
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OS-Level Virtualization

+  OS-level virtualization
— kernel of an OS allows for multiple
isolated user-space instances, instead
of just one.
— Each OS instance looks and feels like
a real server

0S-Level Virtualization |

*  OS virtnalization virtualizes servers on
the operating system (kernel) layer. This
creates isolated containers on a single
physical server and OS instance to
utilize hardware, software, data center
and management efforts with maximum
efficiency.

+  (OS-level virtualization implementations

that are capable of live migration can be
used for dvnamic load balancing of

containers between nodes in a cluster. Hardware

Fig :2.4 os system virtualization

ADVANTAGES OF OS VIRTUALIZATION:

Operating system virtualizations eliminates the use of physical space

which utilizes by the IT system.

As everything is virtual it will require less space and hence it will save money.As
there is no hardware required the maintenance will be less and therefore it will
save both time and money.

The number of Machines will be late so there will be lower power

consumption, lower cooling requirement, low maintenance, and more
electricity saving

It also allows the companies to make enhancement in terms of efficiency to
use the server hardware and thus there is a greater return on investment (ROI)
on the purchase and greater operational works.

Operating system virtualizations has quick deployment capability and the
traditional environment in the traditional deployment every machine needs

to load individually which is not a problem in operating system virtualization.

USES OF OPERATING SYSTEM VIRTUALIZATION:

26



Operating System Virtualization uses to integrate server hardware by
moving services on separate servers.

It providing security to the hardware resources which harm by
distrusting users.

OS Virtualization uses for virtual hosting environment.

It can separate several applications into containers.

STORAGE VIRTUALIZATION:

Storage virtualization in Cloud Computing is nothing but the sharing of

physical storage into multiple storage devices which further appears to be

a single storage device.

It can be also called as a group of an available storage device which
simply manages from a central console.

This virtualization provides numerous benefits such as easy
backup, achieving, and recovery of the data.

This whole process requires very less time and works in an
efficient manner.

Storage virtualization in Cloud Computing does not show the
actual complexity of the SAN.

This virtualization is applicable to all levels of SAN.

WHY STORAGE VIRTUALIZATION SHOULD BE IMPLEMENTED:

If this virtualization implements in IT environment it will improve the
management of the storage. As each and everything will properly store
and manage there won’t be any congestion and the task will perform

quickly.

There will be very less downtime as the storage availability is better. All
these problems eliminate with the help of an automated management
system.

Storage virtualization will provide better storage utilization as storing
most information in a particular place can cause loss of data, congestion,
and any other problems. So, properly dividing storage and storing data
can be useful.
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Kernel Level
Virtualization

Hypervisor
Virtualization

Fig:2.5 storage virtualization
TYPES OF STORAGE VIRTUALIZATION:

e Hardware Assisted Virtualization
e Kernel Level Virtualization

e Hypervisor Virtualization

e Para-Virtualization

e Full Virtualization
1.HARDWARE ASSISTED VIRTUALIZATION:
e This type of virtualization requires hardware support.

e It is similar to full Para-virtualization. Here, the unmodified OS can
run as hardware support for virtualization and we can also use to
handle hardware access requests and protect operations.

2. KERNEL LEVEL VIRTUALIZATION:

e |t runs a separate version of the Linux Kernel.
e Kernel level allows running multiple servers in a single host.

e |t uses a device driver to communicate between main Linux Kernel and
the virtual machine.

e This virtualization is a special form of Server Virtualization.

3. HYPERVISOR VIRTUALIZATION:

28



e A hypervisor is a layer between the Operating system and hardware.
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e With the help of hypervisor multiple operating systems can work.

e Moreover, it provides features and necessary services which help OS to
work properly.

4. PARA-VIRTUALIZATION:
e ltis based on hypervisor which handles emulation and trapping of software.

e Here, the guest operating system is modified before installing it to
any further machine.

e The modified system communicates directly with the hypervisor
and improves the performance.

FULL VIRTUALIZATION:

e This virtualization is similar to Para-Virtualization

e . In this, the hypervisor traps the machine operations which is used
by the operating system to perform the operations

e . After trapping the operations, it emulates in particular software and the
status codes returned.

STORAGE VIRTUALIZATION PROS AND CONS:

PROS CONS
1.Less energy use 1.often violates licensing agreements
2.More disk space 2.The network system is much more
complicated
3.Increased loading and backup speed 3.If one system fails, they all fail
4 .cost effective in terms of not having to | 4.If one server is infected or breached,
purchase as much additional software. the entire network is compromised.

Tab 1.2 storage virtualization pros and cons
METHODS OF STORAGE VIRTUALIZATION:
1. FILE-BASED STORAGE VIRTUALIZATION:

e This type of virtualization is used for a specific purpose and can apply
to NAS system.

30



e File-based storage virtualization in Cloud Computing utilizes server
message block or network file system protocols and with its help of it
breaks the dependency in a normal network attached storage array.

e This is done between the data being accessed and the location of
the physical memory.

e |t also provides a benefit of better handling file migration in the
background which improves the performance.

2. BLOCK-BASED VIRTUAL STORAGE:

e The Block based virtual storage is more widely used than the virtual
storage system as the virtual storage system is sometimes used for a
specific purpose.

e The block-based virtual storage system uses logical storage such as drive
partition from the physical memory in a storage device.

e |t also abstracts the logical storage such as a hard disk drive or any
solid state memory device.

e This also allows the virtualization management software to get familiar
with the capacity of the available device and split them into shared
resources to assign.

WHY STORAGE VIRTUALIZATION IS IMPORTANT:

1.PERFORMS TASKS:

e The appliances of storage virtualization are responsible for several
tasks such as heterogeneous replication and federation.

e These devices lineup in front of arrays and create a common interface
for the host.

e This allows the administrator to mix and match the protocols and
array which are behind the appliances

2. WAN MANAGEMENT:

e |t does not send multiple copies of the similar data over WAN.

e The WAN accelerator use to cache the data and send it LAN speed
without changing the performance of WAN.

3. DISATER RECOVERY:

e Storage virtualization in Cloud Computing can increase disk utilization
and is flexible.

e This ameliorates disaster recovery and the continuity of the business.
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3. STORAGE TIERING:

e Storage tiering is a technique which monitors and selects the most
commonly used data and put it on its highest performing storage
pool.

e The least used data is put in the weakest performance storage pool

HOW STORAGE VIRTUALIZATION APPLY:

e Host-Base
e Network-Based
e Array-Based

1. HOST BASED STORAGE VIRTUALIZATION:

e All the virtualizations and management is done at the host level with
the help of software and physical storage, it can be any device or array.

e The host is made up of multiple hosts which present virtual drives of a
set to the guest machines. Doesn’t matter whether they are VMs in an
enterprise or PCs.

2. NETWORK-BASED STORAGE VIRTUALIZATION:

e Network-based storage virtualization is the most common form which
are using nowadays.

e Devices such as a smart switch or purpose-built server connect to all the
storage device in a fiber channel storage network and present the
storage as a virtual pool.

3 . ARRAY-BASED STORAGE VIRTUALIZATION:

e Here the storage array provides different types of storage which
are physical and used as storage tiers.

e The software is available which handles the amount of storage tier made
up of solid-state drives hard drives.

NETWORK VIRTUALIZATION:

e Network virtualization abridges the network resources by logically
aggregating numerous physical resources into a single virtual, software-
based network.

e Also, it can partition one physical network into multiple independent
networks.
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e Network virtualization operates through third-party software that
enables network administrators to transfer virtual machines across
numerous domains with no need to reconfigure the network.

e Additionally, this software formulates an overlay that generates separate
virtual network layers on top of the same physical network structure.

e The software aggregates the available resources in a network and split
the bandwidth into different channels isolated from each other

e . Henceforth, those channels can be assigned or reassigned to a
particular server or virtual machine (VM).

e |t enables the users to access all the resources on a network from a
single device.

TOOLS FOR VIRTUALIZATION IN CLOUD COMPUTING:

1. Physical Switch OS where the OS functions as an implementer of
network virtualization.

2. Hypervisor which is third-part software that programmatically
creates, provisions, and manages networks.

e The function of OS is to provide the application with a group of
instructions. On the other hand, the hypervisor creates a virtual switch
and, thereafter, configure the virtual networks on it.

TPYES OF NETWORK VIRTUALIZATION IN CLOUD COMPUTING :

Mainly, there are two types of network virtualization:

¢ Internal Virtualization
e External Virtualization

INTERNAL NETWORK VIRTUALIZATION :

e A virtualized internal network is a network that is limited to only one
machine. It is essentially built to improve the efficiency of the
network.

e |t enables VMs to interchange data in an environment with no need to
use an external network.

EXTERNAL NETWORK VIRTUALIZATION:
e |n external network virtualization, the virtual network contains at least
one local network or the local network itself is split into virtual networks.

e It aims at improving the proficiency of the big data center networks
utilized by corporate or enterprises.

e Virtualizing networks externally enables administrators to configure
any systems attached to an equivalent local network.
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e By utilizing tools switches and adapters, administrators can join
systems attached to another local network into other spanning portions
of a big network.

BENEFITS OF NETWORK VIRTUALIZATION IN CLOUD
COMPUTING: :

e Generally, network virtualization enables businesses and corporate to take
advantage of higher speed and enhanced agility and security.

e It automates and simplifies numerous processes and operations that
run and manage networks and security in data centers on the cloud.

PHYSICAL SERVER PHYSICAL SERVER

VM VM VM VM VM VM

HYPERVISOR
KERNEL

HYPERVISOR
KERNEL

PHYSICAL
= NETWORK

CLIENT

PNIC: Physical NIC

[STORAGE| VNIC: Virtual NIC
ARRAY

Fig:2.6 network virtualization

ADVANTAGES OF NETWORK VIRTUALIZATION IN CLOUD
COMPUTING:

e Minimizing the time spent in network provisioning weeks to a few minutes.

e Enhancing the efficiency of operations by automating and streamlining
manual processes.

e Positioning and migrating workloads in isolation from the physical topology.

e Achieving the utmost security with the data center.

MEMORY VIRTUALIZATION:

e It introduces a way to decouple memory from the server to provide a
shared, distributed or networked function.
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2.

e It enhances performance by providing greater memory capacity without
any addition to the main memory. That’s why a portion of the disk drive
serves as an extension of the main memory

IMPLEMENTATIONS

1.APPLICATION LEVEL INTEGRATION:

Applications running on connected computers directly connect to the

memory pool through an API or the system.

(Application J( Application )[ﬁpplicatiu:rn j . [ﬁpplicatiu:rn j

1§j 11 i i
Virtualized Memaory Pool
L1 1 L1 i
[Cuntrl’bumr 1 ][Contril:rurorEJ(_Cﬂntrl'bumrgj . [_Cnntrl'humr "'J
Fig:2.7 ALI

OPERATING SYSTEM LEVEL INTEGRATION:

The operating system first connects to the memory pool and makes
that
pooled memory available to applications.

[Application j[ Application J( Application ) - ( Application )

LT 1 1§ 1§
Operating System
I 15 5] 1
Virtualized Memory Pocl
i 1 I§j I§j
[:Cnntributon ][ Cnntributorgj[(_ontributﬂ ry ) o [Cnntributor n)
Fig:2.7.1 OSLI

DESKTOP VIRTUALIZATION:

e |t provides work convenience and security.

e As one can access remotely, you are able to work from any location and
on any PC

e It provides a lot of flexibility for employees to work from home or on the go.

e |t also protects confidential data from being lost or stolen by keeping it
safe on central servers.
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Fig:2.8 Desktop virtualization

DATA VIRTUALIZATION:

e Data virtualization is the process of retrieve data from various resources
without knowing its type and physical location where it is stored.

e It collects heterogeneous data from different resources and allows data
users across the organization to access this data according to their work
requirements. This heterogeneous data can be accessed using any
application such as web portals, web services, E-commerce ,SaaS, and
mobile application.

e We can use Data Virtualization in the field of data integration, business
intelligence, and cloud computing

ADVANTAGES OF DATA VIRTUALIZATION

e It allows users to access the data without worrying about where it resides
on the memory.
e It offers better customer satisfaction, retention, and revenue growth.

e It provides various security mechanism that allows users to safely store
their personal and professional information.
e It reduces costs by removing data replication.

e |t provides a user-friendly interface to develop customized views.
e It provides various simple and fast deployment resources.
e It increases business user efficiency by providing data in real-time.

e Itis used to perform tasks such as data integration, business integration,
SOA data services, and enterprise search.

DISADVANTAGES OF DATA VIRTUALIZATION:

e |t creates availability issues, because availability is maintained by third-
party providers.

e It required a high implementation cost.
e |t creates the availability and scalability issues.
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e Although it saves time during the implementation phase of
virtualization but it consumes more time to generate the appropriate
result.

USES OF DATA VIRTUALIZATION:

1. ANALYZE PERFORMACE:

Data virtualization is used to analyze the performance of the organization
compared to previous years.

2. SEARCH AMD DISCOVER INTERREALTED DATA:

DV provides a mechanism to easily search the data which is similar and
internally related to each other.

3. AGILE BUSINESS INTELLIGENCE:

It is one of the most common uses of Data Virtualization. It is used in agile
reporting, real-time dashboards that require timely aggregation, analyze and
present the relevant data from multiple resources. Both individuals and managers
use this to monitor performance, which helps to make daily operational decision
processes such as sales, support, finance, logistics, legal, and compliance.

4. DATA MANAGEMENT:

Data virtualization provides a secure centralized layer to search, discover,
and govern the unified data and its relationships.

Data Consumers

Enterprise Reporting, B, Mabile, Web,
Applications, ESB Portals Users

$ $ $

t t 1

Data Sources

Database and Cloud/Saas A Big Data, PDF, Docs,
Warehouses DI Applications NoSQL @ Index, Emails

Enterprise XML, Excel Collaboration
Applications Flat Files Web 2.0

Fig:2.9 Data virtualization
APPLICATION VIRTUALIZATION:

e Application virtualization or app virtualization is technology that allows users
to access and use an application from a separate computer than the one on
which the application is installed.

e Using application virtualization software, IT admits can set up remote
applications on a server then deliver the apps to an end user’s computer.

e For the user, the experience of the virtualized app is the same as using the
installed app on a physical machine.
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BENEFITS OF APPLICATION VIRTUALIZATION:
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1.APP MANAGEMENT:

e Application virtualization makes it much easier for IT

departments to manage and maintain applications across an
organization.

Rather than manually installing applications to every users’
machine, app virtualization lets IT admins install an app once on a
central server and then deploy the app as needed on user
devices.

Besides saving installation time, this also makes it simpler to
update or patch applications because IT only has to do so on

a single server.

2.SCALABILITY:

Application virtualization lets IT admins deploy virtual
applications to all kinds of connected devices, regardless of
those devices’ operating systems or storage space.

This allows thin client provisioning in which users access an
application on a low-cost machine while centralized servers
handle all the computing power necessary to run that application.
As a result, the organization spends much less on computing
hardware because employees only require basic machines to
access the apps they need for work.

App virtualization also allows users to access applications

that normally would not work on their machines’ operating
system, because the app is actually running on the centralized
server.

This is commonly used to virtually run a Windows application on a
Linux operating system.

3.SECURITY:

Application virtualization software gives IT admins central
control over which users can access which applications.

If a user’s app permissions within an organization change, the
IT admin can simply remove that user’s access to an
application. Without app virtualization, the IT admin would have
to physically uninstall the app from the user’s device.

This central control over app access is especially important if a
user’s devices are lost or stolen, because the IT admin can
revoke remote access to sensitive data without having to track
down the missing device.
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CHAPTER 3

HYPERVISOR AND ITS TYPES:

A hypervisor, also known as a virtual machine monitor or VMM, is software that
creates and runs virtual machines (VMs).

A hypervisor allows one host computer to support multiple guest VMs
by virtually sharing its resources, such as memory and processing.

WHY USE A HYPERVISOR:

Hypervisors make it possible to use more of a system’s available resources and

provide greater IT mobility since the guest VMs are independent of the host hardware.
This means they can be easily moved between different servers.

Because multiple virtual machines can run off of one physical server with a

hypervisor, a hypervisor reduces:

Space

Energy
Maintenance requirements

TYPES OF HYPERVISOR:

There are two main hypervisor types, referred to as “Type 1” (or “bare metal”)
and “Type 2” (or “hosted”).
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Fig:3.1 Hypervisor type-1

Moreover, the first hypervisors developed by IBM were native hypervisors. These
included SIMMON test software.

Furthermore, it also had CP/CMS operating system. AntsleOs, Xen, XCP-
ng, Microsoft Hyper V, VMware ESX/ESXi, Oracle VM Server for x86 are some
examples for Type 1 Hypervisors.

TYPE 2 HYPERVISOR:
Type 2 Hypervisor is called a Host OS Hypervisor. These hypervisors execute on an
operating system similar to other computer programs.

For example, assume that there is an operating system. There is a
hypervisor on top of the OS.

It provides an emulator environment to run another operating system. In
other words, a guest operating system runs as a process on the host. Moreover,
VMware, Workstation, VMware Player, Virtual Box, Parallel Desktop for Mac are some
examples for Type 2 Hypervisors.
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Hypervisor
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Hypervisor Typ 2

Fig :3.2 Hypervisor type-2
Type 1 hypervisor is a hypervisor that runs directly on the host’s hardware to control
the hardware and to manage guest operating systems
while Type 2 hypervisors run on a conventional operating system just as other
computer programs do.
Thus, this is the main difference between Type 1 and Type 2 Hypervisor.

BENEFITS OF HYPERVISOR:

There are several benefits to using a hypervisor that hosts multiple virtual
machines:

e Speed: Hypervisors allow virtual machines to be created instantly, unlike bare-
metal servers . This makes it easier to provision resources as needed for
dynamic workloads.

e Efficiency: Hypervisors that run several virtual machines on one physical
machine’s resources also allow for more efficient utilization of one physical server.
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Flexibility: Bare-metal hypervisors allow operating systems and their associated

applications to run on a variety of hardware types because the hypervisor
separates the OS from the underlying hardware, so the software no longer
relies on specific hardware devices or drivers.

Portability: Hypervisors allow multiple operating systems to reside on the same
physical server (host machine). Because the virtual machines that the hypervisor

runs are independent from the physical machine, they are portable.

Host 05

Hardware

Hardware

Type 1 Hypervisor

Type 2 Hypervisor

(Bare-Metal Architecture) (Hosted Architecture)

Fig :3.3 Hypervisor
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CHAPTER 4

PARA VS FULL VIRTUALIZATION:

Para virtualization

Full virtualization

1.In para virtualization,virtual machine
does not implement full isolation of os but
rather provides a different APl which is
utilized when os is subjected alterantion.

1.In full virtualization, virtual machine
permit the execution of the instructions
with running of unmodified os in an entire
isolated way.

2.para virtualization is more secure than
full virtualization.

2.less secure .

3.1t uses hypercalls at complie time for
operations.

3.1t uses binary translation and direct
apporach as a technique for operations.

4.1t is faster in operation as compared to
full virtualization.

4.1t is slow than para virtualization in
operation.

5.lt is less portable and compatible.

5.1t is more portable and compatible.

6.Higher performance.

6.lower performance.

7.Allows guest os to communicate with
the hypervisor

7.Allows guest os to
execute independently

8.EX:VMware and Xen.

8.EX:Microsoft,parallels systems.

Tab 1.3 para vs full virtualization

Para-virtualization

Modified Guest Kernel

Hypercall

Hypervisor

Operation

Hardware

“Classical” Full-virtualization

Guest Kernel

Privilged instruction

Hypervisor
Trap | Emulate
Y
Hardware

Fig: 4.1 para virtualization & Full virtualizer
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CHAPTER S
How to create windows instance in EC2 of AWS

STEP1: First go to all services and click on EC2

YouTube ¥ 1. Steps to create a Accourt in @ AWS Management Consale < . o x

G & apsouth-1.console.aws amazon.com/corsole/! on=ap-south S A

il Apps A Maps T Gma YouTube @ Reading list

aWws  Services ¥ c c atuires, mi oducts i [AlL+S] Mumbal ¥

AWS Management Console

AWS services Stay connected to your AWS
resources on-the-go

¥ Recently visited services
AWS Console Mabile App now supports

four additional regions. Download the
AWS Console Mobile App to your i0S or
Android mobile device. Learn more [4

{m} EC2

» All services

Explore AWS
Build a solution

Get started with simple wizards 2nd automated workflows.

Upskill Your Team

AWS DeepRacer offers online, in-person, and

Launch a virtual machine Build a web app Build using virtual servers bl rverts forgathing started witlymashine
With EC2 With Elastic Beanstalk With Lightsail learning. Get started » [4
2-3 minutes & minutes 1-2 minutes

A AWS Certification

x| @ Ny untin /A % il Dashboard | EC2 M

@ ap-south- ole.aws.amazon.

A Maps o1 Gmal » YouTube

Mumbal ¥

D New EC2 Experience o, * VPC 0]
Tell us what you think Instances (running) ] Dedicated Hosts Q
Default VPC [

vpc-bfBcseda

EC2 Dashboard Elastic IPs 0 Instances 2
EC2 Global View Settings
Events il 1| | boutbalancers 8 EBS encryption
Tags Placement groups 0 Security groups 5 Zones
Limits EC2 Serial Console
Snapshots ] Volumes 2
Default credit specification
¥ Instances
Console experiments
Instances @ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using X

TR the AWS Launch Wizard for SQL Server, Learn mare

Launch Templates Explore AWS x
Spot Requests
Savings Plans Launch instance Service health Save Up to 45% on ML Inference
To get started, launch an Amazen EC2 Instance, whichis a I EC2 Inf1 instances provide high performance and
; | ‘ G_ ‘ Service Health Dashboard Z lowest cost ML inference in the cloud. Learn mare

Dedicated Hosts

Capacity Reservations

Status
Launch instance il Run Containerized Workloads For Less
Asia Pacific (Mumbai) This service is
w Images ‘ Migrate a server [4 ‘ 2cru(\ng normally Deploy containerized workloads and manage
igr rver
i 9 clusters at up to S0% off with Amazon EC2 Spot

Instances. Learn More [4

Engiish (U 008 - 2021, Aazon Intemet Service i o its affiiates, All igh v Privacy Policy  Term:
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STEP 3: Then select windows server 2018 from AMI

countin/ X [ Launch instance wizard | F{

C @ ap-south- oleaws Jec2fv2/homeTreg h-1#Launch ! : AP

i Apps A Maps  of Gmall > VouTube [E Reading list

aWS  Services ¥

1.Choose AMI 2 Choose Ins anfigure Instance s
Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
- SUSE Linux Enterprise Server 15 SP2 (HVM), SSD Volume Type - ami-0b3acf3edi2397475 (64-bit x86) / ami-0ab71076ab3b53b0d (B4-bit Arm) m -

SUSE Linux _ SUSE Linux Enlerprise Server 15 Service Pack 2 {HVM), EBS General Purpose (SSD) Volume Type. Amazon ECZ AM preinstalied, Apache 22, MySQL 5.5, PHP.5.3 4.0t (x86)
and Ruby 1 8.7 available 0 64-bit (Arm)

A

devce type ebs  Vitualizalion iype hvm  ENAEnabled Ves
@ Ubuntu Server 20.04 LTS (HVM), SSD Volume Type - ami-0567e0d2b4b2163ae (64-bit x86) / ami-08198662331¢cf1a51 (64-bit Arm) Salect

Ununtu Server 20.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical {http:/www ubuntu comicloud/services). 645t (x36)

Free ller eligible

Rool device type: ebs Virtualizalion lype hwm  ENA Enabled Yes © 4-bit (Arm)
Microsoft Windows Server 2019 Base - ami-0e7d78dfcdfac48d6 Salect
rme Microsoft Windows 2019 Datacenter edition. [English] 64-bit (xB6)
=] RGOt GRVCETYDE €08 VIUAIZAUON YD MW ENA Crabiec Ves
Microsoft Windows Server 2019 Base with C - ami-05868d84 59de2
Windows  Microsoft Windows 2019 Datacenter editon with Containers. [English] 4.1t (485}

Free tier eligible

Root device type: ebs Vinualization fype hwm ENA Enabled Yes

- Microsoft Windows Server 2019 with SQL Server 2017 Standard - ami-0d708556121813dch

1.Steps to create a Account in 4 X il Launch instance wizard | EC2 M
C @& ap-south- ole aws amazon
& Maps ot > YouTube

aWs  services ¥

Choose AN 2. Choose Instance Type 3 Genfigure Instance 4d Storage. 6. Gonfigure Security Group. 7
Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and nefworking capacity, and give

you the flexibility to choose the appropriate mix of reseurces for your applications. Learn more about Instarice types and how they can meet your computing needs.
Filter by:  All instance families ~ Current generation ~  Show/Hide Columns

Currently selected: 12.micro (- ECUs, 1 vCPUs, 2.5 GHz, -, 1 GiB memory, EBS only)

Family . Type . vCPUs (i v Memory (GIB) - Instance Storage (GB) (| - EBS-Optimized Available (i Network Performance || 1Pve s'i'p’"’" .
2 2.nano 1 0s EBS only - Low to Moderate Yes
a 2 1 1 EBS only - Low to Moderate Yes
t2 1 2 EBS only - Low to Moderate Yes
2 2 4 EBS only - Low to Moderate Yes
2 12.1arge 2 8 EBS only - Low to Moderate Yes
2 i2.xlarge 4 16 EBS only - Moderate Yes
Cancel | Previous Next: Configure Instance Details

Cookie prefere

Show all
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STEP 5: On configure instance details

## launch instance wizard | FC2 M.

C & ap-south- aws.amazon.com/ec2/v2 S7reg p #LaunchinstanceWizard: o AP

i Apps A Maps  of Gmail > YouTube [ Reading list

aws

7 Review

Choose AN 3 Chooselnstanca Type 3. Configure Instance 5 Add Tags 5 ire Security Group

Step 3: Configure Instance Details

Configure the instance to st your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more

Number of instances | |1 Launch into Auto Scaling Group (j

Purchasing option (] U Request Spot instances
Network [} vpc-bf8cscdd (default) 4| C create new VPG
Subnet (| No preference (default subnet in any Availability Zon« 4 Create new subnet
Auto-assign Public IP (| Use subnet setting (Enable) 9
Placement group (| U Add instance to placement group

Capacity Reservation (j Open 4

Domain join directory (i No directory 2| @ Create new directory
IAMrole [} None 4| C Create new 1AM role

Shutdown behavior (| Stop 4 -

Cancel | Previous Review and Launch Next: Add Storage

Cookie pref

STEP 6: you can modify setting, and click on ADD STORGARE(if needed)

@ Launch instance wizard | EC2 M. +

C @ ap-south .aws.amazon.c

i Apps U Maps o Gmal > Youlube

aWs  services ¥

Choose AN 2 ChooselnstancaType 3. Corfigure Ing 4. Add Storage 5 Add Tage 6. Configure Security Group

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and Instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes afler launching an instance, but not instance store volumes. Leam more about
storage options in Amazon EC2

Throughput Delete on

Volume Type (i Device (i Snapshot (i Size (GIB) (i Volume Type (i IOPS (MBIs) (i Trmination (1

Encryption (|

Root Idevisdat snap-0489603ae39152c35 |30 ‘ | General Purpose SSD (gp2) ~| 100/3000 NA Not Encrypted -

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic siorage. Learn more about free usage fier eligibility and
usage restrictions.

~ Shared file systems ‘i

You currently don't have any file systams on this instance Select "Add file system™ butlon below to add a file system

Cancel Previous Review and Launch Next: Add Tags

Cookie prefere

Show all
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STEP 7: Add tags if you want then click on configure security option

8 Launch instance wizard [ECZM: X +

€ 2> C & ap-south- s0le.aws.amazon.com/ec2/v2/home?reg p h-1#Launch ! 3 YR AP i

Apps A Maps  of Gmail > YouTube [E Reading list

aWS  Services ¥

1 ChooseAMI 2 ChooseinstanceType 3 Corfigurelnstance 4 AddStorage  5.Add Tags 6. Con Securty Group 7 Review
Step 5: Add Tags
A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = \Webserver.
A copy of a tag can be applied to volumes, instances or both
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources

Network
Key Value (25 lers maximum) Instances (i Volumes Intoetaces (1
resource currently has no tags
Choose the Add tag button or click o add a Name tag.,
Make sure your 1AM policy includes permissions to create tags.
Add Tag ( masxi

Cance

Previous Review and Launch Next: Configure Security Group

B oo

§# launch instance wizard [FC2Z M= X +
C @& ap-south-1.consoleaws.amazon.com/ec.
& Maps ot > YouTube

aWs  services ¥

ChooseAMI 2 ChoeselnstanceType 3. Configure Ins

4. Add Storage 5 Ade 6. Configure Security Group 7. Review
Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your Instance. On this page. you can add rules to allow specific traffic to reach your Instance. For example, If you want to set up a web server and allow Internet traffic to reach your
instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: @ Creale a new security group

Select an existing security group

Security group name: |launchwizard.5 |
Description: Ilsuﬂﬂh—wlzamrﬁ created 2021-11-10T23:41:51.043+05:30 |
Protocol (i Port Range (i Source (i Description (i
TCP 3389 115.99.2.208/32 g. SSH for Admin Deskiop [x]

Add Rule

Cancel | Previous Review and Launch

STEP 9: Launch
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x  +

le.aws amazo:
Apps DA Maps 1 Gmail > YouTube

WS services v

1.ChooseAM! 2 Choose InstanceType 3 Configurenstance 4. Add Storage. 5 AddTags B, Configure Security Group. 7. Review

Step 7: Review Instance Launch
Please review your instance launch detalls. You can go back to edit changes for each section. Click Launch to assign a key palr to your instance and complete the launch process. -
~ AMI Details Edit AMI

EE  Microsoft Windows Server 2019 Base - ami-0e7d76dfcdfacd8d6
Microsoft Windows 2019 Datacenter edition. [English]

ROOTDEVCE TYDE €08 \inualization ype: vin

1f you plan to usa this AMI for an application that benafits from Micrasoft Licansa Mobility, fill ot the |icense Mobility Form . Don't show me this again

* Instance Type Edit instance type
Instance Typa ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
2.micro - 1 1 EBS only - Low to Moderate
~ Security Groups Edit security groups
Security group name launch-wizard-5
Description launch-wizard-5 created 2021-11-10T23:41:51 043+05:30

Cancel  Previous m

Show all

STEP 10: Here you need to download key as without key you cant access the
virtual instances

izard | EC2 M2 > +
& ap-south- o.aws.amazon
Apps A Maps  of Gmal > Voulube

aws

Select an existing key pair or create a new key pair b4

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

Nole: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Create a new key pair
Key pair type

®RsA O ED25519
Key pair name
[kousalya

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to downioad the file again
after it's created.

xe 5 . Show all

49



STEP 11: After key pair is downloaded, then launch instances

STEP 12: Click on view instances to check it’s details

STEP 13: Wait till status check of instances is shown as ‘passed’ from ‘Initializing’

O New EC2 Experience Instances (1/3) 1o C Connect | [ instancestate v | [ actions v | [l A
Telus hatyou ok
Q 1 @
EC2 Dashboard
ARSI B Name v Instance ID Instancestate ¥  Instancetype ¥  Status check Alarm status Availability Zone ¥ Public IPva DNS
Boeris - 1-014638100d4185eb9 © Running @@ t2micro @2/2checks passed Noalarms 4+  ap-south-la #c2-13-234-226
Tags 5 1-021329570be7826d8 © Stopped @@, t2micro E Noalarms +  ap-couth-1b =
Limits - 1-0a87c9b52203ee39d © stopped @A t2micro e Noalarms 4 ap-south-1b
v
¥ Instances
i
Instance Types -
Ladfieh Tarplates Instance: i-014638100d4f85eb9 X
Spot Requests
Detsils  Security ~ Networking  Storage | Statuschecks | Monitoring | Tags

Savings Plans

Reserved Instances
¥ Instance summary Info

Dedicated Hosts

Capacity Reservations Instance ID Public 1Pv4 address Private IPvd addresses
@ i-014638100d4f85eb9 ﬁ 13.234.226.60 | open addr{tsz ﬂ 17231.45.192
v Images
AMIs 1Pv6 address Instance state Public IPv4 DNS

- @ Running 3 ec2-13-234-226-60.ap-south-

STEP 14: Now select connect option from actions menu to connect with
this instances
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* P

Reading list
.Q- kousalya PM ¥ Mumbai ¥ Support ¥

‘ C || Connect || Instance state ¥ | Actions & | Launch instances n

|
Connﬁt i &

View details
Instance state v Instance type ¥ Status check Alarm stz ublic IPv4 DNS
Manage instance state
Stopped t2.micro - No alarm: '
© Gl QaQ Instance settings >
St d t2.mi = No alarmi .
© Stoppe @ag micro o alarm Metwordng .
© Stopped @Q t2.micro - No alarm: Sacuiity g 1
@ Running @& t2.micro @ 2/2 checks passed No alarm Image and templates > 1c2-35-154-148-
© Stopped  @Q, t2.micro - Rigelir Monitor and troubleshoot >
3
X
e Status checks Monitoring Tags

STEP 15: Select RDP client option and click on download remote desktop file to
download file and run that file. It must ask password.

STEP 16: Now you need password to connect with this machine, to get password
click on Get password button.

= o
» P

H Apps A Maps ot » @ Reading ist

WS Services ¥ s ; iace ¥ Mumbal ¥ Support ¥

1

EC2 Instances i-014638100d4f85eb3 Get windows password

Get Windows password info

Retrieve and decrypt the initial

/s administrator passwerd for this instance.

Tao decrypt the password, you will need your key pair for this instance.

Key pair associated with this instance
kousalya

Browse 1o your key pair:
‘ @ Browse |

Or copy and paste the contents of the key pair below:

Feedback  English (US) W

B €C2-13-234-226-6..00p A
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STEP 17: 1t will ask for “key pair”. Browse to that location where you have saved
that key and upload that key and click on decryp.

STEP 18: copy that password and enter into RDP connection tab.System
will connected then
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CHAPTER 6
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