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ABSTRACT 

 

High numbers of spam emails have led to an increase in email triage, 

causing losses amounting to USD 355 million per year. One way to reduce this 

loss is to classify spam email into categories including fraud or promotions made 

by unwanted parties. The initial development of spam email classification was 

based on simple methods such as word filters. Now, more complex methods have 

emerged such as sentence modeling using machine learning. Some of the most 

well-known methods for dealing with the problem of text classification are networks 

with Gated Recurrent Units (GRU). This study focuses on the classification of 

spam emails, so GRU methods were used. The results of this study show that, 

under the scenario without dropout, GRU obtained the great accuracy value. 

 

The significant amounts of SPAM emails that are derived from various 

botnets worldwide affect the limited capacity of mailboxes. They affect the security 

of personal mail and the space-loss from the communication. They affect the time 

required for identifying spam emails and addressing them. Till today, the email 

spam detection is still considered a challenging process. That is because the email 

spam is still happening a lot. It is because the detection still needs much 

improvement. Therefore, the researcher of this study develops Gated Recurrent 

Unit Recurrent Neural Network (GRU-RNN) Spam email detection. The developed 

approach got tested by employing the Spambase dataset. The approach shows an 

accuracy of 98.7%. Through conducting extensive experiments, the researcher 

concludes that the proposed approach shows an excellent capability of detecting 

spam email. 
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CHAPTER 1 

INTRODUCTION 

 

Email or electronic mail spam refers to the “using of email to send 

unsolicited emails or advertising emails to a group of recipients. Unsolicited emails 

mean the recipient has not granted permission for receiving those emails. “The 

popularity of using spam emails is increasing since last decade. Spam has 

become a big misfortune on the internet. Spam is a waste of storage, time and 

message speed. Automatic email filtering may be the most effective method of 

detecting spam but nowadays spammers can easily bypass all these spam filtering 

applications easily. Several years ago, most of the spam can be blocked manually 

coming from certain email addresses. Machine learning approach will be used for 

spam detection. Major approaches adopted closer to junk mail filtering encompass 

“text analysis, white and blacklists of domain names, and community-primarily 

based techniques”. Text assessment of contents of mails is an extensively used 

method to the spams. Many answers deployable on server and purchaser aspects 

are available. Regularly clients and organizations would not need any legitimate 

messages to be lost. The boycott approach has been probably the soonest 

technique pursued for the separating of spams. The technique is to acknowledge 

all the sends other than those from the area/electronic mail ids. With more up to 

date areas coming into the classification of spamming space names this technique 

keeps an eye on no longer work so well. The white list approach is the approach of 

accepting the mails from the domain names/addresses openly whitelisted and 

place others in a much less importance queue, that is delivered most effectively 

after the sender responds to an affirmation request sent through the “junk mail 

filtering system” 

 
Fig.1.1 Spam Classification 
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CHAPTER 2 

LITERATURE SURVEY 

 

2.1 INFERENCES FROM LITERATURE SURVEY 

 

 TITLE: Email Classification using LSTM: A Deep Learning Technique 

AUTHOR: Palwasha Bhatti; ZuneraJalil; AsmaMajeed 

ABSTRACT: Electronic mail has been in use for decades and more than 

four billion users access their emails using different domains and servers. 

Emails are considered an official way of communication in remote working 

modes and in online businesses. Email labeling can reduce the amount of 

effort to manage this communication. Email classification is so far done to 

classify emails such as Spam, Non-spam, Junk, social media, etc. 

However, email classification keeping in view the types of cybercrimes 

committed through email is not done. Emails can be labeled as Spam, 

Phishing, fraudulent, harassing, bullying, or can be a general/normal email. 

This identification is one of the most challenging tasks for both email service 

providers and consumers. Several spam identification models have 

previously been proposed and tested but very limited work has been done 

so far on the multi-class classification of emails. Emails can be classified 

into more than two classes (spam and ham). In this paper, we have 

proposed a solution to classify emails into four classes: fraudulent, 

suspicious, harassment, and normal. A deep learning approach named 

Long Short Term Memory (LSTM) with stratified sampling has been used to 

identify the email classes. An effort has also been made to balance the 

input dataset using over-sampling methods. The proposed model obtained 

a classification accuracy of more than 90%. With stratified sampling only 

and more than 95% by applying data balancing techniques on the dataset. 

 

 TITLE: Spam Detection using Word Embedding-based LSTM 

AUTHOR: 

SupphawarichThanarattananakin; SuwannaBulao; BusarinVisitsilp; M

aleeratMaliyaem 

https://ieeexplore.ieee.org/author/37089291083
https://ieeexplore.ieee.org/author/37395994900
https://ieeexplore.ieee.org/author/37089291711
https://ieeexplore.ieee.org/author/37087122542
https://ieeexplore.ieee.org/author/37089321553
https://ieeexplore.ieee.org/author/37088999463
https://ieeexplore.ieee.org/author/37088857229
https://ieeexplore.ieee.org/author/37088857229
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ABSTRACT: Spam email is a well-known problem in network 

communications. A large number of spam emails in mailbox caused 

inconvenience and might lead to cybercrime. Effective spam mail detection 

is one of challenges research topics. This paper proposed a new spam mail 

detection approach that can be applied for sentiment analysis. A dataset of 

5,572 messages was tested using Word embedding Techniques such as 

Bag of words, Hashing, and Long short-term memory network Algorithm 

(LSTM). The results showed the proposed method performances are equal 

98%, 93%, 95%, and 98% interns of precision, recall, F1-score, and 

accuracy respectively. 

 

 TITLE: Spam Email Detection with Affect Intensities using Recurrent Neural 

Network Algorithm 

AUTHOR: NurafifahAlyaFarahisya; Fitra A. Bachtiar 

ABSTRACT: A large number of email users triggers an increase in the 

occurrence of spam in emails to gain benefits for some parties but harm 

others and also email users. Spam emails usually contain advertisements 

or criminal acts such as phishing which implicitly contain human emotions in 

them. It is quite difficult and takes time to differentiate between a large 

number of spam and ham emails. This problem can be overcome by using 

deep learning technology. One of which is a neural network that can 

classify spam emails. This paper uses the spam and ham Enron email 

corpus dataset. This study will add emotional features in extracting its 

features. The steps taken include text preprocessing, feature extraction 

using tf-idf, and lexicon-based emotion features, followed by classification 

using RNN to detect spam in emails. A comparison with other methods is 

also provided by comparing the proposed method to Naïve Bayes and 

Support-Vector Machine (SVM) algorithm based on precision and accuracy. 

In addition, this study also compares the effect of using affect intensities on 

the performance of algorithms. The results show that RNN outperforms 

other methods by showing the highest accuracy 99% and the precision of 

99.1%. Adding effect intensities to the model would increase the model 

recognition results. 

 

https://ieeexplore.ieee.org/author/37089368873
https://ieeexplore.ieee.org/author/38234151700
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 TITLE: Malicious Mail Filtering and Tracing System Based on KNN and 

Improved LSTM Algorithm 

AUTHOR: Da Xiao; Meiyi Jiang 

ABSTRACT: Spam and phishing emails are very troublesome problems for 

mailbox users. Many enterprises, departments and individuals are harmed 

by them. Moreover, the senders of these malicious emails are in a hidden 

position and occupy an initiative position. The existing mailbox services can 

only filter and shield some malicious mails, which is difficult to reverse the 

disadvantage of users. To solve these problems, we propose a secure mail 

system using k-nearest neighbor (KNN) algorithm and improved long short-

term memory (LSTM) algorithm (Bi-LSTM-Attention algorithm). KNN 

classifier can effectively distinguish normal emails, spam and phishing 

emails, and has a high accuracy. Bi-LSTM-Attention classifier classifies 

phishing emails according to the similarity of the malicious mail text from the 

same attacker to some extent. By classifying and identifying the source of 

malicious emails, we can grasp the characteristics of the attacker, provide 

materials for further research, and improve the passive status of users. 

Experiments show that the classification results of attack sources reach 

90%, which indicate the value of further research and promotion. 

 

 TITLE: Analysis of Optimized Machine Learning and Deep Learning 

Techniques for Spam Detection 

AUTHOR: Fahima Hossain; Mohammed Nasir Uddin; Rajib Kumar Halder 

ABSTRACT: Spam and non-spam email identification are one of the most 

challenging tasks for both email service providers and consumers. The 

spammers try to spread misleading facts through irritating messages by 

attracting user's attention. Several spam identification-models have 

previously been proposed and tested but the recorded accuracy has shown 

that further work in this direction is needed to achieve improved accuracy, 

low training time, and less error rate. In this research work, we have 

proposed a model that classifies the e-mail into spam and ham. DBSCAN 

and Isolation Forest are used to identify the extreme values outside of the 

specific range. Heat map, Recursive Feature Elimination, and Chi-Square 

feature selection techniques are used to select the effective features. The 

https://ieeexplore.ieee.org/author/37086048049
https://ieeexplore.ieee.org/author/37088553499
https://ieeexplore.ieee.org/author/37088771528
https://ieeexplore.ieee.org/author/37088806355
https://ieeexplore.ieee.org/author/37088864876
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proposed model is implemented in both machine learning and deep 

learning to establish a comparative analysis. Multinomial Naïve Bayes 

(MNB), Random Forest (RF), K-Nearest Neighbor (KNN), Gradient Boosting 

(GB) are used to introduce ensemble method in machine learning 

implementation. Recurrent Neural Network (RNN), Gradient Descent (GD), 

Artificial Neural Network (ANN) for deep learning implementation. An 

ensemble method is constructed to combine multiple classifiers' output. 

 

2.2 OPEN PROBLEMS IN EXISTING SYSTEM 

 

The existent methods for detecting email spam are not very accurate. 

Hence, raising the performance of those methods is needed. Several data mining 

methods are deemed effective in raising the performance of the classification. 

Such methods include the Decision Tree (DT). However, DT includes a weakness. 

It is represented in being over-sensitive to the noise instance or data, training set, 

and irrelevant attribute. This weakness reduces the performance of the DT [33]. 

Some instances are contradictory and noisy existing within the training set.  

 

Disadvantage: 

 It is not very accurate 

 Some instances are contradictory and noisy 

 That may lead to the suffering of the created decision tree from over fitting 

and reducing its accuracy. 
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CHAPTER 3 

REQUIREMENTS ANALYSIS 

 

3.1 RISK ANALYSIS OF THE PROJECT 

 

To perform a risk analysis of a project, you need to identify potential risks, 

assess their likelihood of occurrence and impact, and determine appropriate 

mitigation strategies. Here are some steps to follow: 

 

a) Identify potential risks: 

 Inaccurate spam detection: There is a risk that the GRU model may not 

accurately detect spam emails, which could result in legitimate emails being 

flagged as spam or vice versa. 

 Lack of training data: There may not be enough relevant training data 

available to train the GRU model effectively, which could lead to lower 

accuracy in spam detection. 

 Technical limitations: There is a risk that technical limitations, such as 

hardware or software issues, could impact the performance of the GRU 

model or the overall project timeline. 

 Privacy concerns: There is a risk that the use of email content for spam 

detection could raise privacy concerns among users, which could impact 

adoption of the service. 

 

b) Assess likelihood and impact: 

 Inaccurate spam detection: High likelihood and high impact. This risk 

could result in serious consequences, such as important emails being 

missed or users losing trust in the service. 

 Lack of training data: Medium likelihood and medium impact. This risk 

could impact the accuracy of the model, but could be mitigated by obtaining 

additional training data. 
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 Technical limitations: Low likelihood and medium impact. This risk could 

impact the timeline of the project, but could be mitigated with contingency 

plans. 

 Privacy concerns: Medium likelihood and medium impact. This risk could 

impact user adoption of the service, but could be mitigated by implementing 

strong privacy policies and communicating clearly with users. 

 

c) Prioritize risks: 

Based on the likelihood and impact assessment, inaccurate spam detection 

should be the highest priority risk to address, followed by privacy concerns and 

lack of training data. Technical limitations could be a lower priority risk. 

 

d) Develop mitigation strategies: 

 Inaccurate spam detection: Implement a robust testing and validation 

process to ensure high accuracy of the GRU model. Use multiple methods 

of spam detection and employ human review for borderline cases. 

 Lack of training data: Seek out additional training data sources, such as 

open-source datasets or crowd-sourced labeling. Augment the training data 

with synthetic data generation techniques. 

 Technical limitations: Plan for potential hardware or software failures by 

using redundant systems or cloud-based solutions. Regularly test the 

system to identify potential issues early. 

 Privacy concerns: Implement strong privacy policies and communicate 

them clearly to users. Use techniques such as differential privacy to protect 

user data. 

 

e) Monitor and manage risks: 

Throughout the project, regularly reassess the identified risks and monitor 

their potential impact on the project. Take appropriate actions to address any 

emerging risks and communicate changes to stakeholders as needed. 
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3.2 SOFTWARE REQUIREMENTS SPECIFICATION DOCUMENT 

  

 Operating System: Linux, Windows/7/10 

 Server: Anaconda, Jupyter, VS Code 

 Front End: tkinter |GUI toolkit 

 Server side Script: Python , AIML 

Requirement Minimum Recommended 

RAM 4 GB of free RAM 8 GB of total system RAM 

CPU Any modern CPU Multi-core CPU. PyCharm 

supports multithreading 

for different operations 

and processes making it 

faster the more CPU 

cores it can use. 

Disk space 2.5 GB and another 1 GB for 

caches 

SSD drive with at least 5 

GB of free space 

Monitor resolution 1024x768 1920×1080 

Operating system Officially released 64-bit 

versions of the following: 

 Microsoft Windows 8 or later 

 macOS 10.13 or later 

 Any Linux distribution that 

supports Gnome, KDE, or 

Unity DE. PyCharm is not 

available for some Linux 

distributions, such as RHEL6 

or CentOS6, that do not 

include GLIBC 2.14 or later. 

Pre-release versions are not 

supported. 

Latest 64-bit version of 

Windows, macOS, or 

Linux (for example, 

Debian, Ubuntu, or 

RHEL) 

 

Table.3.2.1 Supported Platforms 

https://ftp.gnu.org/gnu/libc/
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3.3 SYSTEM USE CASE 

 

Use Case Name: Spam Mail Detection 

Actors: User, Email Server, GRU Model 

 

Pre-conditions: 

 The user has access to an email account hosted on the Email Server. 

 The Email Server is configured to use the GRU Model for spam detection. 

Basic Flow: 

 The User sends an email to the Email Server. 

 The Email Server receives the email and submits it to the GRU Model for 

spam detection. 

 The GRU Model analyzes the email content and returns a spam score. 

 If the spam score exceeds a pre-defined threshold, the Email Server flags 

the email as spam and takes appropriate action (such as moving it to a 

spam folder or deleting it). 

 If the spam score is below the threshold, the Email Server delivers the email 

to the User's inbox. 

 

Alternate Flows: 

 If the GRU Model is unable to analyze the email content (e.g. if the email is 

encrypted), the Email Server may deliver the email to the User's inbox 

without spam detection. 

 If the Email Server encounters technical issues (e.g. if the GRU Model is 

unavailable), the email may be delivered to the User's inbox without spam 

detection. 

Post-conditions: 

 The Email Server has either flagged the email as spam or delivered it to the 

User's inbox based on the output of the GRU Model. 
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CHAPTER 4 

 DESCRIPTION OF PROPOSED SYSTEM 

  

4.1 METHODOLOGY 

  

To perform this machine learning model, there are five primary modules. 

 

4.1.1 DATASET PREPARATION: 

 

The process of gathering and analyzing accurate data from various sources 

to find answers to research problems, trends and probabilities, etc., to evaluate 

possible outcomes is known as Data Collection. 

 

The raw data collected is obtained from the online resource kaggle, which 

will be used to train machine learning models. In At the end of this process, we 

obtained a total of some emails, listed in two columns. 1e first column, labeled as 

‘type’ having the two possible values as spam or ham, was meant to be used to 

classify emails. 1e second column is labeled ‘e-mails Text’ and contained a variety 

of e-mail content. It was decided that up to 80% of the emails will be used to train 

the models, whereas the remaining 20% will be used to test models individually. 

 
 

 

Fig.4.1.1.1 Data Preparation Steps 
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4.1.2 DATA PREPROCESSING: 

 

Data preprocessing, a component of data preparation, describes any type 

of processing performed on raw data to prepare it for another data processing 

procedure. It has traditionally been an important preliminary step for training 

machine learning models and AI models and for running inferences to ensure 

accurate results. 

 

In this process, Natural Language Process (NLP) is utilized for pre-

processing natural language data. NLP is the process to make computer 

understanding the natural language as same as a human understands. It has 

many techniques to preprocess data into a format that a computer can be 

understood. In this work, we transform the text data into sequential data using NLP 

techniques in order to use it for developing classification models using the GRU 

algorithms. We also use word tokenization, padding data, truncating data and 

word embedding techniques for pre-processing data.  

 

 

Fig.4.1.2.1 Steps for Data Preprocessing 

 

The details of each technique that we use in the data pre-processing 

process are described as follows. 

 Tokenization: Word tokenization is the process that changes words in a 

sentence into index values represented by a number. In this process, we 

set number of interesting vocabulary words to create word tokenizer. After 
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create tokenizer, we use the word tokenizer to convert words in a sentence 

into sequence data. The tokenizer changes word into index and set index to 

0 for unknown words. In addition, we create a tokenizer by set number of 

vocabulary words to 10,000 words. We also use the tokenizer to convert 

text data into sequence of index number of words from the tokenizer. 

 Stop Word Removal: Once the dataset has been transformed into unique 

tokens, the next step is to delete every unnecessary word with no 

significance, e.g., white spaces, commas, full stops, colons, semicolons, 

and punctuation marks. Stop words elimination is the name given to the 

method of eliminating unnecessary words. Python has built-in library known 

as natural language toolkit (NLTK), which has been widely used in 

language processing. Here, we used NLTK toolkit for stop words removal 

process for elimination of unnecessary words and spaces. 

 Stemming: After the tokens have been created, the next step is to stem 

them. Stemming is the method of converting the dataset’s derived terms 

back to their original forms. First, the base terms are stripped of prefixes 

and suffixes. Next, either modified or misspelled words are changed into 

their base or stem words using the stemming algorithm. For this step as 

well, we used NLTK python library to perform a perfect stemming process. 

After stemming of the content emails, spam words can be easily identified. 

 Feature Extraction and Selection: Feature extraction is the process of 

converting a large raw dataset into a more manageable format. Any 

variable, attribute, or class can be extracted from the dataset during this 

step, depending on the original dataset. 

 Data Validation: It indicates that before using, importing, or otherwise 

processing data, you should verify the accuracy and quality of the source 

data. 

 

4.1.3 DATA TRAINING or MODELING: 

 

Data modeling is the process of creating a visual representation of either a 

whole information system or parts of it to communicate connections between data 

points and structures. The goal is to illustrate the types of data used and stored 
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within the system, the relationships among these data types, the ways the data 

can be grouped and organized and its formats and attributes. 

Data can be modeled at various levels of abstraction. The process begins 

by collecting information about business requirements from stakeholders and end 

users. These business rules are then translated into data structures to formulate a 

concrete database design. A data model can be compared to a roadmap, an 

architect’s blueprint or any formal diagram that facilitates a deeper understanding 

of what is being designed. 

Data modeling employs standardized schemas and formal techniques. This 

provides a common, consistent, and predictable way of defining and managing 

data resources across an organization, or even beyond. Ideally, data models are 

living documents that evolve along with changing business needs. They play an 

important role in supporting business processes and planning IT architecture and 

strategy. Data models can be shared with vendors, partners, and/or industry 

peers. 

 

Fig.4.1.3.1 Key Steps for Data Modeling 

 

In this experiment, we develop the spam classification models based on the 

two deep learning algorithms including GRU algorithms. The GRU is a type of 

deep learning algorithm that is improved from the LSTM algorithm to reduce the 

complexity of the structure of the algorithm by using update gate and reset gate. 
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The update gate is used to control amount of the hidden state to be forwarded to 

the next state. The reset gate is used to define the significance of the previous 

hidden state information. 

For our model development, we set hypermeters and structure of the 

networks. In addition, we add a dropout layer after the unit layer in order to prevent 

the models from the over-fitting issue. Then, we use fully-connected with Rectifier 

function (ReLU) as an activation function to down-sampling from the unit layer. In 

the Classifying layer, we use fully-connected with Sigmoid function as an 

activation function to predict whether it is a spam or a normal message. In the 

training process, we choose Adam optimizer as an optimizer, binary cross-entropy 

as loss function because it is a binary classification. The learning rate is 0.01, and 

the model learning cycle is set to 10 epochs 

 

 

 

Fig.4.1.3.2 Training Data Needs 

 

4.1.4 DATA TESTING: 

 

Once your machine learning model is built (with your training data), you 

need unseen data to test your model. This data is called testing data, and you can 

use it to evaluate the performance and progress of your algorithms’ training and 

adjust or optimize it for improved results. 
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We will be using keras open-source neural-network library for generating 

models. The keras only takes real numbers as input; hence we need to vectorise 

data (converting words into numbers). In order to do so we first tokenize the data, 

We tokenize text review given for movies using 5000 most frequently occurred 

words. The tokenized words are then vectorised, following example demonstrate 

how this is done.  

 

 

Fig.4.1.4.1 Train Test Validation Split 

 

4.1.5 DATA EVALUATION: 

 

The process of using different evaluation metrics to understand a machine 

learning model’s performance, as well as its strengths and weaknesses. 

Evaluation is important to assess the efficacy of a model during initial research 

phases, and it also plays a role in model monitoring. 

 

After training the models, we evaluate the performance of the model using 

the testing dataset. The results demonstrate that the accuracy of the model-based 

LSTM and GRU is similar.  
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Fig.4.1.5.1 Evaluation Process 

 

4.2 ARCHITECTURE DESIGN OF PROPOSED SYSTEM 

 

System architecture refers to the overall design and organization of a 

system, including its components, their interactions, and the principles and 

guidelines that govern their construction and evolution. The purpose of a system 

architecture is to ensure that the system meets its functional and non-functional 

requirements, while also being scalable, maintainable, and extensible. It provides 

a blueprint for the system, defining its components and how they fit together to 

achieve the desired functionality. 

 

The proposed system follows it's critical to distinguish between features that 

set a system apart from those of its competitors while developing new products. 

Baseline functionality is a must for any system to compete in a given product area. 

Some tactics have significant effects on architecture. 
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Fig.4.2.1 System Architecture 

 

A class diagram is a type of UML diagram that represents the structure of a 

system by illustrating its classes, attributes, methods, and relationships between 

classes. The purpose of a class diagram is to provide a visual representation of 

the system's architecture, which can be used to guide the design and 

implementation of the system. Class diagrams are important for several reasons 

such as, Provides an overview of the system's structure; Guides the 

implementation process; Improves communication among team members and 

Facilitates maintenance and updates. 

 

 
 

Fig.4.2.2 Class Diagram 
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A data flow diagram (DFD) is a graphical representation of the flow of data 

through a system. It is used to describe the process of how data is input, 

processed, and output in a system or organization. A DFD is typically used to 

model and understand the flow of information in a system, which can help identify 

potential issues or bottlenecks in the data flow. DFDs consist of a series of 

interconnected bubbles or nodes that represent data sources, processing 

functions, and data outputs. The arrows between the nodes represent the flow of 

data between them. 

 

Fig.4.2.3 Data Flow Diagram 

 

 

Fig.4.2.4 Flow diagram 
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An Entity-Relationship (ER) diagram is a graphical representation of the 

entities and relationships that make up a system. ER diagrams are typically used 

in database design to model and organize the data in a system. 

 

 

Fig.4.2.5 ER Diagram 

 

4.3 PROJECT MANAGEMENT PLAN 

 

Here is a sample project management plan for the spam mail detection 

system using GRU: 

 

a) Project Description: The project involves developing a spam mail detection 

system using GRU-based machine learning algorithms. The goal of the project is 

to create a system that accurately detects and filters spam emails while minimizing 

false positives and negatives. 

 

b) Project Scope: The project scope includes the following deliverables: 

 Requirements Specification Document: A document that outlines the 

requirements for the spam mail detection system, including functional and 

non-functional requirements. 

 Design Document: A document that outlines the system architecture and 

design, including details on the GRU-based machine learning algorithms. 
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 Implementation Plan: A plan for implementing and testing the spam mail 

detection system, including the development of the machine learning 

algorithms and the user interface. 

 User Manual: A document that outlines how to use the spam mail detection 

system, including details on the user interface and features. 

 Training and Deployment Plan: A plan for training the machine learning 

algorithms and deploying the spam mail detection system in a production 

environment. 

 

c) Project Timeline: The project timeline will be divided into the following phases: 

 Requirements Gathering and Analysis (2 weeks) 

 Design and Architecture (2 weeks) 

 Implementation and Testing (8 weeks) 

 User Manual and Training (1 week) 

 Deployment (1 week) 

 

d) Project Communication Plan: The team will establish regular communication 

channels, including meetings and progress reports, to ensure that all members are 

aware of project progress, issues, and opportunities for improvement. The team 

will also establish communication channels with stakeholders, including end users 

and management, to gather feedback and ensure that the project meets their 

needs and expectations. 

 

4.4 SOFTWARE TO OPERATIONS PLAN 

 

The Transition or Software to Operations Plan outlines the steps necessary 

to transition the spam mail detection system using GRU algorithms from 

development to operational use. Here are the key components of the plan: 

 

a) System Deployment: The system deployment involves installing the software 

on production servers, configuring the system for the production environment, and 

ensuring that it is ready for use. 
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b) User Acceptance Testing (UAT): The UAT phase is conducted to validate the 

system's functionality and its ability to meet the business requirements. It involves 

testing the system in a simulated production environment, ensuring that all 

functionalities are working as intended. 

c) End-User Training: The end-users must be trained on how to use the system 

effectively. This includes providing training on how to use the system interface, 

understanding the system's output, and taking corrective actions if necessary. 

d) Technical Support: Technical support is a critical component of the transition 

plan. It involves providing support to end-users, including resolving issues and 

providing maintenance and upgrades as needed. 

e) System Monitoring: The system should be continuously monitored to ensure 

that it is functioning correctly, and any issues are addressed promptly. This 

includes monitoring system performance, uptime, and other key metrics to ensure 

optimal performance. 

f) System Documentation: All system documentation should be updated to 

reflect any changes made during the deployment phase. This includes technical 

documentation, user manuals, and other relevant documents. 

 

By following these steps, the spam mail detection system using GRU 

algorithms can be successfully transitioned from development to operational use. 
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CHAPTER 5 

 IMPLEMENTATION DETAILS 

 

5.1 DEVELOPMENT AND DEPLOYMENT SETUP 

 

Design and build the trained model in a real world environment so that it 

can instantly classify incoming emails. Python was used to construct the project's 

prototype. Python makes it simple to create a working prototype. The project's 

ultimate implementation would make use of HTML and CSS frameworks. To test 

our solution and gather feedback from our classmates, we hosted the portal on a 

local hosting provider's website. Every time we get feedback, our team evaluates it 

internally before deciding whether to implement it or not based on some variables 

like usefulness, impact, and practicality. Using Python on the server side and the 

Anaconda prompt, the following is a step-by-step guide for building a local host 

website to detect spam and non-spam mail. 

 

With Anaconda, construct a "Spam_email_classifier" environment. The 

prerequisites for the web application are Flask, Pandas, Numpy, Scikit-Learn, 

Tensorflow, and Keras. Python script "app.py" was created specifically for the web 

application. The script should begin by importing the appropriate modules. Create 

a Flask app, then add two new routes—one to handle the app's functionality, and 

the other to handle email classification. The program is run by the specified main 

function. The document "index.html" was used to generate a HTML file. We 

designed a form with three input fields for the email address, subject and content. 

Added a send button and a section to the form that shows the outcome of the 

prediction. 

  

The files "app.py" and "index.html" are indeed kept in the same folder. 

Activate the "Spam email classifier" environment using Anaconda Prompt. Go to 

the "app.py" folder. Initiate the server's local host provider operation. To visit the 

application, go to the URL produced by the anaconda prompt 

(http://localhost:0000). To view the prediction results, enter an email address, a 

topic, and content in the appropriate fields before clicking the send button. 
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"Bullying Comment" is displayed if the sent message is spam. The text "#####" will 

be sent to the recipient. It will display "Non Bullying Comment" if the email is not 

spam 

 

5.2 ALGORITHM 

 

GRU (Gated Recurrent Unit) is a type of recurrent neural network (RNN) 

that is widely used for natural language processing (NLP) tasks, including 

language translation, sentiment analysis, and text classification. The main 

difference between a standard RNN and a GRU is that GRU uses gating 

mechanisms to control the flow of information through the network, allowing it to 

better capture long-term dependencies in sequential data. A GRU cell consists of 

two gates: an update gate and a reset gate. The update gate determines how 

much of the previous hidden state to retain, while the reset gate determines how 

much of the new input to include in the hidden state. Here are the step-by-step 

algorithm for a GRU cell: 

 

Fig.5.2.1 GRU Model 

 

 

Input: The GRU cell takes as input the previous hidden state h_{t-1} and the 

current input x_t. 

Reset gate calculation: Compute the reset gate r_t as the sigmoid of the 

weighted sum of the previous hidden state and the current input: r_t = 

sigmoid(W_r * [h_{t-1}, x_t]). 
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Update gate calculation: Compute the update gate z_t as the sigmoid of the 

weighted sum of the previous hidden state and the current input: z_t = 

sigmoid(W_z * [h_{t-1}, x_t]). 

Candidate hidden state calculation: Compute the candidate hidden state h_t' as 

the hyperbolic tangent of the weighted sum of the reset gate multiplied by the 

previous hidden state and the current input: h_t' = tanh(W * [r_t * h_{t-1}, x_t]). 

Hidden state calculation: Compute the new hidden state h_t as the weighted 

sum of the previous hidden state and the candidate hidden state, where the 

weights are determined by the update gate: h_t = (1 - z_t) * h_{t-1} + z_t * h_t'. 

Output: The output of the GRU cell is the new hidden state h_t. 

 

 

Fig.5.2.2 GRU Diagram 

 

These steps are repeated for each time step in the input sequence, with the 

output of each GRU cell being fed as input to the next cell in the sequence. By 

selectively updating the hidden state using the reset and update gates, a GRU can 

better capture long-term dependencies in sequential data. 

 

5.3 TESTING 

 

Testing is vital to the success of the system. System testing makes a logical 

assumption that if all parts of the system are correct, the goal will be successfully 

achieved. In the testing process we test the actual system in an organization and 

gather errors from the new system operates in full efficiency as stated. System 
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testing is the stage of implementation, which is aimed to ensuring that the system 

works accurately and efficiently. In the testing process we test the actual system in 

an organization and gather errors from the new system and take initiatives to 

correct the same. All the front-end and back-end connectivity are tested to be sure 

that the new system operates in full efficiency as stated. System testing is the 

stage of implementation, which is aimed at ensuring that the system works 

accurately and efficiently. 

 

The main objective of testing is to uncover errors from the system. For the 

uncovering process we have to give proper input data to the system. So we should 

have more conscious to give input data. It is important to give correct inputs to 

efficient testing. 

 

Testing is done for each module. After testing all the modules, the modules 

are integrated and testing of the final system is done with the test data, specially 

designed to show that the system will operate successfully in all its aspects 

conditions. Thus the system testing is a confirmation that all is correct and an 

opportunity to show the user that the system works. Inadequate testing or non-

testing leads to errors that may appear few months later. This will create two 

problems, Time delay between the cause and appearance of the problem. The 

effect of the system errors on files and records within the system.  The purpose of 

the system testing is to consider all the likely variations to which it will be 

suggested and push the system to its limits. 

 

The testing process focuses on logical intervals of the software ensuring 

that all the statements have been tested and on the function intervals (i.e.,) 

conducting tests to uncover errors and ensure that defined inputs will produce 

actual results that agree with the required results. Testing has to be done using 

the two main common steps, Unit testing and Integration testing. In the project 

system testing is made as follows: 

 

 Unit Testing: Test each component of the AVM system, including the RFID 

reader, fingerprint scanner, and the software program to ensure they are 
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functioning properly. Conduct unit testing for each component individually before 

moving on to integrated testing. 

 Integration Testing: Test the AVM system as a whole to ensure that all 

components work together properly. Conduct integration testing by simulating the 

voting process and testing each component's interaction with the others. 

 Performance Testing: Test the system's performance to ensure that it can handle 

the expected load during the election process. Performance testing should include 

testing for response time, transaction throughput, and system availability. 

 Security Testing: Test the system's security features to ensure that it is secure 

from hacking attempts and unauthorized access. Conduct security testing by 

attempting to break into the system and testing the system's ability to detect and 

prevent unauthorized access. 

 Usability Testing: Test the system's usability by simulating the voting process 

and testing how easily voters can navigate the system. Conduct usability testing 

with a group of users and gather feedback to improve the system's user 

experience. 

 End-to-End Testing: Conduct end-to-end testing to ensure that the system 

functions correctly from start to finish. This testing includes testing the entire voting 

process from voter authentication to vote tallying. 

 Acceptance Testing: Once all testing is complete, conduct acceptance testing to 

ensure that the AVM system meets the system design specifications and 

requirements. This testing should include a final review of the system's 

performance, usability, security, and accuracy. 
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CHAPTER 6 

 RESULTS AND DISCUSSION 

 

Our model has been trained using GRU classifiers to check and compare 

the results for greater accuracy. Each classifier will give its evaluated results to the 

user. After all the classifiers return its result to the user; then the user can compare 

it with other results to see whether the data is “spam” or “ham”. Each classifier 

result will be shown in graphs and tables for better understanding. The dataset is 

obtained from “Kaggle” website for training. The name of the dataset used is 

“spam.csv”. To test the trained machine, a different CSV file is developed with 

unseen data i.e. data which is not used for the training of the machine; named 

“emails.csv”. After the text edit has been completed, the paper is ready for the 

template.  

 

Discussion of the results of a spam mail detection system using GRU 

should include an analysis of these performance metrics, as well as an evaluation 

of the system's strengths and weaknesses. A well-designed and trained GRU 

model can achieve high accuracy, precision, recall, and F1 score in detecting 

spam emails. However, the performance of the system may depend on various 

factors, such as the quality and size of the dataset, the selection of features, and 

the specific GRU model architecture used. 

 

In addition, the system may face challenges in handling adversarial attacks, 

multilingual detection, and real-time detection. Adversarial attacks can lead to 

misclassification of spam emails, while multilingual detection and real-time 

detection require additional preprocessing and processing techniques. 

 

Finally, the system may require ongoing maintenance and updates to 

address emerging spam email trends and changes in the email system 

architecture. Therefore, a spam mail detection system using GRU should be 

continuously evaluated and improved to ensure its effectiveness and reliability 

over time. 
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CHAPTER 7 

 CONCLUSION 

 

7.1 CONCLUSION AND FUTURE WORK 

 

With this result, it can be concluded that the gated recurrent neural network 

gives the best outcome but has limitation due to class-conditional independence 

which makes the machine to misclassify some tuples. Ensemble methods on the 

other hand proven to be useful as they using multiple classifiers for class 

prediction.  Nowadays, lots of emails are sent and received and it is difficult as our 

project is only able to test emails using a limited amount of corpus. Our project, 

thus spam detection is proficient of filtering mails giving to the content of the email 

and not according to the domain names or any other criteria. Therefore, at this it is 

an only limited body of the email. There is a wide possibility of improvement in our 

project. The subsequent improvements can be done: “Filtering of spams can be 

done on the basis of the trusted and verified domain names.” “The spam email 

classification is very significant in categorizing e-mails and to distinct e-mails that 

are spam or non-spam.” “This method can be used by the big body to differentiate 

decent mails that are only the emails they wish to obtain. 

 

7.2 RESEARCH ISSUES 

 

 Data Imbalance: In many spam mail detection datasets, there are 

significantly more non-spam emails than spam emails. This can lead to bias 

in the training data and negatively impact the performance of the GRU 

model. Research could explore techniques to address this issue, such as 

data augmentation or sampling strategies. 

 Adversarial Attacks: Adversarial attacks refer to the intentional 

manipulation of the email content to bypass the spam detection system. 

Research could explore the robustness of the GRU model against 

adversarial attacks and develop techniques to improve its resistance to 

such attacks. 
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 Real-time Detection: In many cases, spam emails may contain time-

sensitive information, such as phishing attacks that require immediate 

action. Research could explore techniques to enable real-time detection of 

spam emails using GRU models, such as stream processing or incremental 

learning. 

 Multilingual Detection: Many spam emails are sent in languages other 

than English. Research could explore the effectiveness of GRU models for 

detecting spam in different languages and develop multilingual models that 

can handle multiple languages simultaneously. 

 Explainability and Interpretability: The ability to interpret and explain the 

decisions made by the GRU model is crucial for gaining user trust and 

improving model transparency. Research could explore methods to 

increase the interpretability and explainability of the GRU model for spam 

detection. 

 Generalization and Transfer Learning: The effectiveness of GRU models 

for spam detection may vary depending on the characteristics of the dataset 

and the email system used. Research could explore methods to improve 

the generalization of the GRU model and transfer its learning to different 

email systems or domains. 

 

These research issues highlight some of the challenges and opportunities for 

improving the effectiveness of GRU models for spam mail detection. Addressing 

these issues could lead to more accurate and reliable spam detection systems that 

can better protect users from the negative impacts of spam emails. 

 

7.3 IMPLEMENTATION ISSUES 

 

 Data Preprocessing: Data preprocessing is an important step in 

implementing a GRU-based spam mail detection system. Preprocessing 

involves cleaning, normalizing, and tokenizing the email data to prepare it 

for analysis. Preprocessing techniques may vary depending on the specific 

requirements of the system and the characteristics of the data. 
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 Training and Testing: Training and testing are critical components of 

implementing a GRU-based spam mail detection system. Proper selection 

of training and testing data, as well as validation techniques, is important for 

achieving good accuracy and avoiding overfitting. Training and testing may 

require significant computational resources, especially if the dataset is 

large. 

 GRU Model Selection: Choosing an appropriate GRU model architecture 

is important for achieving good performance in spam mail detection. Model 

selection may depend on various factors, such as the size and complexity 

of the dataset, the desired level of accuracy, and the available 

computational resources. 

 Threshold Determination: Determining an appropriate threshold for 

classifying emails as spam or non-spam is a critical implementation issue. 

The threshold can significantly impact the accuracy and reliability of the 

spam detection system. Threshold determination may involve trial and error, 

experimentation, or statistical analysis. 

 Integration with Email Systems: Integrating the GRU-based spam mail 

detection system with email systems can be a complex implementation 

issue. Integration may require changes to the email system architecture, 

modifications to email protocols, and integration with existing email filtering 

systems. It is important to consider the impact of integration on email 

system performance, scalability, and user experience. 

 Maintenance and Updates: Once the spam mail detection system is 

implemented, it requires ongoing maintenance and updates. Maintenance 

may include monitoring the system performance, updating the GRU model, 

retraining the model with new data, and fine-tuning system parameters. 

Updates may be necessary to address emerging spam email trends, new 

email protocols, or changes in the email system architecture. 

 

These implementation issues highlight some of the important considerations 

when implementing a spam mail detection system using GRU. Addressing these 

issues can help ensure the system is effective, efficient, and reliable. 
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APPENDEX A 

SOURCE CODE 

 

#IMPORTING LIBRARIES 

import numpy as np 

import pandas as pd 

import nltk 

import matplotlib.pyplot as plt 

import seaborn as sns 

%matplotlib inline 

 

from nltk.corpus import stopwords 

from nltk.stem import WordNetLemmatizer 

from nltk.stem import PorterStemmer 

 

from wordcloud import WordCloud, STOPWORDS 

 

import re 

 

from sklearn.feature_extraction.text import TfidfVectorizer 

 

from sklearn.feature_extraction.text import CountVectorizer 

 

from sklearn.model_selection import cross_val_score 

from sklearn.model_selection import ShuffleSplit 

from sklearn.model_selection import train_test_split 

 

from sklearn.naive_bayes import MultinomialNB 

 

from sklearn.svm import SVC 

 

df=pd.read_csv('emails.csv') 



34 
 

 

df.head() 

 

df.shape 

 

#CHECKING FOR NULL VALUES 

df.isnull().sum() 

 

#EDA and DATA CLEANING 

df.spam.value_counts() 

 

sns.countplot(x='spam',data=df,color='purple') 

 

def change_text(a): 

    x=a.split(':') 

    return x[1] 

 

df['text']=df['text'].apply(change_text) 

 

df.head() 

 

wordnet=WordNetLemmatizer() 

stemmer=PorterStemmer() 

 

def clean_text(a): 

    text=re.sub('[^a-zA-Z0-9]', ' ', a) 

    text=text.lower() 

    text=nltk.word_tokenize(text) 

    text = [wordnet.lemmatize(word) for word in text if not word in 

(stopwords.words('english'))] 

    text = ' '.join(text) 

    return text 
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df['text']=df['text'].apply(clean_text) 

 

df.head() 

 

#MOST OCCURING WORDS IN SPAM MAIL 

word='' 

for i in df.index: 

    if(df['spam'][i]==1): 

        words=nltk.word_tokenize(df['text'][i]) 

        for j in words: 

            j.upper() 

            word=word+' '+j 

 

wordcloud = WordCloud(width = 800, height = 800,  

                background_color ='white',  

                stopwords = 'none',  

                min_font_size = 10).generate(word)  

 

plt.figure(figsize = (8, 8), facecolor = None)  

plt.imshow(wordcloud)  

 

#MOST OCCURING WORDS IN NON SPAM MAIL 

word='' 

for i in df.index: 

    if(df['spam'][i]==0): 

        words=nltk.word_tokenize(df['text'][i]) 

        for j in words: 

            j.upper() 

            word=word+' '+j 

 

wordcloud = WordCloud(width = 800, height = 800,  

                background_color ='white',  
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                stopwords = 'none',  

                min_font_size = 10).generate(word) 

 

plt.figure(figsize = (8, 8), facecolor = None)  

plt.imshow(wordcloud)  

 

#VECTORIZATION 

vectorizer=TfidfVectorizer() 

 

cvectorizer=CountVectorizer() 

 

import pickle 

with open('count_vect','wb') as f: 

    pickle.dump(cvectorizer,f) 

 

x=df['text'] 

x 

 

X=vectorizer.fit_transform(x).toarray() 

X 

 

x1=cvectorizer.fit_transform(x).toarray() 

x1 

 

y=df['spam'] 

y 

 

#APPLYING ML ALGORITHMS 

cv=ShuffleSplit(n_splits=10,test_size=0.3,random_state=42) 

 

Multinominal NB 

Tfidf Vectorizer 
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cv=ShuffleSplit(n_splits=10,test_size=0.3,random_state=42) 

 

print(cross_val_score(MultinomialNB(),X,y,cv=cv,scoring='accuracy').mean()) 

 

Count Vectorizer 

print(cross_val_score(MultinomialNB(),x1,y,cv=cv,scoring='accuracy')) 

 

print(cross_val_score(MultinomialNB(),x1,y,cv=cv,scoring='accuracy').mean()) 

 

#BUILDING MODEL AND CONFUSION MATRIX 

x_train,x_test,y_train,y_test=train_test_split(x1,y,test_size=0.2,random_state=42) 

 

nb=MultinomialNB() 

 

nb.fit(x_train,y_train) 

 

prediction=nb.predict(x_test) 

 

nb.score(x_train,y_train) 

 

from sklearn.metrics import confusion_matrix 

from sklearn.metrics import classification_report 

 

confusion_matrix(prediction,y_test) 

 

print(classification_report(prediction,y_test)) 

 

#SAVING MODEL IN PICKLE FILE 

import pickle 

 

with open('spamClassifier.pkl','wb') as f: 

    pickle.dump(nb,f) 
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with open('spamClassifier.pkl','rb') as f: 

    model=pickle.load(f) 

 

def spam_filter(message): 

    if model.predict(cvectorizer.transform([clean_text(message)])): 

        return 'spam' 

    else: 

        return 'not spam' 

 

spam_filter('') 

 

#SERVER SIDE CODE 

from flask import Flask,render_template,request 

from flask_mail import Mail,Message 

from flask import Flask, request, jsonify 

from flask import render_template 

from flask_cors import CORS, cross_origin 

import pickle 

import nltk 

import re 

from nltk.corpus import stopwords 

from nltk.stem import WordNetLemmatizer 

from flask_mail import Mail 

from flask_mail import Message 

from cryptography.fernet import Fernet 

key = Fernet.generate_key() 

cipher_suite = Fernet(key) 

 

app=Flask(__name__) 

 

app.config['MAIL_SERVER']='smtp.gmail.com' 
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app.config['MAIL_PORT']=465 

app.config['MAIL_USERNAME']='samritha03102001@gmail.com' 

app.config['MAIL_PASSWORD']='wlewcxsqsgtbssns' 

app.config['MAIL_USE_TLS']=False 

app.config['MAIL_USE_SSL']=True 

 

mail=Mail(app) 

 

@app.route('/') 

def index(): 

 

    return render_template("index1.html") 

def clean_text(a): 

    text = re.sub('[^a-zA-Z0-9]', ' ', a) 

    text = text.lower() 

    text = nltk.word_tokenize(text) 

    text = [WordNetLemmatizer().lemmatize(word) for word in text if word not in 

(stopwords.words('english'))] 

    text = ' '.join(text) 

    return text 

 

@app.route('/base',methods=['GET','POST']) 

def base(): 

    if request.method=="POST": 

 

        email=request.form["email"] 

        subject=request.form["subject"] 

        msg=request.form["message"] 

        dict = {"a": "#", "b": "#","c": "#", "d": "#","e": "#","f":"#","g": "#", "h": "#","i": "#", 

"j": "#","k": "#","l":"#","m": "#", "n": "#","o": "#", "p": "#","q": "#","r":"#","s": "#", "t": 

"#","u": "#", "v": "#","w": "#","x":"#","y": "#", "z": "#","1": "#", "2": "#","3": 

"#","4":"#","5": "#", "6": "#","7": "#","8":"#","9": "#", "0": "#"} 

        num = msg[::-1] 

        for i in dict: 
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            num = num.replace(i, dict[i]) 

        encode=f"{num}" 

         

        #encode=cipher_suite.encrypt(msg.encode()) 

        #msg.encode('utf-16', 'surrogatepass') 

        print(encode,"hello") 

        messag=Message(subject,sender="HARI",recipients=[email]) 

        spam=Message(subject,sender="hari",recipients=[email]) 

        spam.body=encode 

        messag.body=msg 

        message = request.form.get('message') 

    with open('../Model/spamClassifier.pkl', 'rb') as f: 

        model = pickle.load(f) 

    with open('../Model/count_vect', 'rb') as f: 

        vectorizer = pickle.load(f) 

    if model.predict(vectorizer.transform([clean_text(message)])): 

        a='THIS IS A BULLYING COMMENT ' 

        mail.send(spam) 

        return render_template('index1.html',a=a) 

         

    else: 

        mail.send(messag) 

        b='NON BULLYING COMMENT' 

         

        return render_template('index1.html',b=b) 

          

 

if __name__ == "__main__": 

 

    app.run(debug=True) 
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APPENDEX B 

SNAP SHOTS 
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APPENDEX C 

RESEARCH PAPER 
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