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ASTARCT

In the development of computer interconnection, computer networking is
essential. It facilitated communication or data sharing between two or more
devices over the same network (Intranet and Global Network) (Internet).
However, due to a number of open protocols or ports, the lack of use of OS-
based firewalls, weakened credentials for remote protocols, vulnerable services,
service versions, etc., security is still a major concern in the network. A CLI
(Command Line Interface) based network security testing tool, N3PTUON |
Network Enumeration and Penetration Testing Under an Organized Network was
created using Python 3 and Bash. The Linux operating system in the Debian
flavour is compatible with N3TUON. When it comes to IP address, MAC address,
route through, live host detection, port scanning, service version detection, OS
detection, vulnerability detection, SOV (Service, OS, Vulnerability) script, firewall
bypass, FTP login, and Telnet login, N3BPTUON is a tool that can be used by
network security professionals. Ping, ARP, Nmap Scripting Engine (NSE), Mac-
changer, Hgping3, Masscan, FTP, and TELNET are among the network utilities
used by N3PTUON. It makes it simple to create a report of the tested network
and aids network security professionals in navigating fast. It also utilizes all of the

stated tools' capabilities with a single comprehensive script.
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CHAPTER 1
INTRODUCTION

1.1 Cyber Security

Cyber Security is the practice of protecting critical systems and sensitive information
from digital attacks. Also known as Information Technology Security, Ethical Hacking
It is the protection of computer systems and networks from information disclosure,
theft of or damage to their hardware, software, or electronic data, as well as from the
disruption or misdirection of the services they provide. It is otherwise known as
Computer Security or information Technology security. There are five stages in Cyber

security. They are,

Information Gathering
Enumeration /Scanning

Vulnerability Assessment

pe W I X

Reporting.

The field of cyber security encompasses a wide range of technologies, practices, and
policies aimed at safeguarding computer systems and networks against cyber-
attacks, which may come in various forms such as viruses, malware, phishing,
ransom ware, and social engineering attacks. Some common cyber security
technologies and practices include firewalls, intrusion detection and prevention
systems, antivirus software, encryption, access controls, incident response planning,

andsecurity awareness training for employees.

1.2 Network Enumeration

Network enumeration is the process of gathering information about a target network,
with the goal of identifying potential vulnerabilities and weaknesses that can be
exploited by attackers. This process typically involves scanning and probing the
network, and collecting information such as IP addresses, open ports, operating
systems, and applications running on the network.

Network enumeration is a critical first step in the process of conducting a security
assessment or penetration testing, as it provides the attacker with a map of the



network, which can be used to identify potential targets and attack vectors. However,
network enumeration can also be used by defenders to identify potential
vulnerabilities and weaknesses in their own network, and to take steps

to remediate them before they can be exploited by attackers.

Network

"
F I
=
&

Enumeration

with Nmap

Fig.1.2 Network enumeration

1.3 Penetration Testing

Penetration testing (pen testing) is a type of security testing that involves evaluating
the security of a system or network by simulating an attack from an external or
internal threat actor. The objective of a penetration test is to identify potential
vulnerabilities and weaknesses in the system, and to determine if unauthorized
access, data disclosure, or other malicious activity can be achieve which involves a
series of steps, including reconnaissance, scanning and enumeration, gaining
access, and maintaining access. The results of a penetration test are typically
presented in a report that includes a list of vulnerabilities discovered, their severity
level, and recommendations for remediation. Penetration helps organizations identify

and address vulnerabilities before they can be exploited by attackers

PENETRATI (fl TEST

5
2 tL ’

Fig.1.3 Penetration Testing



CHAPTER 2
LITERATURE SURVEY

2.1 Inferences from the literature survey

In [1] 2021, G Jayasuryapal , P Meher Pranay has proposed A Survey on Network
Penetration Testing which utilize on all the System along with information gathering
to the post exploitation. Penetration testing operation follow specific rules and unity
that both the gathering (client and pen testing team). By this testing, the
organization’s defects will be finding like open servers and open ports etc.

In [2] 2019, Pengfei Shi , Futong Qin has proposed The Penetration Testing
Framework for Large-Scale Network Based on Network Fingerprint. The
fundamentals and methodology of conventional penetration testing technology for big
networks are examined, along with some of its practical limitations. A penetration
testing framework for large-scale networks based on network fingerprint is 3tilizin by

combining network fingerprinting with online search engine technologies.

In [3] 2017, Rodney R Rohrmann , Vincent J Ercolani has proposed Large scale port
scanning through tor using parallel Nmap scans to scan large portions of the Ipv4
range. Though effective in assuming data-information during scanning, it is not
expandable to the point of scanning the entire Ipv4 Address space on multiple ports,
as scans take appreciably longer to execute through Tor. The benefit of a scanning
method that shields researchers from targets who might potentially retaliate after
being scanned is that it enables them to source their own scans.

In [4] 2015, Prerna Arote , Karam Veer Arya has proposed Detection and Prevention
against ARP Poisoning Attack using Modified ICMP and Voting . An IP network
protocol called Internet Control Message Protocol (ICMP) is helpful for administering
and controlling networks. A crucial component of IP implementations is ICMP. ARP
was created for a more dependable world. The Data Link Layer is in charge of
framing packets as they are processed and passed down the stack (DLL).

In [5] 2016, Enos LETSOALO , Sunday OJO has proposed Survey of Media Access

3



Control address spoofing attacks detection and prevention techniques in Wireless
Networks. The Media Access Control addresses of the access point or other users
can be extracted from packets intercepted by an attacker using packet sniffer
software. In wireless networks, a client is connected to the access point using its
MAC address. To disconnect 4tilizing4 users from the network and seize control of
any already established TCP session, an attacker can fake the Media Access Control

IP of the real access point.

In [6] 2017, Lerato Ramahlapane Moila , Mthulisi Velempini has proposed An
Evaluation of the Effectiveness of Cognitive Radio Ad hoc Networks Routing
Protocols . Real-time data quality of service needs is not guaranteed by the current
protocols. Some of the issues preventing the development of routing protocols that
are quality of service aware are caused by the dynamic environment of cognitive
networks, which is also responsible for the mobility of nodes, the movement of the
spectrum, and the nondeterministic availability of the spectrum.

In [7] 2017, Sathish A.P. Kumar , Brian Xu has proposed Vulnerability Assessment
for Security in Aviation Cyber-Physical Systems. We have tested for vulnerabilities in
data loaders and other aircraft systems in order to meet the standards for wireless
network security set out by the aviation industry. Our efforts include increasing
aircraft security and safety as well as identifying cyber vulnerabilities in these aviation
systems 4tilizing vulnerability assessment and penetration testing tools like

Metasploit Pro and BackTrack.

In [8] 2020, Mehr u Nisa , Kashif Kifayat has proposed Detection of Slow Port
Scanning Attacks. In actuality, a scanning assault is a two-part process in which
scanning Is the first phase where the vulnerability of communication routes is
discovered. The second step is the discovery of the targets, followed by the attack. In
order to identify the system that can be abused, available open ports are therefore

sought across the network during port scanning.

In [9] 2022, Sabah M. Morsy And Dalia Nashat has proposed D-ARP: An Efficient
Scheme to Detect and Prevent ARP Spoofing. An ARP spoof-based MITM attack
takes use of a flaw in the ARP protocol by associating the attacker's MAC address

4



with the |IP address of the target legitimate host. ARP spoof based-MITM attacks
have a variety of defence strategies, although these strategies are incomplete or
have a limited effectiveness. Since they alter the basic ARP protocol, performance
overhead.

In [10] 2020, Ron Andrews , Dalton A. Hahn has proposed Measuring the Prevalence
of the Password Authentication Vulnerability in SSH. We suggest a novel technique
for probing an SSH service to determine whether password authentication is
permitted as part of our review, without being invasive or damaging to the host. We
also show that some of these tools and services can be enhanced in order to assess
the prevalence of password authentication in SSH particularly.

In [11] 2017, Debdeep Dey , Archisman Dinda has proposed Warezmaster and
Warezclient : An Implementation of FTP Base R2L Attacks. The fact that all
commands and data are transmitted using clear text indicates that the File Transfer
Protocol (FTP) was not created with strict security measures in mind. Subsequent
updates to the protocol have added security features, like upgrading the connection
to Transport Layer Security (TLS) in FTPS.

In [12] 2016, Thierry Mbah Mbelli , Barry Dwolatzky has proposed Cyber Security, a
Threat to Cyber Banking in South Africa. For South African businesses in particular
as well as the nation as a whole, the rise of cybercrime is turning into a severe
economic problem. The first section of this essay examines the numerous online
hazards related to cyber banking. In addition, it suggests a boundary- and
application-based approach to cyber-banking security.



CHAPTER 3
REQUIREMENT ANALYSIS

3.1 Software Requirements

Vmware (Virtualization)

Kali Linux (Main Operating System)
Metasploitable (Vulnerable Machine)
Visual Studio Code (Text Editor)
Python3

Bash

YV V V V V V

3.2 VM Ware Workstation 16 Player

» Vmware is a software that enables users with virtualization

» ltis a virtual machine software from VMWare.

» It enables multiple copies of the same operating system, or there can be
several different operating systems that can run simultaneously on the same

» VMWare's virtualization technology one would be able to run another
machine within another physical machine and perform all tasks.

» Hypervisor abstracts the software from PC’s hardware and thus creates and
manages the virtual machines.

vimyvware

WORKSTATION
PLAYER™

Fig. 3.2 VM Ware



3.3 Kali Linux

» Kali Linux is a Debian-based Linux distribution.

» Kali Linux is a specially designed OS for network analysts, Penetration
testers.

» |t is completely free and open source. So you can use it for free and even
contribute for its development.

» That is easily accessible and offered for free to information security experts
and enthusiasts.

» Supported Platform of the Metasploitable a vulnerable machine for

developing and executing security exploits.

KALI

BY OFFENSIVE SECURITY

Fig.3.3 Kali Linux

3.4 Metasploitable

» Metasploitable is a Vulnerable Machine.

» |tis an open-source penetration testing and development platform.

» It provides to exploitation of a variety of applications, operating systems, and
platftorms. The main components of Metasploits the module.

» lItis easy to use Metasploit while conducting a large network penetration
test. Metasploit conducts automated tests on all systems in order to exploit
the vulnerability.

» Metasploit allows a clean exit from the target system it has compromised.

83 CamScanner
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Metasploitable [Running] - Oracle VM VirtualBox »
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Fig 3.4 Metasploitable

3.5 Visual Studio Code

>

\%4

4
‘ '

"/Tf

Visual Studio Code, also commonly referred to as VS Code, is a source-
code editor made by Microsoft with the Electron Framework, for Windows,
Linux and mac OS.

Features include support for debugging, syntax highlighting, intelligent code
completion, snippets, code refactoring, and embedded Git.

Users can change the theme, keyboard shortcuts, preferences, and install
extensions that add additional functionality.

In the Stack Overflow 2021 Developer Survey, Visual Studio Code was
ranked the most popular developer environment tool among 82,000

respondents, with 70% reporting that they use it.

Visual Studio Code

Fig 3.5 Visual Studio Code

CamScanmér
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3.6 Python3

» Python is a high-level, general-purpose programming language. Its design
philosophy emphasizes code readability with the use of significant
indentation.

» Python is dynamically-typed and garbage-collected.

» It supports multiple programming paradigms, including structured
(particularly procedural), object-oriented and functional programming.

» It is often described as a “batteries included” language due to its
comprehensive standard library.

3.7 Bash

» BASH (BOURNE AGAIN SHELL) is a shell program. SHELL Is the
command interpreter for the Operating System.

» Itis a command line language for UNIX-based Operating Systems. It allows
you to control the computer like a developer

» It is a command language that allows us to work with the file on the
computer in a way that's more efficient and powerful then g a Graphical
User Interface (GUI)’

» |t provides functional improvements over Bourne Shell for both programming
and interactive use

» To save the file with the extension of .sh

BASH

THE BOURNE-AGAIN SHELL

Fig. 3.7 Bash



CHAPTER 4
DESCRIPTION OF THE PROPOSED SYSTEM

4.1 Selected Methodology or proposed model

A component of “ethical hacking” for network security is networked scanning.
Network enumeration may be carried out by certain penetration tests in an attempt to
safequard a software system. For network enumeration, choose any one tool, and
then it asks you to type the IP address of the vulnerable machine. Once you
completed typing of IP Address and then press enter it will give the result like the

state of the port, vulnerability, operating system, services, how many ports are

closed, and at last, it will display how long it takes for collecting that information.

Foot Printing

Hacking and 3 .
Exploitation canning

Fig. 4.1 Network Enumeration

Nmap (Network Mapper) It is an open-source Linux command-line tool that is used to
scan |P addresses and ports in a network and to detect installed applications. Nmap
allows network admins to find which devices are running on their network, discover
open ports and services, and detect vulnerabilities. Nmap can find information about
the operating system running on devices. It can provide detailed information like OS
versions, making it easier to plan additional approaches during penetration testing.
During security auditing and vuln2erability scanning, you can use Nmap to attack

systems using existing scripts from the Nmap Scripting Engine.

10
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The NSE scripts can be categorized into several groups such as auth, broadcast,
brute, discovery, dos, exploit, external, fuzzer, intrusive, malware, safe, version, and
vuln. Each group contains a set of scripts that performs a specific task.

The Nmap Script Engine is a valuable tool for network administrators and security
professionals who want to automate their network scanning and security testing
tasks. It provides a flexible and extensible framework for developing custom scripts

that can be used to detect and remediate security vulnerabilities in their networks.

Advantages of NMAP

Nmap has a lot of advantages that make it different from other network scanning
tools. Nmap is open-source and free to use.
Some other advantages are listed below.
e |t is used for auditing network systems as it can detect new servers.
e |t will search for subdomain and Domain Name System
o With the help of Nmap Scripting Engine (NSE), interaction can be made with
the target host.
e |t determines the nature of the service in the host and performs whether the
host is @ mail service or a web server.

Port Scanning (nmap)

Fig. 4.2 Port Scanning nmap

The Nmap Scripting Engine (NSE) is an incredibly powerful addition to Nmap,
extending functionality quite considerably. NSE. It's the ability to let users write and
share their own scripts, so you're not limited to relying on the Nmap default NSE

11
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scripts. Nmap offers a variety of types of scans in order to scan a host for its open

services. Used to identify services on a host, the operating system running on the

host NSE scripts are great for drafting proof-of-concept code since the modules are

written in Lua, a simple yet powerful language. NSE scripts must be coded in Lua

language. It allows us to quickly program any task we have in mind with the help of

the available NSE libraries. Its flexible syntax is easy to learn. API| permits its Port

scanning tool to take into account arguments specifying designate believable

processes to be used during measurement. Browsers of the Command - line can

write or distribute codes thanks to that too. it elevates Server well above typical fast

and easy inspections into an even more automated, intricate one, including in space.

» Needed to handle specific tasks that cannot be done easily in Nmap in C++.

Motivations for using Lua.

>
» NSE uses Lua to allow scripts to run against a host in parallel.
>

Scripts use bindings to Nmap libraries for performance and access to

networking facilities.

» It helps us to find the vulnerable, state, port, services, references, etc...

NSE Script Rules

Rule Name and

Function Format

Description

prerule()

This rule is checked BEFORE nmap has started scanning any
hosts. This is usually useful for discovery scripts.

hostrule(host)

This rule is checked after each batch of hosts is scanned. This
IS useful if you have a script that only cares about hosts.

portrule(host, port)

This rule is checked after each batch of hosts is scanned.

postrule()

This rule is checked after the scan has completed. This is useful
If the script is looking to review the full results of the scan.

To make life easier, the NSE library provides a helper called short port. This

provides some simple helper functions that can make it easier to implement common

rule checks and standardize these so we aren't constantly reinventing the wheel.

12



4.2 Architecture / Overall Design of Proposed System

N3PTUON | Network Enumeration and Penetration Testing Under an Organized
Network is a CLI (Command Line Interface) based Network Security Testing Tool,
where It is Developed using Python3 & Bash. N3TUON can work in Debian flavor of
the Linux Operating System. N3PTUON helps Network Security Professionals to
enumerate Information about I[P Address, MAC Address, Route through, Live Host
Detection, Port Scanning, Service Version Detection, OS Detection, Vulnerability
Detection, SOV (Service, OS, Vulnerability) Script, Firewall Bypass, FTP login, and
Telnet login.

13



4.3 Description of software for implementation and testing plan of

the proposed system

Python3 is a computer programming language that is frequently used to create
applications and websites, automate procedures, and analyze data.

Python3 is not specialized for any particular issue and may be employed to
develop a wide range of diverse programming.

Python supports modules and packages, which encourages program
modularity and code reuse.

It is fully extensible as well as works well with other libraries and this language
is perfectly suited to develop your tool.

Its adaptability and complete novice-friendliness have elevated its position at

the top of the list of languages for programming in practice nowadays.

4.4 PROJECT MANAGEMENT PLAN

Network Enumeration and Penetration Testing under an Organized Network contains

fifteen tools there are:

Ping

ARP(Address Resolution Protocol)
Live Host Detection

Find Gateway's |P

MAC Changer

Fast Port Scan(masscan)

Fast Port Scan(hping3)

Service Version Scan

OS Detection

Vulnerability Detection with Report
SOV Detection Scan

Specific Vulnerability

Firewall Bypass

FTP Login

TELNET Login

14



CHAPTER 5
IMPLEMENTATION

5.1 Commands involved in the tool

2.1.1 PING

Ping is a tool frequently used to detect a device's status on a network. ICMP is the
basis of Ping. If the target device is available, it will respond with an ICMP echo when
a Ping process command is given to it as an ICMP echo.

Fing Request Ping Response

> r_f.-—.,-'_‘--.. -
o~ lbl'_“\.l ‘
[ ] Medium [ ] L
(LAN'WAN) |
— — m— — "‘-._*‘__ l‘a__ - ) — - em— —
Source PC Destination PC

Fig.5.1.1 Ping

The Goal of Ping

Ping is used to send a test packet, also known as an echo packet, to a device in
order to determine whether it can be reached and how long it takes for the packet to
get there. There are two primary goals. Check the network latency between two
devices and the network availability. Sending ICMP ping packets to the host is an
easy approach to see if we have access to a specific host. However, this technique is
only effective in networks that have ICMP and ping enabled. We are unable to

receive a correct response if ICMP is deactivated.

15



For example

PING 192.168.133.129(192.168.133.129) 56(84) bytes of data.
64 bytes from192.168.133.129: icmp_seq=1 ttl=64 time=1.21 ms
64 bytes from192.168.133.129: icmp_seq=2 ttI=64 time=0.781 ms
64 bytes from192.168.133.129: icmp_seq=3 ttl=64 time=0.858 ms

5.1.2 ARP (Address Resolution Protocol)

Address Resolution Protocol, or ARP, is used to determine a device's MAC address
from a known |P address. This indicates that the connect with the right already knows
the IP location of the destination device but not its MAC address. You cannot
iInterface with such a device in a local area network (Ethernet) without knowing its
MAC address, hence the device's MAC address is necessary. Therefore, the
Address Resolution Protocol aids in locating the destination device's MAC address.

How address resolution
protocol (ARP) works

Fig.5.1.2 ARP

In an IPv4 Ethernet port, every operating system maintains an ARP cache. A host
evaluates its ARP cache to check if the IP to MAC address translation already exists
every time it requests a MAC address in order to send a packet to another computer
iIn the LAN. A new ARP request is not required if it does. ARP is used in conjunction
with the request for network addresses if the translation does not already exist. ARP
transmits a request packet to every device on the LAN and queries whether any of
them are utilising a specific IP address. When a device recognises the |IP address as

16



being its own, it responds so that ARP can update the cache for later use and
continue the communication. The Reverse ARP (RARP) protocol can be used by
host machines to conduct discovery if they are unaware of their own |IP address.

5.1.3 Live Host Detection

Live hosts detection is an essential tool for any ethical hacker or penetration tester.
By using the if config command, you may specify the IP range to look for live hosts
in. While penetration testers use live host discovery to find active targets in a
network, system administrators commonly use it to count or monitor the number of
active hosts. This recipe details how to find active hosts in a network using Nmap's
ping scan. We will perform a ping scan on many probable live hosts in our network.
Nmap will send a ping to every host in this radius to see if it is active. This tutorial will

make use of nmap.

192.168.15.0/24

’ .
=
;1' —‘L 192.168.16.0/24

— 5o

192.168.18.0/24

- & L’f‘ =1
| S5
. ._L 192.168.17.0/24
=] —4-‘

192.168.20.0/24

Fig.5.1.3 Live Host Detection

Finding the live hosts on the networks is our responsibility as network engineers or
penetration testers. Today, we'll look at how to locate active hosts on the internet. To
locate the active hosts on the network, we'll utilise the nmap utility. An open-source
command-line programme for network research and security audits is called Nmap

(network mapper). Using raw |IP packets, Nmap is used to scan networks. To locate

17



active hosts on the network for this post, we will use the nmap tool.

5.1.4 Find Gateway’s IP

A gateway is a network node that serves as an access point to another network,
frequently including not just a change in addressing but also a different networking
protocol. A router merely distributes packets between networks with different network
prefixes, as it iIs more clearly described. A routing table, which is part of the
networking software stack on each computer, lists which network router is in charge
of forwarding traffic to a specific range of addresses and which interface is used for
transmission. In the event that none of these forwarding rules work for a particular
destination address, the default gateway is chosen as the router of last resort. Use
the route command to specifythe default gateway in order to configure the routing

table and default route for the node.

> Open a terminal and use the following command
Ip route(command)

> You should see an output like this
default via 192.168.133.2 dev ethO proto dhcp src 192.168.133.128 metric
100
192.168.133.0/24 dev etho proto kernel scope link src 192.168.133.128
metric 100
0
Focus on the line that starts with default. This will give the default gateway
IP.

> Focus on the line that starts with default. This will give the default
gateway IP.

Ip route | grep default

This will just give the default gateway IP in the output

default via 192.168.133.2 dev wip1s0 proto dhcp metric 100 And as
you can see, 192.168.133.2 is the default gateway IP in my case.

18



9.1.5 MAC Changer

The manufacturer assigns a different MAC address to each device. When you are
connected to the router, this MAC address is recorded in the router’'s table. Every
device has a specific MAC address, which makes it possible to identify the system or

device that the hacker used, thus revealing your identity.

You can momentarily alter your MAC address to prevent being 19ecognized by it.
Here is where ethical hacking using MacChanger is possible. Until the device is
rebooted, an utility called MacChanger will alter the MAC address of that device to a

false one.

192.168.25.10 10.152.42.23
Request

192.168.1.2

D —
———i
S —

—— Response

e
—

Response

User Proxy Server Main Server

Fig.5.1.5 MAC Changer

The Goal of MAC Changer

» Detect a network device on the Internet.

» A physical network device's unique identification.
» Control access to shared network resources

» Supply a local area network routing address (LAN)

9.1.6 Fast Port Scan (masscan)

Masscan has been available for a while, and pentesters from around the world
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already use it. It is a reconnaissance tool with a 10 million packets per second
maximum rate of transmission. It makes use of a unique TCP/IP stack and
asynchronous transmission. As a result, distinct threads are used for packet
transmission and reception. Masscan can be utilised to speedily enumerate a huge
number of hosts. The tool's creator even asserts that it can scan the entire internet in
just six minutes. Due to its high rate of transmission, it can also be utilised for stress

testing.
Features

» Ultra-fast port scanning: capable of sending 10M packets per second
(capable; NIC and PF RING drivers required)

output in Nmap format

Target settings and specifications in Nmap style

grabbing a banner

vV V V V

Fundamental Weakness Like Heart bleed scanning, custom TCP/IP

stack

The most fundamental scanning procedure in masscan is this one. This allows you to
scan any IPs. You can specify an IP range (192.168.133.129) like you would in nmap
In place of the subnet value.

5.1.7 Fast Port Scan (hping3)

A network tool called hping3 may issue personalised TCP/IP packets and show
target responses just like the ping software does with ICMP responses. Hping3 can
be used to transfer files that are enclosed in supported protocols and can manage

fragmentation, arbitrary packet body and size.

Use of hping3 for UDP and TCP Packet Crafting

» QOverview of Packet Crafting Packet crafting is a technique that allows

you to find vulnerabilities or entry points into a target network.
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» Basics of hping3 Open the Terminal after logging in to Kali Linux.

» UDP packet crafting To perform a UDP packet crafting in the target
machine, type:

» Send TCP SYN Request Launch the Wireshark on Windows machine

again and leave it running.

5.1.8 Service Version Scan

A type of network investigation known as a service version scan includes probing a
target system or network to find the versions of services that are active on open
ports. This can be helpful for a number of reasons, including determining possible
vulnerabilities that might be present in out-of-date software versions and determining
the system or network's overall security posture.

Service version scans can be carried out using a number of programs, including
Nmap, Masscan, and Metasploit. To determine the version information of the
services operating on a target system, these tools typically combine port scanning
and banner grabbing methods.

If any current software versions have any known flaws, they can be identified by
looking at the scan's results. Just keep in mind that you should only scan service
versions on networks or computers where you have been granted permission to do
so. Unauthorized scanning is possibly illegal and might result in severe

conseqguences.

5.1.9 OS Detection

An essential component of internet security is OS detection. When carrying out
security operations like vulnerability analyses, penetration testing, and breach
detection, it can be useful to determine the operating system of the target system.For
Instance, a hacker needs to be aware that the target machine is running Windows in
order to take advantage of a specific vulnerability in the Windows operating system.
On the basis of the known vulnerabilities related to that operating system, a security
analyst can use OS detection to ascertain whether the target system is susceptible to

a particular assault.
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In addition to this, OS detection can also help in identifying the type of network
devices, such as routers and firewalls, which are running on a specific operating
system. This information can be used to tailor specific attacks that target the
vulnerabilities associated with that operating system, and thus improve the overall
effectiveness of the attack.Overall, OS detection is an important tool in the arsenal of
any cyber security professional, and it should be used to aid in the detection and

prevention of potential security threats.

5.1.10 Vulnerability Detection with Report

An important component of cyber security is vulnerability detection, which entails
locating flaws in applications, networks, and computer systems that might be
exploited by hackers. It is a proactive strategy that enables organizations to find
weaknesses before attackers take advantage of them.

It is crucial to notify the appropriate parties as soon as a weakness is discovered so
that it can be fixed right away. The vulnerability's specifics, such as its seriousness,
the affected systems, and the possible consequences Iif it is exploited, should be
described in the report. Recommendations for mitigating the vulnerability, such as
deploying a patch or updating software, should also be included in the report. The
vulnerability report should be written in plain, simple English that both technical and
non-technical stakeholders can understand. It should be accompanied by any
supporting documentation that can help to verify the wvulnerability, such as
screenshots or log files.

It may be necessary to disclose vulnerabilities to external stakeholders, such as
software vendors or government organizations, in addition to the appropriate
iIndividuals within the organization. This can make it more likely that the vulnerability
will be addressed broadly and that the required precautions will be taken to defend

against potential attacks.

5.1.11 SOV Detection Scan (Share of Voice)

A Share of Voice (SOV) Detection Scan is a valuable tool in cyber security to
measure the visibility of a brand, product, or specific cyber security topic against

competitors or related topics. To conduct a SOV Detection Scan, the first step is to
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define the cyber security scope, followed by identifying competitors and collecting
data on the number of mentions for the brand or topic and its competitors within a
specified time frame. Once the data is collected, the SOV can be calculated, and the
results can be analyzed to identify areas for improvement and develop strategies to
Increase visibility and awareness of the cyber security topic. In summary, the SOV
Detection Scan is a crucial tool that enables cyber security professionals to gain
Insights into how their cyber security efforts are perceived and develop strategies to
stay ahead of their competitors.

The Goal of SOV Detection Scan

The primary objective of conducting a SOV Detection Scan is to identify and validate
all the systems and assets that belong to an organization. The scan involves
detecting all the network infrastructure, applications, servers, and devices that are
currently in use within the organization. The main purpose of the scan is to ensure
that the organization has an accurate record of its assets and systems and that no
unauthorized or unaccounted-for devices or systems could potentially compromise
the security of the organization. By performing a SOV Detection Scan, the
organization can enhance its security posture and become more equipped to defend

itself against cyber security threats.

5.1.12 Specific Vulnerability

In the setting of cyber security, a weakness or flaw in a system, piece of software, or
network that can be used by an attacker to compromise the security of the system is
referred to as a specific vulnerability. Coding errors, setup issues, or design flaws
can all lead to vulnerabilities.An attacker may be able to execute malicious code, get
access to private data, or harm the system in other ways by exploiting a weakness.
It's essential to locate and address vulnerabilities as soon as possible to thwart
attacks and minimize potential harm.

Vulnerability management, which entails regularly scanning systems and networks
for potential flaws, prioritizing them according to their severity, and implementing
patches and other security measures to reduce the risks, is an essential part of cyber

security. This makes it simpler to keep the safety and defense of systems and
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networks against potential cyber-attacks.

5.1.13 Firewall Bypass

In cyber security, the term "bypassing a firewall" refers to getting through or getting
beyond the security procedures that a firewall implements in order to gain
unauthorized access to a network or system. This is typically seen as malicious
behavior and is frequently connected to hacking or other online activities.Network
security iIs not complete without firewalls, which help guard against viruses, illegal
access, and other online dangers. The originating IP address, port number, or
protocol are just a few examples of predefined rules that can be used to configure
firewalls to block incoming and outgoing traffic.

There are many ways to get over firewalls, including:

1. Port scanning: The process of looking for open ports that the firewall
has not blocked in order to establish a connection.

2. Tunneling: Forgoing a firewall by establishing an encrypted tunnel

between two systems.

3. Application-layer attacks: gaining access to the network by taking
advantage of flaws in apps that are permitted via the firewall.

4. DNS tunneling: Bypassing the firewall and smuggling data over DNS
traffic.

Remember that trying to get past a firewall is against the law and can have serious
repercussions. To defend against such attacks, organizations must put in place

strong security measures and often update their firewall configurations.

5.1.14 FTP Login

The FTP (File transfer Protocol) protocol is frequently used to send files over the
iInternet between servers and clients. However, if not correctly configured or secured,
using FTP can also present security risks. The possibility for unauthorised access to

sensitive data is one of the main security risks connected with FTP. If the FTP login
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procedure is not properly secured, this is especially true.

Strong authentication procedures must be in place in order to reduce the dangers
related to FTP login. This might entail using MFA (multi-factor authentication) or
mandating the use of strong passwords that are updated regularly. Additionally, it is
advised to switch from plain-text FTP to private FTP protocols like SFTP or FTPS
(FTP over SSL/TLS).

The general configuration of the FTP server as well as the FTP login procedure may
contain security vulnerabilities that can be found through routine security audits and

vulnerability assessments.

5.1.15-TELNET Login

TELNET is a protocol that connects two machines together over a network. Because
TELNET transmits information in plain text, which can be intercepted and read by
anyone with access to the network, using it for remote login can present a security
risk. This means that your username and password will be transmitted in clear text if
you use TELNET to log in to a remote system, making it simple for someone with
malicious purpose to intercept your login information.

It is advised, in terms of cyber security, to steer clear of TELNET and instead use
more safe protocols like SSH (safe Shell). Attackers will find it much harder to
intercept and read confidential information like login credentials thanks to SSH's

encryption of all data transmitted between the client and the server.

To reduce the chance of interception, it is advised to use a private network or VPN
(Virtual Private Network) if you must use TELNET for remote login. Additionally, to
help prevent unauthorized access to your networks, you should always use strong

passwords and change them frequently.
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CHAPTER 6

Result and Discussions

In general, the results of network enumeration and penetration testing can provide
valuable insights into the security posture of a network. This information can be used
to identify areas for improvement and strengthen the network's security controls. It is
important to note that network enumeration and penetration testing should only be
performed by trained professionals with the appropriate permissions and
authorizations. Unauthorized or unprofessional testing can result in network

disruptions, data breaches, and legal consequences.
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CHAPTER 7
CONCLUSION

7.1 Conclusion

Everything is going online on the internet as a result of the ongoing digital revolution,
and as we all know, the web Is not an extremely secure protocol. As a result,
precautions must be taken to protect the authenticity as well as the secrecy of the
info. To expand reports of information security, cyber threats, as well as information
leakage, researchers should ensure the security of our vital information. A
vulnerability assessment is a complete and accurate method for detecting security
vulnerabilities. This study provides crucial details about the stage as well as the
significance of the testing process. System testing is divided into three stages:
iInformation gathering, scanning, and frailty evaluation. Each of the aforementioned
phases can be done automatically utilizing Nmap and other tools.

7.2 Future Scope

In the future. According to a technical report, the open source intelligence (OSINT)
market will develop at a significant rate between 2020 and 2026. The increase in the
availability of open-source data, as well as rising cyber risks, is expected to assist
future growth. Analysts predict that perhaps the huge amount of information
dissemination will have a critical effect on the market performance from 2020 to
2026. During the forecast period, the market will be assisted by
increased accessibility to public information and advancements in technology. Over
the course of time. OSINT would be developed to take the entire details of an
individual person which will gather utilizing extraneous APIs, Google Eavesdropping,
phone books, and also web crawlers, collect appropriate data such as nation, quick
response code, as well as transmission OSINT efficient process. Additionally, there
have been a few merits of this system which are included below the prospective

Improvements.
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)
n3ptudn()

():

fping
1proute
macchanger
fastportmasscan
fastporthping3
osdetection
ServiceversionDetection
VulnerabilityDetection
S0VDetect
SpecificvulnerabilityDetection
Firewallbvoass

ftplogin
telnetlogin

inp = ( (green +
(inp = '1'):
ping()

(inp =
arp()

(inp =
fping()

(inp =
iproute()

(inp = '5'):
macchanger()

(inp = '6'):
fastportmasscan()

(inp = '7'):
fastporthping3()

(1np = ):
ServiceversionDetection()

(inp = '9°):
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osdetection( )

(inp = ):
VulnerabilityDetection( )

(inp = ):
SOVDetect( )

(inp = ):
SpecificvulnerabilityDetection()

(inp = '13'):
Firewallbypass()

(inp = ):
ftplogin()

(inp = ):
telnetlogin()

(inp =
exit()

(inp = ):
(green +

n3ptudn()
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Ping

#Ping
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def ping():

ip = input("™\033[2;35m [+] IP >>")
print(os.system("sudo ping "+ip))

n n

f name_==" main__ "
ping()

ARP Live Host:
#ARP
Import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def arp():

print(os.system("sudo arp "))

" ",

f name =="  main

arp()

Live Host Detection:
#FPing
import 0s

#Color
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grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def fping():

ipcidr = input("\033[2;35m [+] Enter IP/CIDR ~> ")
print(os.system("sudo fping -a -g "+ ipcidr +"> Live.txt"))
print(os.system("clear”))

print(os.system("cat Live.txt"))

f name ==" main "
fping()

Find Gateway IP:
#iproute
Import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def iproute();

print(os.system("sudo ip route"))

" n

f name ==" main "

iproute()

MAC Changer:

#MacChanger
import 0s

#Color

grey ="\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
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cyan= "\033[0;96m"
purple="\033[0;35m"

def macchanger():

mac = input(green+" [+] Enter MAC Address ~> ")

interface = input(green+" [+] Enter the Interface ~> ")
print(os.system("sudo ifconfig "+ interface +" down"))
print(os.system("sudo macchanger -m "+ mac +" "+ interface))
print(os.system("sudo ifconfig "+ interface +" up"))

f _ name_==" main__";

macchanger|()

Fast Port Scan (masscan):
#Massscan
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1,;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def fastportmasscan():

Ip = input("\033[2;:35m [+] Enter I[P ~> ")
print(os.system("sudo masscan "+ip+" -p0-65535 --max-rate 100000"))

f name_ ==" main__ "
fastportmasscan()

Fast Port Scan (hping3):
#Hping3
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"
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def fastporthping3():

ip = input("\033[2;35m [+] Enter IP ~>"
print(os.system("sudo hping3 --scan 0-65535 -S "+ ip))

If __name__=="__main__":
fastporthping3()

Service Version Scan:
#ServiceversionDetection
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def ServiceversionDetection():

ip = input("\033[2;35m [+] Enter IP ~> "
print(os.system("sudo nmap -sV -Pn --min-rate 300 "+ ip))

f name_ ==" main__ "
ServiceversionDetection()

OS Detection:
#0Os detection
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def osdetection():

ip = input("\033[2;35m [+] Enter IP ~> "
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print(os.system("sudo nmap -O -T 5 "+ip ))

" n

f name ==" main_ "

osdetection(

Vulnerability Detection with Report:
#vulnDetect
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def VulnerabilityDetection():

Ip = input("\033[2;35m [+] Enter IP ~> ")
print(os.system("sudo nmap --script=vuln "+ ip))

n n

if __name__=="__main__".
VulnerabilityDetection()

SOV Dectection Scan:
#SOVDetect
Import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def SOVDetect():

Ip = input("\033[2;:35m [+] Enter IP ~> ")
print(os.system("sudo nmap -sV -n -v -Pn -p- -T4 "+ip+" -A --open"))

~_main__ "

f name =
SOVDetect()
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Specific Vulnerability:
#Specific vulnerability
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def SpecificvulnerabilityDetection():

ip = input("\033[2;35m [+] Enter IP ~> "
script = input("\033[2;35m [+] Enter Script ~> ")
print(os.system("sudo nmap --script="+script+" "+ ip))

f name_ ==" main__ "
SpecificvulnerabilityDetection()

Firewall Bypass:
#Firewallbypass
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def Firewallbypass():

Ip = input("\033[2;35m [+] Enter IP ~>"
print(os.system("sudo nmap -sF -p1-65535 -T4 "+ ip))

f name ==" main_ "
Firewallbypass()
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FTP Login:
#FTPLOGIN
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"

def ftplogin():
Ip = input("\033[2;35m [+] Enter IP ~> "

user = input("\033[2;35m [+] Enter USER ~> "
print(os.system("sudo ftp "+user+"@"+ ip))

f _ _name__==" main__":
ftplogin()

TELNET Login:
#telnetLOGIN
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"
def telnetlogin():

ip = input("\033[2;35m [+] Enter IP ~> ")
print(os.system("sudo telnet "+ ip))

f name ==" main_":
telnetlogin
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B. SCREENSHOTS

1. PING

l+] Enter The Option from [1-16] OR [x] to Exit = 1

LE

| + ] Enter The Option from [1-16] OR [x]

2. ARP(Address Resolution Protocol)

|+] Enter The Option from [1-16] OR [x] to Exit = 2
Address HWtype HWaddress Flags Mask
192.168.133.254 ether 00:50:50:e8:74:88 (
192.168.133.129 ether 00:0c:29:80:81:71 C
192.1068.133.2 ether 00:50:56:ec:85:19 (
0

[+] Enter The Option from [1-16] OR [x] to Exit =

3. Live Host Detection

|+] Enter The Option from [1-16] OR [x] to Exit =
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4. Find Gateway’s IP

|+] Enter The Option from [1-16] OR [x] to Exit = &
default via 192.168.133.2 dev eth® proto dhcp src 192.168.133.1
192.168.133.0/24 dev eth® proto kernel scope link src 192.168.1

28 metric 100
33.128 metric 100
0

[+] Enter The Option from [1-16] OR [x] to Exit =

9. MAC Changer

Enter The Option from [1-15] OR [x] to Exit ’
Enter MAC Address - 00:0c:29:63:a6:95
Enter the Interface - lo

Current MAC: Q0:00:00:00:00:00 (XEROX CORPORATION)
Permanent MAC: 00:00:00:00:00:00 (XEROX CORPORATION)
New MACLC: P0:9c:29:63:a6:95 (VMware, Inc.)
4
0

(+] Enter The Option from [1-15] OR [x] to Exit

00:0c:29:03:a6:95 . Q000 00 00 0000

00:0c:29:63:a6:95 fr:ftt:tt:66: 01404

6. Fast Port Scan (masscan)

ENTer The OpTtion
L# ]

nTexr The LT ALOon

E CamScanmér

CamScanner
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7. Fast Port Scan (hping3)

8. Service Version Scan
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9. OS Detection

10. Vulnerability Detection with Report
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11. SOV Detection Scan (Share of Voice)

l+] Enter The Option from [1-15] OR [x] to Exit <= 11
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12. Specific Vulnerability

. v ] EntTer The Option f rom

-
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13. Firewall Bypass

14. FTP Login
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ABSTRACT

In the development of computer interconnection,
computer networking is essential. It facilitated
communication or data sharing between two or
more devices over the same network (Intranet
and Global Network) (Internet). However, due
to a number of open protocols or ports, the lack
of use of OS-based firewalls, weakened
credentials for remote protocols, vulnerable
services, service versions, etc., security is still a
major concern In the mnetwork. A CLI
(Command Line Interface) based network
security testing tool, N3PTUON | Network
Enumeration and Penetration Testing Under an
Organized Network was created using Python 3
and Bash. The Linux operating system in the
Debian flavour is compatible with N3PTUON.
N3PTUON is a tool that network security experts
can use when it comes to IP address, MAC
address, route through, live host detection, port
scanning, service version detection, OS
detection, vulnerability detection, SOV (Service,
OS, Vulnerability) script, firewall bypass, FTP
login, and Telnet login. Ping, ARP, Nmap
Scripting Engine (NSE), Mac-changer, Hgping3,
Masscan, FTP, and TELNET are among the
network utilities used by N3PTUON. It makes it
simple to create a report of the tested network
and aids network security professionals in
navigating fast. It also utilises all of the stated
tools' capabilities with a single comprehensive
script.

Keywords:- Command Line Interface(CLI) —

OS Detection — Vulnerability Services — Network
Enumeration — Penetration Testing.

1. INTRODUCTION

Since "network security” 1s a broad
concept, it encompasses a variety of techniques,
tools, and procedures. It can be described as a
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collection of policies and settings intended to
safeguard the rehiability, usability, and security of
computer networks and data utilising both software
and hardware technologies. Every organisation
needs some type of network security solutions in
place, regardless of its size, industry, or
architecture, to safeguard it against the wide range
of cyber threats that are now present in the wild.
Today's network architecture 1s sophisticated 1n
addition to dealing with a dynamic threat
environment and attackers who are always
searching for and attempting to exploit flaws.

A crucial first step in performing a
security assessment or penetration test 1s network
enumeration since 1t gives the attacker a network
map that they can use to locate prospective targets
and attack routes. However, defenders can also
utilise network enumeration to spot potential flaws
and weaknesses in their own network and take
action to fix them before attackers can exploit them.

A security assessment known as a
penetration test, also known as a pen test or ethical
hacking, simulates cyber-attacks on a computer
system. It 1s used to evaluate how strong (or weak)
the system's security 1s. Penetration testing enables
a thorough risk assessment because it searches for

both potential weaknesses and strengths in a
system's security. All firms should regularly
conduct penetration testing, which 1s a crucial and
beneficial task. This is so that the results of pen
testing can be utilised to strengthen and reinforce
existing security procedures inside an organisation
in order to counteract emerging cyber threats.
Professional programmers who practise ethical
hacking frequently have doctorates and pen testing
certifications. The best ethical hackers, though,
frequently pick things up on their own. Some
hackers are actually former criminals who have
atoned for their misdeeds and are now helping to
fix security weaknesses. The 1deal pen test
candidate can vary significantly depending on the
target company and the sort of pen test being used.

1] o Scanner
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2. RELATED WORK

In 2021, G Jayasuryapal and P Meher
Pranay conducted a survey on network penetration
testing, which covers all aspects of the testing
process, from information gathering to post-
exploitation. Penetration testing operations follow
specific rules and require cooperation between the
client and the testing team. Through this testing,
organizations can identify vulnerabilities such as
open servers and ports.

In 2019, Pengfer Shi and Futong Qin
proposed a penetration testing framework for large-
scale networks based on network fingerprinting.
They examined the principles and methodology of
conventional penetration testing technology for
large networks, along with its practical limitations.
By integrating network fingerprinting with internet
search engine technologies, they developed a
framework for penetration testing that is based on
network fingerprinting and 1s suitable for large-
scale networks.

In 2017, Rodney R Rohrmann and Vincent
J Ercolani suggested using parallel Nmap scans
through Tor to conduct large-scale port scanning on
parts of the IPv4 range. While this method is useful
for gathering data during scanning, it 1s not feasible
to use 1t to scan the entire IPv4 Address space on
multiple ports as it takes significantly longer to run
through Tor. One advantage of this scanning
method is that it protects researchers from potential
retaliation from targets who may not appreciate
being scanned and allows them to conduct their
Oown scans.

In 2015, Prerna Arote and Karam Veer
Arya proposed a method for detecting and
preventing ARP poisoning attacks using a modified
ICMP and voting system. The Internet Control
Message Protocol (ICMP) is an IP network protocol
that 1s useful for managing and controlling
networks. ICMP 1s an essential component of IP
implementations. ARP was created to increase the
reliability of networks. The Data Link Layer (DLL)
1s responsible for framing packets as they are
processed and passed down the stack.

In 2016, Enos LETSOALO and Sunday
0JO proposed a survey on detecting and preventing
Media Access Control (MAC) address spoofing
attacks 1n wireless networks. Attackers can use

packet sniffer software to intercept packets and
extract the MAC addresses of access points or other

users. By spoofing the MAC address of a legitimate
access point, an attacker can disconnect authorized
users and take control of established TCP sessions.
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In 2017, Lerato Ramahlapane Moila and
Mthulisi Velempini conducted an evaluation of the
effectiveness of routing protocols in cognitive radio
ad hoc networks. Existing protocols do not provide
sufficient assurances for real-time data quality of
service, and the dynamic nature of cognitive
networks, including node mobility and spectrum
availability, poses challenges in developing QoS-
aware routing protocols.

Also in 2017, Sathish A.P. Kumar and
Brian Xu proposed a vulnerability assessment for
security 1n aviation cyber-physical systems. The
goal was to identify vulnerabilities in aircraft
equipment, such as data loaders, and 1mprove
aircraft security and safety by using penetration
testing tools like Metasploit Pro and BackTrack to
detect cyber weaknesses 1n critical aviation
systems.

Detection of Slow Port Scanning Attacks
was proposed by Kashif Kifayat and Mehr u Nisa in
2020. A scanning attack is a two-stage process,
with scanning being the first stage, during which
communication routes' vulnerabilities are identified.
The second stage is finding the targets, which 1s
then followed by the attack. During port scanning,
open ports are sought across the network in order to
locate the system that can be exploited.

In 2022, Sabah M. Morsy and Dalia
Nashat proposed D-ARP: An Efficient Scheme to
Detect and Prevent ARP Spoofing. An ARP spoof-
based MITM attack exploits a flaw in the ARP
protocol by associating the attacker's MAC address
with the IP address of the target legitimate host.
ARP spoof-based MITM attacks have various
defence strategies, but these strategies are
incomplete or have limited effectiveness.
Performance overhead is also a concern due to the
fundamental ARP protocol change.

Measuring the Prevalence of the Password
Authentication Vulnerability in SSH was proposed
by Ron Andrews and Dalton A. Hahn in 2020.
They proposed a novel technique for probing an
SSH service to determine whether password
authentication i1s permitted without being invasive
or damaging to the host. They also showed that
some of these tools and services can be enhanced to

assess the prevalence of password authentication in
SSH.

In 2017, Debdeep Dey and Archisman
Dinda proposed Warezmaster and Warezclient: An
Implementation of FTP Base R2L Attacks. The File
Transfer Protocol (FTP) was not designed with
stringent security precautions in mind, as all
commands and data are sent in clear text. The
protocol has since received modifications that have
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introduced security capabilities, such as the ability
to upgrade an FTPS connection to Transport Layer
Security (TLS).

Cyber Security, a Threat to Cyber Banking
in South Africa was proposed by Barry Dwolatzky
and Thierry Mbah Mbelli in 2016. The rise of
cybercrime 1s becoming a serious economic 1ssue
for South African enterprises, as well as the country
as a whole. The essay's first section examines the
various 1nternet risks associated with online
banking. A boundary- and application-based
approach to cyber-banking security 1s also proposed

3.1 PROPOSED WORK

N3PTUON | Network Enumeration and
Penetration Testing Under an Organized Network is
a CLI (Command Line Interface) based Network
Security Testing Tool, where It 1s Developed using
Python3 & Bash. N3TUON can work in Debian
flavor of the Linux Operating System. N3PTUON
helps Network Security Professionals to enumerate
Information about I[P Address, MAC Address,
Route through, Live Host Detection, Port Scanning,
Service Version Detection, OS Detection,
Vulnerability Detection, SOV (Service, OS,
Vulnerability) Script, Firewall Bypass, FTP login,
and Telnet login.

|
sl

3.1.1 PING

Ping 1s a tool frequently used to detect a
device's status on a network. ICMP 1s the basis of
Ping. If the target device is available, it will
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respond with an ICMP echo when a Ping process
command is given to it as an ICMP echo.

Ping Request Ping Response
— — | -~
|'-II 3 .r_ I\n
‘ | ’ Medium  s— Q

\—‘ (LANWAN)

—— o — _I “_JJ—‘ N

Source PC Destination PC

The Goal of Ping

Ping 1s used to send a test packet, also
known as an echo packet, to a device 1n order to
determine whether 1t can be reached and how long
it takes for the packet to get there. There are two
primary goals. Test the network availability and
latency between two devices. It 1s simple to check
if we have access to a particular host by sending
ICMP ping packets to it. However, this technique 1s
only effective in networks that have ICMP and ping
enabled. We are unable to receive a correct
response 1f ICMP 1s deactivated.

For example:
PING 192.168.133.129(192.168.133.129) 56(84)

bytes of data.

64 bytes from192.168.133.129: icmp_seq=1 ttl=64
time=1.21 ms

64 bytes from192.168.133.129: icmp_seq=2 ttl=64
time=0.781 ms

64 bytes from192.168.133.129: icmp_seq=3 ttl=64
time=0.858 ms

3.1.2 ARP(Address Resolution Protocol)

ARP is a protocol used to find the MAC
address of a device from a known IP address. When
communicating with a device in a local area
network (Ethernet), the sender needs to know the
MAC address of the recipient, which i1s not known
beforehand. ARP helps to locate the MAC address
of the destination device by mapping it to its IP
address.

C5 CamScanmer
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How address resolution
protocol (ARP) works

An ARP cache 1s kept by every operating system in
an IPv4 Ethernet link. A host checks its ARP cache
to determine if the IP to MAC address translation
already exists each time 1t requires a MAC address
to send a packet to another computer in the local

area network. It i1t does, there 1s no need to make a
new ARP request. ARP 1s combined with the

network address request if the translation does not
already exist. ARP sends a request packet to every
LAN device and asks if any of them are using a
particular IP address. In order for ARP to update
the cache for later usage and continue the

conversation, a device must respond when it
identifies the IP address as being its own. If a host
system doesn't know its own IP address, it can do
discover

via the Reverse ARP (RARP) protocol.

1. I‘ .I.‘ Ih |

1  }

The
responsible for mapping a device's IP address to its
Media Access Control (MAC) address, which 1s the
unique hardware address. ARP uses the device's IP

Address Resolution Protocol (ARP) 1s

address
address.

to determine its corresponding MAC

3.1.3 Live Host Detection

Any ethical hacker or penetration tester
must have access to live hosts detection. You can
specify the IP range to search in by using the if
config command. While penetration testers use live
host discovery to find active targets in a network,
system administrators commonly use it to count or
monitor the number of active hosts. This recipe
details how to find active hosts in a network using
Nmap's ping scan. We will perform a ping scan
arranged many probable live hosts in our network.
Nmap will send a ping to every host in this radius
to see 1f 1t 1s active. This tutorial will make use of
nmap.
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Finding the live hosts on the networks is our
responsibility as network engineers or penetration
tester. Today, we'll look at how to locate active the
internet's hosts. To locate the active hosts on the
network, we'll utilise the nmap utility. An open-
source command-line programme for network
research and security audits 1s called Nmap
(network mapper). Using raw IP packets, Nmap 1s
used to scan networks. To locate active hosts on the
network for this post, we will use the nmap tool.

3.1.4 Find Gateway’s IP

An access point to another network that
frequently involves not only a change 1n addressing
but also a different networking protocol 1s provided
by a gateway, which 1s a network node. A router
merely distributes packets between networks with
different network prefixes, as it 1s more clearly
described. A routing table, which is part of the
networking software stack on each computer, lists
which network router is in charge of forwarding
traffic to a specific range of addresses and which
interface 1s used for transmission. In the event that
none of these forwarding rules work for a particular
destination address, the default gateway 1s chosen
as the router of last resort. To set up the routing
table and default route for the node, use the route
command to specify the default gateway.

» Open a terminal and use the
following command

1p route(command)
You should see an output like this

default via 192.168.133.2 dev eth(
proto dhcp src 192.168.133.128

"F"

metric 100
192.168.133.0/24 dev etho proto
kernel scope link src

192.168.133.128 metric 100
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Focus on the line that starts with default. This will
oive the default eateway IP.

................................................

> Focus on the line that starts with

default. This will give the default

gateway IP.
1p route | grep default
> This will just give the default

gateway IP in the output:

default via 192.168.133.2 dev
wlp1s0 proto dhcp metric 100
And as

you can see, 192.168.133.2 1s the
default gateway IP 1n my case.

3.1.5 MAC Changer

The manufacturer assigns a different MAC
address to each device. When you are connected to
the router, this MAC address 1s recorded in the
router's table. Every device has a specific MAC
address, which makes i1t possible to i1dentify the
system or device that the hacker used, thus
revealing your identity.

You can temporarily change your MAC address so
that it won't recognise you. Here is where ethical
hacking using MacChanger 1s possible. Until the
device 1s rebooted, a utility called MacChanger will
alter the MAC address of that device to a false one.

‘ Request
Request “
ol
— —
— e Response Response m
I I .
The Goal of MAC Changer

» Detect a network device on the
Internet.

» The specific 1dentity of a physical
network device.
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» control access to shared network
resources
» supply a

local area network

routing address (LAN)

3.1.6 Fast Port Scan (masscan)

Masscan has been available for a while,
and pentesters from around the world already use 1t.
It 1s a reconnaissance tool with a 10 million packets
per second maximum rate of transmission. It makes
use of a unique TCP/IP stack and asynchronous
transmission. As a result, distinct threads are used
for packet transmission and reception. Masscan can

be utilised to speedily enumerate a huge number of

hosts. The tool's creator even asserts that 1t can scan
the entire internet in just six minutes. Due to its
high rate of transmission, 1t can also be utilised for
stress testing.

Features

» Ultra-fast port scanning: capable
of sending 10M packets per
second (capable; NIC and PF
RING drivers required)

output 1n Nmap format

» Target settings and specifications

\ 74

in Nmap style
» grabbing a banner
» Fundamental Weakness Like

Heart bleed scanning, custom
TCP/IP stack
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The most fundamental scanning procedure in
masscan 1s this one. This allows you to scan any
IPs. You can specify an IP range (192.168.133.129)
like you would in nmap in place of the subnet
value.

Now, using the IPs we scanned, we try to capture
banners. For this, there can be a problem. The OS
might reject the packet because masscan utilises a
custom stack. The tool's home page provides a clear
explanation of this. Therefore, we must specify a
different IP address in the same subnet for the time
being.

3.1.7 Fast Port Scan (hping3)

Hping3 1s a network tool that can send
custom TCP/IP packets and display the responses
from the target, much like how the ping program
displays ICMP responses. It can handle
fragmentation, packet body customization, and size
when transferring files wrapped 1n supported
protocols.

You can execute at least the following tasks
using hping3

Test firewall settings - Scanners for advanced ports

utilize various protocols, packet sizes, types of

services, and fragmentation to test the performance
of the network. Transferring files between even the
most fascist firewall regulations.

Use of hping3 for UDP and TCP Packet Crafting

of Packet
Packet crafting 1s a technique that

» Overview Crafting

allows you to find vulnerabilities

or entry points into a target
network.

» Fundamentals of hping3 Open the
Terminal after logging in to Kali
Linux.

» UDP packet crafting To perform
a UDP packet crafting in the
target machine, type:

» Send TCP SYN Request Launch

the Wire shark on Windows
machine again and leave 1t
running.
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3.1.8 Service Version Scan

A type of network investigation
known as a service version scan includes probing a
target system or network to find the versions of
services that are active on open ports. This can be
helpful for a number of reasons, including
determining possible vulnerabilities that might be
present in out-of-date software versions and
determining the system or network's overall
security posture.

Service version scans can be carried out
using a number of programs, including Nmap,
Masscan, and Metasploit. To determine the version
information of the services operating on a target
system, these tools typically combine port scanning
and banner grabbing methods.

I[f any current software versions have any
known flaws, they can be identified by looking at
the scan's results. Just keep 1in mind that you should

only scan service versions on networks or
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computers where you have been granted permission
to do so. Unauthorized scanning is possibly illegal
and might result in severe consequences.

3.1.9 OS Detection

An essential component of internet
security 1s OS detection. When carrying out
security operations like wvulnerability analyses,
penetration testing, and breach detection, it can be
useful to determine the operating system of the
target system.
To exploit a vulnerability in a specific operating
system, the attacker must first identify the OS
running on the target machine. OS detection can
help a security analyst determine if a system 1s
vulnerable to a particular attack by identifying the
known vulnerabilities associated with the operating
system 1n question.

In addition to this, OS detection can also
help 1n 1dentifying the type of network devices,
such as routers and firewalls, which are running on
a specific operating system. This information can
be used to tailor specific attacks that target the
vulnerabilities associated with that operating
system, and thus improve the overall effectiveness
of the attack. Overall, OS detection 1s an important
tool 1n the arsenal of any cyber security
professional, and 1t should be used to aid in the
detection and prevention of potential security
threats.

3.1.10 Vulnerability Detection with
Report

An 1important component of cyber security
1s vulnerability detection, which entails locating
flaws 1n applications, networks, and computer
systems that might be exploited by hackers. It 1s a
proactive strategy that enables organisations to find

weaknesses before attackers take advantage of

them.
It 1s crucial to notify the appropriate
parties as soon as a weakness 1s discovered so that
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it can be fixed right away. The wvulnerability's
specifics, such as its seriousness, the affected
systems, and the possible consequences 1if 1t i1s
exploited, should be described 1n the report.
Recommendations for mitigating the vulnerability,
such as deploying a patch or updating software,
should also be included 1in the report. The
vulnerability report should be written in plain,
simple English that both technical and non-
technical stakeholders can understand. It should be
accompanied by any supporting documentation that
can help to verify the wvulnerability, such as
screenshots or log files.

It may be necessary to
vulnerabilities to external stakeholders,

disclose
such as

software vendors or government organizations, in

addition to the appropriate individuals within the

organisation. This can make it more likely that the

vulnerability will be addressed broadly and that the

required precautions will be taken to defend against
otential attacks.

In general, vulnerability detection and
reporting are crucial components of cyber security
that can assist organisations in identifying and
reducing possible risks before attackers take
advantage of them. It i1s essential to approach
vulnerability identification and reporting with a
proactive mind set and collaborates with all
relevant stakeholders in order to fix vulnerabilities
in a timely and effective manner.

3.1.11 SOV Detection Scan (Share Of

Voice)

A Share of Voice (SOV) Detection Scan 1s
a valuable tool In cyber security to measure the
visibility of a brand, product, or specific
cybersecurity topic against competitors or related
topics. To conduct a SOV Detection Scan, the first
step 1s to define the cybersecurity scope, followed
by identifying competitors and collecting data on
the number of mentions for the brand or topic and
its competitors within a specified time frame. Once
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the data is collected, by calculating the Security
Operations Visibility (SOV), 1t 1s possible to
analyze the findings and identify opportunities for
improvement and create plans to enhance

awareness and visibility regarding cybersecurity. In
summary, the SOV Detection Scan 1s a crucial tool
that enables cybersecurity professionals to gain
insights into how their cybersecurity efforts are
perceived and develop strategies to stay ahead of
their competitors.

The Goal of SOV Detection Scan

The primary objective of conducting a
SOV Detection Scan is to identify and validate all
the systems and assets that belong to an
organization. The scan involves detecting all the
network 1nfrastructure, applications, servers, and
devices that are currently in use within the
organization. The main purpose of the scan 1s to
ensure that the organization has an accurate recorc
of its assets and systems and that no unauthorized
or unaccounted-for devices or systems could
potentially compromise the security of the
organization. By performing a SOV Detection
Scan, the organization can enhance 1ts security
posture and become more equipped to defend itself
against cyber security threats.

3.1.12 Specific Vulnerability

In the realm of cyber security, a specific
vulnerability refers to a weakness or defect 1n a
system, software, or network that can be exploited
by attackers to compromise its security. These
vulnerabilities can result from coding errors,
configuration problems, or flaws in the system's
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design.

An attacker may be able to execute

malicious code, get access to private data, or harm

the system 1n other ways by exploiting a weakness.

[t's essential to locate and address vulnerabilities as

soon as possible to thwart attacks and minimise
otential harm.

Vulnerability management, which entails
regularly scanning systems and networks for
potential flaws, prioritising them according to their
severity, and 1mplementing patches and other
security measures to reduce the risks, 1s an essential
part of cyber security. This makes it simpler to keep
the safety and defence of systems and networks
against potential cyber-attacks.

3.1.13 Firewall Bypass

In cyber security, the term "bypassing a
firewall" refers to getting through or getting beyond
the security procedures that a firewall implements
in order to gain unauthorised access to a network or
system. This 1s typically seen as malicious
behaviour and 1s frequently connected to hacking or
other online activities.

Network security 1s not complete without
firewalls, which help guard against viruses, illegal
access, and other online dangers. The originating IP
address, port number, or protocol are just a few
examples of predefined rules that can be used to
configure firewalls to block incoming and outgoing
traffic.
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There are many ways to get over
firewalls, including:

» Port scanning: The process of
looking for open ports that the
firewall has not blocked 1n order
to establish a connection.

> Tunneling: Forgoing a firewall by
establishing an encrypted tunnel
between two systems.

> Application-layer attacks: gaining
access to the network by taking
advantage of flaws 1n apps that
are permitted via the firewall.

» DNS tunneling: Bypassing the
firewall and smuggling data over
DNS traffic.

Remember that trying to get past a firewall
1Is against the law and can have serious
repercussions. To defend against such attacks,
organisations must put in place strong security

measures and often update theirr firewall
configurations.
3.1.14 FTP Login

The FTP (File transfer Protocol) protocol
1s frequently used to send files over the internet
between servers and clients. However, if not
correctly configured or secured, using FTP can also
present security risks. The possibility for
unauthorised access to sensitive data 1s one of the
main security risks connected with FTP. If the FTP
login procedure i1s not properly secured, this is
especially true.

Strong authentication procedures must be
in place 1n order to reduce the dangers related to
FTP login. This might entail using MFA (multi-
factor authentication) or mandating the use of
strong passwords that are updated regularly.
Additionally, 1t 1s advised to switch from plain-text
FTP to private FTP protocols like SFTP or FTPS
(FTP over SSL/TLS).
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Permissions for users and groups should
be correctly defined, and access to the FTP server
should be restricted. For instance, 1t 1s advisable to
deactivate anonymous FTP access when sending
sensitive data.

The general configuration of the FTP
server as well as the FTP login procedure may
contain security vulnerabilities that can be found
through routine security audits and vulnerability
assessments.

3.1.15 TELNET Login

TELNET 1s a protocol that connects two
machines together over a network. Because
TELNET sends data in plain text, making it
possible for anyone with network access to
intercept and read it, using 1t for remote login can
present a security risk. This means that your
username and password will be transmitted in clear
text if you use TELNET to access a distant system,
making 1t simple for someone with malicious
purpose to intercept your login information.

It 1s advised, in terms of cyber security, to
steer clear of TELNET and instead use more safe

protocols like SSH (safe Shell). Attackers will find
it much harder to intercept and read confidential
information like login credentials, please to SSH's
encryption of all data transmitted between the client
and the server.

To reduce the chance of interception, 1t 1s advised
to use a private network or VPN (Virtual Private
Network) 1f you must use TELNET for remote
login. Additionally, to help prevent unauthorised
access to your networks, you should always use
strong passwords and change them frequently.
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4. Result and Discussion

The results of network enumeration and
penetration testing carried out within a structured
network can vary depending on the precise testing
objectives and the level of security systems in
place. If conducted by a trained professional and
with the express approval of the company,
penetration testing can provide significant insights
into the network's security posture. The results
could include recommendations for tightening
security measures as well as an in-depth analysis of
the vulnerabilities and weaknesses found during
testing.

5. Conclusion

To summarize, network enumeration and
penetration testing are essential steps 1n cyber
security for detecting possible vulnerabilities and
weaknesses In a target network. Network
enumeration is the process of collecting
information about a network to comprehend its
topology, operating systems, applications, and
users. In contrast, penetration testing aims to
exploit these vulnerabilities to gain unauthorized
access. By performing network enumeration and
penetration testing, organizations can proactively
evaluate their current security measures and
identify areas for enhancement. But it's crucial that
these procedures are carried out by knowledgeable
professionals who abide by moral standards and
best practises, with the express consent of the
organisation being tested. Regular network
enumeration and penetration testing can aid
organizations 1n enhancing their overall security
posture and avoiding potential cyber threats. By
recognizing and fixing vulnerabilities before they
can be exploited by malicious actors, organizations
can minimize the risk of financial loss, data
breaches, and harm to their reputation.
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