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ABSTRACT

Information Gathering and Enumeration / Scanning place a vital role in Ethical
Hacking/Penetration Testing. The more they enumerate the more they get access to the
enumeration part of penetration testing is a little bit time-consuming because of using multiple
tools, several scripts, and comprehensive strategies in single scripts so it is unified. It works
very exceedingly fast. The result will be more precise and accurate when using comprehensive
scripts. Data Analysis for Red Teamer is a CLI-based Pentesting Tool, which is only supported
in Linux (Debian) Operating System. It will give proper results and valuable data is important
to test. This is applicable in the field of security professions and pen testers. It will cover a big
range of audiences in security aspects DART helps Penetration Testers / Red Teamers to
enumerate information in various technologies like Networking, Web applications, Open
Source Intelligence (OSINT), and Cryptography. It uses the utility of security tools like Nmap,
Nmap Scripting Engine (NSE), Whois-lookup, OSINT framework, Hash-Identifier, Hashcat,
John the Ripper, and API. DART helps Penetration Testers / Red Teamer to navigate quickly
and uses the full potential of the listed tool with a single comprehensive script. Data Analysis
for Red Teamer uses the efficacy of Nmap (Network Mapper) for Network Enumeration. Nmap
is while performing penetration testing. Open source Linux command-line program nmap is
used to search open ports, detect the vulnerability, host detection, and operating system. Web
Enumeration is a bit tougher than host discovery. It uses a particular methodology to uncover
everything about a target web service. The open-source paradigm emphasised the collection of
information using free programs. various public platforms, or resources. Another absolute
necessity to safeguarding data in communications systems is cryptographic protocols.

Cryptography diagnoses the hash type, and hash crack and encrypts the hash passwords.
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CHAPTER 1
INTRODUCTION
1.1 What is Data analysis

Data Analysis is the process to focuses on scanning and examining network
traffic data, with the intention of prohibiting or rapidly diagnosticate spiteful tasks. Data
analysis helps particular companies make sense of data. Data analysts consistently analyze
primary data for penetration and tendency. They use numerous tools and approaches to help
organizations make decisions and achieve. Red teaming is the practice of testing the security of
an organization’s systems by imitating a spiteful actor and managing secure systems or data. A
red team can be an extrinsically compressed group of penetration testers or a team within your
own organization. Red teamers provide a way for companies to test their defenses in (nearly)
real-world conditions. By allowing red teams to conduct attacks without warning, enterprises
can see how their existing security practices work in response to emerging threats.

The software application, router, web service, as well as online version, be tested
using only a method called pen testing to identify and exploit frailty Penetration testing is
mandatory, isolated from appraising security, to also evaluate the efficacy of protection systems
and security approaches. Each sort of desktop application, and device, including
software, requires a security audit. and architecture. A process that looks at a network, piece of
technology, or internet that can find its defects, as well as gaps, is characterized as vulnerability

analysis.

1.2 What is cyber security

Cybersecurity is the practice of protecting critical systems and sensitive
information from digital attacks. Also known as Information Technology Security, Ethical
Hacking It is the protection of computer systems and networks from information
disclosure, theft of or damage to their hardware, software, or electronic data, as well
as from the disruption or misdirection of the services they provide. It is otherwise
known as Computer Security or Information Technology security. There are Five
stages in Cybersecurity. They are,

= |nformation Gathering
= Enumeration /Scanning

= Vulnerability Assessment



= Reporting
Information Gathering and Enumeration play a vital role in Cybersecurity

A defense of networks and machines against mandatory disclosure, corruption, or
destruction of their equipment, programming, or metadata, along with the distortion or
manipulation of amenities they provide, is regarded as ethical hacking, occasionally referred to
as security in the field of information technology. It is sometimes described as data security
measures as well as information assurance. Cybersecurity is broken down into five categories.
Getting data, Penetration testing, Security Testing, Trying to exploit, and Disclosure is just a

few of these activities. DART, however, only addresses the initial three cybersecurity levels.

As is appropriate, network security has grown to be among the top priorities in the
modern world, including both individual users and programmers. The predominant aim of this
system is to discover the operating system, host detection, scan open ports and detect
vulnerabilities. Then it gives protection to secure the web-based system as well as illustrates
every aspect of the program's features Next, the OSINT framework will outcome gather
information about an individual or organization. After using Cryptography is an essential
appliance for securing information in the computer, and it will examine the hash type and

encrypts the hash passwords.
1.3 Enumeration

The enumeration in cyber security is extracting a system’s valid usernames, machine
names, share names, directory names, and other information. It is a key component of ethical
hacking and Penetration Testing, as it can provide attackers with a wealth of information that
can be used to exploit vulnerabilities. Enumeration can be used to find security vulnerabilities
within systems and networks. By conducting an enumeration scan, you can see what ports are
open on devices, which ones have access to specific services, and what type of information is
being transmitted. This information can then be used to exploit weaknesses and gain
unauthorized access. Enumeration is also called as Information Gathering Phase which is the
first phase. It establishes an active connection to the system at this point and launches directed
queries to learn more about the target. Enumeration is very important to programmers, as it
poses significant challenges to the security of any system. Secure programming is emerging as

an important concept because of enumeration.
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CHAPTER 2

LITERATURE SURVEY

In 2016, Jai Narayan Goell et al, and BM Mehtre2 et al. demonstrated how to use the
Vulnerability assessment mechanism in its entirety as well as highlighting how it may be
leveraged like a threat detection tool. A User acceptance testing enzyme's whole duration has
been covered. Researchers have compiled a list of the world's top User acceptance testing
programs, including gnu and widely viable, alongside details about the best ways to utilize tools
as well as which virtual machines they are interchangeable with. Such techniques can just be
extremely helpful for appraisal and just use during the Vulnerability assessment cycle. Experts

have decided that there is a need to employ Highlights the characteristics more frequently.

In 2017, Sangeeta Nagpure. Sonal Kurkure Webpage security is aided by a risk
evaluation including security testing for web-based- based applications. Pen testing, as well as
security testing, are two distinct sorts of security tools. This would be required to carry out two
independent jobs, and sometimes with odd results, within an identical space. Assessments and
intrusion detection systems for whichever corporation's competent in operating in the security
environment. Considering the weaknesses, either a conventional or automated exposure test is
feasible. Those who evaluated a variety of known issues within Online apps concurrently with

security audits using fully accessible as well as paid Internet assault methods.

In 2016 Prashant S. Shindel et al, and Shrikant B. Ardhapurkar? et al has proposed the Study
of Information security Through Scanning and Threat Intelligence which the variety of methods
being used risk assessments and vulnerability scanning are fully described (VAPT). Pay careful
attention to awareness regarding cyber security as well as the significance of keeping an
organization sheltered. Those who reach the conclusion that there exists a different kind of
VAPT tools, and that since vulnerabilities continue to develop, the ability to adequately should
indeed be modified to explore security flaws while also becoming more versatile such that

attack pattern signatures could be decided to add.

In 2018, Hasan, Ashikali, Meva, and Divyakant, has proposed Security testing on secure web
applications which uses fundamental security of web applications through the methodology of
potential vulnerabilities and functional testing (VAPT). So several cognitive as well as

operational weaknesses might affect software applications Vulnerabilities can happen due to

11



poor programming or an outdated system. VAPT process is specific access to secure the logical

and extensive technical vulnerability.

In 2018, Dr. SurenderJangra, Dr. Pankaj Kumar Verma, and A Survey on Assessment of
Vulnerability and Network Security by Penetration Testing approached this paper and The
system security and scientific method for performing complex protection as well as its analysis
were described. Also, it explored the frequently utilized techniques and tools for accumulating
data and assessing weaknesses. Eventually, vulnerability scanning paradigms are examined in
order to detect security flaws so that fixes can be developed to replace holes and enhance the
protection of the system, intranet, or apps. A methodology is a combination of particular
values, operations, and output values. It directs everyone on how to get to the outcome from

input data. The phases of penetration testing: Establishing a goal,

In 2019, S.M. Zia Ur Rashid has proposed Identifying and Avoiding Mysterious Dns server
Conquest Potential Threats Schema describing that perhaps just using a registry of domain
names is a critical component both of internet safety and the web applications utilized. The
confidentiality and functionality of its web addresses are completely the responsibility of such
nameservers. Nevertheless, there is an opportunity to seize over all the subdomains from the
external agencies as a result of delays in sample authentication and Whois configuration issues.
Such articles layout just the consequences of the issue on the company and provide a

comprehensive review of subdomain invasion.

In 2019. Goutam, Vijay, has suggested Online Safety is Improved by Risk Assessments and
Ethical Hacking Applications that focus on web application security. Security care when this
comes to organizations, and structures, including the financial services sector. The banking
system is more influenced by these problems. To check the security of the web application. The
organization executes penetration testing which points out the web application security and
attack actions. The structure will be mapped out which will deliver more safety to such

websites.

In 2020, R. Pandey, V. Jyothinda, and U. K. Chopra Network penetration as well as contingency
planning: The deployable approach Integration highlights the significance and scalability of
electronic objects to growing hazard analysis. It suggests employing a supervised infrastructure

to perform testing and get real results. Using evaluation methods, the Pic Microcontroller 3b+

12



must have been utilized to examine, analyze the absorbency, and evaluate support and

knowledge flaws.

In 2021, AmeyKanunje, and Sourabh Mahale, has suggested Penetration Testing and
Vulnerability Assessment which describes organizations that no longer have privately operated
data and display the client’s individual details among the security holes that could have been
repaired. On a Penetration test, they identify this problem early as an attacker, and they advise

how to fix them and eliminate eventuality vulnerability.

In 2021. Tae Hyun Kim et.al has approached Using Domain names to deliver global
authentication and authorization to consumers in a quick and effective way is described in a
survey of domain name system vulnerabilities and assaults. Nevertheless, the Domain name
was first created lacking encryption, thus the data is not secure. We provide an outline of DNS
issues, DNS assaults, and sometimes even security measures. For the goal of protecting against
the assaults that are introduced and assessed, strikes were segmented in-depth by strategy. Its

collection's key discovery is the introduction of a weakness. a vulnerability

In 2021, A. S. B. Singh, Y. Yusof, and Y. Nathan has proposed EAGLE: GUI-Based
Penetration Testing Tool for Scanning and Enumeration is a Visual interface application that
has been initiated made facilitate the process for even novice security researchers to still do
screening as well as quantification. As a corollary, the modification of something like a broad
range of parameters used mostly by high-level- level programming languages is eliminated. It
is simple to navigate and comprehend the scan facts thanks to the equipment-appropriate

outcome presenting and sharpening plugin.

In 2022,C. DeCusatis, P. Peko, J. Irving, M. Teacher, C. Laibach, and J. Hodge,
Accessibility towards conducting security audits to distant medical services using inexpensive,
fully accessible methods but rather open standards intellectual prowess has now been
recommended and assessed inside A Framework for Open Source Intelligence Penetration
Testing of Virtual Health Care Services. A creative-level manual testing approach for
behavioral health care is offered. Considering feasibility for multiple approaches, which list

prevalent weaknesses as well as recommended techniques

13



In 2022. J K Periasamy, Dakiniswari V, and Tapasya K has proposed Assessjet — Internet
Fuzzing and Contingency Planning that assist there in the detection of errors in apps and
websites. This is primarily consistent only with risk evaluation of online sites that utilizes user
information Security Vulnerabilities can be explored by utilizing proper scanning tools on the
back end. This method generates a wide range of reports that covers the disparate security

menacing a website

2.1 INFERENCES FROM LITERATURE SURVEY

= In the enumeration environment of the network and web where testing is just a click away,
good enumeration is essential for finding open ports, detecting the host, and operating the
system.

= Keep factors of network enumeration are extracting network range and mapping the
network.

= Domain name system is essential for web service and is responsible for the safety and

functionality of the domain names
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CHAPTER 3
REQUIREMENT ANALYSIS
3.1 SOFTWARE REQUIREMENTS :

» VMware (Virtualization)

Kali Linux (Main Operating System)
Metasploitable (Vulnerable Machine)
Visual Studio Code (Text Editor)
Python3

Bash

V V V V V

3.2 VMware

» VMware is a software that enables users with virtualization

» Itis a virtual machine software from VMWare.

» It enables multiple copies of the same operating system, or there can be several
different operating systems that can run simultaneously on the same

» VMWare’s virtualization technology one would be able to run another machine
within another physical machine and perform all tasks.

» Hypervisor abstracts the software from PC’s hardware and thus creates and manages

the virtual machines

W zoew 13 # Moasee
Azsastzs 13 P agw-

VWORKSTATION
R

16

Fig 3.1 VM ware
3.3 Kali Linux

» Kali Linux is a Debian-based Linux distribution.

» Kali Linux is a specially designed OS for network analysts, Penetration testers.

16



It is completely free and open source. So you can use it for free and even
contribute for its development.

That is easily accessible and offered for free to information security experts and
enthusiasts.

Supported Platform of the Metasploitable a vulnerable machine for developing and

executing security exploits.

Fig 3.2 Kali Linux in VMware

3.4 Metasploitable:

A\

Metasploitable is a Vulnerable Machine.

It is an open-source penetration testing and development platform.

It provides to exploitation of a variety of applications, operating systems, and
platforms. The main compone of Metasploits the module.

It is easy to use Metasploit while conducting a large network penetration test.
Metasploit conducts automated tests on all systems in order to exploit the
vulnerability.

Metasploit allows a clean exit from the target system it has compromised.

There are six total module in Metasploitable are,

= Exploits
= Payload

= Auxillary
= Nops

= Posts

=  Encoders

16



Metasploitable2-Linux - VMware Workstation 16 Player (Non-commercial use only) - 0o X

Player « i1 - = :@j rsd

Starting deferred execution scheduler atd
Starting periodic command scheduler crond
Starting Tomcat rvlet engine tomcat5.5
Starting web server apachel2
* Runming local boot scripts (retcs/rc.local)d
mohup: appending output to "nohup.out’
mohup: appending output to "nohup.out’

dJarning: Never expose this UM to an untrusted network?
contact: msfdevlatImetasploit.com

Login with msfadmin/msfadmin to get started

Fig 3.3 Metasploitable
3.5 Visual Studio Code

» Visual Studio Code, also commonly referred to as VS Code, is a source-code editor
made by Microsoft with the Electron Framework, for Windows, Linux and macOS.

» Features include support for debugging, syntax highlighting, intelligent code
completion, snippets, code refactoring, and embedded Git.

» Users can change the theme, keyboard shortcuts, preferences, and install extensions
that add additional functionality.

» In the Stack Overflow 2021 Developer Survey, Visual Studio Code was ranked the
most popular developer environment tool among 82,000 respondents, with 70%

reporting that they use it.

1i¢
1l ] €

Visual Studio Code

Start

Fig 3.4 Visual Studio Code
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3.6 Python3

» Python is a high-level, general-purpose programming language. Its design philosophy
emphasizes code readability with the use of significant indentation.

» Python is dynamically-typed and garbage-collected.

» It supports multiple programming paradigms, including structured (particularly
procedural), object-oriented and functional programming.

» It is often described as a "batteries included" language due to its comprehensive
standard library.

3.7 Bash

»> BASH (BOURNE AGAIN SHELL) is a shell program. SHELL Is the command
interpreter for the Operating System.

» Itis a command line language for UNIX-based Operating Systems. It allows you to
control the computer like a developer

» It is a command language that allows us to work with the file on the computer in a
way that’s more efficient and powerful then g a Graphical User Interface (GUI)’

» It provides functional improvements over Bourne Shell for both programming and
interactive use

» To save the file with the extension of .sh

BASH

THE BOURNE-AGAIN SHELL

Fig 3.5 Logo of Bash

18



CHAPTER 4
DESCRIPTION OF THE PROPOSED SYSTEM
4.1 SELECTED METHODOLOGY OR PROPOSED MODEL

Information is collected from a designated host or network through the method of network
enumeration. We can utilize it to discover hosts, analyze open ports, as well as find security
holes in computer systems. A component of "ethical hacking" for network security is networked
scanning. Network enumeration may be carried out by certain penetration tests in an attempt to
safeguard a software system. For network enumeration, choose any one tool, and then it asks
you to type the IP address of the vulnerable machine. Once you completed typing of IP Address
and then press enter it will give the result like the state of the port, vulnerability, operating
system, services, how many ports are closed, and at last, it will display how long it takes for

collecting that information

Assessment

[ Directing Vulnerability l

Diagnose functioning I l Discovering Open I

machines and users Ports, Services

: Techniques
Operating System i A

Fingerprinting

Network Enumeration ‘

Sketch out the
network resources

|
p .
Directing network
resources

Fig 4.1 Techniques of Network Enumeration
Network Enumeration contains
1)Nmap Comprehensive (all)
11)Nmap Service Version Detection
iii)Nmap OS Detection
vi)Nmap Live Host Detection
v)Nmap Scripting Engine (NSE)

Nmap (Network Mapper) It is an open-source Linux command-line tool that is
used to scan IP addresses and ports in a network and to detect installed applications. Nmap
allows network admins to find which devices are running on their network, discover open ports
and services, and detect vulnerabilities. Nmap can find information about the operating system
running on devices. It can provide detailed information like OS versions, making it easier to

plan additional approaches during penetration testing. During security auditing and

19



vuln2erability scanning, you can use Nmap to attack systems using existing scripts from the

Nmap Scripting Engine

>
>
>

Nmap is a useful tool for network scanning and auditing purposes.
It can search for hosts connected to the Network.
It can search for free ports on the target host.

It detects all services running on the host with the help of operating system.

» It also detects any flaws or potential vulnerabilities in networked system.

Advantages of NMAP:

>

>
>
>

Nmap is open-source and free to use.
It is used for auditing network systems as it can detect new servers.
It will search for subdomain and Domain Name System.

With the help of Nmap Scripting Engine (NSE), interaction can be made with the target

host.

It determines the nature of the service in the host and performs whether the host is a

mail service or a web server:

Specially-crafted packets to generate replies

Victim Machine

] Host replies to Nmap’s requests for analysis |

|

Life of host, Ports opened, Services Used, Host OS

Fig 4.2 Working of Nmap

The nmap-service-probes database contains probes for querying various services

and matching expressions to recognize and parse responses. Nmap it might tell you that

ports 25/tcp, 80/tcp, and 53/tcp are open. Nmap would report that those ports probably

correspond to a mail server (SMTP), web server (HTTP), and name server (DNS) respectively.

This lookup is usually accurate—the vast majority of daemons listening on TCP port 25 are, in

fact, mail servers.

20



Version detection uses a variety of probes, located in the nmap-service-probes file,
to solicit responses from the services and applications.Interrogating network services on remote
devices to determine application name and version number . The exact version of a service is
highly valuable for people looking for security vulnerabilities or monitoring their networks for
any unauthorizedNmap queries the target host with the probe information and analyzes the
response, comparing it against known responses for a variety of services, applications, and

versions.Nmap tries to determine the following parameter are

Service Protocol
Application Name
Version Number
Hostname

Device Type

YV V.V V V V

Operating System family
Both databases help Nmap first to detect the service behind the port such as ssh or

http. Second, Nmap will try to find the software providing the service (such as OpenSSH for

ssh or Nginx or Apache for http) and the specific version number.

Fig 4.3 Nmap detected the service version

In the above picture this time Nmap detected openSSH 4.7p1 Debian 8ubuntul
(protocol 2.0) behind port 22, Postfix behind port 25, and Apache httpd 2.2,8 ((Ubuntu) DAV/2)
behind ports 80.

21



High sped, parallel operation via non-blocking sockets and a probe/match
definition grammar designed for efficient yet powerful implementation.Determines the
application name and version number where available—not just the service protocol. It will
support both TCP and UDP Protocols.

To detect the operating system of a device, Nmap sends TCP and UDP packets
to a port and analyzes its response.Operating System detection is also called fingerprinting. OS
detection is far more effective if at least one open and one closed TCP port are found. We should
know about the five separate probes being performed to determine the OS.There are five
separate probes being performed. Each probe may consist of one or more packets. The response

to each packet by the target system helps to determine the OS type

The five different probes are.:

Sequence Generation

ICMP Echo

TCP Explicit Congestion Notification
i iy

UDP

vV V V V VY

Nmap scan report for 192.168.1.3
Host is up (0.0013s latency).
Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

MAC Address: 70:4F:57:69:7A:7C (Tp-link Technologies)
Device type: general purpose

Running: Linux 2.6.X

OS CPE: cpe:/o:linux:linux_kernel:2.6

OS‘detalls: Linux 2.6.23 = 2.0.38

Network Distance: 1 hop

Fig 4.4 OS detects Mac address, Device type et..

Live host detection is very important for pentester and ethical hacking. We are
going to use Nmap in Kali Linux to scan the network for live hosts. Host discovery in Nmap
is the process of gathering information about the host in the respective network. Host
discovery is also known as ping scan. Nmap uses options like ping or built-in script to look
after ports, services, and running servers on respective IPs using TCP and UDP. This may
lead to further enumeration. Nmap uses the -sP flag for ping scanning. This form of scan is

very advantageous for enumerating the host in a system. Nmap utilizing Transmission Control

22



Protocol and User Datagram Protocol, observes cloud services, applications, and connections
leveraging embedded resources via probe or perhaps a constructed script. This may steer to
further enumeration.

The Nmap Scripting Engine (NSE) is an incredibly powerful addition to
Nmap, extending functionality quite considerably. NSE. It’s the ability to let users write and
share their own scripts, so you’re not limited to relying on the Nmap default NSE scripts. Nmap

offers a variety of types of scans in order to scan a host for its open services. Used to identify

services on a host, the operating system running on the host NSE scripts are great for drafting
proof-of-concept code since the modules are written in Lua, a simple yet powerful language.
NSE scripts must be coded in Lua language. It allows us to quickly program any task we have
in mind with the help of the available NSE libraries. Its flexible syntax is easy to learn.
API permits its Port scanning tool to take into account arguments specifying designate
believable processes to be used during measurement. Browsers of the Command - line can write
or distribute codes thanks to that too. it elevates Server well above typical fast and easy

inspections into an even more automated, intricate one, including in space
\/

*»  Needed to handle specific tasks that cannot be done easily in Nmap in C++.

%  Motivations for using Lua.
*+»  NSE uses Lua to allow scripts to run against a host in parallel.

«»  Scripts use bindings to Nmap libraries for performance and access to networking

facilities.

<> It helps us to find the vulnerable, state, port, services, references, etc...

Host scripts are executed while the scan-in e

NSE Scripts rules mechaniam i

Fig 4.5 Rule and Scripts of NSE

Web Enumeration is used to discover resources in that website and web server, it
helps us to find the machine name, username, admins and scripts, etc. It is a technique used for

gathering information about the targeted website or domain or server It is used to identify
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vulnerable URL domain information, subdomain information, and vulnerable directories. It is
useful to report after finding vulnerable directories and subdomains to the respected person to
develop it. Web enumeration involves discovering resources that the web server is using, as
well as the underlying technology that the web server is running on. This information can help
you choose more effective vectors to use in an attack, as well as exploit vulnerabilities in
specific versions of web server software. A web domain is the URL or address of a webpage
that replaces the Internet Protocol (IP) address. Learn about the definition of web domain, top-

level domain (TLD), the purpose/explanation of web domains, and domain name syntax
Web Enumeration Contains
1) Web Domain Information
i1) Web Directory Enumeration
1i1) Web Subdomain Enumeration

A domain name is a string that identifies a realm of administrative autonomy, authority,
or control within the Internet. Domain names are used in various networking contexts and for
application-specific naming and addressing purposes. In general, a domain name identifies
a network domain or an Internet Protocol (IP) resource, such as a personal computer used to
access the Internet, or a server computer. Domain names are often used to identify services
provided through the Internet, such as websites and email services. As of 2017, 330.6 million
domain names had been registered. Domain names are formed by the rules and procedures of
the Domain Name System (DNS). Any name registered in the DNS is a domain name. Domain
names are organized in subordinate levels (subdomains) of the DNS root domain, which is
nameless. The first level set of domain names is top-level domains (TLDs).

A web directory is a website that owns a listing of links to another website each of which
is connected to an ordinary title and given a systematic method to discover websites. It is a data
collection of websites organized in such a method that they ease navigation. These links to web
labels are categorized according to particular criteria, such as alphabetical order. This assists
users search for info in an individual way. A web directory builds it simple to discover websites
by topic because a quest is beneficial in identifying internet sites utilizing vocabulary (plus if it's
a visual google product, pictures, recording, etc.). Online portals provide a collection of
hyperlinks that are organized to make navigation easier. A search query is provided by plenty of
article directories thus individuals can conduct searches but instead browse the database. The

following Figure 9 describes the directory enumeration

Web Subdomain Enumeration is the process of identifying all subdomains for a given

domain. This can be useful for a variety of purposes, such as identifying potential targets for an
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attack, or simply for organizational purposes. A subdomain is a second-level domain that is part
of a larger domain. Organizations can use subdomain enumeration for a variety of purposes,
such as inventorying their owned domains, or identifying which domains are being used for
which purposes. This can be helpful in organizational security efforts, as it can help identify
potential weak points that may need to be addressed. It is also really helpful to find old,
deprecated, and potentially vulnerable applications hosted on subdomains of which no one still
knows why they exist or who maintains them.

The term "open data intellectual ability" (OSINT) refers to instruments that make it possible
the collection of publicly available or online data. Open-source data mining systems’ main goal
is to learn more. regarding individuals/organizations. Intelligence investigators and analysts
support open-source information to improve their grasp of the menacing environment and assist
secure organizations and individuals from well-known peril inside their IT surroundings.
Skillset, cognitive prowess, and soft skills are all part of Open - source qualities. OSINT can be
used to secure the network in different ways there are Detecting possible menaces, Performing
risk assessment, and Surveillance of common platforms. OSINT frequently includes using
modern analytical techniques, such as NLP and ML, to evoke penetration and intelligence from

huge volumes of information.

OSINT includes
1) Number Info
i1) Trace the Global IP address

In the exploration of open-source intelligence, mobile numbers are crucial. Each and
everyone has a phone, which is intimately related to their lives and contains extremely crucial
information about them. To learn more about the phone number of the topic, use Number Info's
OSINT to learn about the line type, carrier, target local format, target international format,
prefix, location, and other pertinent details. The number itself contains some information, such
as the nation, city, and occasionally the carrier, however, it is probable to bring out the
additional data using a public platform. It can identify other details about the target that may
be attached to the phone number, it's easy to identify the weakest link and attack the target
using whatever information that's dug up. The data can be used to detect whether a phone
number is a throwaway VoIP number used to hide the owner's identity or a cell phone
belonging to a real person.

An Internet user should be able to openly access a worldwide IP address. An IP address
with a local scope cannot be routed to the Internet. This implies that even while your device
won't be able to access the Internet if it has a local-scope address, you will still be able to use
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campus network resources. Uniquely assigned IP addresses to devices connected to the Internet.
In the case of the address on the Internet, it is always necessary for communication over the
Internet If you look up a global IP address, “Internet Service Provider (ISP)” refers to a
company that provides access to the Internet to both personal and business customers. ISPs
may also provide other services, including email services, domain registration, web hosting,
and browser packages. An ISP may also be referred to as an information service provider, a
storage service provider, an internet network service provider (INSP), or any combination of
these three based on the services offered by the company. you can discover the name of the
nation, the region, the city, the time zone, and the Internet Service Provider (ISP). It

immediately displays the ISP's location on Google Maps.

Fig4.6 Displays ISPs on the map

Cryptography is the study of securing communications from outside observers. take the
original message, or plaintext, and converts it into ciphertext, which is not understandable.
The key allows the user to decrypt the message, thus ensuring on they can read the message.
The strength of the randomness of encryption_is also studied, which makes it harder for
anyone to guess the key or input of the algorithm. Cryptography is how we can achieve more
secure and robust connections to elevate our privacy. Advancements in cryptography make
it harder to break encryptions so that encrypted files, folders, or network connections are
only accessible to authorized users. Besides converting data together into a secured
configuration, raw data can be protected via encryption. Manuscript correspondence has
already been shielded against fraudulent reading through the implementation of cryptography
since the beginning of recorded history. Crypto encodes messages and data to prevent anyone
other than the destination node from seeing, interpreting, or processing it. In the modern era,
encoding is used to safeguard metadata. A goal of this computational science field is to

organize details in a manner that only permits users can perceive.
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Cryptography includes
1) Hash Identifier
i1) Hash Cracking-< John The Ripper >
iii) Hash Cracking-<Hashcat >
Hash-identifier is also helpful for identifying which hashing algorithm is being used
to provide a checksum value for a download. And it can be used to determine what program
a hashed file or value may belong to, such as an SQL database or another vendor-specific
format. A hashing function turns the readable passwords into jumbled up messes of letters
and numbers that should not be able to be reverse-engineered. Software that can distinguish
between the various hashing algorithms used to secure data, particularly passwords. Data
exchange between integrated data management systems is done using the encryption method of
hashing. The hashing identifier in Eloqua can be used to practice and recognize two different
types of hashes in order to exchange phone numbers and email addresses in an unidentified
fashion. The capability provides hashed versions of the recent contact field information and
allows you to map these details to other systems without providing any Personal Identifiable
Information (PII). The performance uses SHA256 hashes to peculiar identify contacts. The
following Figure 13 describes the discovery of hash to protect the data.

The tool for breaking passwords John The Ripper can recognize the majority of password
hash types and offers a user-friendly command-line interface. Some of the key features of the
tool include offering multiple modes to speed up password cracking, automatically
detecting the hashing algorithm used by the encrypted passwords, and the ease of running
and configuring the tool making it a password cracking tool of choice for novices and
professionals alike. John the Ripper is a password cracker that works offline. In other words,
it searches collected data for passwords without getting in touch with the target. Due to the fact
that the method is often performed locally, on the attacker's workstation, this prevents the
production of suspicious traffic. Although its primary application is to decrypt password hashes,
John may also be used to decrypt encrypted private keys, secured archive files, and many other
kinds of data.

Hashcat is a well-known and efficacious passcode cracker that is used by penetration
testers, system administrators, perpetrators, and intelligence agencies. The hashcat seems to be
a multi-threading functionality that allows you to set the numerous threads and
prioritize execution. Password cracking differs from assuming a site username and password,
which typically allows only one limited set of assumptions before holding the account. Rather,

anyone who has managed to gain access to a computer system containing encryption keys
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("hashes") will often attempt to break those hash values in order to retrieve the passwords.
Hashat is a particularly fast, efficient, and versatile hacking tool that assists brute-force attacks
by conducting them with hash values of passwords that the tool is guessing or applying. When
used for benign purposes, such as in penetration testing one’s own infrastructure, it can reveal

compromised or easy to guess credentials. Penetration testers on engagement will frequently

find themselves cracking stolen password hashes to move laterally inside a network, or to
escalate privileges to an admin user. Since penetration testers work to find security holes
on purpose, under contract, so that their customer can improve their security, this is also a

perfectly legitimate use case.
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4.2 SYSTEM ARCHITECTURE FOR THE PROPOSED SYSTEM

Choose

Yes

Network Enumeration

Web Enumeration

Open Source Intelligence (OSINT) Displays Output

Crptography

(a)

Nmap Comprehensive (all)
Nmap Service Version Detection '

" Valid
Nmap OS Detection OPtion
Nmap Live Host Detection
Nmap Scripting Engine (NSE ALL)

(b)

Web Domain Information
Web Directory Enumeration
Web Subdomain Enumeration

(©)

Number Info
Trace (Global) IP Address

(d)

Hash Identifier
Hash Cracking - <John The Rippers>
Hash Cracking - <HashCat>
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4.3 DESCRIPTION OF SOFTWARE FOR IMPLEMENTATION AND
TESTING PLAN OF THE PROPOSED SYSTEM

% Python3 is a computer programming language that is frequently used to create

applications and websites, automate procedures, and analyze data.

wide range of diverse programming.

reuse.

perfectly suited to develop your tool.

< Python3 is not specialized for any particular issue and may be employed to develop a

«+ Python supports modules and packages, which encourages program modularity and code

% Python also has a number of libraries that enable coders to write programs for data analysis

¢ It is fully extensible as well as works well with other libraries and this language is

% Its adaptability and complete novice-friendliness have elevated its position at the top of

the list of languages for programming in practice nowadays.

4.4 PROJECT MANAGEMENT PLAN

» Dart helps to find the proper result and the valuable data is important to test

» The tool is made up of Python3 and bash script, it allows you to control the computer

like a developer.

» This helps to give accuracy and precision and reduces the time

» Itavery little time-consuming owing to the employment of numerous tools, and scripts,

including thorough techniques in one script in order to ensure that it is unified.

» As the project is developed of various technologies built in single scripts to make time

intensive so it is integrated

» It moves concerning quickly and conveniently employs all of the mentioned tools to

their fullest extent utilizing only a single all-encompassing script.

30



CHAPTER 5
IMPLEMENTATION
5.1 COMMANDS INVOLVED IN THE TOOL

This tool supports Pentester / Red Teamer to enumerate information in disparate
technologies like Networking, Web Applications, Open Source Intelligence, and Cryptography.
Install the Vmware player, Metasploitable and Kali Linux. Then Import the Kali Linux and
Metasploitable to the VMware player, Once it is imported then do the configuration to get that
in the working process.

First, you open the VMware then boot the Kali Linux and Metasploitable simultaneously
Once that opens type the password to get into the Kali Linux but for Metasploitable you have
to log in and find the IP address for Metasploitable. The IP address of the vulnerable machine
is very crucial because it will travel through the Network Enumeration tools. Then again back
to the Kali Linux to open the terminal. In that terminal type the command that command will

confirm the path or folder and whether we use the right folder or not.

NempPoi-

File Actions Edit View Help

Downloads /DART
~/Downloads /DART

Fig 5.1 confirm the folder and path
Once it has been done it will pop up a sudo password for Kali, type the correct password
then only it will allow you to proceed further. Again type the command Is it will list the tools or
technologies and the technologies it will display the available service or tool as well as choose

the available service.

Fig 5.2 List the tools using various technologies
Further, the process is a little bit quite difference because here we using various
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technologies in a single script to make the process will consume less time for testing. This tool
will support disparate technologies that are Network Enumeration, Web Enumeration, Open
Source Intelligence, and Cryptography

For Network Enumeration, once choose an available service or tool it will pop up an
IP address here type the vulnerable machine IP address which we already took it out at the
begging of the process. This Vulnerable machine will travel through the process of testing held
on Network Enumeration and typing the IP address is done once means it will display the output
like open ports, service, protocol, vulnerabilities, etc... this process 1s the same for four services
except for Live host detection because there we have type full IP address like

192.168.91.129/24.

Fig 5.3 Network Enumeration
For Web Enumeration, again choose a service in the web enumeration. Once that
has been done then the main operating system will pop up the domain. on that, you have to type
the domain names like google.com, twitter.com, tryhackme.com, etc. Then once the typing
command process over means it will dis[lays genuine outcomes. Here, the previous operation

is kept on repeating for the next two services there is no changes in the process.

Fig 5.4 A Basic operation in Web Enumeration

In this Open Source Intelligence technology, we use two different services so both
the procedure of the operation is different. First, the technology deal with Number info here
chose the service it will, as usual, pop up a command like a phone number with a prefix. That
prefix is important to discover the country, code, location, etc. In the same technology next, we
saw the Trace Global IP address here also it will pop up a command global IP then open Firefox
in the main operating system where you type my global IP in the search box. It will display the
global IP. Once you have done the procedure it will display outcomes and directly locate to

Google map.
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Fig 5.5 Beginning process of prefix with phone number

In Cryptography technology, this technology deals with three hashing services. These
three hashing activities are completely different. First, it deals with Hash Identifier, as usual,
chose the service it will pop up a hash for that you have to go to Google and search for the
SHA256 generator. In that generator, generate the hash with normal words like football, cricket,
toy, etc. Once you generated the hash copy the hash as well as paste that to the popped-up
position then it will display the output. Next John The Ripper, previously we generated the hash
is crucial for this and the next one which is Hashcat. For John The Ripper it will pop up a hash
type for that we take the hash type from Has Identifier there it has rawSHA-256 which is the
hash type for John The Ripper. It will generate the output quickly. Then for Hashcat it will pop
up a hash number take the hash number from the Hash Identifier copy and paste the hash number

at the popped-up place as usual it will generate output rapidly.

e @ wnguAs @ Moaps % Now pleying May s KK Cheflamema

Online Tools

SHA26¢ . M File Hash

6382deaflfEdcbe?O20760bdad4a7bF2balE88840000b25e7928e621027Fb23ch

Fig 5.6 SHA256 Hash Generator
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CHAPTER 6
RESULT AND DISCUSSIONS

The testing results should include a detailed analysis of the vulnerabilities discovered. It is the
predominant and also most important distinction between pen tests and vulnerability
assessments. The vulnerabilities discovered must always be reported accurately to
the organization so that essential modifications can be made to repair the weakness throughout
their processes. As comprehensive scripts are used, the outcome will become more detailed,
accurate, and precise. This should produce high accuracy, as well as beneficial data is essential
for testing. Also, it provides security for the web-based application as well as shows all of the
application's detailed information. Following that, the Open source structure would also obtain
data on a specific person or organization. Even when using Cryptography, which is an effective
mechanism for safeguarding data stored on a computer, which will start examining a hash

variety and authenticate the hash credentials.
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CHAPTER 7
CONCLUSION
7.1 CONCLUSION

Everything is going online on the internet as a result of the ongoing digital revolution,
and as we all know, the web is not an extremely secure protocol. As a result, precautions must
be taken to protect the authenticity as well as the secrecy of the info. To expand reports of
information security, cyber threats, as well as information leakage, researchers should ensure
the security of our vital information. A vulnerability assessment is a complete and accurate
method for detecting security vulnerabilities. This study provides crucial details about the stage
as well as the significance of the testing process. System testing is divided into three stages:
information gathering, scanning, and frailty evaluation. Each of the aforementioned phases can

be done automatically utilizing Nmap and other tools.

7.2 FUTURE SCOPE

In the future. According to a technical report, the open source intelligence (OSINT)
market will develop at a significant rate between 2020 and 2026. The increase in the availability
of open-source data, as well as rising cyber risks, is expected to assist future growth. Analysts
predict that perhaps the huge amount of information dissemination will have a critical effect on
the market performance from 2020 to 2026. During the forecast period, the market will be
assisted by increased accessibility to public information and advancements in technology. Over
the course of time. OSINT would be developed to take the entire details of an individual person
which will gather utilizing extraneous APIs, Google Eavesdropping, phone books, and also web
crawlers, collect appropriate data such as nation, quick response code, as well as transmission
OSINT efficient process,

MERITS:
e This tool is very safe and secure.
e It will give the proper outcomes and valuable data is important to test.
e This tool will be generated the result will be more precise and accurate because of
using comprehensive scripts.
e Little bit time-consuming because developed with several scripts to build it as a

single tool for discovering loopholes and vulnerabilities in an organization.
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APPENDIX
A. SOURCE CODE

from NmapComp import nmapcomp
from NmapServ import nmapportserv
from NmapLiveHost import livehost
from NmapQOs import nmapos

from NmapNSE import nmapnse

#Color

grey ="\033[1;37m"
red ="\033[1;31m"
green = "\033[1;32m"
yellow ="\033[1;33m"
cyan ="\033[1;96m"

purple ="\033[1;35m"

def networkenum():

from Dart import main_menu
print(yellow + """

[>] Available Scripts

[a] Nmap Comprehensive (all)

[b] Nmap Service Version Detection
[c] Nmap OS Detection

[d] Nmap Live Host Detection

[e] Nmap Scripting Engine (NSE-ALL)
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")

inp = (input(cyan + "Choose >> "))

if (inp =="a'):

nmapcomp()

elif (inp == 'b"):

nmapportserv()

elif (inp =='c'):

nmapos()

elif (inp =='d"):

livehost()

elif (np="¢');

nmapnse()

elif (inp == 'back’):

main_menu()

elif (inp == 'exit’):

exit()

elif (inp == X'):

print(red + "Hint :")

print(green + "Is " + grey + " - to list scripts.")
print(green + "back " + grey + " - previous modules.")
print(green + "exit " + grey + "- to exit the tool.")
elif (inp =="ls"):

print(green + """
[>] Available Scripts

ad

(o v



[a] Nmap Comprehensive (all)

[b] Nmap Service Version Detection
[c] Nmap OS Detection

[d] Nmap Live Host Detection

[e] Nmap Scripting Engine (NSE-ALL)

"

else:

print(red + "Enter an valid option")
while True:
networkenum()

if name ==" main_ ":

networkenum()

#Nmap Comprehensive scan

import os

#Color

grey ="\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"
purple="\033[0;35m"
def nmapcomp():
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IP = input(cyan+"IP >> ")

print(os.system("nmap -sV -n -v -Pn -p- -T4 " + IP + " -A --open"))
if name ==" main_":
nmapcomp()

#Nmap Service Detection

import 0s

#Color

grey ="\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"

purple="\033[0:35m"

def nmapportserv():

IP = input(cyan+"IP >> ")

print(os.system("nmap -sV -Pn --min-rate 300 " + IP))
if name ==" main_":
nmapportserv()

#Nmap OS scan

import os
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#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"

purple="\033[0;35m"

def nmapos():
IP = input(cyan+"IP >> ")

print(os.system("sudo nmap -O -T 5 " + IP))

" "

if name ==" main_":
nmapos()

#print(os.system("nmap -A -T 5 " + IP))

#Nmap Live Host
import 0s

#Color

grey = "\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan = "\033[0;96m"
purple = "\033[0;35m"

42

“GL



def livehost():

IP = input(cyan+"IP/CIDR >> ")

print(os.system("nmap -sP " +IP + " | grep -0 192.168.*.*%"))
if name ==" main_":
livehost()

#Nmap NSE

import 0s

#Color

grey ="\033[1;37m"
red = "\033[1;31m"
green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"

purple="\033[0;35m"

def nmapnse():

IP = input(cyan+"IP >> ")
print(os.system("nmap --script=vuln "+ IP ))
if name ==" main_":

nmapnse()

from WebDomainInfo import webdomaininfo

from WebDirEnum import webdirenum
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from WebSubdomainEnum import websubdomainenum

# Color

#Color

grey ="\033[1;37m"
red ="\033[1;31m"

green = "\033[1;32m"
yellow ="\033[1;33m"
cyan ="\033[1;96m"

purple ="\033[1;35m"

def webenum():
from Dart import main_menu

print(yellow +

[>] Available Scripts

[a] Web Domain Information
[b] Web Directory Enumeration

[c] Web Subdomain Enumeration

")

inp = (input(cyan + "Choose >>"))
if (inp =="a'):

webdomaininfo()
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elif (inp =="'b"):
webdirenum()

elif (inp ="¢'):
websubdomainenum()
elif (inp == "back"):
main_menu()

elif (inp == 'exit’):

exit()

elif (inp =="Is"):

print(green +

[>] Available Scripts

[a] Web Domain Information

[b] Web Directory Enumeration

[c] Web Subdomain Enumeration

")

elif (inp == X'):

print(red + "Hint :")

print(green + "Is " + grey + " - to list scripts.")
print(green + "back " + grey + " - previous modules.")
print(green + "exit " + grey + "- to exit the tool.")
else:

print(red + "Enter an valid option")

while True:
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webenum()

if name ==" main_ ":
webenum()

import os

#Color

grey ="\033[1;37m"

red = "\033[1;31m"

green = "\033[1;32m"
yellow = "\033[1;33m"
cyan= "\033[0;96m"

purple="\033[0;35m"

def webdomaininfo():

domain = input(cyan+"Domain >> ")
print(os.system("whois " + domain))
if name ==" main_":
webdomaininfo()

#Hydra Web Enum

import os

#Color

grey ="\033[1;37m"

red = "\033[1;31m"

green = "\033[1;32m"
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yellow = "\033[1;33m"
cyan= "\033[0;96m"

purple="\033[0;35m"

def webdirenum():
domain = input(cyan+"Domain >> ")

print(os.system("sudo gobuster dir -e -u " + domain + " -w /usr/share/wordlists/dirb/big.txt -t
40-q")

if name ==" main_":
webdirenum()

# Web sub domain enum
import 0s

#Color

grey = "\033[1;37m"

red = "\033[1;31m"

green = "\033[1;32m"
yellow = "\033[1;33m"
cyan = "\033[0;96m"

purple = "\033[0;35m"

def websubdomainenum():
domain = input(cyan+"Domain >> ")

print(os.system("sudo assetfinder -subs-only " + domain))

" n

if name ==" main_":

websubdomainenum()
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from OsintNumberInfo import osintnumberinfo

from OsintTracelP import osinttraceip

#Color

grey = "\033[1;37m"
red ="\033[1;31m"
green = "\033[1;32m"
yellow ="\033[1;33m"
cyan ="\033[1;96m"

purple ="\033[1;35m"

def osint():
from Dart import main_menu

print(yellow +

Available Scripts

<a> Number Info

<b> Trace (Global) IP Address
")

inp = (input(cyan + "Choose >> "))
if (inp =="a'):

osintnumberinfo()

elif (inp =='b"):

osinttraceip()
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[+] 1s - to list scripts.
[+] back - previous modules.
] exit - to exit the tool.

Choose > 1s

[>] Tools availa

[a] Network Enumeration
[b] Web Enumeration

[c] Open Source Intelligence
[d] Cryptography

[i] info

[x] Hint

(0SINT)

Choose > a
[>] Available Scripts
[a] Nmap Comprehensive (all)
[(b] Nmap Service Version Detection
[c] Nmap 0S Detection
[d] Nmap Live Host Detection
[e] Nmap Scripting Engine (NSE-ALL)

Choose >

Neompoi-
Oowrioets DART

et

Flle Actions Edit View Help
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File Actions Edit View Help

[>] Available Scripts

[a] mmap Comprehensive (all)

[b] Nmap Service Version Detection
[c) Wmap 0S Detection

[d] mmap Live Most Detection

[e] Mmap Scripting Engine (NSE-ALL)

[>] Available Scripts

[a] Wmap Comprehensive (all)
[b] Mmap Service Version Detection

SempPoi-

K@kl -/Downlosds/DART

File Actions Edit View Help

[>] Available Scripts

[a] mmap Comprebensive (all)

[b] Wmap Service Version Detection
[c] Mmap 0S Detection

[d] Nmap Live Most Detection

[e] Mmap Scripting Engine (NSE-ALL)
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SRk

[>] Available Scripts

[a] Wmap Comprehensive (all)

[b] Wmap Service Version Detection
[c] Mmap 0S Detection

[d]) mmap Live Most Detection

[e] nmap Scripting Engine (NSE-ALL)

[>] Available Scripts

[a] Mmap Comprehensive (all)

[b] Mmap Service Version Detection
[c] Nmap 0S Detection

[d] Wmap Live Host Detection

[e] Mmap Scripting Engine (NSE-ALL)

A0k
APUAMMAM M
LB
K o
WM 0NN
AVPAVIAY 1
M O
W
SO
NWAC KNNNL

File Actions Edit View Help

[>] Available Scripts

[a] Web Domain Information
[b] web Directory Enuseration
[c] Web Subdomain Emuseration

lal@iaic -Downioads/DART

lals@kalc - Downloads/DART
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tali@kal -Downlosds/ DART

File Actions Edit View Help
[a] web Domain Information
[b] Web Directory Enumeration
[c] web Subdomain Enumeration
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File Actions Edit View Help

Bempoi-
kal@kal: - Downicads/ DART

File Actions Edit View Help

Choose »

Available Scripts

Nusber Info
Trace (Global) IP Address

Available Scripts

<a> Number Info
<b> Trace (Global) 1P Address
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File Actions Edit View Help

Available scripts

Nusber Info
Trace (Global) 1P Address
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- to list scripts
k - previous modules.
- to exit the tool.
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[>] Available Scripts

[a] Mash Identifier
[b] Mash Cracking - <John The Ripper>
(<] Mash Cracking - cHashCat>

Choose

SHA-256

GOST R 34.11-94

SHAZ-256

Keccak-256

Snefru-256

RIPEND-256

Haval-256 (3 rounds)
Haval-256 (4 rounds)
Haval-256 (5 rounds)

GOST CryptoPro S-Box
Skein-256

Skein-512(256)

Ventrilo

sha256($pass. $salt)
sha256($salt. $pass)
sha256(unicode($pass).$salt)
sha256($salt.unicode($pass))
HMAC-SHA256 (key = $pass)
HMAC-SHA256 (key = $salt)
ha256(sha256($pass))
sha256( sha256_raw($pass))
sha256( sha256($pass). $salt)
sha256($salt. sha2s6($pass))
$ha2s6($salt.sha2sé_raw($pass))
sha256(sha256($salt). sha256($pass))
sha256(sha256($pass). sha256($pass))
PANAMA

BLAKE2-256

WD6-256

Cisco Type 7

BigCrypt

Unbraco HNAC-SHA1

[>] Available Scripts
[a] Mash Identifier

[b] Hash Cracking - <John The Ripper>
[c] Mash Cracking - cHashCat>

Seompoi-

lali@kalz -/Downlosds/DART
File Actions Edit View Help

sha256($salt. $pass)
sha256(unicode($pass). $salt)
sha256($salt.unicode($pass))
HMAC-SHA256 (key = $pass)
HMAC-SHA256 (key = $salt)
sha256(sha256($pass))
$ha256(sha256_raw($pass))
sha256(sha256($pass). $salt)
sha256($salt. sha256($pass))
sha256($salt. sha256_raw($pass))
sha256( sha256($salt). sha256($pass))
sha256( sha256( $pass).sha256($pass))
PANANA

BLAKE2-256

ND6-256

Cisco Type 7

BigCrypt

Umbraco HNAC-SHA1

[>] Available Scripts
[a] Mash Tdentifier

[b] Mash Cracking - <John The Ripper>
[c] Mash Cracking - cHashCat>

Choose » b

[>] Available Scripts
[a] Hash Identifier

[b] Mash Cracking - <John The Ripper>
[c] Mash Cracking - cHashCat>

Choose »
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sha256( $salt. unicode($pass))
HAAC-SHA256 (key = $pass)
WAC-SHA256 (key = $salt)

sha256( sha2s6($pass))
sha256(sha256_raw($pass))
sha256(sha256($pass).$salt)

sha256( $salt. sha2s6($pass))
$ha256($salt. sha2s6_raw($pass))
sha256(sha256($salt).sha256(Spass))
$ha256(sha2s6( $pass).sha2s6(Spass))
PANAMA

BLAKE2-256

ND6-256

Cisco Type 7

BigCrypt

Unbraco MMAC-SHA1

[>] Available Scripts
[a) Mash Identifier

[b] Mash Cracking - <John The Ripper>
[c] Mash Cracking - cHashCat>

Simp

File Actions Edit View Help

lai@al - Downlosds/DART

kal:@halc - Downloads/DART
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Absiraet—

Infurttaion Glathersny sod Enumerauion £ Scanming plave o vita nae
in Ehical HackingTenctatinn Testing. The mnre they caumearste
the more they gel access o the enumerdtion purt of penctrubion
tesring {4 a little bt time=consuming becauss ol using multipla trls,
several sonipls, wd comprehensive sirategies in ungle sonpts sl is
unifiad. It works very exceedingly fast, The result will he more
precise and socurale when using coinprebensive scripls. Dala
Analysis for Red Teamer is a O I-tnsed Peniesting Toal, which is
wily suppetied in Linua (Debdund Operating Svstent, I will give
proper rowlie and valuable data dv impomaot wmoredr This Iy
applicahle in the Geld of securny proles suns ond pen tesders, Tt wall
enver i hig range of aidicnees in seeurity aspects DART helpy
Peictrlivn Tealern 7 Hed Tewners W entigierale infuisiation in
varmms bechnologiesn like Metworking, Wel applications, Cpen
Sovurce Intellipenee (ORINT b und Creplography. 11 uses the wtility
of sevunily weals ke Niag. Noiap Scapting Eogine (NSE), Whis
Iesakcupr, CORINT tromewnrk, Hush-ldeneificr, Hashcat, Inbn the
Rippee, and AP DART helps Tenetintion Testess o Rad Teamer 1o
navigate quickly and uses the full potentinl of the Yisted ool with
sinple comprebensive seeipl Dot Aol ysis for Bed Teamer uses e
efficnry of Nmap {SNetwork Mapper) for Network Enumeration,
wmap is while peaforming penetonlinn festing. Open source [inny
command-1ine propream amnap is used tn scarch npen parts, dereet the
viloerobality,  Juet  delsction, wod  opsialiog  svslenn Web
Etwimeratian is & bit toacher than hret disopyvary, 11 usts a pamicalar
it thudulopy 1o wncover everyibiog abuul a lrgel web service, The
apen-soiros parkdipm emphasised the enllaction of information
using free prograims, vanous prbdic plt (s, or reseuroes, Aot
flverlite necessity 1o safeguardiog datn i communications systens
in oryplogtuphic proteculs, Cryplugraphy dagooses the hosh ype.
and linsh ceack and encrypds the Diash passwonds,

Keywordr= Peoeteation Testing, Nowp, Network Seeveity, Wels
ApplicotionPenetvatinn Testing, Vulnerabiline Asteconiens, Hoash
Froacking, OSINT

I INTRODUCTION

L2ute Anolysds s the process o focuses on scanning snd examining
nerwork traffic duta, with vhe imention of pmhibiting or rapldly
diggnosivuwte  spieclul  tosks, Dot ondlysie  helps  paricular
enmpanics make aonse of data, Data analysts consiston]y analyec
prinury duta For penctration and wendoney, They use numcrous trls
and approaches w help crganizations mnke decizinns and achieve,
Ked tecuming o the proctice of desing (he security of an
organizalion’s systems by unitoting a spieful actor and mannging
socure Rystorms of cduts, A red todm cun be an exirinsicnlly
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commpressed proup of PEncErition WEeem of d am within eoar cwn
Uttt

The snftware applicatinn, fonter, weh serviee, as well as online
veersiug, b tested wsing ooly a e o called pea festing la ideofly
Al explndt frailty Teaciratinn westing s omnmlatory, isclaed from
appratsang secunly, o alsoevidwie s ellvacy of profection systeons
annd security apprvaciies, Eachsont ol deskiogs mpplication, aml device,
tncluding seftware, requires @ wecwrty sudst. and wrchiteciure, A
process that fenkyan a network, picee af lechanlopy, or intermet
that can find fs defocrs, es wiell s gaps, i chamctenired as
vulnerability amlysis,

Cyhemecurity is indeed the diseipling for protecting seositive dota
plus highly essential wssels vpamst vihine threws, A Jelense of
nebwirks and manclanes agai sl mandatory disclisuce, cotuption, or
destructicn of their equipment, programming, of melsdata, shng
with the distortion ar manipulation o amenities they provide, is
regurded as ethical hacking, necasionally referred e as sccurlty in
the feld of deformation technology, T is someianes deseribed as
data  =ccurity meoasures as well as  infoemation  assumiice.
Cybemsevurily 1» bivken down dute fve categucies, Gellang duln,
Ponctration wmenng, Security  Testing, Trying w exploit, and
Dhsclusare b just o few of these sctvites, DAKT, however, unly
addresses the initinl three cybersceurnity levels,

M LS AP MDA, nelwdk seonrity has ety 10 b xinag the Ly
privrilies in the modern world, including belh individusl gsens and
progeamuners, Tle predominaot ainn of this systen is o discoven e
operuling sysigm, hesd delcction. scan open ports and  detect
vulmeratlities, Then 1l prves prolection 6 secure the web-
based pystom s well g5 illustrates overy mspoct of the program’s
feamires Mewt, the OSINT  framework  will oulcome  gather
informetion. aboul un ididual ef orgumrution, Alter using
Cl}'{ﬂngmph}' % i #ssenial npp—'li.\m feur’ wn:ring_ infeamminn in
the eamputer. and it will examine the hash type and encrpts the
hinsh passwonds,

1 RELATED WORK

In 2008, Jai Naruyon Geoell ol al. wnd BM Mehired ¢l ol
demonémied how 1o wee the Valoemahility acessment mochamism
in dis enuceiy os well ws highlighung beow it may be leveraged like a
threat detection fonl, & User acceptance fesling enevnie's while
durativn has been cuvervd, Beseurvhers hive compiled u list of te
warld's 1op User acceptanee testing progeams, inchiding g and
widely viuble, wongsade Jelwils abuol e best winvs o utilide wuls
as well as which virual machines they are intcrchungeabls wirh.
Such tevhnigues can just be extremely helplul Tor uppraisal sod just
use daring the Vulnerahility assessment opclo. Faperts have decided
thit there 18 & nced o employ Highlights the charactoristics mode
fresquenity,
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In 2017, Sangeera Nagpure, Sunal Kurhune Wobpupe secunity
is aidad by arick evaluotian Inclisding security resting for webe-
Bibseds hased applications, Pen lesting, as well ar security Lesting, are
rwn disrinct snets of secarity 1nals, This would be required o cary
eart twe independent jobs, wnd sometimes with odd resuls, within an
identical spaee. Assesmens and imnesion deection sysems fn
whichever Corporalion’s COmpetonl tn operating in e secury
enviranmenl. Considering the weabnessen, eithien o cunventiomal v
putmated capiosurs et {4 fendhle. Thewe whe eviluored a varicey
ol houwn issues wibin Online appe concormenily with secunity
nadits using fully sccessihic ms well gy pald Interner pssault merhad s,

o 2006 Moshamt 5. Shinde! o &l A Shrikanmt R,
Ardhapurkar? ¢ al has propesed e Study of Tnfiwmaticn securty
Thenmiph Scunining amd Thresr Inrcllpence which the varlcry nff
meifaods Deing ueed sk s sspienls anmd vuloeenbility scanning are
fully deseribed (VALY Puy curetul altention o awarengs
regarding oy ber secunaly an well ws the signilvanve of keepang an
organiritinn sheltercd, Those whio rosch the conchisent that there
exdats g dilferens kind of YAF] wouls, and (has sinee vulnerabilitios
eostinme 1 devetog, e ability o sdomnely shoulil isdeed be
modilied 1 paplute secunly lews whale plse bevusung g
versalile sucln sk attack potiean signatures could Tie deidmd 1o pdd,

In 2K |lasas, Ashikali, Mevy, and Ihevakpnt, hos
propused Secunay lesing v sevure web applicatnons whicls wses
fundamentul seeufine rd weh apphicninns throagh the mathrdnlopy
of petentinl vulnerabilines aml functional esing (YAPTY So
seveml copnitive as well as operationnl weaknesses might affeer
software applivaoues Vuluerabilities can bappen Jue W puor
proprivmming or an oadaed systom. VAT process i specitic
peeess o secure e logical and extensive technical vulneability,

In 2818, D, Surendarfungma, L. Punki| Kumar YVerma, and
A Soevey nn Assecanom of Yaloerahiliy and SNevwmk Seoariny
by Feoetmution Testny uppmoachiod tas puper and The sysiem
pecunily aml seientif metsd for perfoamning compley pradection
ah well we i unalyses wene deseribed, Adsoo i exploced the
frequently viiliesd vechondaues wad tools for s stulating data and
mesgsking  woaknoses,  BEvenoally,  valpemhiliy  scanning
promdipms nre esnmumed w0 ondes 10 detecy security Tvws o i
fixes can be develped 10 replnee Tnles and enfanes the precninn
wl Uae westenn, (el of bpps, A metbodopy 5 o conbinatiog
of pitienlar enloes, apemtions, and ot valoes, T divects
evervene oo how (o gel b dae e ieonae I input dute, The phases
of penctratian tesating: Exenhlishing n goal,

In 201%, 50 Zia Ur Raehid has proposed Ddentilying wnd
Avoiding  Mystenious [us server Conguest Putemtinl Threws
Schemi descnibing that perbups just usdng & repistry o domdin
naies i5 8 critical component Twdl of inteeme) safety amd e weh
upphicuiivns uidisod, The confidentisliny and funcdonaliy of iy web
addresses are completely the rosponsibiling of’ such nameservers,
Neverhicloss, there 1% Un Appomuney 1 soire over ol the
sulibimnins fonn e eutemal agencies as o mesalt of delays in
famfile authenticarion snd Whaols confipuraton [ssues, Such amicles
Fawoun just the cunsequendes of ie dssue g e compuy pd
proveds o comprehensive review of subsdomsn invisiem,

I 2019, Gty Vijay, hes suggested (nling Satzry Iy
Improved by KRisk Axscssmonts wnd Lihical Hucking Arplicatons
that focus on web application secunity, Seaurity care when this
vomey o wrpanidations, wod structures, awluding the fooogial
pervives secter, The banking systent is moe influenced by (Tiese
problems, To check the secerty of the web wpplication, The
Lrpuidslivn eascules peoelntion testing which puiots vul the webs

applicalion secunty wnd smack sevions, The stroeiuee will be mogpped
et which will deliver siars satery to sueh wobsites,

In 2021 K. Fundey, ¥, Byathinda, wnd UL K. Cheoprs Melwirk
penctention as well as eratingeney plannings The deplovable
appmach Tategration hichlights the significonce and sealehiliy of
electermic olyerts g Tiaand nnalysis, 1 suggests emplaving
4 upervisad nledsaructireg 1o porlorm wsing wid get real resules,
Using evaluwiive e thods, e e Micoweoptuller 300 must live
heen uiilized 1 cxymine. unplyre the ahsnrhency.,
and evaluwie supputl and hauwledge Maws,

In 2ELE, AmevKnminje, and Soocabl Mahalo, hos sngposeed
Penetraticn Testing and Valoeeahality Assessnot which doscrilies
arganizativas il oo bmper Tuve privetely operated dat nmd disploy
the client s mdividunl dewmbs amaong the securmy bales thi eould
Tovve Dieen repained. O o Penwetzalion tesd, Uaey ideenily ths problem
carly as an unucker. whcd they advise how t 1% themt and eliminate
eventuilily vulnerability,

In 2021, Tue Lhvun Kim eyl hes upprosched Usang Domiin
nmes o deliver plebnl sothentaemion amd - patherizarion
cupsurmers m L guick and el nve wise os described in oo suevey of
dlimnin e system vuloesnhilities amd ossaulis. Nevenlisless, e
Drammain namie was irst erdated lucking encryption., thus the dutd 1s
aed secune, We provide su oulloe of LINS ssues, DINES wssaulis, wod
sATRCHINEY cven socurty medsarss, For the gnal ' prtecting
agnins i assnnlis nt mee intdiced s nssessed, srikes wee
sepmented in-depth by strategy. [t ealleetinn's key disenvery is the
inteuduction of o weakness, o vulmerabilily

Ian 2021, A 5 B Singh, ¥, Yusof, amd Y, Nnfhon has
propsed  LAdLE: GUL-LBased  Pencwration ‘Tesung  Tol for
Scanning wad Covwerntion is @ Visual laerface applicatiw Qu Ly
heen inftoted made (wcllitite the procow Tor even noviee security
fesearchiers 1o mill do screening ae well ns quantification, As o
coralinry, the medificntion of samething ke a brond ranpe of
purazmeters waed sty by Biph lovel level progrmmmdog lugonges
i eliminaned. T i sioygle 1o savigate aod ermpaehiend thie sean Gaces
thunks  lwihe  cyuipninl-Uppropriole  olcue  prosaling
sharpening plugin,

In HRAC, Defnsatis, P Pekin, 3o bving, M, Treacher, ©
Lathbach, and ). Hodee, Accessibility towunds conduceing secunry
At tix distan medival servaces ssangg e s peasive, Tully segessible
methods but rafber open stardards inig ot prowess has niiw
breen revotmmended and mseessed lside A Tiswewwb Tur Open
Souree Intelligence Penetatian Posting of Yieual Heslth Cars
Bervices, A crvativesJove] manual wsiang appresch for behavioral
health enre s affered, Considering  fepsibility. foe mliple
appanaches,  which  Ba peevalent wenkoesses ac well as
recnmimensded rechaiques,

In 2021, I K Perasamy, Dnkinioani W, aond Taprasya K has
prupased Asseskiel  Intermel Foczing wd Contingency Dlanning
thit wsslst there in the detection of orrmm in apps and websires. Thix
i primnarily consistent vnly wich sk evaluution of onling kies thul
wrilizes user Infarmntion Security Vuternhilivios con heexplored hy
utthzing proper scanming wxls on the bhock cnd, Ihis methisd
generates a wide cinge o reports thnt covers the disparate security
mEnaiog L wiehails

. WORK PROPOSAL
In (e proposed systen, tis svatem penceales the resull will be

highier poecise sl sccncae aliliongh nving comprehentive seripls.
This muechunism will produve proper resules, 1owill provide genune
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wtilcomtes and tae vaduwble datis is mors exeentinl, This tuol suppurts
Pentester & Red Teamer to enumerste infrrmation 0 disparre
techralopios ke Metworking, Web Applications, Open Sounce
ImieMigenee, nnd Crepingraply. The faliewing Figure | deseribes
ahout the architecturs of the propnsed system.
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Fig | System Aschitectms af Propised wark

The pruposed wurk of syseem wvileciuee describes Ui prixcess
of Starting 7 Booting the Kall Linuy (Main Operuting Sy<tem) and
Metiusplonluble (Yulnerable Machine) by using Viware, Tvpe the
comimamnd 15 will shaw the list o technnlngics, Then chonse the
technnlogies: Metwork Lnumeration, Weh Lasmeratinn, (pen-
Somrce Toteligence (OSTNT L and Cryprnarmphy, Onee yon clirsse
i fgtwork, web, OSINT, and cryplogruphy i will display e lst ol
tisials,

LI NETWORK ENUMERATION

Infrwmation is collecied fiam a designnied horl or wefwnrk
thresuph (he setlsosd ol oetwerk chumerdion. We cun uliliae it w
disenver hnsts, analyre apen pors, os well as find security hales in
crampaler systems, A crmpenent of “cthicel hucking® for netwnek
RECIH ill\- i nelwirked semning. Nelwik envecation  niy e
curmed out by corlum penelralien ek in an ateenpl to safoguard o
suflwage systemn Fug netwink eivieration, chovse any ane toul. and
then it asks you 1o tvpe the 1H address of the vulnerahle maching,
Ooee vou corpleisd teplmy of TP Address then press eoler i will
give the resalt like rhe state af the port, valnershility, operating
eyslem, services, how muny pors are closed, and a1 Lt it will

displuy how long i wbes Tor collecting than infocmusion, The
follawing Figure 2 describe ihent the wehnigques in network
ETUmETULitn

‘ Dhecting ¥ umeratalite
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Fig 2 Technigues of Merwork Enumeration

Metwnrk Enimeration Cantains
a) Winap Comprelensive (AR
by Mimap Serviee Versinn Detection
¢) Xriap 08 Delettivn
d) Mmnps Live Hawst Detection
e} Nap Sciping Eugine (NSE ALL)

AL NMAR COMPRENIENSIVE (ALL)

Nrwp 1 alse known us Network Mopper,  Network Inetael
address ot scroening iv done with the help of this fully sccessihlo
Dreblun comirol spplication functionuhty for the purpose of ncating
peagram installation, The mawoer it hes indeed geown allows i o
securately micdsire eyublly wireless conmes Dons as well wy isslated
howrs, Nmap s a wiliey thar nen meecly mirevey handwidih
viilizitiveg wad yel nlse ands io deteciing aesd prevenling issues with
e tetwrak, The CLamd G107 ;e heah simple o akilize 0G1N),
Securily eapenis ghl use Purl seutmang (or veilving which objecis
waere octive an fheir imemet, find apen netwarks as well as services,
und find existang valnecubiluees. [ oollevied wpen this Linux
keonel used by machines can alsa he found using Melssplon. When
plonning supplemeeiul wisvas fur sollw e lecling, it mighl provide
precise details ke Mulliple opering systenis, Workang on SN is o
threa-map proness wheeh s Semding Kegues)s, Hecewing Meplias, amd
Mitialyrang Kesjminnes, MNiviagy e g D sondie ol e ilulees schich ae
« Finding comnected machines on such a connectinn
* Checking e network's wviadlobde pont mumlers,
= Keging rowrimg paths aid respectrve ddentfication runhers fn tven
4 ol puralion,

o Bpanmg weaknesses i indirmatinn asseis
It frdlemaeing Figure 3 deseribes the compeehensive of nmap

Fig % M Comprehensive
LL2NMAPFSERVICE VERSION DETECTION

The databuse of Nmup-service probes contins gueres o
rojuest varinis services as well a8 identical phmses 10 load mnalysic
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uned anulyer respunses. Acvending to Tracerouls therpeulic silects,
pins 23 &lL oy well we 53 for Data transmissinng all scem o he
avuilable, The velneoubitity scanner i mlemcsted in wsking abuut
rraifes (e might imirate domain conirallers (DRMS), application
sorvery (HTTE), wnd defuule gacoway (551 "Thiy resole seemy
b typically quite reliable and valid Because & huge majociy of
praple win wulch and listen wlep proteeol 25 une setually carmer
preeva niaclmes, The Tarpet weckoae mwdule consists of oot
oof quericy thut are used by version predictinn i make roquesty for
responses bused unservices und apps,

Querving mremer praviders on distant swsfomy m disenver the
names as well as varsions of the application. Az weers soach for
securicy flaws in dhe compurer astwork, the specific versinn ot 3
seqvice is moredibly viloable, For every illegal mapping request, a
targered hnst imvestigates the paramerers and answers. These jssucs
bve included e Temslorw Existiog, Doplementation Tdeotifier,
L'nique ldentfier, Subnet mask, Henwser ‘T'ype. as well a5 Yictoal
Muchine Companivns, Noop listeos for, Dot databases help Nmop
ideniify a service, including HTTP ar S5H, thar eomey well after
the piort, Nmup then will muke an atiempd @ establish s service-
handling dechnndogy (incliding CpenSSH far ssho o Mgy ar
Apache foc HHTTHF) and 1w speale sequence nomber. The following
Figire 4 desceibes abow e deeclion in services and version
number.

Fig 4 Tretection of services and version iuinbers

313 NMAP 05 DETECTION

[n Nmap 98 detection, 0 discover the operuting syslemool o
oo, Nowp [oewards scmulwoy of Trswossion Conteol T'rotocol
wypeether with User Datagram Protocol communicaions ounsmitted
vin the desticaton s oespunse. The purpose of Linux Keroel
MDiagnnstics {OO517] soffware is 0 traverye the intomer hut alsa
Jelermne the piece of soliwace [ each computer. The key
companent af Aarathar can assist sie mAnagess in preventing
security risks 15 the Keroel of esch sod every secver just un s suboel,
ad well as Miose seuhon predefued denties,

The teem ~fingerprinting” cyuwlly applics o opemling sysiem
demaction. 05 idennfication is eansidorably effeciual whenever ar
lease pwer TUP ports—aone active and one closed—are discoveored.
Ulsess onght o be pware of e fveexticae myvestizations, being
accemplished b evaluate the O, Thers ane lve extricele probes
bty eacculed, One or even more packets iay aeo be presenl in
euch aod every probe, All wod every packels reply W the aicwed
gysien assizts o wlenlify 1he Cperaing Svstem (ype, The fpllowing
Iigoes 5 deseribey the prubes in operating syswem,

;- Sequence Oeneralion |
. n L il S

ICMT Eckea |

;':::nl;e;;inm . " —lf T Faploil € ompestmn Waibyesfion N |
_ {a |

| U |

[ 5 Probes of Cperating System
3 L4 NMAT LIVE TIOST DETECTTON

Live Iost Detevtion 12 eatrewe]y essentul for Inforoation
Security analvsls and While Hao /Frhical Hacking, I makes 0t
prubable 1 sean wn imdividual host or o wassive metwork with
thrnsands of hnsts and idertity pertinene infonmarion on b We are
mefemiog e utilizine Minep o Koli Dinos o semolnies the pelwock
fror aedive hosts, Hosl delection i the segqnence nsed mastly by ip
spouling W obtam data oo cach andd every sereerm o owiceless roulor.
The tallwving Figore & dezeribes the rerumed a1l e seannad and
detecied st

netihal L3sF rnap 5P 92.1%8,8.9-196

Fip 6 Nemap will cetorn wll seanned and detecied host

1oel detection 1= also koowo ws plog scan, Nmap poovides
o will acowrate info om all aciive TR on voore nevsorks, and each
1 cun then be probed which sllows the bighest check of whether is
uzed by o aotfiorized Or el v e reed person.

Mmisp wsek the -aF flag tor ping seanning. This form of scan
i4 very nrl-,nnl:pgenns. frar enumeral_iu.g e hasl inoq ayElen, Nump
wilizing Tramsmissinn OCnntrnl Procoenl wnd Dlser Datageam
Proweco], abserves cloud servives, applicalions, and cooneclions
Teveraging enthedded resources via prohe or perhaps a conshrocred
suript, This ey steer v fumber enumerution.

ALASNMAPF SCRIPTING ENGINE (NSE ALLY

I'ne programming tremewnrk of the notwoek Muspper 15 an
exlremely vipuroes eatension of Nomop, prolonpging perlomoumees
apprecinhly, MSE, I has the eapability mo pennit wsers @ produce
wad disteibule hewr own scagpls, Toosave o Mg a Nmap Scopliog
FEngina in tho extensicn of nse. NSE s efficiont in achieving o vasi
dhflereoue moeches, Iicwo detect the devices oo the syslens, scun [or
patulans porls, exectte & whois quely, and mee I ean probe q
notwork W odetect o recontly discloesd vulnerability. The mule
activares cansing rhe seripr s exocute, amd he aenive sk in e
keript is achicved. This alliws users tn exeend Mrosp and make o
meie useful, M3E scvipls are Tugh for sketching peoof of concepi
cade sinec the programs are writian in B, an cftortloss still sfrang,
lunpuupe. NST scripls wwst be codsd i Tua Linpwages, I peromdts us
w rapidly program atl tasks snd adaptublie syntug iz simple o wrtin,
AL permits i1 Porl seanning ool i ke o secou L armmenls
sperifying  designute belewabls provesses o be wsed - during
mensuremenl, Boowsers of e Comoaod - boe can wole o
distrihute codey thanky to that . it elevates Scerver well abave
Ivpical fast and edasv lnspections o an even mone aulomated,
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mincale ooe. meluding 1o space. The [ollowine Trpure 7 desonbes
shout tha mles and scripteof NSE

Prerube seripts are pectoomed earber exy hmap
scen pepeet and utilieed (o crele @ eew larged

Bt siphs e vscied ohile e st~
| mxhuiim

| Serviee seriply e perfimed lites ne all sets of
 the howt e scameed

! |
.: Paserule ertjiy sies achieve g vemembibing \\

- - -
|.'}z &Jdmgﬁum,maiu: e

Fig 7 Rules and Scripty of Nmap Scripting Engine
3.2 WEB ENIMERATION

Weh Enumeration is accostomed to exploming assets in that
wehsite and web sarver, i assizis us-to idemify the machine name,
oyereme, edmins and soripts, oie. It is an approach wsed tn obtain
data alwoant the 1apsted doman, server, or websine, [z faniliar o
find smscepeible dircerarics, risky subdnmains, snd weak domain
data T 5s beneficial 1o pazs on Lier unearthiog vuloerable direciones
end suhdaomains to the recommined individual to cvolve it The data
cun assisd you o select more elficacious mms to apply m an assault
a5 wll as use vulncrahilitics in pamicnlar versions of weh sorver
suflware. For Web Enumeralion, chuose wteul, and then it sk you
m fype e dnmam name once vou fnish teping it wAll showr the
resuliz like regisier dowain ID, sepisuy expuy date. domain status,
creahon date, updated dare, forms of uze, otc
Web Coumerslion contidns

a) Web Domain Tnfoomarion
b} Web Directory Conumeration

) Weh Suhdanuain Enumerarion
3.2.1 WEB DOMADN INFORMATION

I'be web addrzss 15 9 lerm o eapression that defines an aseu
of efleciive supervison, compeleie, o sovereagoly upon thad
World wide webh, Duning tochmical carly diggnosis o Incation as
well as ina mulimde of oaher inteesnnnestad sitmanns, domains
are sull weed. A D35S server wdeniies potenial oovinioel netwock ur
afrernarively, actual Tnrermet Backbane (170 asscrs, like the coneend
BCTVOT OF 3 svsiem used oy docess the =itz ¥ios are extensively
sommetimes uasd 1o distingsh enline service peoviders, sueh as oeh
hases and inremce crmrpaniza. Paer o 2007, 33LG millinn wieh
pages Iid been oblansd Bob policies aod peocsdures of e
Lyvmmin Kegistranon Organization diciate where names ore issued
(DS, All names Uil ame inl.'urpur.llcd il the [ov are consadened
damain names. Subdsmains or regisier name's loweor echeloms. The
following | 1pure 8 desenbes the infurmation ruthered om the domann
nf the weh

(EEFR RN PR ]

Fig # Infnirmation anabvrcd on the weh domain

2.2 WER DIRECTORY ENTMERATHON

A weh direciory is a wehsite thar oams s Tising afTinks 1o anndher
wehsite cach of which is comnected o oan ordinary tide and given a
svslematic mehed o diseover websites It i a data collection of
wehsiles organizod m soch o method that they case naviration. '] heae
hnks to web labels are colepomest accunding 1y particulir cokena,
such as alphzhedeal ordar. This assists users scarch for info inan
individual way. A web dorectory baalds 11 simples o discover websites
by topic hecause a qoest is hencticial in identifying inferner siles
ulilizms vocabukey (ples i 2ty o visual pooele prodoct, priiuces,
recording, elc.), Chsling |\'n1al: pravide 3 collectinn of by pplhnh that
are vrraniasyd Lo mike paviration sasier. A search guery 15 provadesd
hy plenny ot amicle ditecmarics thus individuals ean cnnduce searches
but msteud brw e e dutabose. The following Fiaure 9 descnbes he

dlirectony enilmaracicon

EosamaderanTe

Hig & Enumcratiom in Lirootory
A2 3WER STRDOMVIATN FANTUMERATION

Thie repeating it kavoskn a5 mooee i st o subeaiegany 55 jus
a sotion of snmcthing Tike & higeer name.. Subdnmging can he
decusivgred L e IJ1'~'|:I|..I'd EOCEs u]'l.,i“r, te, st ar hostiog a Blee. an
c-crmmcroe wehsite, or oven on entircly dispara wobsite trom the
base duman, Sebdomaons e generally acchomoted oo separmbe
varions  sorvicss or performances within an arganizarion or
Cumpany. Subduman envmernion i the wechanism ol Gasioeige
each and every suehdmain for a picdduced doraing, This can he
helplul fuz different hinds of growls, such as dlymueing the probabli
aim of wn assauly, o ensily for seboritnive perpuses . Selndomain
cnumeratinn  could asssl te genermic @ rance of  pretoction
awﬂumnhh\. ﬁﬁ.cfrnme damainassnh-domeaan s nf ained cnm]mme-:
aml 1 L'DJ.JI'LE‘!'.- the prubabality of descuvenog vulnerabalites or Duws.
The following Figure 11 describes the scanning the whele derails of
the sph damain.
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BN mhdl & gy

Fig 10 Scanmung the Jewils of the sulbdorisio
AAOPEN SOURCE INTELLIGENCE ({SINT)

The torm "rnptn data intellzctal ahiliy™ {ORINT) retors o
astoueents sl aake i1 possible the collection of publicly avadlable
nroanling data. Open-sonece data miming sysiems” main engl 15 o
Jeurn  mwre.  reranding mdivideals‘ormmizaions.  Ioveliseoce
imvcstigatons and analvsts support apen-snorce  infermation
impruva Lheir grosp of the menscmg sovronment and sl seours
nrganizations ardd irdivichiala from well-knoam poril inside Meir 1T
surroundings, Skillsel, copoive provesss, and soll skills aee all parl
of Cpen - somree quatices. CRINT can be osed o secore the netarork
in diffegen wavs theee e Deleclng, possable neoaces, Peforming
risk asscssmont, and Sorvcillance of commnne platforms. OSINT
Trequently i ludes usiny medem aodyienl wchoigles, such os WNLP
and ML, Lo evalke penecrigion and jnell gence fian hoge wlnmes of
intormastion.

LIEIN'T contains

a) Mumber [nfe

b] Trace (Dlahal) TP Addrese
311 NUMDBER INFO

In the explemtion of upen-souree mitellipence, mubile oucobers
ures cruciul, Buch and everyone hos o phune, which 15 inticoately
refated (0 their lives and confains exsteemely crucial information
ubout themn. Ta leurn more abuwl the phene noeber of te wpie, ose
Wumber Inf's (XSINT tn learn ahoot ¢he line type, camier, target
Jexcad Demmoad, taceel sciernatiomal [ureoag, prelis, locaion, wnd uibwer
pertinent datuils. The number el containy some informatinn, such
as he malion, city. and oceasionstly the carrier, Tovever, i3
probable o braege cut e addigooad dala wsine o puklce pladiarm. The
frllowing Figure 11 deseribes the picce of infnnmation with the help
ol i phooe ourber.

B IET

Fig 11 Taking a piece of infouymation fiom 4 oumber

AA2TRACE (GLOBAL) I ADDRESS

An Intemet wser should be whle to oponly access o worldwide
IT* addvess, An IF adidress will a logal eope cannol be mouled Lo Lhe
Internet. Thiv imaplics thar cwen while yoor device waon't he ahle
acoesy bhe Doveroel 1000 b o Lucal-scope agddiess, vou will sall be
able o wsc cumpus network resnunces. I you ook up a glohal 1H
address, you camk discorver the pme of the mation, e region, (he civy,
the tme zonc, and the Iowernet Service Provider (ISP, I
ipedinlely disphave e TSI ocation oo Gooele Blaps. The
follmadng Figure 12 deseribes the 159 on the map with help of
rlebal Ip

LT e

mr rwiers maed e WIEL 5 peal 0 e

salaturee diira wrlive seanborn 16 VIR0 1P s vamier)

Iae 12 displays the [SF's on the map
J4 CRYPTOGRAFPHY

Besples  converming  Jdada weether  Dolbe a secumsd
configuration, raw data can be proected i3 enaryplion.
Muanmseopl cormespondence hus alneady been shielded aprainst
fravdudent reading Umough e dmplenmentaaen of ¢rvproacaphy
singe the barinning of reordsd histore. Crype encodos messaans
And dala s revent anyome ciher than he destination node frem
sesine, inlerpreling, o processing il Inodee modern ee encoding
iw used e osatopoaed memdats. A poal of chis compuearianal
srienoe ficld % w0 ormanizc details in o moenner that omly
PECOLL USETS CALL PETERTYe

Cryptography contuing
u} [lash lendiGer
hy Hash Cracking - <John The Rippers:
e Ilash Crockang - <Thislut:-

341 HASIL IDENTIFIER

Bottware thut ¢an distinguizh between the yorous huashing
Mporithms wsed 1o secuie da, paclicutady passwonds, Dala
cuchange heoween infegrated dota management sydems 9 done
using the ericrypdion methrd of hazhing. The hashing ideneiticr in
Elogue ean ke wsed i practice and recognizse two different types off
Tiashes i prder wo exchange oo nmmhecs and eneil agddresses in
am umidenifed Geshion, T he capabtlity provides hashoed versiuns of
Ure recent vonlosl Oeld wfvcoation al allows wou 1o map Uese
detsily tn mther systoms withaout providing any Personal Jdentitishle
Informution (FII). The perfossonee wses STEA2SS baslaes (e peculiar
identity cantuctz, The fnllowing Figure 13 deszribes the discovering
of Ish v protect tie Jala

I 13 ldentilying the hash to secure disla
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342 HASH CRACKING - <IOHN THR RIPPER>

The wnl for bresking passwards Inhn The Ripper ean
recopnizr the mujority of pesswonl bosh tepes ood offees o user-
fricndly commisnd-line infertacs. lohn the Ripper is a passwond
cracksr that werks offlme. In other words, i searches collecied dotu
fow passwennda withnar gening in fonch werh the rarger. T 1 the
Fact thar the modnd i5 obten performed Incally. on the aftacker's
workaenan, (s prevents the prodocuen of suspiciouns ealfic,
Althoush s primary application {5 W decrept password hoshes,
Jobn max absw be veed 0 decrypl encrvpled private kevs, seclicesd
archive filzs. and many ocher kinds of data.

IAATASH CRACKTNG - <TEASTTCAT>

Hashead 5 a well known and 2fTicacions. passcede cracker
that i wsed hy penctradon  fosfors,  system administratars,
peipettors, and nlellizence soepcies, The bashcal seems o be g
mulo-thmeading  functonahey that  ollows vy tn set the
oumerows brewle  and  prionlice execuion. Password  cracking
differs from assuming a site uscrname and passwoond,
which pypwcally allows only one limited sct of assomptons befure
halding fhe seontini. Rarher, anyone whahas managed i gain aceass
1o @ commpurer Syslem conluning eocrvplion keys (“hashes"y will
oftrn amempr w broak thase hash valucs in order tooretricve the
pazswanaids., The Followmg Fizure 14 Jescribes the bash code
eracking with the help ot hash and hash numher

Fig 14 Cracking hash codes
4 RESULT AND DISCTSSTON

The rcamg resules shookd include a docadled wnalvsis of
the vulnerakilitees discovernd. [t s the predominant and obso most
impeitant  distinetion hetween  pen eesrs and  vulnesahiling
usscssmcnts, The vuloerabilites discoremed musl always be reportod
accurately 1o e organization so hat essential modifications cn be
mode wr nepair the wrakness throoshout their proesses, As
comprelensive wnpls are wsel. the outvume will becwse more
detailed. accurate. and precise. This sheuld produce kigh securacy,
s well an benelcial dara B essenital for testing, Alsy, it provides
securiry for the weh-hased spplication as well #3 shows sl of the
upplivativa s devailed imformation. Following tiat, the Opea soune
stincture woukd aln cbtain @i nn g specilic persin or organizatinn,
Luven when vsne Coplosraphy, which i un ellective mechamiom
for wlcpuanding dera stowed on a enmputer, which will s
examiming a hash vanety and suthenticite the hueh credentials.

5 PROSFECTIVE IMPROVEMENTS

In whe future. Acourbng w a ischoned repont, the open
pomirce intelligence (OSINT  market will develop ar a <ignificans rale
between 2020 and 2026, The wwreass in the svalability of wpen-
eouree Eana, as well as rising ovler fisks, i espectad 1o asda fuluee

growih,  Anulyses predict (it pecheps the bowe amouni of
Infarmarien disseminaion will hove a crideal effoct on the
kel perfommumce from 2020 tw 2026, Dunag the forccast period,
the marker will be gesisred by increased aceessikiliny o poblic
Infaemation and advancements in rechaabngy. (eer die course nf
tima. CYSINT wonlil e developed 1o lake the entie details of an
indivedusl persom which will guther uoliving exomncous APk,
Gapgle Euvesdropping, phune buuks, aml absy webs crva e, cullecy
upprpriate dats such wy matlen, gquick response onde, oy well By
trarstssivn OSINT effivienl protess,

& CONCLUSION

Everylhing s gning online on the nlerned a2 8 vesull ol the
angning digital revoluton, and as we all knaw, the weh (g not an
eattemely secure pootocol, As o pesull precaviions oust be daken Lo
pratect the wathenticity wy well as the secrecy of the info. T'n
expand repurls wf infvmmation sevuriiy, cvber threals, s well o
infrrmacion leakage, reacerchers shoukd ensure the sccurity ot oor
vital inlormution. A vulnerakbility assexament is & complete and
accurare mathmd tor desecring secanny vulnaeahilities. This snwdy
provides cructal detuls abost twe staige as well au the sipmGeanee of
e lesting process, Swslem ksl 4 divided inue iee stages;
infurmation guthering, sconning, and fradby evolootiom, Lach of the
lorementivned phises G be dune avtemuticdly ulilicing Nosap
und ether wails,
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