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ABSTRACT 

In modern cloud computing environments, virtual machines (VMs) are widely used to 

run various applications and services. To ensure secure and controlled access to VMs, 

static ports can be created and attached to VMs, along with firewall rules that allow only 

specific types of traffic to pass through. This abstract outline the steps to create a static 

port, attach it to a VM, and apply firewall rules for ping and Apache server access. 

Firstly, a static port can be created in the cloud networking configuration, specifying a 

unique port number. This static port can be associated with a specific VM, allowing 

incoming traffic to be directed to the VM through this port.  

Next, firewall rules can be applied to the VM's networking configuration to restrict 

access to only ping and Apache server traffic. For ping access, an ingress rule can be 

created to allow ICMP (Internet Control Message Protocol) traffic, which is used for ping 

requests, to pass through the static port. For Apache server access, an ingress rule can 

be created to allow HTTP (Hypertext Transfer Protocol) or HTTPS (HTTP Secure) 

traffic, depending on the configuration of the Apache server, to pass through the static 

port. 

By implementing these steps, the VM will only allow ping and Apache server traffic to 

pass through the static port, while blocking other types of traffic, ensuring a secure and 

controlled environment for accessing the VM. This can be beneficial in scenarios where 

specific types of traffic need to be allowed, while others are restricted, based on the 

security and operational requirements of the environment. 
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CHAPTER-1  

INTRODUCTION 

1.1 INTRODUCTION 

This project is about creating a static port and attaching it to a Virtual Machine (VM), 

while applying firewall rules to allow only ping and Apache server access. In this 

project, we will be focusing on setting up a secure network configuration for a VM by 

creating a static port, associating it with the VM, and configuring firewall rules to allow 

only necessary network access for ping (ICMP) and Apache server (HTTP/HTTPS) 

traffic. 

By following the steps in this project, you will learn how to create a static port, attach it 

to a VM, and implement firewall rules to restrict network access, ensuring that only 

authorized traffic is allowed to reach the VM. This will enhance the security of the VM 

by limiting potential attack vectors and reducing the risk of unauthorized access. 

Firewall rulesets should be as specific as possible with regards to the network traffic 

they control. To create a ruleset involves determining what types of traffic are 

required, including protocols the firewall may need to use for management purposes. 

The details of creating rulesets vary widely by type of firewall and specific products, 

but many firewalls can have their performance improved by optimizing firewall 

rulesets. For example, some firewalls check traffic against rules in a sequential 

manner until a match is found; for these firewalls, rules that have the highest chance 

of matching traffic patterns should be placed at the top of the list wherever possible. 

Throughout this project, we will provide clear and concise instructions, along with 

relevant examples, to guide you in setting up a secure network configuration for your 

VM. It is important to follow best practices for network security to protect your VM and 

ensure that it is accessible only by the necessary services while preventing any 

unauthorized access. So, let's get started and create a secure network setup for your 

VM by creating a static port and applying firewall rules for ping and Apache server 

access. 
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1.2 PROBLEM STATEMENT 

In today's era of virtualization and cloud computing, securing virtual machines (VMs) 

is critical to prevent unauthorized access and potential security breaches. Many VMs 

require specific network access for certain services, such as ping (ICMP) and Apache 

server (HTTP/HTTPS), while restricting access to other ports and protocols. 

The problem at hand is to create a secure network configuration for a VM by creating 

a static port and attaching it to the VM, and then applying firewall rules to allow only 

ping and Apache server access. This requires setting up a network configuration that 

allows only the necessary traffic to reach the VM while blocking all other traffic, 

ensuring that the VM is protected from potential security threats. 

1.3 AIM AND SCOPE 

1.3.1 AIM 

The aim is to create a secure network configuration for a VM by creating a static port 

and attaching it to the VM, and then applying firewall rules to allow only ping and 

Apache server access. This requires setting up a network configuration that allows 

only the necessary traffic to reach the VM while blocking all other traffic, ensuring that 

the VM is protected from potential security threats. 

1.3.2 SCOPE 

This document seeks to assist organizations in understanding the capabilities of 

firewall technologies and firewall policies. It provides practical guidance on developing 

firewall policies and selecting, configuring, testing, deploying, and managing firewalls.  

It's important to note that the scope of a static port on a VM is determined by the 

networking configuration and security settings implemented in the virtualization 

environment, such as virtual switches, firewalls, and routing rules. It's essential to 

follow best practices for network security and adhere to organizational policies when 

configuring static ports on VMs to ensure proper network isolation and protection of 

sensitive data.  
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1.4 OBJECTIVE 

The main objective of creating a static port for a Virtual Machine (VM) is to assign a 

specific, predetermined port number to the VM's network interface. This allows for 

consistent and predictable communication with the VM over the network, as the 

assigned port number remains constant even if the VM is restarted or its IP address 

changes. 

By using a static port, you can establish a fixed point of entry for network traffic to the 

VM, which can be useful for various purposes such as remote access, service 

communication, or network configuration. It also helps in managing network traffic and 

implementing firewall rules or security measures more effectively, as you can specify 

the allowed incoming or outgoing traffic based on the static port number. 

Overall, the main objective of creating a static port for a VM is to enable reliable and 

controlled network communication to and from the VM using a specific port number, 

ensuring consistent access and security measures. 

1.5 LIMITATION 

Static port allocation on virtual machines (VMs) has certain limitations. Firstly, it may 

conflict with the dynamic port allocation mechanism used by the host operating 

system, which could result in port conflicts and disruptions in network communication. 

Secondly, the number of static ports available on a VM may be limited by the 

operating system or virtualization software, which could restrict the total number of 

simultaneous connections or services that can be hosted. Additionally, static port 

allocation on VMs may not be portable across different virtualization platforms or VM 

migration scenarios, as the port allocation may be tied to specific VM configurations 

or host systems. Lastly, managing and maintaining static port allocations across 

multiple VMs can be cumbersome and error-prone, as it requires careful coordination 

and configuration management to avoid conflicts and ensure proper network 

communication. 
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1.6 ASSUMPTION AND HYPOTHESIS 

The researchers assume the following assumptions: 
 

1. A static port assigned to a VM remains constant and does not change over 

time, unless manually modified or reconfigured. 

2. A major assumption of survey research configuring a static port on a VM may 

improve security by limiting the number of open ports and reducing the risk of 

port scanning attacks. 

The researchers identify the following hypothesis: 

1. If a static port is assigned to a VM, it will consistently maintain the same port 

number, allowing for predictable communication and network configurations. 

2. If a static port is assigned to a VM, it may reduce the attack surface by only 

allowing communication through a specific port, potentially enhancing security 

and mitigating potential vulnerabilities. 

It is a tentative answer to your research question that has not yet been tested. For 

some research projects, you might have to write several hypotheses that address 

different aspects of your research question. 

1.7 CONCLUSION 

This chapter basically delivers the early stages about this project development. It 

explains more about the initial project development process. 
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CHAPTER-2 

    LITERATURE SURVEY 

2.1 INTRODUCTION 

A literature survey on static port virtual machines (VMs) with only ping and Apache 

access focuses on the use of VMs with static ports for networking and web server 

purposes. The survey aims to explore existing research, publications, and studies 

related to the configuration, deployment, and management of VMs with static ports, 

specifically those that allow only ping and Apache access. The survey may delve into 

various aspects, such as the motivations behind using static port VMs, the benefits 

and limitations of this approach, the security implications, performance 

considerations, and best practices for implementation. Additionally, the survey may 

cover case studies or real-world examples of organizations or researchers utilizing 

static port VMs for specific use cases, such as in testing, development, or production 

environments. The literature survey serves as a comprehensive overview of the 

existing body of knowledge on static port VMs with only ping and Apache access, 

providing a foundation for further research and exploration in this area. 

2.2 LITERATURE REVIEW 

A literature survey on static port virtual machines (VMs) that allow only ping and 

Apache server access reveals several findings. 

First, static port VMs are a type of virtualization technology that enables the creation 

of isolated and self-contained virtual instances of an operating system, running on a 

physical host server. These VMs are configured with fixed or static ports, meaning 

that specific network ports are reserved exclusively for their use, allowing for 

consistent and predictable communication. 

Second, static port VMs are often used in scenarios where network security is a 

critical concern. By utilizing fixed ports, these VMs can limit the surface area for 

potential cyber-attacks, reducing the risk of unauthorized access or data breaches. 

This makes them particularly useful in high-security environments or situations where 
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compliance requirements are stringent. 

Third, static port VMs typically implement strict access controls, allowing only select 

network protocols or services to be enabled. In the case of ping and Apache server 

access, these VMs are configured to allow incoming ping requests for network 

connectivity testing, and incoming requests to the Apache server for serving web 

content. This granular control over network access helps to minimize the attack 

surface and reduce the risk of security vulnerabilities. 

Several research studies have been conducted to evaluate the security benefits and 

performance implications of using static port VMs with limited network access. These 

studies have shown that restricting network access to only essential protocols, such 

as ping and Apache server, can effectively reduce the risk of security breaches and 

improve overall system security posture. Overall, the literature survey highlights 

various approaches for creating a static port and attaching it to a VM, along with the 

application of firewall rules to restrict access to specific services. These techniques 

provide enhanced security and accessibility to VMs in virtualized environments, 

ensuring that only the desired services are accessible while keeping other services 

protected from unauthorized access. 

In conclusion, they provide isolated and predictable communication channels, 

implement strict access controls, and have been shown to improve security posture in 

research studies. Further research in this area may continue to explore the 

performance, scalability, and applicability of static port VMs in various use cases and 

deployment scenarios. 

2.3 CONCLUSION 

This chapter discusses literature review that had been reviewed during feasibility 

studies. The literature review helps developer to discover the problem of previous 

research or system which needs to be improves and overcome in this system 

development. 
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CHAPTER-3 

METHODOLOGY AND TECHNOLOGIES 

The project methodology is important because it helps to organize investigation in a 

scientific way to overcome problems, structure, plan, and control the process of 

developing an information system. After system has been completely developed, it 

should be tested to make sure it achieves the objectives of the project. 

3.1 DEVELOPMENT DESIGN 

When designing a development environment on a static port virtual machine (VM) 

with restricted network access limited to ping and Apache server, it's important to 

prioritize security. First, the VM should be configured with the necessary operating 

system and development software, keeping the installation minimal to minimize 

potential vulnerabilities. Firewall rules and network security groups should be 

implemented to allow only incoming and outgoing traffic for ping (ICMP) and Apache 

server access (HTTP/S) on the designated static ports. Access should be restricted to 

trusted IP addresses or networks, and regular audits should be conducted to ensure 

the rules are up-to-date and aligned with the development requirements. Access to 

the VM should be strictly limited to authorized developers using strong authentication 

mechanisms, such as secure usernames and passwords or public key authentication. 

Two-factor authentication should be considered for an additional layer of security. 

Regular review and update of user accounts and access privileges are crucial to 

ensure that only necessary access is granted. 

Monitoring and logging should be enabled to detect any potential security incidents. 

Log files, including system logs and web server logs, should be regularly analyzed for 

any signs of suspicious activities or anomalies. Intrusion detection and prevention 

systems (IDPS) can be deployed to provide real-time monitoring and alerting on 

potential security threats. Regular backups of the development VM should be 

performed to protect against data loss due to hardware failures, accidents, or security 

breaches. Backups should be stored securely and offsite to ensure data integrity and 

availability. Keeping the VM and its software up-to-date with the latest security 
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patches and updates is critical. Regular security audits and vulnerability assessments 

should be conducted to identify and address any potential weaknesses in the VM's 

configuration and setup, including timely updates for the Apache server and other 

software used for development. 

By implementing these security measures during the design phase of a development 

environment on a static port VM with limited network access, developers can ensure a 

secure environment that allows only ping and Apache server access, reducing the risk 

of unauthorized access or security breaches and safeguarding the confidentiality, 

integrity, and availability of the development environment. 

3.2 METHODOLOGY PHRASE 

Static port virtual machines (VMs) are a type of virtualization technology that allows 

for the creation of virtual instances of a server with pre-assigned, fixed network ports. 

These VMs are isolated from the host system and can have their own operating 

system, software, and network configurations. When configuring static port VMs, 

several methodologies can be followed to ensure proper network access and security. 

One common approach is to restrict inbound and outbound traffic to only necessary 

protocols, such as ICMP for ping and HTTP/S for Apache server access. This can be 

achieved through firewall rules and network security groups. Additionally, the VMs 

can be configured with minimal installed software and services to reduce potential 

attack vectors. Unnecessary services and ports should be disabled or closed to 

minimize the attack surface. 

Regular security updates and patches should also be applied to keep the VM and its 

software up-to-date and protected against known vulnerabilities. Access to the static 

port VMs should be restricted to authorized users or systems only. Authentication 

mechanisms, such as secure usernames and passwords or public key authentication, 

should be implemented to ensure that only authorized users can access the VMs. 

Two-factor authentication can provide an additional layer of security. Monitoring and 

logging should also be implemented to detect any potential security breaches. Log 

files, including system logs, web server logs, and firewall logs, should be analyzed 
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regularly for any suspicious activities or anomalies. Intrusion detection and prevention 

systems (IDPS) can be deployed to provide real-time monitoring and alerting on 

potential security threats. Regular backups of the static port VMs should be performed 

to ensure data integrity and availability. Backups should be stored securely and offsite 

to protect against data loss due to hardware failures, accidents, or security breaches. 

Finally, regular security audits and vulnerability assessments should be conducted to 

identify and address any potential weaknesses in the static port VMs' configuration 

and setup. These audits can help identify any vulnerabilities that may have been 

missed and provide recommendations for further security enhancements. 

By following these methodologies, organizations can ensure that their static port VMs 

are configured securely, allowing only ping and Apache server access while 

minimizing the risk of unauthorized access or security breaches. 

3.3 SYSTEM REQUIREMENTS 

There some System Requirement for creating static port VMs with only ping and 

Apache server access. Here are some System Requirements: 

3.3.1 WINDOWS 

• Microsoft Windows 8/10 64-bit. 

• Memory (RAM): Minimum 1 GB; Recommended 4GB or above. 

• Hard Drive: Minimum 32 GB; Recommended 64 GB or more. 

• Processor: Minimum 1GHz; Recommended 2GHz or more… 

• Ethernet connection (LAN) or a Wireless adapter (Wi-Fi).  

3.3.2 WEB BROWSER 

HTML5-capable web browsers that can be used include the following: 

• Google Chrome 

• Mozilla Firefox 

• Safari 

• Microsoft Edge 
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3.4 APPLICATION TECHNOLOGIES 

3.4.1 AWS 

When deploying an application on a static port virtual machine (VM) with restricted 

network access limited to ping and Apache server on Amazon Web Services (AWS), 

organizations can utilize various technologies to achieve the desired functionality. 

AWS provides a range of services that can be used in combination to achieve this, 

including Amazon EC2 for VM deployment, Amazon VPC for network configuration, 

IAM for access control, Amazon CloudWatch for monitoring and logging, Amazon S3 

and Amazon EBS for backup and disaster recovery, and regular security patching and 

updates for the VM and software used, including Apache server. By leveraging these 

AWS technologies, organizations can create a secure environment that allows only 

ping and Apache server access, ensuring the confidentiality, integrity, and availability 

of their application while minimizing the risk of unauthorized access or security 

breaches. 

3.4.2 AWS EC2 

Amazon EC2 (Elastic Compute Cloud) is a cloud computing service provided by 

Amazon Web Services (AWS) that allows businesses to run virtual machines in the 

cloud. With EC2, businesses can easily deploy and manage virtual servers to meet 

their computing needs. EC2 offers efficient resource management, allowing 

businesses to scale their compute capacity up or down based on demand, optimizing 

costs while maximizing performance. It also provides flexible deployment options, with 

a variety of instance types and operating systems to choose from, as well as options 

for high availability through multiple availability zones. 

EC2 simplifies operations with easy management and monitoring tools, including a 

web-based console, API, and command-line interface, allowing businesses to monitor 

performance metrics, set up automated backups, and configure security groups. It 

also integrates with other AWS services, enabling businesses to create a 

comprehensive cloud computing solution tailored to their needs. 
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Security is a priority with EC2, offering features such as virtual private clouds (VPCs) 

for isolation, data encryption at rest with AWS Key Management Service (KMS), and 

security groups for access control. EC2 also includes built-in monitoring and 

automatic recovery features for high availability and reliability. 

In conclusion, Amazon EC2 is a powerful cloud computing solution that provides 

businesses with scalability, flexibility, easy management, and robust security features. 

Whether for small startups or large enterprises, EC2 empowers businesses to build 

and deploy applications in the cloud with confidence, optimizing costs and simplifying 

operations. 

3.5 NETWORK TERMINOLOGIES 

Server-side programming allows us to instead store the information in a database and 

dynamically construct and return HTML and other types of files (e.g. PDFs, images, 

etc.). 

3.5.1 TCP AND UDP 

 

Fig 3.1 TCP and UDP 
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Application protocols can use TCP, UDP, or both, depending on the design of the 

protocol. An application server typically listens on one or more fixed TCP or UDP 

ports. Some applications use a single port, but many applications use multiple ports. 

For example, although SMTP uses TCP port 25 for sending mail, it uses TCP port 

587 for mail submission. Similarly, FTP uses at least two ports, one of which can be 

unpredictable, and while most web servers use only TCP port 80, it is common to 

have web sites that also use additional ports such as TCP port 8080. 

Application clients typically use any of a wide range of ports. As with other aspects of 

firewall rulesets, deny by default policies should be used for incoming TCP and UDP 

traffic. Less stringent policies are generally used for outgoing TCP and UDP traffic 

because most organizations permit their users to access a wide range of external 

applications located on millions of external hosts. In addition to allowing and blocking 

UDP and TCP traffic, many firewalls are also able to report or block malformed UDP 

and TCP traffic directed towards the firewall or to hosts protected by the firewall. This 

traffic is frequently used to scan for hosts, and may also be used in certain types of 

attacks. The firewall can help block such activity—or at least report when such activity 

is happening. 

To allow only Apache server access on a system, you can configure the firewall 

settings to permit incoming connections on the specific ports used by Apache for 

HTTP (port 80) or HTTPS (port 443) traffic, while blocking all other incoming 

connections. There are some commands to configure the firewall to allow incoming 

connections on ports 80 and 443, which are commonly used by Apache for HTTP and 

HTTPS traffic, respectively. All other incoming connections will be dropped, effectively 

blocking access to any other services or ports on the system. 
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3.5.2 ICMP 

 

Fig 3.2 ICMP 

ICMP (Internet Control Message Protocol) is a network protocol that is commonly 

used for sending diagnostic messages and error reporting between network devices. 

One of the most well-known uses of ICMP is for ping, which is a simple network 

troubleshooting tool that sends ICMP Echo Request messages to a target device and 

waits for ICMP Echo Reply messages in response to determine the availability and 

round-trip time of the target device. 

Ping is widely used to test the connectivity and reachability of network devices, such 

as servers, routers, and switches. It works by sending ICMP Echo Request messages 

from the source device to the destination device, and the destination device responds 

with ICMP Echo Reply messages if it is online and reachable. Ping can be used to 

verify if a network device is up and running, measure network latency or round-trip 

time, and identify potential network connectivity issues. ICMP and ping can be 

configured and controlled in various ways, including allowing or blocking ICMP 

messages at the firewall level, setting specific ICMP types and codes to be allowed or 

blocked, and configuring ICMP rate limits to prevent network flooding or denial of 

service attacks. Properly configuring ICMP and ping can help organizations monitor 

and troubleshoot their network devices effectively while also ensuring security and 

protecting against potential vulnerabilities or attacks. 

ICMP is often used by low-level networking protocols to increase the speed and 

reliability of networking. Therefore, ICMP within an organization’s network generally 



14 

 

should not be blocked by firewalls that are not at the perimeter of the network, unless 

security needs outweigh network operational needs. Similarly, if an organization has 

more than one network, ICMP that comes from or goes to other networks within the 

organization should not be blocked. 

3.5.3 FIREWALL 

 

Fig 3.3 Firewall 

Firewalls are devices or programs that control the flow of network traffic between 

networks or hosts that employ differing security postures. While firewalls are often 

discussed in the context of Internet connectivity, they may also have applicability in 

other network environments. For example, many enterprise networks employ firewalls 

to restrict connectivity to and from the internal networks used to service more 

sensitive functions, such as accounting or personnel. By employing firewalls to control 

connectivity to these areas, an organization can prevent unauthorized access to its 

systems and resources. Inclusion of a proper firewall provides an additional layer of 

security. Organizations often need to use firewalls to meet security requirements from 

mandates (e.g., FISMA); some mandates, such as the Payment Card Industry (PCI) 
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Data Security Standard,1 specifically require firewalling.  

Several types of firewall technologies are available. One way of comparing their 

capabilities is to look at the Transmission Control Protocol/Internet Protocol (TCP/IP) 

layers that each is able to examine. TCP/IP communications are composed of four 

layers that work together to transfer data between hosts. When a user wants to 

transfer data across networks, the data is passed from the highest layer through 

intermediate layers to the lowest layer, with each layer adding more information. The 

lowest layer sends the accumulated data through the physical network, with the data 

then passed upwards through the layers to its destination. Simply put, the data 

produced by a layer is encapsulated in a larger container by the layer below it. 

3.5.3.1 PACKET FILTERING 

 

Fig 3.4 Packet Filtering 

The most basic feature of a firewall is the packet filter. Older firewalls that were only 

packet filters were essentially routing devices that provided access control 

functionality for host addresses and communication sessions. These devices, also 

known as stateless inspection firewalls, do not keep track of the state of each flow of 

traffic that passes though the firewall; this means, for example, that they cannot 
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associate multiple requests within a single session to each other. Packet filtering is at 

the core of most modern firewalls, but there are few firewalls sold today that only do 

stateless packet filtering. Unlike more advanced filters, packet filters are not 

concerned about the content of packets. Their access control functionality is governed 

by a set of directives referred to as a ruleset.  

Packet filtering capabilities are built into most operating systems and devices capable 

of routing; the most common example of a pure packet filtering device is a network 

router that employs access control lists. In their most basic form, firewalls with packet 

filters operate at the network layer. This provides network access control based on 

several pieces of information contained in a packet, including:  The packet’s source IP 

address—the address of the host from which the packet originated (such as 

192.168.1.1)  The packet’s destination address—the address of the host the packet is 

trying to reach (e.g., 192.168.2.1). The network or transport protocol being used to 

communicate between source and destination hosts, such as TCP, UDP, or ICMP  

Possibly some characteristics of the transport layer communications sessions, such 

as session source and destination ports (e.g., TCP 80 for the destination port 

belonging to a web server, TCP 1320 for the source port belonging to a personal 

computer accessing the server)  The interface being traversed by the packet, and its 

direction (inbound or outbound). Filtering inbound traffic is known as ingress filtering. 

Outgoing traffic can also be filtered, a process referred to as egress filtering. Here, 

organizations can implement restrictions on their internal traffic, such as blocking the 

use of external file transfer protocol (FTP) servers or preventing denial of service 

(DoS) attacks from being launched from within the organization against outside 

entities. Organizations should only permit outbound traffic that uses the source IP 

addresses in use by the organization—a process that helps block traffic with spoofed 

addresses from leaking onto other networks. Spoofed addresses can be caused by 

malicious events such as malware infections or compromised hosts being used to 

launch attacks, or by inadvertent misconfigurations. Stateless packet filters are 

generally vulnerable to attacks and exploits that take advantage of problems within 

the TCP/IP specification and protocol stack. Firewalls that operate at higher layers 
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can thwart some spoofing attacks by verifying that a session is established, or by 

authenticating users before allowing traffic to pass. Because of this, most firewalls 

that use packet filters also maintain some state information for the packets that 

traverse the firewall. Some packet filters can specifically filter packets that are 

fragmented. Packet fragmentation is allowed by the TCP/IP specifications and is 

encouraged in situations where it is needed. However, packet fragmentation has been 

used to make some attacks harder to detect (by placing them within fragmented 

packets), and unusual fragmentation has also been used as a form of attack. For 

example, some network-based attacks have used packets that should not exist in 

normal communications, such as sending some fragments of a packet but not the first 

fragment, or sending packet fragments that overlap each other.  

3.5.3.2 STATEFUL INSPECTION 

Stateful inspection improves on the functions of packet filters by tracking the state of 

connections and blocking packets that deviate from the expected state. This is 

accomplished by incorporating greater awareness of the transport layer. As with 

packet filtering, stateful inspection intercepts packets at the network layer and 

inspects them to see if they are permitted by an existing firewall rule, but unlike 

packet filtering, stateful inspection keeps track of each connection in a state table. 

While the details of state table entries vary by firewall product, they typically include 

source IP address, destination IP address, port numbers, and connection state 

information. Three major states exist for TCP traffic—connection establishment, 

usage, and termination (which refers to both an endpoint requesting that a connection 

be closed and a connection with a long period of inactivity.) Stateful inspection in a 

firewall examines certain values in the TCP headers to monitor the state of each 

connection. Each new packet is compared by the firewall to the firewall’s state table to 

determine if the packet’s state contradicts its expected state. For example, an 

attacker could generate a packet with a header indicating it is part of an established 

connection, in hopes it will pass through a firewall. If the firewall uses stateful 

inspection, it will first verify that the packet is part of an established connection listed 

in the state table. In the simplest case, a firewall will allow through any packet that 
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seems to be part of an open connection (or even a connection that is not yet fully 

established). However, many firewalls are more cognizant of the state machines for 

protocols such as TCP and UDP, and they will block packets that do not adhere 

strictly to the appropriate state machine.  

For these protocols, most firewalls with stateful inspection are only able to track the 

source and destination IP addresses and ports. UDP packets must still match an 

entry in the state table based on source and destination IP address and port 

information to be permitted to pass—a DNS response from an external source would 

be permitted to pass only if the firewall had previously seen a corresponding DNS 

query from an internal source. Since the firewall is unable to determine when a 

session has ended, the entry is removed from the state table after a preconfigured 

timeout value is reached. Application-level firewalls that are able to recognize DNS 

over UDP will terminate a session after a DNS response is received, and may act 

similarly with the Network Time Protocol (NTP). 

3.5.3.3 APPLICATION FIREWALL 

A newer trend in stateful inspection is the addition of a stateful protocol analysis 

capability, referred to by some vendors as deep packet inspection. Stateful protocol 

analysis improves upon standard stateful inspection by adding basic intrusion 

detection technology—an inspection engine that analyzes protocols at the application 

layer to compare vendor-developed profiles of benign protocol activity against 

observed events to identify deviations. This allows a firewall to allow or deny access 

based on how an application is running over the network. For instance, an application 

firewall can determine if an email message contains a type of attachment that the 

organization does not permit (such as an executable file), or if instant messaging (IM) 

is being used over port 80 (typically used for HTTP). Another feature is that it can 

block connections over which specific actions are being performed (e.g., users could 

be prevented from using the FTP “put” command, which allows users to write files to 

the FTP server). This feature can also be used to allow or deny web pages that 

contain particular types of active content, such as Java or ActiveX, or that have SSL 

certificates signed by a particular certificate authority (CA), such as a compromised or 



19 

 

revoked CA. Application firewalls can enable the identification of unexpected 

sequences of commands, such as issuing the same command repeatedly or issuing a 

command that was not preceded by another command on which it is dependent. 

These suspicious commands often originate from buffer overflow attacks, DoS 

attacks, malware, and other forms of attack carried out within application protocols 

such as HTTP. Another common feature is input validation for individual commands, 

such as minimum and maximum lengths for arguments. For example, a username 

argument with a length of 1000 characters is suspicious—even more so if it contains 

binary data.  

Application firewalls are available for many common protocols including HTTP, 

database (such as SQL), email (SMTP, Post Office Protocol [POP], and Internet 

Message Access Protocol [IMAP]), voice over IP (VoIP), and Extensible Markup 

Language (XML).4 Another feature found in some application firewalls involves 

enforcing application state machines, which are essentially checks on the traffic’s 

compliance to the standard for the protocol in question. This compliance checking, 

sometimes call “RFC compliance” because most protocols are defined in RFCs 

issued by the Internet Engineering Task Force (IETF), can be a mixed blessing. Many 

products implement protocols in ways that almost, but not completely, match the 

specification, so it is usually necessary to let such implementations communicate 

across the firewall. Compliance checking is only useful when it detects and blocks 

communication that can be harmful to protected systems. Firewalls with both stateful 

inspection and stateful protocol analysis capabilities are not full-fledged intrusion 

detection and prevention systems (IDPS), which usually offer much more extensive 

attack detection and prevention capabilities. 

3.5.3.4 APPLICATION PROXY SERVER 

An application-proxy gateway is a feature of advanced firewalls that combines lower-

layer access control with upper-layer functionality. These firewalls contain a proxy 

agent that acts as an intermediary between two hosts that wish to communicate with 

each other, and never allows a direct connection between them. Each successful 

connection attempt actually results in the creation of two separate connections—one 
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between the client and the proxy server, and another between the proxy server and 

the true destination. The proxy is meant to be transparent to the two hosts—from their 

perspectives there is a direct connection. Because external hosts only communicate 

with the proxy agent, internal IP addresses are not visible to the outside world. The 

proxy agent interfaces directly with the firewall ruleset to determine whether a given 

instance of network traffic should be allowed to transit the firewall.  

In addition to the ruleset, some proxy agents have the ability to require authentication 

of each individual network user. This authentication can take many forms, including 

user ID and password, hardware or software token, source address, and biometrics. 

Like application firewalls, the proxy gateway operates at the application layer and can 

inspect the actual content of the traffic. These gateways also perform the TCP 

handshake with the source system and are able to protect against exploitations at 

each step of a communication. In addition, gateways can make decisions to permit or 

deny traffic based on information in the application protocol headers or payloads. 

Once the gateway determines that data should be permitted, it is forwarded to the 

destination host.  

Application-proxy gateways are quite different than application firewalls. First, an 

application-proxy gateway can offer a higher level of security for some applications 

because it prevents direct connections between two hosts and it inspects traffic 

content to identify policy violations. Another potential advantage is that some 

application-proxy gateways have the ability to decrypt packets (e.g., SSL-protected 

payloads), examine them, and re-encrypt them before sending them on to the 

destination host. Data that the gateway cannot decrypt is passed directly through to 

the application. When choosing the type of firewall to deploy, it is important to decide 

whether the firewall actually needs to act as an application proxy so that it can match 

the specific policies needed by the organization. Firewalls with application-proxy 

gateways can also have several disadvantages when compared to packet filtering 

and stateful inspection. First, because of the “full packet awareness” of application-

proxy gateways, the firewall spends much more time reading and interpreting each 

packet. Because of this, some of these gateways are poorly suited to high-bandwidth 
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or real-time applications—but application-proxy gateways rated for high bandwidth 

are available. To reduce the load on the firewall, a dedicated proxy server can be 

used to secure less time-sensitive services such as email and most web traffic. 

Another disadvantage is that application-proxy gateways tend to be limited in terms of 

support for new network applications and protocols—an individual, application-

specific proxy agent is required for each type of network traffic that needs to transit a 

firewall. Many application-proxy gateway firewall vendors provide generic proxy 

agents to support undefined network protocols or applications. Those generic agents 

tend to negate many of the strengths of the application-proxy gateway architecture 

because they simply allow traffic to “tunnel” through the firewall. 

3.5.3.5 DEDICATED PROXY SERVER 

Dedicated proxy servers differ from application-proxy gateways in that while 

dedicated proxy servers retain proxy control of traffic, they usually have much more 

limited firewalling capabilities. They are described in this section because of their 

close relationship to application-proxy gateway firewalls. Many dedicated proxy 

servers are application-specific, and some actually perform analysis and validation of 

common application protocols such as HTTP. Because these servers have limited 

firewalling capabilities, such as simply blocking traffic based on its source or 

destination, they are typically deployed behind traditional firewall platforms. Typically, 

a main firewall could accept inbound traffic, determine which application is being 

targeted, and hand off traffic to the appropriate proxy server (e.g., email proxy). This 

server would perform filtering or logging operations on the traffic, then forward it to 

internal systems. A proxy server could also accept outbound traffic directly from 

internal systems, filter or log the traffic, and pass it to the firewall for outbound 

delivery. An example of this is an HTTP proxy deployed behind the firewall—users 

would need to connect to this proxy en-route to connecting to external web servers.  

Dedicated proxy servers are generally used to decrease firewall workload and 

conduct specialized filtering and logging that might be difficult to perform on the 

firewall itself. In recent years, the use of inbound proxy servers has decreased 

dramatically. This is because an inbound proxy server must mimic the capabilities of 
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the real server it is protecting, which becomes nearly impossible when protecting a 

server with many features. Using a proxy server with fewer capabilities than the 

server it is protecting renders the non-matched capabilities unusable. Additionally, the 

essential features that inbound proxy servers should have (logging, access control, 

etc.) are usually built into the real servers. Most proxy servers now in use are 

outbound proxy servers, with the most common being HTTP proxies. The HTTP proxy 

would handle outbound connections to external web servers and possibly filter for 

active content. Requests from users first go to the proxy, and the proxy then sends 

the request (possibly changed) to the outside web server. The response from that 

web server then comes back to the proxy, which relays it to the user. 

3.5.3.6 VIRTUAL PRIVATE NETWORK 

 

Fig 3.5 Virtual Private Network 

Firewall devices at the edge of a network are sometimes required to do more than 

block unwanted traffic. A common requirement for these firewalls is to encrypt and 

decrypt specific network traffic flows between the protected network and external 

networks. This nearly always involves virtual private networks (VPN), which use 

additional protocols to encrypt traffic and provide user authentication and integrity 

checking. VPNs are most often used to provide secure network communications 
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across untrusted networks. Two common choices for secure VPNs are IPsec6 and 

Secure Sockets Layer (SSL)/Transport Layer Security (TLS). The two most common 

VPN architectures are gateway-to-gateway and host-to-gateway.  

Gateway-to-gateway architectures connect multiple fixed sites over public lines 

through the use of VPN gateways— for example, to connect branch offices to an 

organization’s headquarters. A VPN gateway is usually part of another network device 

such as a firewall or router. When a VPN connection is established between the two 

gateways, users at branch locations are unaware of the connection and do not require 

any special settings on their computers. The second type of architecture, host-to-

gateway, provides a secure connection to the network for individual users, usually 

called remote users, who are located outside of the organization (at home, in a hotel, 

etc.) Here, a client on the user machine negotiates the secure connection with the 

organization’s VPN gateway.  

For gateway-to-gateway and host-to-gateway VPNs, the VPN functionality is often 

part of the firewall itself. Placing it behind the firewall would require VPN traffic to be 

passed through the firewall while encrypted, preventing the firewall from inspecting 

the traffic. All remote access (host-to-gateway) VPNs allow the firewall administrator 

to decide which users have access to which network resources. This access control is 

normally available on a per-user and per-group basis; that is, the VPN policy can 

specify which users and groups are authorized to access which resources, should an 

organization need that level of granularity. VPNs generally rely on authentication 

protocols such as Remote Authentication Dial In User Service (RADIUS). RADIUS 

uses several different types of authentication credentials, with the most common 

examples being username and password, digital signatures, and hardware tokens. 

Another authentication protocol often used by VPNs is the Lightweight Directory 

Access Protocol (LDAP); it is particularly useful for making access decisions for 

individual users and groups. To run VPN functionality on a firewall requires additional 

resources that depend on the amount of traffic flowing across the VPN and the type of 

encryption being used. Many firewalls include hardware acceleration for encryption to 

minimize the impact of VPN services. 
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3.5.4. NETWORK ACCESS CONTROL 

Another common requirement for firewalls at the edge of a network is to perform client 

checks for incoming connections from remote users and allow or disallow access 

based on those checks. This checking, commonly called network access control 

(NAC) or network access protection (NAP), allows access based on the user’s 

credentials and the results of performing “health checks” on the user’s computer. 

Health checks typically consist of verifying that one or more of the following comply 

with organizational policy. 

• Latest updates to antimalware and personal firewall software   

• Configuration settings for antimalware and personal firewall software   

• Elapsed time since the previous malware scan   

• Patch level of the operating system and selected applications   

• Security configuration of the operating system and selected applications  

These health checks require software on the user’s system that is controlled by the 

firewall. If the user has acceptable credentials but the device does not pass the health 

check, the user and device may get only limited access to the internal network for 

remediation purposes. 

3.5.5 UNIVERSAL THREAT MANAGEMENT 

Many firewalls combine multiple features into a single system, the idea being that it is 

easier to set and maintain policy on a single system than on many systems that are 

deployed at the same location on a network. A typical unified threat management 

(UTM) system has a firewall, malware detection and eradication, sensing and 

blocking of suspicious network probes, and so on. There are pros and cons to 

merging multiple, not-completely-related functions into a single system. For example, 

deploying a UTM reduces complexity by making a single system responsible for 

multiple security objectives, but it also requires that the UTM have all the desired 

features to meet every one of the objectives. Another tradeoff is in performance: a 

single system handling multiple tasks has to have enough resources such as CPU 

speed and memory to handle every task assigned to it. 
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CHAPTER-4 

RESULT AND DISCUSSION 

4.1 SAMPLE SCREENSHOTS 

Implementing and testing are the important parts in order to produce the good quality 

of system. It refers to the process of testing implementations of technology 

specifications. Technique adopted for the evaluation and testing of static port VM is 

test case testing which test the system functionalities modules by modules to ensure 

that the software confirms to its specification and meets the requirements. Below are 

the sample screenshots of the developed system.  

 

AWS EC2 

 

Fig 5.1 EC2 Interface 
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CREATING INSTANCES

 

Fig 5.2 Creating Instance 

 

  

 

 Fig 5.3 Creating Instance 
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Fig 5.4 Creating Instance 

 

 

 

RUNNING INSTANCES 

 

Fig 5.5 Running Instance 
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SECURITY GROUP 

 

Fig 5.6 Security Group 

 

 

INBOUND RULES 

 

Fig 5.7 Inbound Rules 
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PING 

 

Fig 5.8 Ping 

ACCESSING APACHE SERVER 

 

Fig 5.9 Apache Server 
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AWS MANAGEMENT CONSOLE 

 

Fig 5.10 AWS Management console 
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CHAPTER-5 

SUMMARY AND CONCLUSION 

5.1 CONCLUSION 

In conclusion, the creation of a static port virtual machine (VM) with ping and Apache 

server access using Amazon EC2 can provide businesses with a flexible and scalable 

solution for hosting web applications. By leveraging EC2's features, such as efficient 

resource management, flexible deployment options, easy management and 

monitoring, and robust security features, businesses can create a reliable and secure 

environment for hosting their web applications. 

5.2 FUTURE WORK 

There are several potential areas for future work in the creation of a static port VM 

with ping and Apache server access. Some possible directions for further exploration 

include: 

• Customizing Security Groups: Businesses can further enhance the security 

of their VM by customizing security groups to allow only necessary inbound 

and outbound traffic, restrict access based on IP addresses or CIDR blocks, 

and configure advanced firewall rules. This can help mitigate potential security 

risks and ensure that the VM is accessible only to authorized users. 

• Automating Deployment: EC2 provides tools like AWS CloudFormation and 

AWS Elastic Beanstalk that allow for automated provisioning and management 

of resources, including VMs. Businesses can explore automating the 

deployment of static port VMs with ping and Apache server access using these 

tools, enabling faster and more consistent deployments. 

• Performance Optimization: Fine-tuning the performance of the VM, such as 

optimizing the Apache server settings, tuning the VM's CPU and RAM 

configurations, and leveraging caching mechanisms, can further optimize the 

performance of the web applications hosted on the VM. 
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• Monitoring and Alerting: Implementing comprehensive monitoring and 

alerting solutions using AWS CloudWatch or other monitoring tools can provide 

real-time visibility into the health and performance of the VM, allowing for 

proactive identification and resolution of issues. 

• Scaling and Load Balancing: As web applications grow, businesses may 

need to scale their VMs horizontally or vertically, or implement load balancing 

to distribute traffic across multiple VMs. Exploring EC2's auto-scaling and load 

balancing capabilities can help ensure that the web applications hosted on the 

VM remain highly available and responsive to user traffic. 

In summary, the creation of a static port VM with ping and Apache server access 

using Amazon EC2 opens up opportunities for further customization, automation, 

performance optimization, monitoring, and scaling, offering businesses potential 

avenues for future work to enhance their web hosting capabilities. 
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