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ABSTRACT

Network monitoring is the process of constantly monitoring a computer network for
problems such as slow traffic or component failure. Network Monitoring tools are
always scanning the network and are designed to automatically notify network
administrators via text, email, or other application such as Slack when a problem
occurs. Network monitoring software differs from network security or intrusion
detection systems in that network monitoring is focused on internal network issues
such as overloaded routers, server failures, or network connection issues that could

impact other devices.

Network monitoring solutions can also initiate failover to remove problem device or
circuits from duty until remediation can be performed to repair the issue. Ideally, a
proactive network monitoring solution will prevent downtime or failures before they

occur by identifying anomalies that could lead to outage if unchecked.

Continuous monitoring is critical to maintaining network integrity. The best network
monitoring tools provide visualisation or a dashboard that provides at-a-glance
status of monitored network components, indicating any out-of-norm parameters
that require further examination or components such as switches, routers, firewalls,
servers, and software services, applications, or URLs that could be the source of
network disturbances. For maximum effectiveness, a network monitoring system
should include high availability components so that a hardware or software failure of
systems running the network management tool can be automatically remediated by

fail-over to another network monitoring installation.
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CHAPTER 1
INTRODUCTION

1.1 What is Observium?

Observium is a network monitoring and management software that allows users to

monitor their IT infrastructure in real-time. It provides comprehensive network

monitoring capabilities that can help detect and resolve network issues before they
cause downtime or impact the end-users.

Observium supports a wide range of network devices and protocols, including

routers, switches, servers, and storage devices. It provides detailed performance

metrics, such as CPU usage, memory utilization, network traffic, and system health.

Observium is an open-source platform that can be deployed on-premises or in the

cloud. It has a user-friendly web interface that displays network performance data in

real-time, providing network administrators with the information they need to keep
their infrastructure running smoothly.

The main objective of Observium is to provide comprehensive and reliable network

monitoring and management capabilities to help network administrators monitor and

maintain their IT infrastructure in real-time. Observium aims to provide an easy-to-
use, scalable, and customizable platform that can support a wide range of network
devices and protocols.

The specific objectives of Observium include:

1. Monitoring network performance: Observium collects and analyzes performance
metrics for network devices and systems, including CPU usage, memory
utilization, network traffic, and system health, among others.

2. Alerting and notifications: Observium can be configured to alert network
administrators when network issues occur or when performance metrics reach
predefined thresholds, allowing them to take action to address the issue
promptly.

3. Capacity planning: Observium provides historical data on network performance
metrics, enabling network administrators to plan for future capacity requirements
and optimize network resources effectively.

4. Troubleshooting: Observium helps network administrators troubleshoot network
issues by providing detailed performance data and real-time insights into

network performance, allowing them to identify and resolve issues quickly.
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5. Overall, the objective of Observium is to provide a comprehensive, scalable,
and easy-to-use platform that enables network administrators to monitor,

manage and maintain their IT infrastructure effectively.

1.2 What is a Network Monitoring?

Network monitoring is the process of constantly monitoring a computer network for
problems such as slow traffic or component failure. Network Monitoring tools are
always scanning the network and are designed to automatically notify network
administrators via text, email, or other application such as Slack when a problem
occurs. Network monitoring software differs from network security or intrusion
detection systems in that network monitoring is focused on internal network issues
such as overloaded routers, server failures, or network connection issues that could
impact other devices.

Network monitoring solutions can also initiate failover to remove problem device or
circuits from duty until remediation can be performed to repair the issue. Ideally, a
proactive network monitoring solution will prevent downtime or failures before they
occur by identifying anomalies that could lead to outage if unchecked.

Continuous monitoring is critical to maintaining network integrity. The best network
monitoring tools provide visualization or a dashboard that provides at-a-glance
status of monitored network components, indicating any out-of-norm parameters
that require further examination or components such as switches, routers, firewalls,
servers, and software services, applications, or URLs that could be the source of
network disturbances. For maximum effectiveness, a network monitoring system
should include high availability components so that a hardware or software failure of
systems running the network management tool can be automatically remediated by
fail-over to another network monitoring installation. Network Monitoring should
provide:

Visualization of the organization’s complete IT and network infrastructure
Monitoring, troubleshooting, and remediation of network performance issues.

Root cause analysis tools when problems occur.

Dashboard with clear visualization tools and reports

The most important benefit of network monitoring is visibility. Having an easy-to-

understand, at-a-glance picture of all connected devices across the organization is

important, but visualizing the flow of data across devices and networks enables
7



network administrators to quickly identify and remediate any problems — emergent
or potential — before outages occur.

Automating this critical task leads to a higher utilization of critical IT resources. Time
not spent putting out network fires can be spent working on projects that create
bottom-line value for the organization.

Network monitoring also provides an early warning indication of the utilization of
existing infrastructure, giving IT a heads-up indicating the need for upgrading or
adding capacity to given network components.

Finally, by comparing traffic to known baselines for a given time of day and season,
network monitoring tools can identify unexpected spikes in network traffic that can

indicate a problem brewing, whether due to increased demand or cyberattack.

1.3 What is Network Monitoring Tool?

Network monitoring tools gather and analyze network data to provide network
administrators with information related to the status of network appliances, link
saturation, the most active devices, the structure of network traffic or the sources of
network problems and traffic anomalies. Networks are the fundamentals behind
businesses worldwide. It plays a pivotal role in serving your employees for
administrative purposes and your clients across the continents. The networks help
you keep information in a centralized location - accessible to those who need and
restrict every other inbound request. So how do you provide continuous top-notch
end user experience and maintain your rapidly evolving network: Only by monitoring
the availability, health, and performance of your networks over time with the help
of reliable, real-time network monitoring tools.Employing individual network
monitoring tools for monitoring various network components such as switches/
routers, servers, virtual environment, HCI, applications, storage devices, etc., and
also employing network monitoring tools for Windows and Linux environments
separately is more trouble than help as the tools themselves require constant
management, additional resources, and there is also a certain learning curve
associated with each network monitoring tool. Therefore, the network performance
monitoring tools should support extensive monitoring in a single console. Network
scalability is an important aspect to be considered when selecting enterprise
network monitoring tools. A network management tool or network monitoring
software can be called as scalable when it is more adaptable to the changing needs
or demands of the business or users. Scalability helps a network to stay in par with
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increased productivity, trends, changing needs and new adaptations. Scalability
ensures that the overall network performance does not significantly degrade, even if
the size of the network is increasing. Businesses also need remote network
monitoring tools for managing multiple geographical locations from one console. In
network monitoring, automation helps network performance monitoring tools to
react based on threshold values or a set of framed rules/ criteria being met. With
automation, the monitoring network tools can automatically detect and troubleshoot
problems (proactive monitoring), send alert notifications, forecast storage growth,
and much more. When you are monitoring and managing multiple devices in your
environment, automation comes in super handy and saves you ample time and
resources, making it an important usability aspect of your network monitoring
solutions.User Management helps organizations ensure network security by
providing access to the designated users only. Apart from providing access to users
with roles, the network monitoring tool should also define the scope for users. This
helps IT teams with multiple staffs as it clearly defines their operational boundaries.
Network monitoring tools with the above features are excepetionally benefiting to

your business.

1.4 Why is Network Networking Tool important?

Network failures can impact overall IT performance and cause availability issues

across the organization. Network monitoring has several important benefits to the

organization by enabling early detection of issues including:

1. Cost savings realized by reducing downtime and speeding remediation by
assisting with root cause analysis or displaying network elements that are being
over- or under-utilized. Network resources can focus on productive tasks
instead of constantly looking for problems.

2. Performance problems can be caught before they impact business operations or
lead to a degraded customer experience.

3. Network security enhancements can be realized by detecting unexpected traffic
or unknown devices connecting to the network. These could be early indicators
of cyberattacks or ransomware attempts.

4. Usage spikes such as logon storms or seasonal traffic jumps can be indicated
early on, enabling network administrators to take remedial action to ensure that

usage is not impacted.



5. Rogue application usage can be caught. Each business unit may have a group
of applications they want tracked and network monitoring can establish which
applications and users are doing what on the network.

There are many types of network monitoring. For instance email network monitoring

might involve sending test emails and measuring the response time, while web

server testing could entail sending an HTTP request to access a given page and log
the time until it is served.

First, devices and network connections are identified as are their related

performance metrics. Next, the organization determines how frequently to monitor

each function. For example, client laptops and printers are not ‘network critical’ and
can have much longer monitoring intervals than routers, switches, and servers that
comprise the network backbone. Most network monitoring tools utilize the simple
network management protocol (SNMP) to manage and monitor the elements of the
network. Most network components are delivered with an SNMP agent which can
be used to reconfigure devices, take them offline if they are performing erratically, or
to collect information about the device’s performance. Network monitoring systems

‘ping’ the various system ports, and If a device reports a parameter outside of the

established threshold an alert is automatically generated so remediation can occur

before device failure. Typically, network components are pinged between once a

minute and once an hour. Some network devices such as routers and switches

utilize the Internet Control Message Protocol (ICMP) to relate information regarding

internet protocol (IP) operations and to create error messages when devices fail.

1.5 Benefits of Network Monitoring Tools

1) Network Visibility

You need to be able to monitor every aspect of your network. That includes all of

the devices attached to your network and the traffic that travels through the

network. It's the best way to keep an eye on the health of your network and identify

lags in performance. Just keep tracking of everything on your network can be a

challenge. Automated network mapping tools, as part of your network monitoring,

can provide a complete view of even the most complex ecosystems.

2) Maintaining Compliance

Organizations that need to maintain compliance with regulations need the

appropriate network monitoring tools in place. PCI DSS, HIPAA, FISMA, SOX, and

others require network monitoring as part of the internal control structure for
10



compliance in addition to any external security controls that are already in place.
3)Preventing Downtime

Downtime is a productivity killer and it's expensive. A recent survey reported that
40% of enterprise companies said an hour of downtime would cost between $1
million and $5 million. Monitoring can help you prevent unexpected outages. One
significant aspect of network monitoring solutions is to identify warning signs that
might indicate a device failure or network problem. This helps you identify the
problem and prevent downtime from occurring. Not only does network monitoring
help prevent downtime but performance monitoring allows IT teams to optimize
performance for more efficient operations.

4) Finding and Fixing Problems Quickly

When there is a problem, network monitoring helps you isolate the issue more
quickly. Whether it's a traffic fluctuation, a configuration error, or something more
serious, network maps can help you quickly find the origin of the problem. Network
automation tools, as part of your monitoring solution, can fix many problems
automatically. Reducing your Mean Time to Repair (MTTR) reduces the impact of
downtime or poor network performance and lets your IT team focus on other issues.
5)Uncovering Security Threats

Network monitoring is primarily used to monitor performance, but it can also help
uncover security threats within your system. By continuously monitoring for unusual
or suspicious activity, you may be able to detect even small threats before they
become big ones. For example, malware or viruses may be undetectable at a
glance, but your network monitoring solution can flag unusual activity, such as
suspicious use of network resources.

6) Monitoring Bandwidth Utilization

When your bandwidth gets congested, you have unhappy employees and
customers. Monitoring bandwidth utilization lets you know when things are started
to slow. When bandwidth usage gets close to critical levels, you will be alerted so
that you can adjust your quality of service (QoS) protocols or take other actions to
improve performance.

7) Capacity Planning

User needs are constantly evolving as well. This can make it difficult to predict how
and where users will consume network resources in the future. As utilization
increases, it's essential to plan for additional infrastructure and capacity to meet this

demand. When you are actively tracking and monitoring performance and
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utilization, network monitoring software will help you see when utilization is spiking.
By benchmarking current performance, you can more accurately anticipate future
capacity and upgrade the network. Historical data can also help make the case for
future investments when it's budget time. When you can produce evidence that the
network’s slowing down or performance is lagging due to increase utilization, it's a
lot easier to convince executives that you need to upgrade systems.

8)Deploying New Technologies

Network monitoring is also important when it's time to deploy new technologies. It
can help determine if the network can handle additional resources and proactively
detect potential performance issues. After deployment, you’ll be able to monitor the
network to ensure performance doesn’t suffer.

9)Freeing Up IT Teams

There’s also an undervalued benefit of network monitoring tools. IT teams have a lot
on their plates these days. The growth of networks and the complexity has created
a significant burden on teams that are typically understaffed, yet expected to ensure
perfect performance. The right network monitoring tools, such as WhatsUp Gold,
can significantly reduce the burden. IT teams regain control of their network without
having to manually dig into performance, get proactive alerts when something
needs attention, and reduce the amount of downtime. When a problem is detected,
network monitoring solutions make it easier to identify, isolate, and repair the
problem. All of this frees up time for team members to focus on other projects that
can drive topline growth. That can be invaluable.

10)Report on SLAs

Keeping your promises with regards to network availability is a top priority to IT
consultants and managed service providers. With the ability to report on
performance that network monitoring provides, you can more easily meet the

requirements of SLAs and ensure the satisfaction of your customers
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CHAPTER 2
AIM AND SCOPE

21 AIM

The main aim of Observium is to provide comprehensive and reliable network
monitoring and management capabilities to help network administrators monitor and
maintain their IT infrastructure in real-time. Observium aims to provide an easy-to-
use, scalable, and customizable platform that can support a wide range of network
devices and protocols. By using we can consolidate the reports of the networks and
manage it properly. Consolidating reports is to provide a unified view of data and
information from multiple sources in a single report or dashboard. Consolidation of
reports helps organizations to streamline their reporting process, improve decision-
making, and gain insights into their business performance across different
departments, systems, and locations.

Overall, the objective of consolidating reports using oberservium network monitoring
tool is to provide organizations with a single, comprehensive view of their business
performance, enabling them to make informed decisions and drive improvements

across their operations.

2.2 SCOPE

The scope of a proposed network management is variable, since variables are the
elements to monitor in each case and, moreover, is a living project that evolves at
the same time as the network infrastructure evolves. Also, as you reach milestones
set at the beginning of the project will set new goals so that every time we get more
control and to better manage on our platform.

As we there is a steep increase in the dependency of internet and networking and
emerging technologies like cloud demands the need for network speed and high
availability of network, there is a great scope for a network professionals in India.
Also all the mobile service providers and home, business internet service providers

need network professionals
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2.3 OBJECTIVES
The main objective of Observium is to provide comprehensive and reliable network
monitoring and management capabilities to help network administrators monitor and
maintain their IT infrastructure in real-time. Observium aims to provide an easy-to-
use, scalable, and customizable platform that can support a wide range of network
devices and protocols.
Observium collects and analyzes performance metrics for network devices and
systems, including CPU usage, memory utilization, network traffic, and system
health, among others.
Network performance monitoring aids network administrators and analysts in
gathering network data, allowing them to measure performance variables and
identify potential issues or risks. Network performance monitoring tools will help in
handling the management between linked devices, as well as gathering metrics
from servers or other linked devices. After this, a network performance monitoring
tool will analyze the collected data to find any bottlenecks or congestion points, so
the network can increase its throughput once fixed. Some of these tools can be
automated to make the process easier. These tools can create reports and alert
users when any issues appear. Ideally, this will allow network admins to address
issues before they become bigger problems.
Network performance monitoring is an important general IT process that allows
administrators to optimize a network's performance -- especially in organizations
with strict reliability requirements and in network architectures that are complex.
Networking components such as servers, routers, switches and virtual machines
(VMs) can be monitored for performance.
If there are bottlenecks in a network, then user experience will be negatively
affected. This is why network performance monitoring must consider what the user
experience will be like by monitoring the network for bottlenecks or congestion and
providing better throughput.
Alerting and notifications: Observium can be configured to alert network
administrators when network issues occur or when performance metrics reach
predefined thresholds, allowing them to take action to address the issue promptly.
Capacity planning: Observium provides historical data on network performance
metrics, enabling network administrators to plan for future capacity requirements
and optimize network resources effectively.
Troubleshooting: Observium helps network administrators troubleshoot network
14



issues by providing detailed performance data and real-time insights into network
performance, allowing them to identify and resolve issues quickly.
Another group of users are security admins. Historically, they would be relying on
different sets of tools - firewalls, endpoint protection, and incident management
systems. It turns out, however, that the network perspective is also an excellent way
to discover ongoing compromise and hunt down threat actors operating within the
perimeter.
Vendors have therefore invested a great deal of effort into developing the network-
centric approach to security, giving rise to an area of the market known as NDR, or
Network Detection and Response, which is, in essence, the materialization of a
detect-and-respond mindset (next to the traditional practice of prevent and protect).
Observium gathers data from devices with the help of SNMP and display those data
in graphical pattern via a web interface. It makes hefty use of the RRDtool package.
It has a number of thin core design goals, which includes collecting as much
historical information about devices, being totally auto-discovered with slight or no
manual interruption, and having a very simple yet powerful interface.
Traffic Accounting is a feature available in the Observium which is designed to ease
the process of tracking and billing customer bandwidth usage. It independently polls
and stores measurements in its own database tables to bypass traditional round-
robin limitations. It can be run at different intervals to the primary Observium poller
allowing accounting to be based on intervals other than the default 5 minutes.
Observium's threshold alerting system allows you to configure thresholds and
failure states for a wide range of different entity types. Some types support
automatic collection of thresholds from the monitored device itself.
Alerting entries are automatically created during the discovery process making sure
that your alerting system is kept up to date with the configuration of your network
infrastructure, helping to reduce the number of missed alerts.
The objective of consolidating a report is to compile and integrate data from various
sources into a single document, ensuring accuracy and consistency. By
consolidating a report, the aim is to create a comprehensive overview of the data,
which can be analyzed and used for informed decision making. The specific
objectives for consolidating a report may include:
Data Accuracy: Ensuring that all data included in the report is accurate and reliable,
by cross-checking and verifying information from multiple sources.
Data Consistency: Ensuring that data is presented in a consistent manner
15



throughout the report, with standardized formats, units, and terminology, to facilitate
easy comparison and analysis.

Data Integration: Consolidating data from different sources, such as databases,
spreadsheets, or other reports, into a single document, to provide a holistic view of
the information and identify patterns or trends.

Data Analysis: Preparing the consolidated report in a way that enables effective
data analysis, by organizing and summarizing data in a meaningful and insightful
manner, such as through charts, graphs, or tables.

Decision Making: Providing a reliable and comprehensive report that can be used
as a basis for informed decision making, by presenting relevant data in a clear and
concise manner, and highlighting key findings or insights.

Efficiency: Streamlining the process of consolidating the report to ensure that it is
done efficiently and effectively, by optimizing data collection, validation, and
presentation methods.

By achieving these objectives, the consolidated report can serve as a valuable tool
for stakeholders to make informed decisions, identify opportunities, and address
challenges based on accurate and reliable data. Consolidated report is to present a
comprehensive view of a company's financial performance and position by
combining the financial information of multiple entities within the organization. The
report aims to provide stakeholders with a clear understanding of the company's
overall financial health and to identify trends, opportunities, and challenges that may
impact its future performance.

Consolidated reports typically include financial statements such as balance sheets,
income statements, and cash flow statements, as well as footnotes and other
supplementary information that provide context and detail on the financial data
presented. The report may also include management commentary and analysis that
explains the key drivers of performance and the company's strategic priorities going
forward. The objective of a consolidated report is to provide stakeholders with a
transparent and accurate picture of a company's financial position and performance,
enabling them to make informed decisions about investing, lending, or partnering

with the company.
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CHAPTER 3
TECHNOLOGICAL OVERVIEW

Observium is a network monitoring and management software that provides
comprehensive visibility into network devices and their performance. It offers a wide
range of features for monitoring and managing networks, including automated
device discovery, performance monitoring, event management, reporting,
configuration management, device support, extensibility, and community support.

Technological overview of Observium:

1. Auto-discovery: Observium has an auto-discovery feature that can automatically
identify and add network devices to its monitoring system. It uses protocols such as
SNMP, ICMP, and IPMI to discover devices on the network, reducing manual effort
and ensuring that all devices are monitored.

2. Performance Monitoring: Observium collects performance metrics from network
devices using protocols like SNMP, ICMP, IPMI, and others. It monitors various
parameters such as CPU usage, memory utilization, interface traffic, errors, and
more, providing real-time visibility into the health and performance of the network.

3. Event Management: Observium allows users to configure alerts based on
predefined or custom thresholds for specific metrics or events. When a threshold is
breached, Observium can send notifications through email, SMS, or other channels,
allowing users to quickly identify and resolve network issues.

4. Graphical Reporting: Observium provides graphical reporting options, including
customizable graphs, charts, and tables, that allow users to visualize network
performance data over time. This helps in identifying trends, patterns, and
anomalies in the network's performance.

5. Configuration Management: Observium has configuration management
capabilities that allow users to manage and track changes in network device
configurations. It provides configuration backup, comparison, and change tracking
features, helping users ensure that devices are configured correctly and in
compliance with established standards.

6. Device Support: Observium supports a wide range of network devices, including
routers, switches, firewalls, servers, wireless access points, and more. It also
supports various protocols such as SNMP, ICMP, IPMI, JFlow, sFlow, NetFlow, and

more, making it versatile for monitoring diverse network environments.
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7. Extensibility: Observium is highly extensible and supports custom scripts,
plugins, and modules, allowing users to add additional functionality or integrate with
other systems or tools as needed. This provides flexibility in extending the
capabilities of Observium to suit specific monitoring requirements.
8. Community Support: Observium has an active community of users and
contributors who provide support, documentation, and community-driven updates.
The community support includes forums, wikis, mailing lists, and other resources
that help users with troubleshooting, customization, and best practices.
9. User Interface: Observium provides a web-based interface that is known for its
simplicity and ease of use. The interface is designed to provide a user-friendly
experience, making it easy to navigate, configure, and monitor the network.
10. Architecture: Observium is built on a LAMP (Linux, Apache, MySQL, PHP)
stack, which is a popular open-source technology stack for web-based applications.
It utilizes PHP for backend processing, MySQL for data storage, and Apache for
web server functionality.
11. Data Collection: Observium collects data from network devices using protocols
like SNMP, ICMP, and IPMI. This data includes performance metrics such as CPU
usage, memory utilization, interface traffic, and more. Observium also collects
configuration data and logs from devices, allowing users to monitor changes and
troubleshoot issues.
12. Data Storage: Observium stores collected data in a database, allowing users to
access and analyze data over time. Observium uses MySQL, PostgreSQL, or
MariaDB as its database backend.
13. Web-Based Interface: Observium has a web-based interface that allows users
to view and analyze collected data. The interface uses HTML, CSS, and JavaScript
technologies to provide a user-friendly and responsive experience across devices.
14. Alerting and Notifications: Observium provides alerting and notification
capabilities that use technologies like email, SMS, and push notifications to inform
users of threshold breaches or other events.
15. Graphing and Reporting: Observium uses technologies like RRDtool and
Highcharts to provide customizable and interactive graphs and reports of collected
data, allowing users to identify trends and patterns in network performance.
16. Extensibility: Observium is highly extensible and supports custom scripts,
plugins, and modules. These can be written in various programming languages,
including PHP, Perl, Python, and Bash, allowing users to add additional functionality
18



or integrate with other systems or tools as needed.
17. Device Support: Observium supports a wide range of network devices, including
routers, switches, firewalls, servers, wireless access points, and more. It also
supports various protocols such as SNMP, ICMP, IPMI, and more, making it
versatile for monitoring diverse network environments.
18. Community Support: Observium has an active community of users and
contributors who provide support, documentation, and community-driven updates.
The community supports various technologies and tools used in conjunction with
Observium, including Docker, Ansible, and more.
Observium is a powerful network monitoring and management solution that offers a
wide range of features for monitoring, managing, and troubleshooting networks. It is
widely used in various industries, including IT, telecommunications, data centers,
and more, to gain visibility and control over network devices and ensure optimal
network performance. Observium uses a combination of data collection, storage,
visualization, and alerting technologies to provide comprehensive network
monitoring and management capabilities. Its extensibility and community support
make it a popular choice for network administrators and engineers who require a
customizable and flexible monitoring solution. Observium provides a robust and
extensible solution for network monitoring and management, with data collection,
storage, display, alerting, and event management capabilities. It supports a wide
range of network devices, protocols, and vendors, and has an active community of
users and contributors for support and updates. It's important to consult the official
documentation, user guides, and community resources for detailed information on
the specific version and configuration of Observium being used.
The objective for a consolidate report is to gather information from multiple sources
and present it in a clear, concise, and organized manner. The report should provide
a comprehensive overview of the topic at hand, with all relevant information
presented in a way that is easy to understand and analyze. The purpose of the
report may vary depending on the audience and the specific goals of the project,
but it generally aims to provide a summary of the relevant data, insights, and
recommendations related to the topic. Ultimately, the objective of a consolidate
report is to help the reader make informed decisions based on the information
presented.To create a comprehensive and organized report by consolidating
relevant data and information from multiple sources, in order to provide a clear and
concise overview of the subject matter. The report aims to provide accurate,
19



reliable, and relevant information that can be easily understood and used for
decision-making, problem-solving, or informational purposes. The consolidation of
data and information will ensure that the report is comprehensive, reliable, and
presents a holistic view of the topic, enabling the intended audience to gain
valuable insights and make informed decisions based on the findings.
The objective of preparing a consolidated report is to provide a comprehensive
overview of various data, information, or findings from multiple sources or
departments. Consolidated report aims to synthesize and summarize relevant
details in a clear and organized manner, presenting a holistic view of the subject
matter. The key objectives of a consolidated report may include:
Centralizing Information: The consolidated report aims to gather data or insights
from different sources or departments and present them in a centralized format. It
helps to streamline information and make it easily accessible for decision-making or
analysis purposes.
Providing an Overview: The consolidated report should provide a concise and
informative overview of the key findings, results, or conclusions from the various
sources. It should present a high-level summary that highlights the main points or
trends, enabling readers to grasp the main message quickly.
Identifying Patterns or Trends: A consolidated report may aim to identify patterns,
trends, or correlations across different datasets or information sources. It may
involve analyzing data, identifying commonalities or trends, and drawing meaningful
conclusions that can inform decision-making or strategic planning.
Synthesizing Insights: The consolidated report may aim to synthesize insights from
multiple sources or perspectives to provide a well-rounded understanding of the
topic. It may involve combining data, analysis, or opinions from various
stakeholders to generate comprehensive insights or recommendations.
Enhancing Communication: The consolidated report should aim to improve
communication by presenting complex or diverse information in a concise and
easily understandable format. It should use clear language, visual aids, or other
communication techniques to ensure that the report is accessible and meaningful to
the intended audience.
Supporting Decision-making: The consolidated report may aim to provide relevant
information or insights that can support decision-making processes. It should
present reliable data, analysis, or recommendations that can inform strategic
decisions, operational planning, or policy formulation.
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CHAPTER 4
METHODOLOGY AND ARCHITECTURE

4.1 METHODOLOGY

4.1.1 Poller:

In Observium, a poller refers to a component that is responsible for polling network
devices and collecting data from them. Observium uses a polling mechanism to
periodically query devices using various protocols, such as SNMP (Simple Network
Management Protocol), ICMP (Internet Control Message Protocol), and other
methods, to collect data about the devices' status, performance metrics, and other
information.

Here are the key aspects of pollers in Observium:

1. Polling Interval: Observium allows you to configure the polling interval, which
determines how frequently devices are polled for data. The polling interval can be
set globally or on a per-device basis, allowing you to control the frequency of data
collection based on your monitoring requirements and the devices' characteristics.
2. Data Collection: Pollers in Observium collect data from devices using various
protocols, such as SNMP for collecting performance metrics like CPU utilization,
memory usage, and interface traffic, ICMP for checking device availability and
latency, and other methods for gathering data from different types of devices.

3. Data Storage: Pollers in Observium store the collected data in a database,
allowing you to retain historical data for trend analysis, reporting, and
troubleshooting purposes. The data is stored in a structured format, which allows
you to query and analyze the data using Observium's built-in reporting and
visualization features or external tools.

4. Device Polling Settings: Observium allows you to configure various polling
settings for each device, such as SNMP versions, community strings, polling
timeouts, and retries. These settings allow you to customize the polling behavior for
different devices based on their configurations and requirements.

5. Poller Performance: Pollers in Observium are designed to be efficient and
scalable, with optimizations for handling large numbers of devices and collecting
data from them in parallel. Observium provides performance monitoring and tuning
options for optimizing the poller performance, such as adjusting the number of

concurrent threads, optimizing database queries, and tuning polling intervals, to
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ensure efficient data collection and processing.

6. Failover and Redundancy: Observium provides failover and redundancy
mechanisms for pollers to ensure high availability of monitoring services. If a poller
becomes unavailable, devices assigned to that poller can be automatically
reassigned to other available pollers, ensuring continuous data collection and
monitoring.

Pollers in Observium are a critical component of the monitoring infrastructure,
responsible for collecting data from devices and populating the database with the
collected data. They allow Observium to provide real-time monitoring, historical data
analysis, and reporting for network devices, helping network administrators to

effectively manage and troubleshoot their networks.

4.1.2 Database:
Observium uses a relational database to store the collected data from monitored
devices. The type of database used by Observium can be configured during the
installation process, and the supported databases include:
MySQL: MySQL is an open-source relational database management system
(RDBMS) that is commonly used with Observium. It is known for its performance,
reliability, and ease of use, making it a popular choice for storing Observium's
monitoring data.
MariaDB: MariaDB is a community-developed, open-source fork of MySQL that is
fully compatible with MySQL and can be used interchangeably with MySQL in
Observium. It offers similar features and performance characteristics, making it a
viable alternative to MySQL.
PostgreSQL: PostgreSQL is another open-source relational database management
system that can be used with Observium. It is known for its advanced features,
including support for complex data types, extensibility, and robustness.
Observium uses the selected database to store various types of data collected from
monitored devices, including performance metrics, health status, configuration
information, and historical data. The data is organized into tables and stored in a
structured format, allowing for efficient retrieval and analysis through queries and
other database operations. It's important to note that Observium includes an
automated installation process that sets up the required database schema and
tables during installation. Users do not need to manually create the database
schema, as Observium takes care of this as part of the installation process.
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Additionally, Observium provides tools for managing and maintaining the database,
such as database backups, optimizations, and upgrades, to ensure smooth

operation and data integrity.

4.1.3 Web User Interface:

Observium provides a web-based user interface (Ul) that allows users to access the
collected data in a visually appealing and user-friendly way. The web Ul provides a
wide range of features and functionalities for monitoring and managing network
devices. Here are some key aspects of the web Ul in Observium:

1. Dashboard: The dashboard is the landing page of the Observium web Ul and
provides an overview of the monitored devices and their status. It displays various
widgets, such as graphs, tables, and maps, that provide a snapshot of the network
health and performance. Users can customize the dashboard to include the widgets
that are most relevant to their monitoring needs.

2. Device View: Observium provides detailed device views that display
comprehensive information about individual devices being monitored. Device views
include graphs, tables, and other visualizations that show performance metrics,
health status, and configuration details of the device. Users can navigate through
different tabs in the device view to access specific types of data, such as interfaces,
sensors, storage, and more.

3. Graphs and Charts: Observium offers a rich set of graphs and charts that
visualize network performance data. Users can view historical data, monitor trends,
and analyze network performance using various types of graphs, such as line
graphs, bar charts, and pie charts. Observium also supports zooming, panning, and
customization of graph settings to suit specific monitoring requirements.

4. Reports: Observium allows users to generate reports based on the collected
data. Reports can include information such as device availability, performance
trends, and historical data. Reports can be generated in various formats, such as
PDF, CSV, and XML, and can be scheduled for automatic generation and delivery
via email.

5. Alerts and Notifications: Observium provides a system for defining alerts and
notifications based on predefined thresholds. Users can configure alert rules to
trigger notifications, such as email or SMS, when network devices exceed specified
thresholds or when specific events occur. Alerts and notifications help network

administrators quickly identify and address network issues.
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6. Search and Filtering: Observium includes powerful search and filtering
capabilities that allow users to quickly locate and filter devices, interfaces, sensors,
and other data based on various criteria, such as device name, IP address,
location, and more. This makes it easy to find and focus on specific devices or data
of interest.

7. Customization: Observium provides customization options that allow users to
configure the web Ul to suit their preferences and requirements. Users can
customize the layout, appearance, and behavior of the web Ul, as well as define
custom dashboards, views, and reports.

Overall, the web Ul in Observium is designed to provide a user-friendly and intuitive
interface for monitoring and managing network devices, with a wide range of

features and functionalities to visualize, analyze, and act upon the collected data.

4.1.4 Collection Modules

Observium uses various collection modules to collect data from different types of
devices and systems. These collection modules are responsible for gathering
performance metrics, health status, configuration information, and other relevant
data from the devices being monitored. Here are some commonly used collection

modules in Observium:

1. SNMP (Simple Network Management Protocol): SNMP is a widely used network
management protocol that allows Observium to collect data from network devices
that support SNMP. Observium uses SNMP to gather performance metrics,
interface status, CPU and memory utilization, and other device-specific data from
devices such as switches, routers, servers, and printers.

2. Agent-based Collection: Observium supports agent-based collection, which
involves installing an agent software on the devices being monitored. The agent
software collects data locally from the device and sends it to Observium for
processing. This allows for more detailed and comprehensive data collection, as the
agent can collect data that may not be available via SNMP. Observium supports
various agent-based collection protocols, such as SNMP agent, Syslog, NRPE
(Nagios Remote Plugin Executor), and SNMP traps.

3. Syslog Collection: Observium can collect syslog data from devices that send
syslog messages. Syslog is a standard protocol used for sending log messages

from network devices, such as routers, switches, firewalls, and servers. Observium
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can parse and process syslog messages to extract relevant information, such as
system events, errors, and notifications.

4. API Collection: Observium can collect data from devices and systems that
provide APIs (Application Programming Interfaces) for data retrieval. This allows for
custom integration with third-party systems and devices that may not support SNMP
or other standard protocols. Observium supports various API protocols, such as
RESTful APls, XML APIs, and JSON APls.

5. WMI (Windows Management Instrumentation): Observium can collect data from
Windows-based devices using WMI, which is a set of extensions to the Windows
operating system that provides management information and control of devices and
applications. Observium can gather performance metrics, system information, and
configuration data from Windows-based devices using WMI.

6. J-Flow, sFlow, NetFlow, and other flow-based collection: Observium can collect
network flow data from devices that support flow-based protocols, such as J-Flow,
sFlow, NetFlow, and other similar protocols. Flow data provides information about
network traffic patterns, such as source and destination IP addresses, ports,
protocols, and other relevant data for network traffic analysis.

7. Custom Scripts: Observium allows users to create custom scripts or plugins to
collect data from devices that do not support standard protocols. Custom scripts
can be written in various scripting languages, such as Bash, Perl, Python, or PHP,
and can be executed by Observium to collect data from devices using custom
methods or APlIs.

These are some of the collection modules used in Observium to gather data from
different types of devices and systems. Observium provides flexibility in choosing
and configuring the appropriate collection modules based on the devices being
monitored and the data that needs to be collected for effective network monitoring

and management.

4.1.5 Alerting

Observium provides robust alerting capabilities that allow you to configure and
customize alerts based on various conditions and thresholds. When these
conditions are met, Observium can send notifications to designated recipients via
email, SMS, or other methods. Here are the key components of alerting in

Observium:
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1. Alert Rules: Observium allows you to define alert rules, which are conditions or
thresholds that trigger an alert. Alert rules can be configured based on various
parameters, such as device status, interface utilization, CPU or memory utilization,
packet loss, latency, and other performance metrics. Alert rules can be configured
globally or on a per-device or per-interface basis, providing flexibility in setting up
specific alerts for different devices or interfaces.
2. Notification Contacts: Observium allows you to define notification contacts, which
are the recipients of alert notifications. Notification contacts can be configured with
different contact methods, such as email, SMS, or custom scripts. You can
configure multiple notification contacts and group them to receive different types of
alerts, allowing you to customize notifications based on severity or importance.
3. Notification Methods: Observium supports various notification methods, including
email, SMS, custom scripts, and third-party integrations. You can configure the
desired notification methods for each notification contact, and Observium will use
these methods to send notifications when alerts are triggered.
4. Escalation Rules: Observium allows you to define escalation rules, which specify
the actions to be taken if an alert is not acknowledged or resolved within a certain
timeframe. Escalation rules can be configured to escalate alerts to different
notification contacts, change the severity level of alerts, or trigger additional actions,
such as executing custom scripts or sending notifications to higher-level contacts.
5. Custom Alert Templates: Observium allows you to define custom alert templates,
which are customizable alert messages that can be sent to notification contacts.
You can define custom variables in alert templates to include dynamic information,
such as device name, interface name, or performance metrics, in the alert
notifications, providing more context and actionable information in the alerts.
6. Alert Suppression: Observium provides alert suppression capabilities, which
allow you to configure suppression rules for specific devices, interfaces, or
performance metrics. This can help to reduce unnecessary alerts and prevent alert
storms during maintenance windows or known periods of high utilization.
7. Alert History and Acknowledgment: Observium maintains an alert history, which
allows you to view the history of triggered alerts, acknowledged alerts, and resolved
alerts. You can acknowledge alerts to indicate that they have been addressed or
add notes to provide additional information about the alert resolution.
Observium's alerting capabilities provide a flexible and powerful mechanism for
monitoring and alerting on network devices and systems. With its customizable alert
26



rules, notification contacts, escalation rules, and other features, Observium allows
you to configure alerts that are tailored to your specific monitoring requirements and

helps you proactively identify and address network issues.

4.1.6 Event Handler

Event Handlers in Observium are custom scripts or commands that can be
executed automatically in response to specific events or alerts triggered by
Observium. Event Handlers provide a way to automate actions or perform additional
tasks based on the events detected by Observium, allowing for customized actions
and integrations with other systems. Here are the key components of Event

Handlers in Observium:

1. Event Rule: Observium allows you to define Event Rules, which are conditions or
events that trigger an Event Handler. Event Rules can be based on various
parameters, such as device status, interface utilization, CPU or memory utilization,
packet loss, latency, and other performance metrics. Event Rules can be configured
globally or on a per-device or per-interface basis, providing flexibility in setting up
specific actions for different devices or interfaces.

2. Event Handler: Observium allows you to define custom Event Handlers, which
are scripts or commands that are executed automatically in response to events
triggered by Event Rules. Event Handlers can be written in any scripting language
that is supported by the operating system where Observium is installed, such as
Bash, Python, Perl, or PHP. Event Handlers can perform a wide range of actions,
such as sending notifications, executing commands on remote devices, updating
databases, sending data to external systems, or performing other custom tasks.

3. Event Handler Execution: When an Event Rule is triggered, Observium
automatically executes the configured Event Handler associated with that rule. The
Event Handler receives information about the triggered event as parameters or
environmental variables, allowing it to process the event and take appropriate
actions.

4. Customization: Event Handlers in Observium provide a high degree of
customization. You can create your own scripts or commands that are tailored to
your specific requirements and integrate with other systems or tools in your
environment. You can also use the available variables and data passed to the Event

Handlers to dynamically generate actions or notifications based on the specific
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event triggered.

5. Logging and Debugging: Observium logs the execution of Event Handlers,
allowing you to track the actions performed by the Event Handlers and troubleshoot
any issues. Observium also provides options for debugging and testing Event
Handlers, allowing you to validate their functionality before deploying them in a
production environment.

Event Handlers in Observium provide a powerful mechanism for automating actions
and integrations based on events or alerts triggered by Observium. They enable
you to customize and extend the functionality of Observium to meet your specific
monitoring and automation requirements, making Observium a versatile and flexible
network monitoring solution.

4.1.7 Distributed Polling

Observium, by default, uses a central polling architecture where a single Observium
instance polls all the devices and collects data from them. However, starting from
Observium version 21.1, Observium also supports distributed polling, which allows
you to distribute the polling load across multiple Observium instances. Here are the

key components of distributed polling in Observium:

1. Pollers: In a distributed polling setup, you can configure multiple Observium
instances as pollers. Each poller is responsible for polling a subset of devices and
collecting data from them. Pollers can be deployed on separate physical or virtual
machines, or on different network segments to distribute the polling load.

2. Poller Configuration: Each poller needs to be configured with its own Observium
configuration, including database settings, device polling settings, and other
configuration parameters. This allows each poller to operate independently and poll
devices based on its own configuration.

3. Poller Coordination: Observium uses a distributed coordination mechanism to
ensure that the polling load is evenly distributed across the pollers. This
coordination is done through a shared database or a central coordination server,
which allows pollers to communicate with each other and synchronize their polling
activities.

4. Device Assignment: Devices in Observium can be assigned to specific pollers or
groups of pollers based on various criteria, such as device type, location, or custom
attributes. This allows you to control which poller is responsible for polling which

devices, and ensures that the polling load is distributed based on your
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requirements.

5. Failover and Redundancy: Observium provides failover and redundancy
mechanisms in a distributed polling setup. If a poller becomes unavailable, devices
assigned to that poller can be automatically reassigned to other available pollers.
This ensures that polling continues uninterrupted even in the case of poller failures.
6. Central Instance: In a distributed polling setup, you can still have a central
Observium instance that serves as the main interface for managing and monitoring
your network. The central instance can aggregate data from all the pollers and
provide a unified view of the network status and performance.

7. Scalability: Distributed polling in Observium allows you to scale your monitoring
infrastructure horizontally by adding more pollers as needed. This helps to distribute
the polling load and accommodate growing networks with a large number of
devices.

Distributed polling in Observium provides a scalable and flexible solution for
managing and monitoring large networks with distributed devices. It allows you to
distribute the polling load, improve performance, and ensure high availability of
monitoring services. However, setting up and managing a distributed polling
architecture requires careful planning, configuration, and coordination among the
pollers, and may require additional infrastructure and resources to support the

distributed setup.

4.2 ARCHITECTURE

The architecture of Observium is based on a client-server model, where the
Observium server collects and manages data from network devices, and clients
interact with the server to access monitoring data through the web user interface or

APIs. Here are the key components of the Observium architecture:

4.2.1 Observium Server

Observium Server is the core component of the Observium architecture and is
responsible for collecting, processing, and storing monitoring data from network
devices. The Observium server collects data from network devices using various
protocols such as SNMP, ICMP, and others, to collect data about device status,
performance metrics, and other information. The server uses collectors, such as the
default poller, distributed pollers, and pollers for specific protocols or device types,
to collect the data and populate the database with the collected data.
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The Observium server stores the collected data in a database, which serves as the
central repository for all the monitoring data. Observium uses a relational database
management system (RDBMS), such as MySQL, PostgreSQL, or MariaDB, to store
the data in a structured format for efficient querying, analysis, and reporting. It
provides a web-based user interface that allows users to interact with the server
and access monitoring data. The web user interface provides various features for
configuring devices, viewing device status, performance metrics, and other
information, setting up alerting, managing events, and generating reports.

Observium server provides APIs (Application Programming Interfaces) that allow
clients to interact with the Observium server programmatically. The APIls provide a
means for integrating Observium with other systems, automating tasks, and
extracting monitoring data for custom applications or scripts. The Observium server
architecture is designed to be scalable, allowing you to add more devices and
collectors as your network grows. You can also use distributed pollers to distribute
the load across multiple servers for better performance and scalability. The
Observium server provides security features, such as user authentication and
authorization, to control access to monitoring data. You can also configure SSL/TLS
encryption to secure data communication between the server and clients.

Overall, the Observium server is a powerful and flexible tool for monitoring network
devices. Its architecture is designed to be scalable, extensible, and secure,

providing a comprehensive monitoring solution for network administrators.

4.2.2 Observium Database
The Observium database is the central repository for all the monitoring data
collected from network devices by the Observium server. The database stores the
data in a structured format, allowing for efficient querying, analysis, and reporting.
Observium uses a relational database management system (RDBMS) to store the
data, and supports several popular RDBMSs such as MySQL, PostgreSQL, and
MariaDB.
The Observium database schema consists of multiple tables that store different
types of data, such as device information, interface data, port data, and more.
Some of the key tables in the Observium database schema are:
1. devices: This table stores information about the network devices being
monitored, such as their hostname, IP address, device type, and SNMP community
string.
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2. ports: This table stores information about the network ports on the devices being
monitored, such as their speed, duplex mode, and link status.

3. interfaces: This table stores information about the network interfaces on the
devices being monitored, such as their operational status, traffic statistics, and
errors.

4. sensors: This table stores information about various sensors on the devices
being monitored, such as temperature sensors, fan speed sensors, and power
supply sensors.

5. syslogs: This table stores syslog messages received from the devices being
monitored.

6. alerts: This table stores information about alerts generated by the Observium
server, such as the alert type, severity, and time stamp.

The Observium database can be accessed using SQL queries or through the
Observium web user interface. The web user interface provides various features for
querying and analyzing the monitoring data, such as device status, interface traffic,
and alert history. The database can also be queried programmatically using the
Observium API.

4.2.3 Observium Web Interface and APIs
Observium provides a web-based user interface that allows users to interact with
the Observium server and access monitoring data. The web user interface provides
a comprehensive set of features for configuring devices, viewing device status,
performance metrics, and other information, setting up alerting, managing events,
and generating reports. Some key features of the Observium web user interface
include:
1. Device Dashboard: The device dashboard provides an overview of the status and
performance of a specific device being monitored. It includes information such as
device uptime, CPU usage, memory usage, interface status, and other important
metrics in a graphical format for easy visualization.
2. Device Inventory: The device inventory feature allows users to manage and view
detailed information about all the devices being monitored. It provides options for
organizing devices into groups, assigning custom properties, and managing device
configurations.
3. Interface Monitoring: Observium provides detailed monitoring of network
interfaces, allowing users to view interface status, traffic statistics, errors, and other
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performance metrics. It provides graphical representations of interface data for easy
visualization and analysis.

4. Alerting and Event Management: Observium allows users to configure alerts
based on various criteria such as device status, performance thresholds, and syslog
messages. Alerts can be configured to trigger notifications via email, SMS, or other
methods. The web user interface also provides features for managing events,
acknowledging alerts, and resolving issues.

5. Reports and Graphs: Observium provides a wide range of pre-configured reports
and graphs for analyzing monitoring data. Users can generate reports and graphs
for various performance metrics, interface data, and other data points, and
customize them according to their requirements.

Observium also provides an Application Programming Interface (API) that allows
clients to interact with the Observium server programmatically. The API provides a
means for integrating Observium with other systems, automating tasks, and
extracting monitoring data for custom applications or scripts. The Observium API
supports RESTful API calls and provides access to various functionalities, including
device management, polling data retrieval, alert management, and event
management.The combination of the Observium web user interface and API
provides a powerful and flexible solution for monitoring and managing network
devices, allowing users to configure, monitor, and analyze network devices in a

convenient and efficient manner.

4.2.4 Scalability and Security
Observium is designed to be scalable and secure, making it suitable for monitoring
large networks and ensuring the confidentiality, integrity, and availability of
monitoring data.
In terms of scalability, Observium is built on a distributed architecture that allows for
horizontal scaling, meaning that multiple Observium pollers can be deployed to
distribute the polling load across multiple servers. This allows for efficient monitoring
of a large number of devices and interfaces without overloading a single server.
Additionally, Observium uses a multi-threaded polling engine that can handle
concurrent polling of multiple devices, further enhancing its scalability.
Observium also supports distributed polling, where pollers can be deployed in
different geographic locations to monitor devices across multiple sites or data
centres. This allows for efficient monitoring of geographically dispersed networks
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and reduces the latency of polling data retrieval.

When it comes to security, Observium provides various features to protect the
monitoring data and ensure the integrity of the system. This includes support for
encrypted communication using SSL/TLS for secure communication between the
Observium server, pollers, and clients. Observium also supports role-based access
control (RBAC) that allows for granular control over user permissions and access to
monitoring data, ensuring that only authorized users can access and modify the
monitoring settings and data. Observium also has built-in security features such as
support for SNMPv3, which provides enhanced security features such as
authentication and encryption for SNMP communication. Observium also supports
SNMP traps for receiving notifications from devices in a secure manner.

In addition, Observium provides options for data retention and archiving, allowing
for long-term storage of monitoring data for compliance and historical analysis
purposes. This helps ensure data integrity and availability even over extended
periods of time.Observium also actively maintains and releases regular updates and
security patches to address known vulnerabilities and ensure the security of the
system.

In summary, Observium is designed to be scalable and secure, providing efficient
and reliable monitoring of large networks while ensuring the confidentiality, integrity,

and availability of monitoring data.
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CHAPTER 5
RESULT AND OBSERVATION

Results and Observation of project consolidation of reports using observium:

Observium is designed to be scalable and secure, making it suitable for monitoring
large networks and ensuring the confidentiality, integrity, and availability of
monitoring data.

In terms of scalability, Observium is built on a distributed architecture that allows for
horizontal scaling, meaning that multiple Observium pollers can be deployed to
distribute the polling load across multiple servers. This allows for efficient monitoring
of a large number of devices and interfaces without overloading a single server.
Additionally, Observium uses a multi-threaded polling engine that can handle
concurrent polling of multiple devices, further enhancing its scalability.

Observium also supports distributed polling, where pollers can be deployed in
different geographic locations to monitor devices across multiple sites or data
centers. This allows for efficient monitoring of geographically dispersed networks
and reduces the latency of polling data retrieval.

When it comes to security, Observium provides various features to protect the
monitoring data and ensure the integrity of the system. This includes support for
encrypted communication using SSL/TLS for secure communication between the
Observium server, pollers, and clients. Observium also supports role-based access
control (RBAC) that allows for granular control over user permissions and access to
monitoring data, ensuring that only authorized users can access and modify the
monitoring settings and data.

Observium also has built-in security features such as support for SNMPv3, which
provides enhanced security features such as authentication and encryption for
SNMP communication. Observium also supports SNMP traps for receiving
notifications from devices in a secure manner.

In addition, Observium provides options for data retention and archiving, allowing
for long-term storage of monitoring data for compliance and historical analysis
purposes. This helps ensure data integrity and availability even over extended
periods of time.

Observium also actively maintains and releases regular updates and security

patches to address known vulnerabilities and ensure the security of the system. In
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summary, Observium is designed to be scalable and secure, providing efficient and
reliable monitoring of large networks while ensuring the confidentiality, integrity, and

availability of monitoring data.
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B message repeated 2 times: [ Failed password for root from 58.218.200.37 port 15830
ssh2]

i B Failed password for root from 58.218.200.37 port 15830 ssh2

i [EZD) pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser=
rhost=58.218.200.37 user=root

; [312831.970872] type=1326 audit(1482194502.186:121): auid=4294967295
uid=65534 gid=65534 ses=4294967295 pid=5930 comm="vsftpd" sig=31 syscall=37 compat=0
ip=0x7f5f08cdfb97 code=0x0

; [312830.896733] type=1326 audit(1482194501.114:120): auid=4294967295
uid=65534 gid=65534 ses=4294967295 pid=5929 comm="vsftpd" sig=31 syscall=37 compat=0
ip=0x7f5f08cdfb97 code=0x0

i B Connection closed by 58.218.200.37 [preauth]
23s pam_unix(cron:session): session closed for user root

23s pam_unix(cron:session): session closed for user root

ahdadddddl,
Traffic Filesystem Usage Detailed Memory Processors
# Ping ) Pkgs Inventory @B Logs Alerts o
B Processors
100
80
60
40
20
0
Mon 04:00 Mon 08:00 Mon 12:00 Mon 16:00 Mon 20:00 Tue 00:00
I Intel Xeon E3-1225 V2 @ 3.20GHz 2
=% Memory
30 6
20 6
10 6
A A - n
0
lon 04:00  Mon 08:00 lon 12:00  Mon 16:00  Mon 20:00 Tue 00:00
RAM E |
1] Used: 6.11GB (19%) W Buffers: 273MB (1%) [] Cached: 23.3GB (75%)
[] Free: 1.59GB (5%) Total: 31.368 } Swap: 2.74GB (50%)
H Storage
/ [l 90.468/10968 (83%) 18968
/mnt/ramdisk [l 1216B/17.5GB (69%)  SHGBI:
/sys/fs/cgroup I 05/4KB (0%) 4kB (19
[var [0l e9.568/10968 (2%)  2036B[f
1 Temperature
Core0 AAAAARAAANLS [
Core 0 et Y ]
Corel AAMAAAAANAS l
Corel SRS ]
Core2 AAANANANNAS l
Core2 AMAANANANAALS l
Core3 AMMASANANANAS l
AAANSAAANAAN
Core3 ]
Physical id 0 AR ]
A1 AAAAASAAAAS
Physicalid 0 ]
X Eventlog

3d 54m 22s E omega.memetic.org Ip-addresses: 5 added, 5 unchanged.

3d9h8m Package installed: linux-headers-3.13.0-100-generic (amd64) version 3.13.0-100.147
3d9h8m Package installed: linux-headers-3.13.0-100 (all) version 3.13.0-100.147
3d9h13m [ vnet0 Interface was marked as DELETED

3doh13m [ vmnet8 Interface DELETED mark removed

3doh13m [ vmnet4 Interface DELETED mark removed

3doh13m [ vmnet3 Interface DELETED mark removed

3d9oh13m % vmnet2 Interface DELETED mark removed

3d9h13m % vmnetl interface DELETED mark removed

3d 12h 54m \;'3 eth0 MAC changed: 37.59.0.254 : 00:07:b4:00:00:03 -> 00: :00:01
3d 12h 54m \;A eth0 MAC changed: 37.59.0.250 : 00:07:b4:00:00:01 -> 00:07:b4:00:00:03
3d 12h 54m E omega.memetic.org Ip-addresses: 5 deleted, 5 unchanged.

3d 12h 54m \:'EA vmnet8 IP address removed: 172.16.199.1/24

3d 12h 54m \:'E« vmnet4 IP address removed: 172.16.10.1/24

3d 12h 54m \;A vmnet3 IP address removed: 172.16.3.1/24

Fig 5.2 Linux Details
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cisco. asrok

Device Uptime Memory Usage Processors Traffic

ST overview | Graphs [ Health % Ports @ Routing >3 Pseudowires Inventory @B Logs ( Alerts o -

TenGigE0/0/0/2
Core: asrok-b Te0/1/0/0

Port  Graphs Alerts Alertlog Sensors

Traffic

© 3.45Gbps Ethernet N asrok-b.observium.org
@ 1.04Gbps 10Gbps (full) 2016-06-24 01:57:31 ~C, Bundle-Ethert

© 394kpps. MTU 1514
@ 234kpps

Realtime  Eventlog (@ CreateBill [ Data

6 o

.o ‘e 106

26 26

o
o o
26 26
Won 12:00 Tue 00:00 14 Dec 16 Dec 18 Dec Week 47  Week 48  Week 49 Week 50 2016-01-01  2016-05-01 2016-09-01

Bits/s Last Avg lax 95¢th Bits/s Last Avg Max 95th Bits/s Last Avg Max 95th Bits/s Last  Avg Max 95th
uIn 3.316 4.196 7.546 7.216 W In 3.616 4.076 7.676 6.63G | In 6.046 3.986 7.67G 5.936 W In 4.206 5.246 18.836 8.536
M Out 984.31M 1.446 2.386 2.286 W out 1.126 1.506 2.606 2.276 W out 1.996 1.946 3.786 3.016 M Out 1.446 2.566 9.226 4.196
Total 60.85T (In 45.28T Out 15.56T) Total 385.85T (In 281.88T Out 103.97T) Total 1.95P (In 1.31P  Out 639.83T) Total 30.81P (In 20.70P Out 10.11P)
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M out 236.27k 340.41k 563.20k W Out 261.84k 348.61k 582.04k W out 467.69k 424.31k  790.36k W out 340.66k 579.50k 1.80M

Non Unicast Packets

o o o
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" Won 12:00 Tue 00:00 " 14 Dec 16 Dec 18 Dec " leek 47  veek 48 Week 49  Week 50 2016-01-01 2016-05-01 2016-09-01
Packets/sec Now Avg Max Packets/sec Now Avg Max Packets/sec Now Avg Max Packets/sec Now Avg Max
Broadcast Rx  0.00  0.00 0.00 M Broadcast Rx  0.00  0.00  0.00 roadcast  Rx  0.00 0,00 0.00 Broadcast Rx  0.00 2810y 1.66m
Tx  0.00  0.00 0.00 T 0.00  9.02u 277.78u T< 0.0  7.97u 138.8% Tx  0.00  24.28u 142.15u

] .
Multicast Rx  48.13n  49.33n  51.03n
o Tx 154.41n  158.09n 162.86m

Average Packet Size

49.320  49.33n  49.4

] . .
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o Tx 158.09n 859.96m  1.58

Diulticast Rx  49.10m  49.33n on
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. Tk
o 3
Won 12:00 Tue 00:00 14 Dec. 16 Dec 18 Dec Veek 47 Week 48 Week 49 Week 50 2016-01-01  2016-05-01 2016-09-01
Octets/Pkts Last Avg Max Octets/Pkts Last Avg Max Octets/Pkts Last Avg Max Octets/Pkts Last Avg Max
W In 1.06k 993.48 1.09k o In 1.08k 987.53 1.08k W In 1.04k  942.11 1.06k M In 1.00k  905.24 1.01k
out 520.75 528.94 554.61 @ out 532.55 534.64  576.82 530.87  566.27  649.96 529.18  555.03  623.62
Percent Utilisation
100 - 100 100 4 100+
E E 100
Von 12:00 Tue 00:00 Toec 16 ec 7 Dec Veek 47 veok 48 veek 45 veek 50 Wieoror 260501 20160901
% of 10Gbps. Last Avg Uax % of 10Gbps Last Avg Max % of 10Gbps Last Avg Max % of 10Gbps. Last Avg Max
W In 33.09 41.93 74.21 W In 36.12 40.68 75.28 W In 60.35 39.82 64.27 W In 41.97 52.37 90.44
W Out 9.84 14.41 23.37 W Out 11.16 15.00 24.30 W out 19.86 19.42 34.19 W Out 14.42 25.58 43.95
Errors
K ! ! 60 u
wu
0u
1 1 o 4
Von 12:00 Tue 00:00 TaDec 16 bec 18 Dec Veok 47 Veok 48 vieck 43 ook 50 Yore01-01 20160501 2016-09-01
Packets/sec Now. Avg Max Packets/sec Now v, Max Packets/sec Now Avg Max Packets/sec Now Avg Max
Errors Rx 0.00 0.00 0.00 M Errors Rx 0.00 0.00 0.00 Rx 0.00 0.00 0.00 Rx 0.00 0.00 0.00
L] Tx 0.00 0.00 0.00 L] X 0.00 0.00 0.00 L] Tx 0.00 0.00 0.00 L] Tx 0.00 0.00 0.00
M Discards Rx 0.00 0.00 0.00 M Discards Rx 0.00 0.00 0.00 M Discards Rx 0.00 0.00 0.00 M Discards Rx 0.00 411.76n 63.78u
a Tx 0.00 0.00 0.00 = x 0.00 0.00 0.00 a Tx 0.00 0.00 0.00 -] Tx 0.00 0.0
Discards
1 ' '
e
6n
an
20
+ } : 0
Won 12:00 Tue 00:00 14 Dec 16 Dec 18 Dec MWeek 47 Week 48  Week 49 Week 50 2016-01-01  2016-05-01 2016-09-01
Packets/s Last Avg Max Packets/s Last Avg Max Packets/s Last Avg lax Packets/s Last Avg :
W In 0.00 0.00 0.00 W In 0.00 0.00 0.00 W In 0.00 0.00 0.00 W In 0.00 411.76n 8.95n
0.00 0.00 0.00 W Out 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Fig 5.3 Port Details in Observium
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Alerting  Alerts  Alert Checkers  AlertLogging Scheduled Maintenance  SyslogAlerts ~ SyslogRules  Contacts Q Rebuild
Devices v Checkers v Status Type v Date presets v | ) From #MTo
26.8k Items 1 2 3 4 5 6 7 8 9 268 269 Next
Date Device Alert Check Entity Message
2016-12-20 00:45:05 gcom.s3650 Device Status E gcom.s3650 Checks failed but alert delayed
2016-12-19 23:29:16 gcom.s3650 Device Status E gcom.s3650 Checks succeeded
2016-12-19 23:20:09 gcom.s3650 Device Status E gcom.s3650 Checks failed but alert delayed
2016-12-19 23:09:23 asa.mgm Device Status E asa.mgm Alert notification sent
2016-12-19 22:39:23 postman port_errors i lo Alert notification sent
2016-12-19 22:38:55 alpha Port Utilisation Low % etho Alert notification sent
2016-12-19 22:38:04 af.jmg port_up_down i etho Alert notification sent
2016-12-19 20:24:10 lancom Device Status E lancom.310agn Checks succeeded
2016-12-19 20:18:20 lancom Device Status E lancom.[310agn Checks failed but alert delayed
2016-12-19 18:28:35 routeros.a Device Status E routeros.a Checks succeeded
2016-12-19 18:23:11 routeros.a Device Status E routeros.a Checks failed but alert delayed
2016-12-19 15:04:19 mail MTU below 1500 I X1 Alert notification sent
2016-12-18 22:37:46 af.jmg port_up_down 1w etho Alert notification sent
2016-12-18 22:34:27 alpha Port Utilisation Low i etho Alert notification sent
2016-12-18 16:43:34 beta Device Status E beta.memetic.org Checks succeeded
2016-12-18 16:38:29 beta Device Status E beta.memetic.org Checks failed but alert delayed
2016-12-18 14:59:33 mail MTU below 1500 [ X1 Alert notification sent
2016-12-18 13:34:38 safa Device Status E saf.a Alert notification sent
2016-12-18 13:34:37 saf.b Device Status E saf.b Alert notification sent
2016-12-18 13:33:36 af.pm Device Status E af.pm Alert notification sent
2016-12-18 13:03:11 af.jmg Device Status E af.jmg.herpaderp.domain.com Alert notification sent
2016-12-18 11:53:11 mitel.a Status State Alerted § systemAlarm Alert notification sent
2016-12-18 11:24:07 sapito processor_ge_80 B Average Checks succeeded
2016-12-18 11:19:05 sapito processor_ge_80 B Average Checks failed but alert delayed
26.8k Items 1 2 3 4 5 6 7 8 9 268 269 Next
Fig 5.4 Alert Logging
Alerting  Alerts  Alert Checkers  AlertLogging  Scheduled Maintenance  SyslogAlerts ~ SyslogRules  Contacts Q Rebuild
Alert Types Al % port #® Memory ¥ Processor B storage BGP Peer E Device ¥ Status
183 Items 1 2 Next
Device Entity Alert Status Checked
€1800-a $# Fan1 Status State Alerted [ ox ] 40s
€1800-b § Fan1 Status State Alerted [ ok ] 47s
apc-b $§ Diagnostics Results (last 2016-12-15) Status State Alerted [ ox ] 45s
at8000s $§ PoEGroup4 Status State Alerted [ ox ] 4m47s
at8000s $§ PoEGroup3 Status State Alerted [ ox ] 4m47s
at8000s $§ PoEGroup2 Status State Alerted [ ox ] 4m4Ts
at8000s $§ PoEGroup1 Status State Alerted [ ox ] 4m4Ts
asrlk $§ Cisco ASR1001 AC Power Supply Status State Alerted [ ok ] 4m 46s
asrik $§ Cisco ASR1001 AC Power Supply Status State Alerted [ ox ] 4m 47s
drac $§ overall System Status Status State Alerted [ ox ] 29s
netscaler § HAMode Status State Alerted [ ox ] 4m42s
netscaler § HAstate Status State Alerted m 4m 43s
cisco § module 8 power-output-fail Status State Alerted m 4m 43s
cisco # module 5 power-output-fail Status State Alerted [ ok ] 4m 43s
cisco § module 4 power-output-fail Status State Alerted m 4m43s
cisco $§ chassisFan Tray 2 Status State Alerted [ ox ] 4m 43s
cisco $§ chassisFanTray 1 Status State Alerted [ ox ] 4m43s
mitel.a § system Alarm Status State Alerted 2d 21h 41m
catos-6509 § 1300 watt supply AC Status State Alerted [ ok ] 3m31s
catos-6509 § 1300 watt supply AC Status State Alerted [ ox ] 3m32s
catos-6509 § VIT-envtemp Status State Alerted [ ox ] 3m32s
183 Items 1 2 Next

Fig 5.5 Alerts
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