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ABSTRACT

Email Spam has become a major problem nowadays, with the Rapid growth of
internet users, Email spam is also increasing. People are using them for illegal
and unethical conduct, phishing, and fraud. Sending malicious links through
spam emails can harm our system and can also seek into your system. So, it is
necessary to Identify those spam emails which are fraudulent. Input is obtained
in the form of a statement. Output results are acquired instantly in real-time
which predicts if the email is spam or not. The state-of-the-art methods work on
the Logistic Regression algorithm which makes it less accurate and more time-
consuming. This system aims to propose a Term Frequency Inverse Document
Frequency (TFIDF) approach by implementing the multi-modal Machine
learning algorithm. In spam mail detection, email data is collected through the
dataset. To obtain accurate results, data needs to be pre-processed by removin
stop words and word tokenization. Pre-processing of data is done by using the
TF-IDF Vectorizer module. Machine learning automatically classifies the text in
a much faster way than manual technique. Machine learning uses pre-labeled
text to learn the different associations between pieces of text and their output.
The advantages of the proposed system are that it could be the very first-of-its-
kind, cost-efficient, and highly accurate, multi-model machine learning
architecture that effectively detects spam emails. This proposed approach
provides promising results which can be further improved and implemented on a

commercial scale.
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CHAPTER 1

INTRODUCTION

Spam email is one of the most demanding and troublesome internet issues in today’s
world of communication and technology. It is almost impossible to think about e-mail
without considering the issue of spam. Spam emails are the uninvited emails sent by
some unwanted users also known as spammers. Spammers by generating spam
mails are misusing this communication facility and thus affecting organizations and
many email users. So, it is needed to identify those spam mails which are fraud, and
this project will identify those spam by using techniques of machine learning. All
emails have a common structure i.e. subject of the email and the body of the email. A
typical spam mail can be classified by filtering its content. The process of spam mail
detection is based on the assumption that the content of the spam mail is different
from the legitimate or ham mail. My proposed model for Spam analysis and
classification mainly focuses on the content of the message. The classification
algorithm classifies the given email based on the content. Feature extraction and
selection play a vital role in classification. Spam mails are the major issue on the
internet. Spam prevents the user from creating full and sensible use of your time,
storage capability, and network information measure. Spam emails not only influence
the organizations financially but also exasperate the individual email user. Spammers
can additionally steal sensitive information from our devices like files, and contact.

Even though we have the latest technology, it is challenging to detect spam emails.

The e-mail suppliers have designed varied mechanisms to be used in email anti-
spam filters to reduce the risks posed by phishing.The -mail suppliers have designed
varied mechanisms to be used in email anti-spam filters to reduce the risks posed by
phishing, email-borne malware, and ransomware to email users. In order to deal with
spam emails, we need to build a robust real-time email spam classifier that can
efficiently and correctly flag the incoming mail spam, if it is a spam message or looks

like a spam message.



CHAPTER 2

LITERATURE SURVEY
2.1 INFERENCES FROM LITREATURE SURVEY

In this project, a Spam Mail Detection system is proposed that will classify the given
email as spam or not spam. The proposed system leverages a multi-modal machine
learning approach. It proves to be more accurate due to the use of multiple classifiers
for class prediction. The given model for spam detection is proficient in filtering
emails according to the content of the email and not according to the domain names
or any other criteria. The proposed model works well against train data and test data
further this model will provide better results for real-time data. A comparative analysis
of the proposed model with state-of-the-art methods assessed that our model was
able to outperform the other models in terms of efficiency, accuracy, and processing
time. It is a fast, cost-efficient, quick, and highly accurate method to identify patterns.
There is a great scope for this email spam classifier, as the private companies run
their own email servers and want them to be more secure because of the confidential
data. In such cases, email spam classifier solutions can be provided to such

companies.

Saleh et al present a survey on intelligent spam email detection. (ey discuss various
security risks of emails, especially spam emails,scope of spam analysis, and different
machine learning and nonmachine learning techniques for spam detection and
filtering. (ey conclude that there is high adoption of supervised learning [18]
algorithms for email spam detection. (ey state that the high usage of supervised
learning is the accuracy and consistency of supervised techniques.(ey also
discussed multi-algorithm frameworks and found that multialgorithm frameworks are
more efficient than a single algorithm. (ey found that nearly all research work that
uses the content of emails for the identification spam, particularly phishing

emails,depends on word-based classification.



2.2 OPEN PROBLEMS IN EXISTING SYSTEM

Automatic email filtering was once the most effective method of detecting spam but
nowadays spammers can easily bypass all these spam filtering applications easily.
The existing systems for spam detection use logistic regression algorithms to detect
spam emails. The use of this algorithm and a smaller dataset account for the low
accuracy of the traditional models. The existing systems are simple and effective but
are extremely vulnerable to impact. It is also highly vulnerable to misclassification,
which may lead to inaccurate and inefficient results. The discussed limitations have
been overcome to enhance the performance of prediction models successfully in the

presented application.



CHAPTER 3
REQUIREMENT ANALYSIS

3.1 FEASIBILITY STUDIES/RISK ANALYSIS OF THE PROJECT

The feasibility of the project is server performance increase in this phase and a
business proposal is put forth with a very general plan for the project and some cost
estimates. During system analysis, the feasibility study of the proposed system is to
be carried out. For feasibility analysis, some understanding of the major requirements
for the system is essential.

Three key considerations involved in the feasibility analysis are
=Economical feasibility
=Technical feasibility

=Operational feasibility

3.1.1.Economical feasibility

This study is carried out to check the economic impact that the system will
have on the organization. The amount of funds that the company can pour
into the research and development of the system is limited. The
expenditures must be justified. Thus the developed system as well within
the budget and this was achieved because most of the technologies used

are freely available. Only the customized products had to be purchased.

3.1.2. TECHNICAL FEASIBILITY

This study is carried out to check the technical feasibility, that is, the
technical requirements of the system. Any system developed must not have

a high demand on the available technical resources. This will lead to high

3.1.3. OPERATIONAL FEASIBILITY

The aspect of the study is to check the level of acceptance of the system
by the user. This includes the process of training the user to use the system

efficiently. The user must not feel threatened by the system, instead must
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accept it as a necessity. The level of acceptance by the users solely
depends on the methods that are employed to educate the user about the
system and to make him familiar with it. His level of confidence must be
raised so that he is also able to make some constructive criticism, which is

welcomed, as he is the final user of the system.

3.2. SOFTWARE REQUIREMENTS

Operating system : Windows10(64 bit)

Software . Python

Tools :  Anaconda(Jupyter Note Book IDE)
3.3.SYSTEM USE CASE

A use case diagram is used to represent the dynamic behavior of a system. It
encapsulates the system's functionality by incorporating use cases, actors, and their
relationships. It models the tasks, services, and functions required by a
system/subsystem of an application. It depicts the high-level functionality of a system
and also tells how the user handles a system. Use case diagrams can summarize the
details of your system's users (also known as actors) and their interactions with the
system. To build one, you'll use a set of specialized symbols and connectors. A use
case diagram doesn't go into a lot of detail—for example, don't expect it to model the
order in which steps are performed. Instead, a proper use case diagram depicts a
high-level overview of the relationship between use cases, actors, and systems.
Experts recommend that use case diagrams be used to supplement a more
descriptive textual use case.An effective use case diagram can help your team
discuss and represent:

e Scenarios in which your system or application interacts with people,

organizations, or external systems

e Goals that your system or application helps those entities (known as actors)

achieve

e The scope of your system



» Symbols Used

Actor — Actor

Data flow —

System Function — ©

Use Case Diagram

Spam Detection

3.3. USE CASE DIAGRAM

3.4. DATA FLOW DIAGRAM



A Data-Flow Diagram (DFD) is a way of representing a flow of a data of
a process or a system (usually an information system). The DFD also provides
information about the outputs and inputs of each entity and the process itself. A data-
flow diagram has no control flow, there are no decision rules and no loops. Specific
operations based on the data can be represented by a flowchart. There are several
notations for displaying data-flow diagrams. For each data flow, at least one of the
endpoints (source and / or destination) must exist in a process. The refined
representation of a process can be done in another data-flow diagram, which
subdivides this process into sub-processes. The data-flow diagram is part of the
structured-analysis modeling tools. When using UML, the activity diagram typically
takes over the role of the data-flow diagram. A special form of data-flow plan is a site-
oriented data-flow plan. Data-flow diagrams can be regarded as inverted Petri nets,
because places in such networks correspond to the semantics of data

memories. DFD consists of processes, flows, warehouses, and terminators.

Data Flow Diagram Symbols

> Process

A process transforms incoming data flow into outgoing data flow.

> Data Store

Data stores are repositories of data in the system. Sometimes it’s also referred

to as files.

> Data Flow


https://en.wikipedia.org/wiki/Process
https://en.wikipedia.org/wiki/Information_system
https://en.wikipedia.org/wiki/Flowchart
https://en.wikipedia.org/wiki/Activity_diagram

Data flows are pipelines through which packets of information flow. Label the

arrows with the name of the data that moves through it.

|

> External Entity

External entities are objects outside the system, with which the system
communicates. These are sources and destinations of the system’s inputs and

outputs.

DATA FLOW DIAGRAM

TF-IDF and stop

User/ Patient Spam Detection
word removal

Fig 3.4 Data flow diagram (level-0)
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Fig 3.4. Data flow diagram (level-1)

3.5. Sequence Diagram

A sequence diagram is a type of interaction diagram because it describes how—and
in what order—a group of objects works together. These diagrams are used by
software developers and business professionals to understand requirements for a
new system or to document an existing process. Sequence Diagrams are interaction
diagrams that detail how operations are carried out. They capture the interaction
between objects in the context of a collaboration. Sequence Diagrams are time focus
and they show the order of the interaction visually by using the vertical axis of the
diagram to represent time what messages are sent and when.Sequence Diagrams

captures:

e the interaction that takes place in a collaboration that either realizes a use

case or an operation (instance diagrams or generic diagrams)

e high-level interactions between user of the system and the system, between
the system and other systems, or between subsystems (sometimes known as

system sequence diagrams)
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3.5.Sequence Diagram

3.6. Activity Diagram

The basic purpose of activity diagrams is similar to the other four diagrams. It

captures the dynamic behavior of the system. Other four diagrams are used to show
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the message flow from one object to another but the activity diagram is used to show
the message flow from one activity to another.Activity is a particular operation of the
system. Activity diagrams are not only used for visualizing the dynamic nature of a
system, but they are also used to construct the executable system by using forward
and reverse engineering techniques. The only missing thing in the activity diagram is
the message part.It does not show any message flow from one activity to another.
Activity diagram is sometimes considered as the flowchart. Although the diagrams
look like a flowchart, they are not. It shows different flows such as parallel, branched,

concurrent, and single.The purpose of an activity diagram can be described as -
e Draw the activity flow of a system.
e Describe the sequence from one activity to another.
e Describe the parallel, branched and concurrent flow of the system
Symbols Used

Initial State

Activity State

Action Flow —>

Decision Node

>

> Activity Diagram
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4.1. Selected Methodology or Process model

In this project, a Spam Mail Detection system is proposed that will
classify the given email as spam or not spam. The proposed system
leverages a multi-modal machine learning approach. It proves to be
more accurate due to the use of multiple classifiers for class prediction.
The given model for spam detection is proficient in filtering emails
according to the content of the email and not according to the domain
names or any other criteria. The proposed model works well against train
data and test data further this model will provide better results for real-
time data. A comparative analysis of the proposed model with state-of-
the-art methods assessed that our model was able to outperform the
other models in terms of efficiency, accuracy, and processing time. It is a
fast, cost-efficient, quick, and highly accurate method to identify patterns.
There is a great scope for this email spam classifier, as the private
companies run their own email servers and want them to be more secure
because of the confidential data. In such cases, email spam classifier
solutions can be provided to such companies.

4.2. Architecture Diagram

Malicious URL ~ Feature e
Dataset - Extraction - —
Ry |
- . . - Prediction
|

=4 Preprocessing
=

Random Forest

W

Performance

ARCHITECTURE DIAGRAM

4.3. Description of Software for Implementation and Testing plan of
the Proposed Model/System



PLAN OF THE PROPOSED MODEL/SYSTEM
> Operating System: Windows 10 (64 bit)

> Software: Python

> Tools: Anaconda (Jupyter Note Book IDE)

> Hard Disk: 500GB and Above

> RAM: 4GB and Above

> Processor: I3 and Above

4.3.1. Python

Python is a widely used general-purpose, high level programming language. It was
initially designed by Guido van Rossum in 1991 and developed by Python Software
Foundation. It was mainly developed for emphasis on code readability, and its syntax
allows programmers to express concepts in fewer lines of code.

Python is a programming language that lets you work quickly and integrate systems
more efficiently.

It is used for:
* web development (server-side),

* software development,

* mathematics,

» System scripting.
Why Python?
* Python works on different platforms (Windows, Mac, Linux, Raspberry Pi, etc).
 Python has a simple syntax similar to the English language.

* Python has syntax that allows developers to write programs with fewer lines than
some other programming languages.

* Python runs on an interpreter system, meaning that code can be executed as soon
as it is written. This means that prototyping can be very quick.

* Python can be treated in a procedural way, an object-orientated way or a functional
way.

What Python can do?
» Python can be used on a server to create web applications.

* Python can be used alongside software to create workflows.
* Python can connect to database systems. It can also read and modify files.

» Python can be used to handle big data and perform complex mathematics.

14



* Python can be used for rapid prototyping, or for production-ready software
development.

4.3.2. SOFTWARE SPECIFICATIONS - ANACONDA

Anaconda is an open-source package manager for Python and R. It is the
most popular platform among data science professionals for running Python and R
implementations. There are over 300 libraries in data science, so having a robust
distribution system for them is a must for any professional in this field.Anaconda
simplifies package deployment and management. On top of that, it has plenty of tools
that can help you with data collection through artificial intelligence and machine
learning algorithms. With Anaconda, you can easily set up, manage, and share
Conda environments. Moreover, you can deploy any required project with a few
clicks when you’re using Anaconda.There are many advantages to using Anaconda
and the following are the most prominent ones among them:Anaconda is free and
open-source. This means you can use it without spending any money. In the data
science sector, Anaconda is an industry staple. It is open-source too, which has
made it widely popular. If you want to become a data science professional, you must
know how to use Anaconda for Python because every recruiter expects you to have

this skill. It is a must-have for data science.

It has more than 1500 Python and R data science packages, so you don’t face
any compatibility issues while collaborating with others. For example, suppose your
colleague sends you a project which requires packages called A and B but you only
have package A. Without having package B, you wouldn’t be able to run the project.
Anaconda mitigates the chances of such errors. You can easily collaborate on
projects without worrying about any compatibility issues.lt gives you a seamless
environment which simplifies deploying projects. You can deploy any project with just
a few clicks and commands while managing the rest. Anaconda has a thriving
community of data scientists and machine learning professionals who use it regularly.
If you encounter an issue, chances are, the community has already answered the
same. On the other hand, you can also ask people in the community about the issues
you face there, it's a very helpful community ready to help new learners. With
Anaconda, you can easily create and train machine learning and deep learning
models as it works well with popular tools including TensorFlow, Scikit-Learn, and

15



Theano. You can create visualizations by using Bokeh, Holoviews, Matplotlib, and

Datashader while using Anaconda.

How to Use Anaconda for Python

Now that we have discussed all the basics in our Python Anaconda tutorial, let’s
discuss some fundamental commands you can use to start using this package

manager.
Listing All Environments

To begin using Anaconda, you’d need to see how many Conda environments are

present in your machine.

conda env list

It will list all the available Conda environments in your machine.
Creating a New Environment

You can create a new Conda environment by going to the required directory and use

this command:
conda create -n <your_environment_name>

You can replace <your_environment_name> with the name of your environment.
After entering this command, conda will ask you if you want to proceed to which you

should reply with y:
proceed ([y])/n)?

On the other hand, if you want to create an environment with a particular version of

Python, you should use the following command:
conda create -n <your_environment_name> python=3.6

Similarly, if you want to create an environment with a particular package, you can use

the following command:
conda create -n <your_environment_name>pack_name
Here, you can replace pack_name with the name of the package you want to use.

If you have a .yml file, you can use the following command to create a new Conda
16



environment based on that file:
conda env create -n <your_environment_name> -f <file_name>.yml

We have also discussed how you can export an existing Conda environment to a

.yml file later in this article.

Activating an Environment

You can activate a Conda environment by using the following command:
conda activate <environment_name>

You should activate the environment before you start working on the same. Also,
replace the term <environment_name> with the environment name you want to
activate. On the other hand, if you want to deactivate an environment use the

following command:

conda deactivate

Installing Packages in an Environment

Now that you have an activated environment, you can install packages into it by

using the following command:
conda install <pack_name>

Replace the term <pack_name> with the name of the package you want to install in

your Conda environment while using this command.

Updating Packages in an Environment

If you want to update the packages present in a particular Conda environment, you

should use the following command:
conda update

The above command will update all the packages present in the environment.

However, if you want to update a package to a certain version, you will need to use

17



the following command:

conda install <package_name>=<version>

Exporting an Environment Configuration

Suppose you want to share your project with someone else (colleague, friend, etc.).
While you can share the directory on Github, it would have many Python packages,
making the transfer process very challenging. Instead of that, you can create an
environment configuration .yml file and share it with that person. Now, they can

create an environment like your one by using the .yml file.

For exporting the environment to the .yml file, you'll first have to activate the same

and run the following command:
conda env export ><file_name>.yml|

The person you want to share the environment with only has to use the exported file

by using the ‘Creating a New Environment’ command we shared before.

Removing a Package from an Environment

If you want to uninstall a package from a specific Conda environment, use the

following command:
conda remove -n <env_name><package_name>

On the other hand, if you want to uninstall a package from an activated environment,

you’d have to use the following command:

conda remove <package_name>

Deleting an Environment

Sometimes, you don’'t need to add a new environment but remove one. In such
cases, you must know how to delete a Conda environment, which you can do so by

using the following command:

18



conda env remove -name <env_name>

The above command would delete the Conda environment right away.

4.3.2.1. FRONT END SPECIFICATIONS

Front-end web development is the process of transforming the data to a graphical
interface, through the usage of CSS, HTML, and JavaScript so that the users can
observe and network with that data. The front end portion is built by using some
languages which are discussed below: HTML: HTML stands for Hypertext Markup
Language. It is used to design the front-end portion of web pages using a markup
language. HTML is the combination of Hypertext and Markup language. The part of a
website that the user interacts with directly is termed the front end. It is also referred
to as the ‘client side’ of the application. It includes everything that users experience
directly: text colors and styles, images, graphs and tables, buttons, colors, and a
navigation menu. HTML, CSS, and JavaScript are the languages used for Front End
development. The structure, design, behavior, and content of everything seen on
browser screens when websites, web applications, or mobile apps are opened up, is
implemented by front End developers. Responsiveness and performance are two
main objectives of the Front End. The developer must ensure that the site is
responsive i.e. it appears correctly on devices of all sizes no part of the website

should behave abnormally irrespective of the size of the screen.

HTML: HTML stands for Hypertext Markup Language. It is used to design the front-
end portion of web pages using a markup language. HTML is the combination of
Hypertext and Markup language. Hypertext defines the link between the web pages.
The markup language is used to define the text documentation within the tag which

defines the structure of web pages.

CSS: Cascading Style Sheets fondly referred to as CSS is a simply designed
language intended to simplify the process of making web pages presentable. CSS
allows you to apply styles to web pages. More importantly, CSS enables you to do

this independent of the HTML that makes up each web page.

Some other libraries and frameworks are Semantic-Ul, Foundation, Materialize,

Backbone.js, Ember.js, etc.
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4.3.2.2.BACKEND SPECIFICATION
Advantages of Python

1. Easy to Read, Learn and Write

Python is a high-level programming language that has English-like syntax. This
makes it easier to read and understand the code.

Python is really easy to pick up and learn, that is why a lot of people recommend
Python to beginners. You need less lines of code to perform the same task as
compared to other major languages like C/C++ and Java.

2. Improved Productivity

Python is a very productive language. Due to the simplicity of Python, developers can
focus on solving the problem. They don’t need to spend too much time in
understanding the syntax or behavior of the programming language. You write less
code and get more things done.

3. Interpreted Language

Python is an interpreted language which means that Python directly executes the
code line by line. In case of any error, it stops further execution and reports back the
error which has occurred.

Python shows only one error even if the program has multiple errors. This

makes debugging easier.

4. Dynamically Typed

Python doesn’t know the type of variable until we run the code. It automatically
assigns the data type during execution. The programmer doesn’t need to worry about
declaring variables and their data types.

5. Free and Open-Source

Python comes under the OSI approved open-source license. This makes

it free to use and distribute. You can download the source code, modify it and even
distribute your version of Python. This is useful for organizations that want to modify
some specific behavior and use their version for development.

6. Vast Libraries Support

20



The standard library of Python is huge, you can find almost all the functions needed

for your task. So, you don’t have to depend on external libraries.

But even if you do, a Python package manager (pip) makes things easier to import
other great packages from the Python package index (PyPi). It consists of over
200,000 packages.

7. Portability

In many languages like C/C++, you need to change your code to run the program on
different platforms. That is not the same with Python. You only write once and run it
anywhere.

However, you should be careful not to include any system-dependent features.

4.3.3.TESTING PLAN

The major objectives of Software testing are as follows:

1)Finding defects which may get created by the programmer while developing the

software.
2)Gaining confidence in and providing information about the level of quality.
3)To prevent defects.

4)To make sure that the end result meets the business and user requirements.

4.3.3.1. TEST PROCESS

We can divide the activities within the fundamental test process into the following

basic steps:

Planning and Control.

Analysis and Design.

Implementation and Execution.
Evaluating exit criteria and Reporting.

Test Closure activities
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4.4, PROJECT MANAGEMENT PLAN

- Data Collection and Preprocessing : The datasets are text data, pre-

processing is employed for machine learning. We eliminate stop words and list
the tokens with comments using the Count Vectorizer function of the Python

Psychic Run library

« Feature Extraction : Feature selection is a process before classification

class. The suitable features will be identified based on the dataset. The
feature set is classified into two categories namely user-based features and

content-based features.

- User-Based Features : User-based features are used to describe the

behavior of users on Twitter. These features are based on user relationships

and properties of user accounts in the Twitter dataset.

« Content-Based Features : These features are related to tweets posted

by users. Generally, normal users can’t post duplicate content but spammers
post a lot of duplicate tweets. Content-based features are based on messages

that users write.

» Classification : SVM is successfully suitable for differentiating positive and

negative problems such as spam. SVM is a supervised learning model that
analyzes data used for classification and regression. AdaBoost is short for

adaptive boosting and can be used in conjunction with other algorithms.

CHAPTER 5.

IMPLEMENTATION DETAILS

Install Required Packages.
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e To complete the project, you need the following packages and libraries.
1. Anaconda Navigator

Jupyter

Numpy

Pandas

Matplotlib

Scikit-Learn

o gk w

Install Anaconda software
To install Anaconda on your local system, go through the below links according to
your system requirements. After Anaconda is installed, run the .exe folder.

For Windows- Link
For MacOS- Link

For Linux- Link

Install Required Libraries

Search Anaconda Navigator and open a Jupyter notebook.

All Apps Documents Web More

¥ Best match

Anaconda Prompt (anaconda3)
App

andic| Apps
) Anaconda Navigator (anaconda3) >
@ Spyder (anaconda3) >

q¥s &l Anaconda Powershell Prompt
(anaconda3)

' Search the web
L ana - See web results >
Documents (4+)

| Folders (2+)
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https://problemsolvingwithpython.com/01-Orientation/01.03-Installing-Anaconda-on-Windows/
https://problemsolvingwithpython.com/01-Orientation/01.04-Installing-Anaconda-on-MacOS/
https://docs.anaconda.com/anaconda/install/linux/

() ANACONDA NAVIGATOR
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Environments 2
® ] 2 ]
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N Leaming Jupyter
4

[
ax Community

]
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Installation of Numpy Library :
Using Anaconda
“~ Jjupyter Logout

O [ 3D Objects
0 anaconda3
o Contacts

[ Documents
0 Downloads

3 Favorites

0Oo0Doooao

[ Links

Navigator: conda install numpy
OR

Using command prompt: pip install numpy.

Installation of Pandas Library :

Using Anaconda Navigator: conda install pandas
OR

Using command prompt: pip install pandas.
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Installation of Matplotlib Library :
Using Anaconda Navigator: conda install matplotlib
OR

Using command prompt: pip install matplotlib

Installation of Scikit-Learn Library :
Using Anaconda Navigator: conda install -c conda-forge scikit-learn

OR

Using command prompt: pip install -U scikit-learn

5.1.Importing All The Libraries

e Import the required libraries for the model to run.
First step is usually importing the libraries that will be needed in the program.

In [1]: import pandas as pd
import numpy as np
from sklearn.feature_extraction.text import CountVectorizer
from sklearn.model_selection import train_test split
from sklearn.metrics import accuracy score, precision score, recall score, f1_score
from sklearn.ensemble import RandomForestClassifier
from sklearn.linear_model import LogisticRegression
from sklearn.svm import SVC
from sklearn.neural network import MLPClassifier
from keras.models import Sequential
from keras.layers import Dense, Embedding, LSTM, ConviD, MaxPoolinglD, Dropout
from keras.preprocessing.text import Tokenizer
from tensorflow.keras.preprocessing.sequence import pad_sequences

Numpy- It is an open-source numerical Python library. It contains a multi-dimensional array and matrix
data structures. It can be used to perform mathematical operations on arrays such as trigonometric,
statistical, and algebraic routines. Pandas objects are very much dependent on NumPy objects.

Pandas- It is a fast, powerful, flexible and easy to use open source data analysis and manipulation tool,
built on top of the Python programming language.

Step 2: Loading And PreProcessing The Data
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In [2]: df = pd.read_csv('spam.csv')
df = df[['Ccategory’, 'Message']]
df[‘Ccategory'] = df['Category’'].map({'spam': 1, ‘ham': @})
vectorizer = CountVectorizer(stop_words='english')
X = vectorizer.fit_transform(df['Message'])
y = df['Category’]
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42)

Step 3: Training And Testing The Dataset:

In [3]: # Random Forest Classifier
rfc = RandomForestClassifier(n_estimators=106, random_state=42)
rfc.fit(X_train, y_train)
rfc_y_pred = rfc.predict(X_test)
rfc_accuracy = accuracy_score(y_test, rfc_y _pred)
rfc_precision = precision_score(y_test, rfc_y_pred)
rfc_recall = recall_score(y_test, rfc_y pred)
rfc_f1_score = f1_score(y_test, rfc_y_pred)

# Linear Regression Classifier

Irc = LogisticRegression(random_state=a2)
Irc.fit(X_train, y_train)

Irc_y_pred = lrc.predict(X_test)

Irc_accuracy = accuracy_score(y_test, lrc_y pred)
1rc_precision = precision_score(y_test, lrc_y_pred)
Irc_recall = recall_score(y_test, lrc_y_pred)
1rc_f1_score = f1_score(y_test, lrc_y_pred)

# Support Vector Classifier

svc = SvC(kernel='linear’, random state=42)
sve.fit(X_train, y_train)

svc_y_pred = svc.predict(X_test)

svc_accuracy = accuracy_score(y_test, svc_y_pred)
svc_precision = precision_score(y_test, svc_y_pred)
svc_recall = recall score(y_test, svc_y pred)
sve_f1_score = f1_score(y_test, svc_y pred)

# Artificial Neural Network

ann = MLPClassifier(hidden_layer_sizes=(16, 8), max_iter=500, random_state=42)
ann, fit(X_train, y_train)

ann_y _pred = ann.predict(X_test)

ann_accuracy = accuracy_score(y_test, ann_y_pred)

ann_precision = precision_score(y_test, ann_y_pred)

ann_recall = recall_score(y_test, ann_y_pred)

ann_f1_score = f1_score(y_test, ann_y pred)

# Convolutional Neural Network

max_features = 20000

tokenizer = Tokenizer(num_words=max_features, split=' ')
tokenizer.fit_on_texts(df['Message’].values)

X = tokenizer.texts_to_sequences(df['Message’].values)

X = pad_sequences(X)

y = df['category’].values

X_train, X_test, y train, y_test = train_test_split(x, y, test_size=0.2, random_state=42)
cnn = Sequential()

cnn. add(Embedding(max_features, 128))

cnn.add(ConviD(64, 5, activation='relu'))

cnn. add(MaxPooling1D(pool_size=a))

cnn. add(Dropout(0.2))

cnn.add(LSTM(128))

cnn.add(Dense(1, activation='sigmoid’))

cnn.compile(loss='binary _crossentropy’, optimizer='adam', metrics=['accuracy'])

cnn. fit(X train, y train, batch size=64, epochs=18, validation data=(X test, y test))
cnn_y_pred = np.argmax(cnn.predict(X test), axis=-1)

cnn_accuracy = accuracy_score(y test, cnn_y pred)

cnn_precision = precision_score(y test, cnn y pred)

cnn_recall = recall score(y_test, can_y pred)

cnn_f1 score = f1 score(y_test, cnn_y pred)

print("Random Forest Classifier: Accuracy = X.2f, Precision = %.2f, Recall = X.2, F1 Score = X.2f" % (rfc_accuracy, rfc_precisic
print("Linear Regression Classifier: Accuracy = %.2f, Precision = ¥.2f, Recall = %.2f, F1 Score = %.2f" ¥ (Irc_accuracy, Irc_prec
print("Support Vector Classifier: Accuracy = %.2f, Precision = %.2f, Recall = %.2f, F1 Score = %.2f™ % (svc_accuracy, svc_precisi
print(“Artificial Meural Network: Accuracy = %.2f, Precision = ¥.2f, Recall = .2f, F1 Score = %.2f" ¥ (ann_accuracy, ann precisi
print("Convolutional Meural Network: Accuracy = X.2f, Precision = X.2f, Recall = .2f, F1 Score = X.2f" % (cnn_accuracy, cnn_prec

« ,

In [4]: import matplotlib.pyplot as plt
import seaborn as sns
from sklearn.metrics import confusion_matrix

# Random Forest Classifier

rfc_cm = confusion_matrix(y_test, rfc_y_pred)
sns.heatmap(rfc_cm, annot=True, cmap='8lues’, fmt="g")
plt.title( Random Forest Classifier’)

plt.xlabel( Predicted’)

plt.ylabel("Actual')

plt.show()

# Linear Regression Classifier

Irc_cm = confusion_matrix(y_test, lrc_y_pred)
sns.heatmap(1rc_cm, annot=True, cmap='Blues’, fmt='g')
plt.title("Linear Regression Classifier')
plt.xlabel("Predicted’)

plt.ylabel("Actual')

plt.show()

# Support Vector Classifier

svc_cm = confusion_matrix(y_test, svc_y_pred)
sns.heatmap(svc_cm, annot=True, cmap='8lues’, fmt='g')
plt.title( Support Vector Classifier’)
plt.xlabel("Predicted')

plt.ylabel(“Actual’)

plt. show()
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5.2. ALGORITHMS

e Random Forest: A machine learning classification technique that creates a
number of interdependent decision trees. A forecast is made by each tree in
the RF, and the one with the highest votes is used.

e Logistic Regression : Classification model in machine learning that uses
the connection between independent variables to make predictions. Its
primary use is in solving issues of categorical choice.

e SVM : A scatter plot with n-dimensional pieces of data using a supervised ML
algorithm, where n is the number of characteristics. The next step is to
construct a hyperplane that accurately separates the two groups.

5.3. TESTING

5.3.1. OBJECTIVES

The major objectives of Software testing are as follows:

e Finding defects which may get created by the programmer while developing
the software.

e Gaining confidence in and providing information about the level of quality.

e To prevent defects.

e To make sure that the end result meets the business and user requirements.

5.3.2 TEST PROCESS

We can divide the activities within the fundamental test process into the following

basic steps:
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e Planning and Control.

e Analysis and Design.

e Implementation and Execution.

e FEvaluating exit criteria and Reporting.

® Test Closure activities.

5.3.3 TEST CASES

A test case is a set of actions performed on a system to determine if it satisfies
software requirements and functions correctly. The purpose of a test case is to
determine if different features within a system are performing as expected and to
confirm that the system satisfies all related standards, guidelines and customer
requirements. The process of writing a test case can also help reveal errors or

defects within the system.

Test cases are typically written by members of the quality assurance (QA)
team or the testing team and can be used as step-by-step instructions for each
system test. Testing begins once the development team has finished a system
feature or set of features. A sequence or collection of test cases is called a test
suite.A test case document includes test steps, test data, preconditions and the

postconditions that verify requirements.

5.3.4 TESTING TYPES

There are many different types of testing methods or techniques used as part of the

software testing methodology. Some of the important testing methodologies are:

System Testing

Testing is performed to identify errors. It is used for quality assurance. Testing is an

integral part of the entire development and maintenance process. The goal of the

testing during this phase is to verify that the specification has been accurately and

completely incorporated into the design, as well as to ensure the correctness of the

design itself. For example the design must not have any logic faults in the design

before coding commences, otherwise the cost of fixing the faults will be considerably
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higher as reflected. Detection of design faults can be achieved by means of

inspection as well as walkthrough.

Testing is one of the important steps in the software development phase.
Testing checks for the errors, as a whole of the project testing involves the following

test cases:

> Static analysis is used to investigate the structural properties of the Source
code.

> Dynamic testing is used to investigate the behavior of the source code by
executing the program on the test data.

Unit Testing

Unit testing is conducted to verify the functional performance of each modular
component of the software. Unit testing focuses on the smallest unit of the software
design (i.e.), the module. The white-box testing techniques were heavily employed

for unit testing.

Functional Tests

Functional test cases involved exercising the code with nominal input
values for which the expected results are known, as well as boundary values and
special values, such as logically related inputs, files of identical elements, and empty

files.

Three types of tests in Functional test:
> Performance Test
» Stress Test
» Structure Test

Performance Test

It determines the amount of execution time spent in various parts of the unit,

program throughput, and response time and device utilization by the program unit.
Stress Test

Stress Test is a test designed to intentionally break the unit. A Great deal
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can be learned about the strength and limitations of a program by examining the

manner in which a programmer in which a program unit breaks.

Structured Test

Structure Tests are concerned with exercising the internal logic of a program
and traversing particular execution paths. The way in which White-Box test strategy
was employed to ensure that the test cases could Guarantee that all independent

paths within a module have been exercised at least once.
> Exercise all logical decisions on their true or false sides.

> Execute all loops at their boundaries and within their operational
bounds.

> Exercise internal data structures to assure their validity.
» Checking attributes for their correctness.

» Handling end of file condition, I/O errors, buffer problems and textual
errors in output information

Integration Testing

Integration testing is a systematic technique for constructing the
program structure while at the same time conducting tests to uncover errors
associated with interfacing. i.e., integration testing is the complete testing of the set
of modules which makes up the product. The objective is to take untested modules
and build a program structure tester should identify critical modules. Critical modules
should be tested as early as possible. One approach is to wait until all the units have
passed testing, and then combine them and then test. This approach evolved from
unstructured testing of small programs. Another strategy is to construct the product in
increments of tested units. A small set of modules are integrated together and tested,
to which another module is added and tested in combination. And so on. The
advantages of this approach are that interface dispenses can be easily found and

corrected.

The major error that was faced during the project is linking error. When all
the modules are combined the link is not set properly with all support files. Then we
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checked out for interconnection and the links. Errors are localized to the new module
and its intercommunications. The product development can be staged, and modules
integrated as they complete unit testing. Testing is completed when the last module

is integrated and tested.

5.3.5 VERIFICATION AND VALIDATION

Testing

Testing is a process of executing a program with the intent of finding an error.
A good test case is one that has a high probability of finding an as-yet -undiscovered
error. A successful test is one that uncovers an as-yet- undiscovered error. System
testing is the stage of implementation, which is aimed at ensuring that the system
works accurately and efficiently as expected before live operation commences. It
verifies that the whole set of programs hang together. System testing requires a test
consisting of several key activities and steps for running a program, string, system
and is important in adopting a successful new system. This is the last chance to

detect and correct errors before the system is installed for user acceptance testing.

The software testing process commences once the program is created and
the documentation and related data structures are designed. Software testing is
essential for correcting errors. Otherwise the program or the project is not said to be
complete. Software testing is the critical element of software quality assurance and
represents the ultimate review of specification design and coding. Testing is the
process of executing the program with the intent of finding the error. A good test case
design is one that has a probability of finding an yet undiscovered error. A successful
test is one that uncovers an yet undiscovered error. Any engineering product can be

tested in one of the two ways:
White Box Testing

This testing is also called Glass box testing. In this testing, by knowing
the specific functions that a product has been designed to perform, tests can be
conducted that demonstrate each function is fully operational at the same time
searching for errors in each function. It is a test case design method that uses the
control structure of the procedural design to derive test cases. Basis path testing is a

white box testing.
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Basis path testing:
> Flow graph notation
» Cyclomatic complexity
> Deriving test cases

» Graph matrices Control

Black Box Testing

In this testing by knowing the internal operation of a product, a test can be conducted
to ensure that “all gears mesh”, that is the internal operation performs according to
specification and all internal components have been adequately exercised. It

fundamentally focuses on the functional requirements of the software.
The steps involved in black box test case design are:

> Graph based testing methods

> Equivalence partitioning
> Boundary value analysis
> Comparison testing

Software Testing Strategies:

A software testing strategy provides a road map for the software developer. Testing
is a set activity that can be planned in advance and conducted systematically. For
this reason a template for software testing a set of steps into which we can place
specific test case design methods should be strategy should have the following

characteristics:

» Testing begins at the module level and works “outward” toward the
integration of the entire computer based system.

> Different testing techniques are appropriate at different points in time.

» The developer of the software and an independent test group conducts
testing.
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> Testing and Debugging are different activities but debugging must be
accommodated in any testing strategy.

Integration Testing:

Integration testing is a systematic technique for constructing the program structure
while at the same time conducting tests to uncover errors associated with. Individual
modules, which are highly prone to interface errors, should not be assumed to work
instantly when we put them together. The problem of course, is “putting them
together’- interfacing. There may be the chances of data lost across on another’s sub
functions, when combined may not produce the desired major function; individually
acceptable impressions may be magnified to unacceptable levels; global data

structures can present problems.
Program Testing:

The logical and syntax errors have been pointed out by program testing. A syntax
error is an error in a program statement that violates one or more rules of the
language in which it is written. An improperly defined field dimension or omitted
keywords are common syntax errors. These errors are shown through error
messages generated by the computer. A logic error on the other hand deals with the
incorrect data fields, out-of-range items and invalid combinations. Since the compiler
will not deduct logical errors, the programmer must examine the output. Condition
testing exercises the logical conditions contained in a module. The possible types of
elements in a condition include a Boolean operator, Boolean variable, a pair of
Boolean parentheses A relational operator or on arithmetic expression. Condition
testing method focuses on testing each condition in the program. The purpose of the
condition test is to deduct not only errors in the condition of a program but also other

errors in the program.
Security Testing:

Security testing attempts to verify the protection mechanisms built into a
system well, in fact, protect it from improper penetration. The system security must
be tested for invulnerability from frontal attack must also be tested for invulnerability
from rear attack. During security, the tester places the role of an individual who
desires to penetrate the system.
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Validation Testing

At the culmination of integration testing, software is completely assembled as a
package. Interfacing errors have been uncovered and corrected and a final series of
software test-validation testing begins. Validation testing can be defined in many
ways, but a simple definition is that validation succeeds when the software functions
in @ manner that is reasonably expected by the customer. Software validation is
achieved through a series of black box tests that demonstrate conformity with
requirements. After the validation test has been conducted, one of two conditions

exists.
* The function or performance characteristics conform to specifications and are

accepted.

*

A validation from specification is uncovered and a deficiency created.

Deviations or errors discovered at this step in this project are corrected prior
to completion of the project with the help of the user by negotiating to establish a
method for resolving deficiencies. Thus the proposed system under consideration
has been tested by using validation testing and found to be working satisfactorily.

Though there were deficiencies in the system they were not catastrophic

User Acceptance Testing

User acceptance of the system is a key factor for the success of any system. The
system under consideration is tested for user acceptance by constantly keeping in
touch with prospective system and user at the time of developing and making

changes whenever required. This is done in regards to the following points.
e Input screen design.

e Output screen design.

CHAPTER 6.

RESULTS AND DISCUSSION
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The results of the best features acquired from the attribute selection approach are
shown in Table | below, along with the data achieved by utilising all the
characteristics in the discrete time series (with no aspects selection techniques
performed) (correlation analysis).

Table | Results when using all features and best features for the second dataset

Using all features

Algorith | Accura |Precisi | Reca |F-

m cy on Il score
RF 92.05 |93.10 | 90.81 |91.94
LR 83.81 |84.39 | 82.95 | 83.66

SVM 86.71 190.23 | 82.29 | 86.08

ANN 88.88 [89.69 | 87.40 |88.53
CNN 90.26 |93.15 | 88.21 | 90.61

Using Best features
RF 92.83 93.71 | 90.67 | 92.65

LR 84.29 84.60 | 83.66 | 84.18
SVM 86.84 90.26 | 82.57 | 86.25

ANN 89.98 92.25 | 87.38 | 89.98
CNN 90.46 90.46 | 88.30 | 90.24

Using the best-selected attributes, RF obtained a 92.83% accuracy, with CNN
coming in as a distant second at a 90% accuracy. In addition, RF achieved the
greatest recall and fscore, and had the best accuracy (93.71). However, unlike the
first dataset, the models' performance on this one did not improve much when
features were selected. Again, we see that CNN's performance is inferior than RF's
while being considerably closer to it in all sets of findings. Since the same CNN
architecture was employed for both experimental sets, the results might be attributed
to either the size of the dataset or the design.

Moreover, we can see from the aforementioned statistics that the features selection
strategy resulted in an increase in classification accuracy across the board for both
datasets. This means that feature engineering methods are essential for enhancing
classifier efficacy.

Since most reputable websites are approved, they show up in the Google index, and
they've been there for a while, these may be used as indicators of whether or not the
site is a phishing attempt. URL of Anchor and Request URL are two content-based
features that look for telltale signs of malicious links by analysing HTML meta tags
and inline text, respectively. This in return is critical in determining whether or not the
site is a phishing attempt. Also, in the features selection step, these 4 characteristics
produced a high significance level for the first dataset, indicating that they indeed
play a role in identifying phishing websites.
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Finally, the results of an experiment where MI algorithms are implemented to the
other discrete time series using only attributes present in both datasets. However,
when compared to the results of the past versions in table I, which can seen by
looking at the numbers with table Il, there was no substantial improvement. Perhaps
this is due to the fact that contextual factors & link ids, two features that were
removed from the 2nd sample due to poor correlation values, are responsible for this.
Therefore, including them in the models would have been overkill.

TABLE Il Results on using available features of dataset1 in dataset 2

Using all Features

Algorith | Accura | Precisi | Reca | F-

m cy on I score
RF 91.98 (9142 |925 |92.01
LR 84.29 |82.84 26.3 84.57
SVM 87.41 |89.15 5735.0 87.08
ANN 89.12 | 88.05 30.9 89.46
CNN 90.31 |90.11 §2.1 90.25

CHAPTER 7.
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CONCLUSION

7.1. CONCLUSION AND FUTURE WORK

An increasing number of phishing websites and internet users have necessitated
innovative methods for detecting these malicious domains. Numerous studies have
been conducted on the topic of distinguishing phishing websites from legal ones by
using vast datasets and clever approaches. In this post, we've focused mostly on
features development as we worked to create a number of modeling software and
identify the aspects that influence these systems' ability to identify malicious urls.

We deployed RF, and SVM for feature selection more to enhance the classification
accuracy of the deployed models.

Overall, RF performed the best in both circumstances. RF and SVM achieved perfect
accuracy on the first dataset owing to the original characteristics study as well as the
associated aspects study, but the second dataset did not fair as well. Because it was
found that the initial dataset had more associated traits that were lacking in the
second. For this reason, we conducted an extensive series of studies to learn what
factors influence the recognition of the intelligent models while making the
determination of whether or not a site is phishing.

We recommend further research into other datasets and the use of deeper DL

models to improve and compare performance, as well as the identification of
additional essential factors in detecting phishing sites.
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Source Code

import pandas as pd

import numpy as np

from sklearn.feature_extraction.text import CountVectorizer

from sklearn.model_selection import train_test_split

from sklearn.metrics import accuracy_score, precision_score, recall_score, f1_score

from sklearn.ensemble import RandomForestClassifier
from sklearn.linear_model import LogisticRegression
from sklearn.svm import SVC

from sklearn.neural_network import MLPClassifier

from keras.models import Sequential

from keras.layers import Dense, Embedding, LSTM, Conv1D, MaxPooling1D,

Dropout
from keras.preprocessing.text import Tokenizer

from tensorflow.keras.preprocessing.sequence import pad_sequences

df = pd.read_csv('spam.csV')

df = df[['Category', 'Message']]

df['Category'] = df['Category'].map({'spam': 1, '‘ham": 0})
vectorizer = CountVectorizer(stop_words='english’)

X = vectorizer.fit_transform(df['Message'])

y = df['Category']

X_train, X _test, vy train, vy test = train_test_split(X, v,

random_state=42)
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# Random Forest Classifier

rfc = RandomForestClassifier(n_estimators=100, random_state=42)
rfc.fit(X_train, y_train)

rfc_y_pred = rfc.predict(X_test)

rfc_accuracy = accuracy_score(y_test, rfc_y_pred)

rfc_precision = precision_score(y_test, rfc_y_pred)

rfc_recall = recall_score(y_test, rfc_y_pred)

rfc_f1_score = f1_score(y_test, rfc_y_pred)

# Linear Regression Classifier

Irc = LogisticRegression(random_state=42)
Irc.fit(X_train, y_train)

Irc_y_pred = Irc.predict(X_test)

Irc_accuracy = accuracy_score(y_test, Irc_y_pred)
Irc_precision = precision_score(y_test, Irc_y_pred)
Irc_recall = recall_score(y_test, Irc_y_pred)

Irc_f1_score = f1_score(y_test, Irc_y_pred)

# Support Vector Classifier

svc = SVC(kernel="linear', random_state=42)
svc.fit(X_train, y_train)

svc_y_pred = svc.predict(X_test)

SvC_accuracy = accuracy_score(y_test, svc_y_pred)
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SvcC_precision = precision_score(y_test, svc_y_pred)
svc_recall = recall_score(y_test, svc_y_pred)

svc_f1_score = f1_score(y_test, svc_y_pred)

# Artificial Neural Network

ann = MLPClassifier(hidden_layer_sizes=(16, 8), max_iter=500, random_state=42)

ann.fit(X_train, y_train)

ann_y_pred = ann.predict(X_test)

ann_accuracy = accuracy_score(y_test, ann_y_pred)
ann_precision = precision_score(y_test, ann_y_pred)
ann_recall = recall_score(y_test, ann_y_pred)

ann_f1_score = f1_score(y_test, ann_y_pred)

# Convolutional Neural Network

max_features = 20000

tokenizer = Tokenizer(num_words=max_features, split="")
tokenizer.fit_on_texts(df['Message'].values)

X = tokenizer.texts_to_sequences(df['Message'].values)
X = pad_sequences(X)

y = dff'Category'].values

X_train, X_test, vy train, vy test = train_test_split(X,

random_state=42)
cnn = Sequential()

cnn.add(Embedding(max_features, 128))
42
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cnn.add(Conv1D(64, 5, activation='"relu"))
cnn.add(MaxPooling1D(pool_size=4))
cnn.add(Dropout(0.2))
cnn.add(LSTM(128))

cnn.add(Dense(1, activation="sigmoid'))

cnn.compile(loss='binary_crossentropy', optimizer="adam', metrics=['accuracy'])

cnn.fit(X_train, y_train, batch_size=64, epochs=10, validation_data=(X_test, y_test))
cnn_y_pred = np.argmax(cnn.predict(X_test), axis=-1)

chn_accuracy = accuracy_score(y_test, cnn_y_pred)

cnn_precision = precision_score(y_test, cnn_y_pred)

cnn_recall = recall_score(y_test, cnn_y_pred)

cnn_f1_score = f1_score(y_test, cnn_y_pred)

print("Random Forest Classifier: Accuracy = %.2f, Precision = %.2f, Recall = %.2f, F1

Score = %.2f" % (rfc_accuracy, rfc_precision, rfc_recall, rfc_f1_score))

print("Linear Regression Classifier: Accuracy = %.2f, Precision = %.2f, Recall = %.2f,

F1 Score = %.2f" % (Irc_accuracy, Irc_precision, Irc_recall, Irc_f1_score))

print("Support Vector Classifier: Accuracy = %.2f, Precision = %.2f, Recall = %.2f, F1

Score = %.2f" % (svc_accuracy, svc_precision, svc_recall, svc_f1_score))

print("Artificial Neural Network: Accuracy = %.2f, Precision = %.2f, Recall = %.2f, F1

Score = %.2f" % (ann_accuracy, ann_precision, ann_recall, ann_f1_score))

print("Convolutional Neural Network: Accuracy = %.2f, Precision = %.2f, Recall =

%.2f, F1 Score = %.2f" % (cnn_accuracy, cnn_precision, cnn_recall, cnn_f1_score))
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import matplotlib.pyplot as plt
import seaborn as sns

from sklearn.metrics import confusion_matrix

# Random Forest Classifier

rfc_cm = confusion_matrix(y_test, rfc_y_pred)
sns.heatmap(rfc_cm, annot=True, cmap='Blues', fmt='g')
plt.title('Random Forest Classifier')

plt.xlabel('Predicted')

plt.ylabel('Actual’)

plt.show()

# Linear Regression Classifier

Irc_cm = confusion_matrix(y_test, Irc_y_pred)
sns.heatmap(lrc_cm, annot=True, cmap="Blues', fmt='g’)
plt.title('Linear Regression Classifier')
plt.xlabel('Predicted')

plt.ylabel('Actual’)

plt.show()

# Support Vector Classifier
svc_cm = confusion_matrix(y_test, svc_y_pred)

sns.heatmap(svc_cm, annot=True, cmap='Blues', fmt='g')

44



plt.title('Support Vector Classifier')
plt.xlabel('Predicted')
plt.ylabel(*Actual')

plt.show()

# Artificial Neural Network

ann_cm = confusion_matrix(y_test, ann_y_pred)
sns.heatmap(ann_cm, annot=True, cmap='Blues', fmt='g")
plt.title('Artificial Neural Network")

plt.xlabel('Predicted')

plt.ylabel('Actual’)

plt.show()

# Convolutional Neural Network

cnn_cm = confusion_matrix(y_test, cnn_y_pred)
sns.heatmap(cnn_cm, annot=True, cmap="Blues', fmt='g’)
plt.title('Convolutional Neural Network')
plt.xlabel('Predicted')

plt.ylabel('Actual’)

plt.show()

from sklearn.metrics import roc_curve, roc_auc_score
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# Random Forest Classifier
rfc_fpr, rfc_tpr, _ = roc_curve(y_test, rfc_y_pred)
rfc_auc = roc_auc_score(y_test, rfc_y_pred)

plt.plot(rfc_fpr, rfc_tpr, label='Random Forest (AUC = {rfc_auc:.2f})")

# Linear Regression Classifier
Irc_fpr, Irc_tpr, _ =roc_curve(y_test, Irc_y_pred)
Irc_auc = roc_auc_score(y_test, Irc_y_pred)

plt.plot(Irc_fpr, Irc_tpr, label=f'Linear Regression (AUC = {Irc_auc:.2f})")

# Support Vector Classifier
svc_fpr, svc_tpr, _ =roc_curve(y_test, svc_y_pred)
svc_auc = roc_auc_score(y_test, svc_y_pred)

plt.plot(svc_fpr, svc_tpr, label=f'Support Vector (AUC = {svc_auc:.2f})")

# Artificial Neural Network
ann_fpr, ann_tpr, _ =roc_curve(y_test, ann_y_pred)
ann_auc = roc_auc_score(y_test, ann_y_pred)

plt.plot(ann_fpr, ann_tpr, label=f'Artificial Neural Network (AUC = {ann_auc:.2f})")

# Convolutional Neural Network
cnn_fpr, cnn_tpr, _ = roc_curve(y_test, cnn_y_pred)

cnn_auc = roc_auc_score(y_test, cnn_y_pred)
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plt.plot(cnn_fpr, cnn_tpr, label=f'Convolutional Neural Network (AUC

{cnn_auc:.2f})")

# Plot the ROC curve

plt.plot([0, 1], [0, 1], linestyle="--, label='"Random Guessing')
plt.xlabel('False Positive Rate')

plt.ylabel('True Positive Rate')

plt.title('ROC Curve')

plt.legend()

plt.show()

from sklearn.metrics import precision_recall_curve, average_precision_score

# Random Forest Classifier
rfc_precision, rfc_recall, _ = precision_recall_curve(y_test, rfc_y_pred)
rfc_ap = average_precision_score(y_test, rfc_y_pred)

plt.plot(rfc_recall, rfc_precision, label=f'Random Forest (AP = {rfc_ap:.2f})")

# Linear Regression Classifier
Irc_precision, Irc_recall, _ = precision_recall_curve(y_test, Irc_y pred)
Irc_ap = average_precision_score(y_test, Irc_y_pred)

plt.plot(Irc_recall, Irc_precision, label=f'Linear Regression (AP = {Irc_ap:.2f})")
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# Support Vector Classifier
svc_precision, svc_recall, _ = precision_recall_curve(y_test, svc_y_pred)
sSvC_ap = average_precision_score(y_test, svc_y_pred)

plt.plot(svc_recall, svc_precision, label=f'Support Vector (AP = {svc_ap:.2f})")

# Artificial Neural Network
ann_precision, ann_recall, _ = precision_recall_curve(y_test, ann_y_pred)
ann_ap = average_precision_score(y_test, ann_y_pred)

plt.plot(ann_recall, ann_precision, label=f'Artificial Neural Network (AP =
{ann_ap:.2f})")

# Convolutional Neural Network
cnn_precision, cnn_recall, _ = precision_recall_curve(y_test, cnn_y_pred)
chn_ap = average_precision_score(y_test, cnn_y_pred)

plt.plot(cnn_recall, cnn_precision, label=f'Convolutional Neural Network (AP =
{cnn_ap:.2f})")

# Plot the Precision-Recall Curve
plt.xlabel('"Recall’)
plt.ylabel('Precision")
plt.title('Precision-Recall Curve')
plt.legend()

plt.show()
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import numpy as np

import matplotlib.pyplot as plt

# Define the evaluation metrics

classifiers = [Random Forest', 'Linear Regression', 'Support Vector', 'Artificial Neural

Network', 'Convolutional Neural Network']

accuracy = [0.98, 0.98, 0.98, 0.99, 0.87]
precision = [1.00, 1.00, 0.99, 1.00, 0.00]
recall =[0.86, 0.88, 0.89, 0.94, 0.00]

f1_score =[0.92, 0.94, 0.94, 0.97, 0.00]

# Set the bar width

bar_width =0.2

# Define the x positions of the bars
r1 = np.arange(len(classifiers))

r2 = [x + bar_width for x in r1]

r3 = [x + bar_width for x in r2]

r4 = [x + bar_width for x in r3]

# Create the bar chart

plt.bar(r1, accuracy, color="blue',
label="Accuracy’)

plt.bar(r2, precision, color="red',
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label="Precision')
plt.bar(r3, recall, color="'green’, width=bar_width, edgecolor='black’, label="Recall')

plt.bar(r4, f1_score, color="orange', width=bar_width, edgecolor="black’, label="F1

Score')

# Add labels and title

plt.xlabel('Classifiers")

plt.xticks([r + bar_width for r in range(len(classifiers))], classifiers)
plt.ylabel('Score")

plt.title('Evaluation Metrics for Email Spam Detection')

# Add legend

plt.legend()

# Show the plot

plt.show()

Appendix Screenshots

Screenshots Of Outputs:
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Abstract—Phishing assaults, in which the perpetrator
masquerades as a legitimate source in order to obtain
confidential material, are now a serious threat due to the
rapid growth of online consumers damaging one's
credibility, costing one's money, or infecting one's
computer with spyware and perhaps other viruses. Due to
their capacity to sift through large amounts of data in
search of patterns that can be used to make predictions,
intelligent approaches like ML & DL were finding
growing usage in the realm of cybersecurity. In this study,
we explore the efficacy of using such clever methods to
identify phishing websites. We utilised two different data
sets and picked the most highly linked attributes, which
included both content-based and URL-lexical/domain-
based characteristics. After that, many ML models were
implemented, and their relative efficacy was assessed. The
results demonstrated the significance of selecting features
in raising the quality of the models. In addition, the
findings attempted to determine the most useful factors
that affect the model when it comes to recognizing
phishing websites. When it came to classifying data, the
Random Forest (RF) algorithm performed best across the
board.

Keywords—Deep learning, Random forest, machine
learning, and phishing websites.

I INTRODUCTION

The importance of cyber defense in today's globalized
society is rising rapidly. The proliferation of Internet usage
and improvements in network technology are linked to the
emergence of more sophisticated cyberattacks [1]. One of
the most significant concerns is the production and spread of
hostile URLs. Newsletters, hyperlinks, pop-up ads, & ads
are a few of the common ways that harmful URLSs spread.
Due to the fact that they host malicious material without
permission, their proliferation may lead to monetary loss,
personal information being stolen, and even ransomware
being downloaded & installed on a computer.

Among the two key methods [2][3] has been utilized to
identify fraudulent URLs. The very first method is a
blacklisted that is regularly evolving when potentially
malicious URLs are discovered. Software like Google
Secure Browser, Intel Sites Defender, & Content filtering
ThreatSeeker [4] are just a few examples of business
products that use this method to detecting harmful URLSs.
This approach accurately detects fraudulent URLs while
being simple to implement. On the other hand, it can't
protect users against the dangers of newly discovered
malicious URLSs.
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Heuristic variant of such a method generates characteristics
of imminent vulnerabilities & keeps them on the blacklist.
By creating and maintaining signature for actions based on
its behavioral traits, such approach exhibits enhanced
generalisation abilities in comparison to the blacklist-based.
Each time a fresh URL is generated, it is checked against
stored signature. As soon as a match is made, the URL is
flagged as potentially harmful. In addition, since they rely
on a predetermined signature, intruders may simply
circumvent them, so machines that adopt this strategy will
be unable to recognise new malicious URLS.

The 2nd strategy involves the use of Al-based methods,
such as ML different classifiers for threat detection through
URLs. Researchers have been progressively using this
strategy in the past century as a means of fixing the
problems encountered by the earlier method. A test set of
dangerous and safe URLs is essential for ML. Multiple
types of characteristics associated with the URLs may be
used to compile the training set. As a result, after an ML
model has been trained on this list, it may use the
information it has acquired to categorise new URLSs.

Throughout this study, we suggested an ML-based method
for identifying malicious Url. When conducting our study,
we relied on two different datasets: one that was originally
written by Mohamad. [5] and another we downloaded
through Kaggle [6]. Eleven thousand five hundred and fifty
records were included in the initial dataset, whereas fourteen
thousand nine hundred and three were in the latter. Domain-
based features, URL lexical-based features, and material
functionalities were the three primary categories of features
included in both samples. Using two sets of data, we
selected the highlights with the highest correlation but also
conducted a quality assessment of various machine learning
classifiers, such as Support Vector Machine (SVM) ,
Random Forest (RF), and Logistic Regression (LR) .

Out of all the models tested on the initial data, SVM and
RF models had a perfect detection rate for spam Detection.
Once again, RF achieved the highest accuracy (91.83%)
when compared to the other models in the discrete time
series. There were additional associated characteristics in
the initial dataset, which led to higher outcomes, compared
to the second dataset, which did not include these features.
Domain-based aspects like a page's prominence and
longevity in operation were the primary focus of these
additions.

Google indexes is a subdomain attribute that indicates
whether or not a webpage is included in Google's search
engine results. Anchor tags and access data elements were
examples of evidenced elements that contributed to the
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website's usability. As a result, these elements may be
affecting how well the models can identify whether or not
the site is malicious. This article thus analysed the factors
that influence models for distinguishing phishing from non-
phishing websites. Suitable characteristics choices for
enhancing DL and ML performance was also investigated.

Il. LITERATURE REVIEW

In order to identify harmful URLs, researchers have
explored many Al-based methods, including DI and Ml
algorithms.

These methods rely on properties associated with URLSs to
construct and refine models; these features may be broken
down into 3 broad categories: Domain-based features,
lexical-based features, and material functionalities. The
statistical data retrieved out from Url, including its duration,
special character count, length, and whether or not it was
encrypted, are examples of lexically linked features.
Webpage characteristics that pertain to the content itself are
known as “information features,” and they consist of things
like link elements in Html file, linkages such as meta data,
and scripts found in the content's underlying Js. In the realm
of phrases, "property features™ refer to those that are directly
associated with the domain part of a website's URL.
Domain-based capabilities includes Domain name search
queries, option for long, and Ptr inquiry metadata regarding
domains and IP addresses.

In order to assess the efficacy of ML models for identifying
malicious urls, Khan. [7] tested them on three different
datasets. They found that RF and ANN were superior to
other techniques of categorization, with an efficiency of
over 97.2% being recorded. After demonstrating that the
model's performance was unaffected by the removal of
irrelevant characteristics from the fields of data, they found
the set of overlapping features present in all three databases.
Similarly, Awasthi. [8] compared several Ml algorithms for
spotting malicious urls and found the Random forest had the
highest accuracy (96.56 percent).

Kokmaz. [9] looked at 59 distinct aspects connected to the
name, subdomain, & route parts of the URL, with a special
emphasis on lexical-based variables. They tested a number
of Machine learning models on three sets of data, and found
that RF had the best overall performance (with a reliability
of up to 96.6% over the datasets) while ANN had the
quickest runtime.

Site spoofing attempt identification was performed by
Hossain. [10] using a publicly available balancing dataset of
10,020 records and 49 characteristics related to Urls
linguistic and site properties. With only an F-score of 0.98,
they validated the effectiveness of the RF algorithms in
detecting phishing websites. Like this, but with two separate
datasets. Even with this little data, all of the algorithms
achieved an accuracy of 92% or above. Furthermore, from
both dataset, the Algo achieved the best accuracy of 96%.

Using fewer attributes and a 3 categorization for the
website, Kiruthigah. [12] similarly concentrated on the

identical two groups of characteristics. Using a dataset of 9
features and 1,352 URLs classified are safe, doubtful,
phishing, they used a suite of ML algorithms.

Based on findings, SVM and Decission Tree were the most
effective methods, with an accuracy of 91.97%. They also
noted that the research was limited because of both the
amount of data and the quantity of attributes.

Throughout this research, we compared the efficacy of
many DI and MI models designed to identify fraudulent
websites. We examine the impact of variable selection on
accuracy and illustrate that there are three types of
characteristics that are significant.

1. METHODOLOGY

The purpose of this suggested study is to identify and
categorise phishing and legal websites. In order to do this,
we used two originally released phishing datasets [5][6]. At
first, we investigated the datasets to learn more about their
structure, size, and limitations. After that, the datasets
underwent preprocessing to address the class imbalance
problem. The characteristics with the highest correlation
were chosen next. Classification models were finally
employed, and the outcomes were analysed. The stages in
the process are shown in Figure 1 below.
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A. Dataset Description

Two datasets were used in the experiment, and their results
were compared. In the first place, We adopted
Mohammad[5] .'s UCI phishing collection to conduct our
research that can be found on Mendeley [13]. There are 32
qualities and 11,056 occurrences in all. No values are
missing from it.

The phishing/legitimate status of a website is shown as a
binary value in the categorization property. Only 6158 of



the 11,056 cases are authentic, while 4898 are phishing
attempts.

The phishing/legitimate status of a website is shown as a
binary value in the categorization property. Out of a total of
14,093 occurrences, we can safely say that 7044 are
fraudulent phishing attempts and 7049 are genuine. While it
has the same characteristics as the original dataset, this one
is missing five features from the original.

Features from the lexicon, the domain, and the content are
all present in both datasets.

Our Architecture-

B.Preprocessing

Under-Sampling: For example, in the very first dataset,
there were only 6152 occurrences of the genuine
classification and 4890 examples of something like the
fraudulent subclass, leading to a class-imbalance issue. In
response, a technique known as "randomised under-
sampling” was used, in which reducing the amount of
dominant classifiers until they were about comparable to the
amount of minority classifiers examples inside information.
Even after accounting for undersampling, fraudulent
category still had 4890 occurrences, whereas the legitimate
category still contained 4890 occurrences.After under-
sampling was applied to the second dataset, it too included
7044 phishing class instances and 7044 legal class instances.
A visual representation of the random undersampling
method applied to the initial dataset is shown in Figure 2.

Under-Sampling Technique

Removing samples from
majority (non-phishing class)

Phishing Class  Non-phishing Class  Non-phishing Class  Phishing Class
4989 instances 6157 instances 4989 instances 4989 instances

Original Dataset Undersampled Dataset

Fig. 2: Under-sampling technique
B.Feature Selection

Features selection is a crucial part of developing a high-
performance model, as it helps to identify the traits that are

most important and will lead to improved accuracy. That's
why we used a method of features selection known as
correlation analysis. To determine the relationship between
all of the independent variables and the dependent (target)
attribute, statisticians use a technique known as correlation
analysis. In our study, the correlation was \sapplied to both
datasets. Due to this, we analyzed a combined total of 19
characteristics from both sets to develop our own set of
intelligent models and assess how well they performed.
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Fig. 4 Correlation values of the second dataset

Table | Description of the features selected in first dataset

# Attributes Description Feature
Type
1. Having_IP_Addr | If the domain part | Lexical
ess has an IP address
2. URL_length Number of | Lexical
characters in the
URL
3. Shortining Is the URL shortened | Lexical
Service
4. Having_At_Sym | Is”@sign present Lexical
bol
5. Prefix_Suffix Does the domain part | Lexical
include”-“symbol
(separates suffix




prefix) to website
elements
2. | anchor_tags Any suspicious | Content
- _ behaviors related
6. Having_Sub_Do | Is the number of sub- | Lexical to the anchor tag
main domains
high(Greater than 2)
7. SSLfinal_State Has valid SSL | Domain
certificate (age) _ Table 111 Common features selected in both the datasets
8. Domain_registrat | Is the domain age of | Domain
ion_length the website short # | Attributes Presence of these features
(shorter than a year) in the datasets
9. Request_URL Are the external | Content 1. | Having_IP_Address
objects(images,video —
s) loaded from 2. | URL_Length
another domain 3. Shortining_Service
10. | URL_of Anchor | Is the URL anchor | Content
linking to a website 4. | Having_At_Symbol
11. | Links_in_tags Presence of <meta>, | Content
<Script>,<|ink> tags 5. PI'EfiX_SUfﬁX
12. | SFH Ea?]edsl GEt:(eSIs:el_r'\)/er from | Domain 6 Having_Sub_Domain
contain empty strings 7. SSLfinal_state
- - - - Features selected in both
13. | Abnormal URL | Is the hostname | Lexical 8. Domain_registration_ datasets
included is WHOIS length
database 9. | Links_in_tags
14. | Age_of domain Is the age of the | Domain 10. | SFH
website short or long :
15. | DNSRecord If the website is | Domain 11. | Abnormal_URL
(/(\B/Cﬁgqiszzdt ; by 12. | Age_of domain
atabase
16. | Web_traffic If the webpage is | Domain 13. | DNSRecord
frequently visited 14. | Web_traffic
17. | Page_Rank How important the Domain 15. | Statistical_report
webpage is on the -
internat 16. | Request URL Features selected in the
18. | Google_Index If the website is in | Domain 17. | URL_of_Anchor first dataset but not in the
Google’s index or 18. | Page_Rank second
not 19. | Google_Index
19. | Statistical_report | If the host belongs to | Domain
top phishing IPs or 20. | External_objects Features selected in the
domains(PhishTank) second dataset but not in

After looking at their correlation coefficients, we can see
that the first dataset has four key properties that the second
dataset does not. In the second dataset, we chose to include
all of the missing features from the first dataset as well as
the remaining features. In Table IIl, we see the
characteristics that are shared between the two datasets,
those that are unique to the first dataset, and those that are
unigue to the second dataset.

Table Il Description of the additional features selected in
the second dataset

# | Attributes Description Feature

Type

1. | external_objects | Any suspicious | Content
behaviors related

21. | anchor_tags the first

B. Algorithms Used

Random Forest: A machine learning classification technique
that creates a number of interdependent decision trees. A
forecast is made by each tree in the RF, and the one with the
highest votes is used.

Logistic Regression : Classification model in machine
learning that uses the connection between independent
variables to make predictions. Its primary use is in solving
issues of categorical choice.




SVM : A scatter plot with n-dimensional pieces of data
using a supervised ML algorithm, where n is the number of
characteristics. The next step is to construct a hyperplane
that accurately separates the two groups.

C. Evaluation Metrics

The intelligent models' projected and actual classifications
were laid out in a four-way table called a confusion matrix,

Table V below displays the characteristics chosen as the
best by the features selection method, along with the
findings acquired by utilising all the features in the original
data (without any features methodologies performed)
(correlation analysis).

Table V Results when usins all features and best features for
first dataset

which was used as the basis for the assessment metrics. Using all features
There are four parts to the distribution: correct results (TP), i _
incorrect results (FP), correct results (TN), and incorrect Algorith | Accurac | Precisio | Recall | F-score
results (FN) (FN). Accurately identifying phishing websites m y n
as such (TP) and mistakenly identifying genuine websites as RF 96.53 97.39 95.85 | 96.61
such (FP) are the two extremes of the phishing prediction
spectrum. LR 91.98 92.97 91.41 92.18
V. EXPERIMENTAL SETUP AND RESULTS SVM 91.98 93.23 91.11 92.16
Once the datasets were preprocessed, the intelligent models ANN 93.336 91.92 0338 | 93.48
could be constructed. A computer with just an Intel
Core CPU and 4 GB of RAM was used for the tests. Python CNN 94.23 95.71 94.47 | 9452
and Jupyter Notebook were used to create the DI and ML
models (Keras and Scikit Learn). Each model was Using Best features
developed using a 70:30 test train split of two sets. At last,
models are scored on a variety of metrics, including RF 100 100 100 100
accuracy, precision, and recall. In Table IV, we detail the
various parameter values for each category. LR 99.08 98.91 99.30 99.11
Table IV Parameter settings for each classifier SVM 100 100 100 100
Model Parameter Value
ANN 99.21 99.72 98.71 99.21
RF Number of tress 100 CNN 98.19 9658 | 99.91 | 98.23
SVM Kernal linear
LR Maximum  number  of | 100
iterations Table V shows that for the first dataset, RF and SVM
Number of layers 4 created from the best-selected features had a 100%
: accuracy, which is the greatest of any classifier. After that,
mlé:jnebne:a of neurons in | 32,64,63 the ANN model got to 99.21% accuracy, then LR got to
yers o .
. _ _ 99.08% accuracy. Classifiers' output - precision, recall, and
CNN Activation function in | ReLU F-score may also be seen. To summarise, both RF and SVM
hidden layers _ were able to produce classifiers with 100% accuracy, recall,
Number of neurons in | 1 and f-scores when employing the best-selected features.
output layer
Batch size 32 Despite this, it's worth noting that RF fared better than
CNN, which is surprising given that CNNs are often thought
to be better at quickly capturing the relevant information
Number of hidden layers 2 and producing more accurate results. Traditional CNNs,
however, need enormous data to be sufficiently successful.
Number of neurons in 12 The amount of layers upon which they are constructed is
hidden layers also a factor in how well they function. One probable
Activation function in ReLU explanation for its poor performance in our trials is the very
ANN hidden layers modest size of the datasets employed. One possible reason
Number of neurons in Z for this is that the CNN model used in our experiment was
output layer constructed with fewer neurons/layers than would normally
be used.
Activation function in SoftMax
output layer The results of the best features acquired from the attribute
Batch size 32 selection approach are shown in Table VI below, along with

the data achieved by utilising all the characteristics in the
discrete time series (with no aspects selection techniques
performed) (correlation analysis).



Table VI Results when using all features and best features
for the second dataset

Using all features
Algorith Accurac | Precisio | Recall | F-score
m y n
RF 92.05 93.10 90.81 91.94
LR 83.81 84.39 82.95 83.66
SVM 86.71 90.23 82.29 86.08
ANN 88.88 89.69 87.40 88.53
CNN 90.26 93.15 88.21 90.61
Using Best features
RF 92.83 93.71 90.67 92.65
LR 84.29 84.60 83.66 84.18
SVM 86.84 90.26 82.57 86.25
ANN 89.98 92.25 87.38 89.98
CNN 90.46 90.46 88.30 90.24

Using the best-selected attributes, RF obtained a 92.83%
accuracy, with CNN coming in as a distant second at a 90%
accuracy. In addition, RF achieved the greatest recall and
fscore, and had the best accuracy (93.71). However, unlike
the first dataset, the models' performance on this one did not
improve much when features were selected. Again, we see
that CNN's performance is inferior than RF's while being
considerably closer to it in all sets of findings. Since the
same CNN architecture was employed for both experimental
sets, the results might be attributed to either the size of the
dataset or the design.

Moreover, we can see from the aforementioned statistics
that the features selection strategy resulted in an increase in
classification accuracy across the board for both datasets.
This means that feature engineering methods are essential
for enhancing classifier efficacy.

Since most reputable websites are approved, they show up
in the Google index, and they've been there for a while,
these may be used as indicators of whether or not the site is
a phishing attempt. URL of Anchor and Request URL are
two content-based features that look for telltale signs of
malicious links by analysing HTML meta tags and inline
text, respectively. This in return is critical in determining
whether or not the site is a phishing attempt. Also, in the
features selection step, these 4 characteristics produced a
high significance level for the first dataset, indicating that
they indeed play a role in identifying phishing websites.
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cm  End Users
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Finally, the results of an experiment where MI algorithms
are implemented to the other discrete time series using only
attributes present in both datasets are shown in the table
below (I11). However, when compared to the results of the
past versions in table VI, which can seen by looking at the
numbers with table VII, there was no substantial
improvement. Perhaps this is due to the fact that contextual
factors & link ids, two features that were removed from the
2nd sample due to poor correlation values, are responsible
for this. Therefore, including them in the models would
have been overkill.

TABLE VII Results on using available features of datasetl
in dataset 2

Using all Features

Algorith Accurac | Precisio | Recall | F-score
m y n
RF 91.98 91.42 9259 | 92.01
LR 84.29 82.84 86.37 | 84.57
SVM 87.41 89.15 85.09 | 87.08
ANN 89.12 88.05 90.92 | 89.46
CNN 90.31 90.11 92.14 | 90.25

V. CONCLUSIONS AND FUTURE WORK

An increasing number of phishing websites and internet
users have necessitated innovative methods for detecting
these malicious domains. Numerous studies have been
conducted on the topic of distinguishing phishing websites
from legal ones by using vast datasets and clever
approaches. In this post, we've focused mostly on features
development as we worked to create a number of modeling
software and identify the aspects that influence these
systems' ability to identify malicious urls.

We deployed RF, and SVM for feature selection more to
enhance the classification accuracy of the deployed models.



Overall, RF performed the best in both circumstances. RF
and SVM achieved perfect accuracy on the first dataset
owing to the original characteristics study as well as the
associated aspects study, but the second dataset did not fair
as well. Because it was found that the initial dataset had
more associated traits that were lacking in the second. For
this reason, we conducted an extensive series of studies to
learn what factors influence the recognition of the intelligent
models while making the determination of whether or not a
site is phishing.

We recommend further research into other datasets and the
use of deeper DL models to improve and compare
performance, as well as the identification of additional
essential factors in detecting phishing sites.
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