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ABSTRACT 

 

 
Payment Tracking System is a web-based application for tracking and 

managing the payments for various vendors. It provides a single point of contact that 

consolidates payment requests from the accounts department to the top management 

to deliver the supplier payments on time, using integrated best practices to manage 

operations and services. It offers integrated Transaction Management capabilities like 

Invoice Generation, Payment Reminders. It ensures visibility, insight, isolation, and 

faster resolution of Payment related issues for any type of organization by providing 

the right information at the right time as required by the user. In the business world, it 

is quite a tedious process to invoice clients and chase them for payments. If you are 

running a business or planning to start in the future, this project will provide you an 

application to track the payments from clients and give you an insight of earnings. This 

application will not only create, send, and receive the invoices but also generate 

automated follow-up reminders for due payments. With the help of this application 

client can also avoid late fee. 
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CHAPTER 1 

INTRODUCTION 

 

Payment Tracking System is a web-based application for tracking and 

managing the payments for various vendors. It provides a single point of contact that 

consolidates payment requests from the accounts department to the top management 

to deliver the supplier payments on time, using integrated best practices to manage 

operations and services. It offers integrated Transaction Management capabilities like 

Invoice Generation, Payment Reminders. It ensures visibility, insight, isolation, and 

faster resolution of Payment related issues for any type of organization by providing 

the right information at the right time as required by the user. The purpose of the project 

will be a Web-based system for tracking the payments made to the suppliers and 

allows businesses to automate the process and provides an interface to keep track of 

the businesses. This project uses Node.js with React as front end and it has the 

following features. The primary aim of this software is to provide an improved design 

methodology, which envisages the future expansion, and modification, which is 

necessary for a core sector like manufacturing industries. This necessitates the design 

to be expandable and modifiable and so a modular approach is used in developing the 

software. The software has been developed using the most powerful and secure 

NoSQL database MongoDB and the most widely accepted open-source server 

environment Node.js. The software is meant to overcome the drawbacks of the manual 

system. 
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CHAPTER 2 

LITERATURE SURVEY 

 
1] Chandrashekhar M V proposed a system that facilitates smart billing and invoicing 

for users. Users can add customers and create invoices. The system follows a 2-tier 

architecture. Additionally, the users are provided with sales reports and inventory 

reports. This system aims to provide invoicing services and financial management to 

retail business owners. 

2] P. Thanapal proposed an expense tracker to prevent having to calculate income 

and expenses, as well as to remind someone to keep their expenses in track and also 

to add some details on how much money comes from other people and what expenses 

or payments the user have to make on a given date or month, User have categories in 

the expenditure tracker such as add expense, monthly expenses, add new expense, 

see categories of spending, export expenses in a date range, remove export files, and 

view expenses by category. 

3] S. Chandini proposed an expense tracker that will maintain all the expenses record 

of users and manage them efficiently. The user can choose an expense category and 

provide additional information such as a photo, a location, and the amount of the 

expense, among other things. This will save the information to the local database. The 

user can examine and sort expenses on a weekly, monthly, or annual basis. By utilizing 

this, they reduced the quantity of manual calculations for their expenses and maintain 

track of their spending. The user can enter his income to compute his total daily 

expenses, and the data will be saved for each individual user. This tracker could be 

useful for people who frequently go on trips or to the theatre with their buddies. This 

tracker will make it easier for them to disburse the bill. This will show the graph in the 

chosen view. 

4] Karim, Md. Abdul proposed an expense tracker to create a system for recording 

expenses and income that is simple, quick, and easy to use. This project also includes 

features that will assist the user in maintaining all financial operations, such as a digital 

automatic diary. So, in order to create a better expense tracking system, they created 

a project that will greatly benefit the users. Most people are unable to track their 
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expenses and income, resulting in financial difficulties. In this scenario, a daily cost 

tracker can assist people in tracking their income and expenses on a daily basis, 

allowing them to live a stress-free life. 

2.1. INFERENCES FROM LITERATURE SURVEY 

 
Based on the literature review, we conclude that there are existing systems 

designed to ease business processes. The systems are helping business owners with 

smart billing facilities. There are systems that are intended for single users to track 

their expenses and are helping them to overcome or avoid financial difficulties. The 

applications track the user’s expenses on a daily basis, monthly basis, yearly basis 

and categorize their spending to provide them insights into their spending. 

Furthermore, some applications allow users to split their bills among friends, which 

simplifies tedious calculations and saves a lot of time. These applications are useful 

for personal usage but there are few existing systems which are intended for small 

business owners or retailers. 

2.2. EXISTING SYSTEM 

 
In order to justify and appreciate the need of the system, we have to study the 

existing system. There was no software available for tracking, managing and follow-up 

reminders for payment to the client under a single application. The company use to 

maintain all their transaction details manually. Even though Software like Tally has 

similar features like Payment Tracking which includes Company, Supplier, Employee 

Management with Ledger and other advanced options. But there is no software 

available yet for tracking of client payment with accounting tools integrated within a 

single application. Applications like Mobills, Prism, and TimelyBills do provide a similar 

interface where users can manage their expenses and get follow-up reminders for their 

undue payments. These applications allow user to manage their budget and gets 

insights of their spending. Applications like Invoice Ninja and Invoice plane helps user 

to create customized invoices. Note that the proposed mechanisms will provide an 

interface to the businesses to meet their all-accounting needs. 
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2.3. PROBLEM IN EXISTING SYSTEM 

 
The purpose of this project will be a Web based system for the company to keep 

track of the payments made to their suppliers. This system will be designed to satisfy 

the accounting needs of small businesses and freelancers. The purpose is to simplify 

the payment processing method and to keep a hold on all the transactions happening 

between the client and the organization which decreases the discrepancy in the 

transactions also improve efficiency of the business. 

Existing applications fail to integrate all the modules needed in a single 

application. Businesses need to use third party applications to generate invoices. 

Moreover, these applications are less business oriented. The applications are intended 

for personal use and cannot be used for business or freelancing. Users are reminded 

of their own undue payments through these applications instead of reminding 

customers or clients of businesses of their own undue payments. Although these 

existing apps provide the ability to send reminders, they do not provide the capability 

to track, manage, and generate a bill/invoice in a single application. Additionally, the 

existing apps do not offer cryptocurrency payment options which is an important 

feature of modern transaction protocols. 

Other reasons for implementation include better security and integration of 

system, user-friendliness, and standardization of operations. The implementations are 

lengthy by nature and require due diligence in accurate to the documentation of 

requirements, process blueprinting and organizational change management. 
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CHAPTER 3 

REQUIREMENT ANALYSIS 

 
3.1. FEASIBILITY STUDIES/RISK ANALYSIS OF THE PROJECT 

 
The historical background of the business is figured using a well-designed 

feasibility study i.e., right from description of the product or service to financial data 

and tax obligations, Feasibility studies helps in development and implementation of the 

project. During this study we concentrate on three primary area of interest. 

• Economic feasibility 

• Operational feasibility 

• Technical feasibility 

 
A. Economic Feasibility 

 
The effectiveness of the system is evaluated using the Economic feasibility 

method. Commonly known as the cost benefit analysis, this method helps in finding 

out whether the system being developed is economic with respect to business 

application point of view. It helps us to find if the development of the software is cost 

effective and feasible. 

B. Operational Feasibility 

 
In order to measure how well a proposed system solves the problems, takes 

advantage of the opportunities identified during scope definition an operational 

feasibility is used. The requirements identified in the requirements analysis phase of 

system development is satisfied during this method. Here in our system, it regulates 

the flow of information inside the boundaries of the organization in addition the system 

manages the database which is available at the Internet level. 

C. Technical Feasibility 

 
The technical feasibility system deals with the analysis of technical consideration 

and also the requirements of the company for the development of the project. The 

analysis was done in the project and it was successful because this can enter a large 
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amount of data in effective time. It is customized software which is developed for the 

company who does their monthly transaction in crore. 

 
 

3.2. SOFTWARE REQUIREMENTS 

 
• Technologies: HTML5, CSS, Bootstrap, JavaScript, Node.js, React 

i) HTML5 is a markup language used for structuring and presenting content 

on the World Wide Web. It is the fifth and final major HTML version that 

is a World Wide Web Consortium recommendation. The current 

specification is known as the HTML Living Standard. 

ii) CSS (Cascading Style Sheets) is a style sheet language used for 

describing the presentation of a document written in a markup language 

such as HTML or XML. CSS is a cornerstone technology of the World 

Wide Web, alongside HTML and JavaScript. 

iii) Bootstrap is a free and open-source CSS framework directed at 

responsive, mobile-first front-end web development. It contains HTML, 

CSS and JavaScript-based design templates for typography, forms, 

buttons, navigation, and other interface components. 

iv) JavaScript, often abbreviated as JS, is a programming language that is 

one of the core technologies of the World Wide Web, alongside HTML 

and CSS. As of 2022, 98% of websites use JavaScript on the client side 

for webpage behavior, often incorporating third-party libraries. 

v) Node.js is an open-source, cross-platform, back-end JavaScript runtime 

environment that runs on a JavaScript Engine and executes JavaScript 

code outside a web browser, which was designed to build scalable 

network applications 

vi) React is a free and open-source front-end JavaScript library for building 

user interfaces based on UI components. It is maintained by Meta and a 

community of individual developers and companies. 

 
• UI Framework: Material-UI (MUI) 

i) Material-UI is simply a library that allows us to import and use different 

components to create a user interface in our React applications. 



7  

• Database: MongoDB 

i) MongoDB is a source-available cross-platform document-oriented 

database program. Classified as a NoSQL database program, MongoDB 

uses JSON-like documents with optional schemas. MongoDB is 

developed by MongoDB Inc. and licensed under the Server-Side Public 

License which is deemed non-free by several distributions. 
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CHAPTER 4 

DESCRIPTION OF PROPOSED SYSTEM 

 

Taking a closer look at all the above methodologies, the recurring weakness is 

that most of these systems were implemented without considering all the accounting 

needs in a business in a single application which results in poor user experience and 

less utility of the applications. Moreover, these applications are less business oriented. 

The applications are intended for personal use and cannot be used for business and 

freelancing. Users are reminded of their own undue payments through these 

applications instead of reminding customers or clients of businesses of their own 

undue payments. Although these existing apps provide the ability to send reminders, 

they do not provide the capability to track, manage, and generate a bill/invoice in a 

single application. Additionally, existing apps do not support cryptocurrency payments, 

which is an important feature of modern transaction protocols. 

 
To counter these shortcomings, we have proposed a system which will enable 

businesses and freelancers to track, manage, and generate invoices under a single 

application. Our system aims to help small business and freelancers to manage their 

business and work in an efficient way and to be profitable. We do so by providing 

business with all-in-one app experience and rule out discrepancy and inconsistency in 

managing accounts. The application can send follow-up reminders to the clients of the 

business so that they do not miss out payments before the due date, that helps 

business to save a lot of time in chasing clients for payments. The user-friendly 

dashboard provided within the application helps the user to gain insights of their 

business earnings and expenditure and can help them to make useful decisions in their 

business and the in-app payment option make transactions seamless. With the 

integration of cryptocurrency as a payment method will enable user to accept 

payments in cryptocurrencies such as Bitcoin, Ethereum etc. In terms of business 

applications, the system being developed is economically sound. It is cost effective. 

The development cost and operation cost are incurred by the project is feasible. The 

proposed system is available at internet level so that the different types of end users 

are involved in the system. Its purpose is to facilitate the flow of information between 

all functions inside the boundaries of the organization and manage the database. In 
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this the system we look between the requirements of the company, this can enter a 

large amount of data in effective time. The analysis was done in the project and it was 

successful. 

 
 

Fig 4.1: A Visual Representation of the Proposed Application 

 
 

4.1. SELECTED METHODOLOGY OR PROCESS MODEL 

This application will be designed to provide a hassle-free experience to the 

businesses. The purpose is to simplify the payment processing method and to keep a 

hold on all the transactions happening between the client and the organization which 

decreases the discrepancy in the transactions also improve efficiency of the business. 

The application is designed to provide a user-friendly experience to the organization 

for managing its accounting needs. The user is required to register their organization 

with their details and login credentials. The user can then use the login credentials to 

login to the application. An interactive dashboard is created where the organization 

can keep track of its business. The user can add details of their clients and generate 

customized invoices. An automated process will check the due date of the client 

payments and send follow-up reminders to them through the mail. The mail is attached 

with the generated invoice and a payment link. This allows clients to pay with ease. 

The user also has the option to track and manage upcoming and due payments. It also 



10  

provides a list of clients where they can track those whose payments are due and those 

whose payments have been completed. Once the transaction is completed the amount 

gets updated in the business insights section. Using this section, users can analyze 

and visualize business performance and make useful business decisions. 

 

 

 

 
Fig 4.2: Process Flow Diagram 
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4.2. ARCHITECTURE / OVERALL DESIGN OF PROPOSED SYSTEM 

 
 

The sytem will comprise of an web based application and will follow a 3- tier 

M.E.R.N stack architecture. The frontend of the application is created with HTML, CSS, 

and ReactJS and the backend server is created with NodeJs, and ExpressJS. The 

database used for this application is a NoSQL Database i.e. MongoDB. The client side 

of the application uses ReactJs to make the API calls using axios library. ReactJS is 

designed in such a manner that follows unidirectional data flow or one-way data 

binding. The benefits of one-way data binding give you better control throughout the 

application. ReactJS uses JSX file which makes the application simple and to code as 

well as understand. ReactJS is a component-based approach which makes the code 

reusable as your need. React Js virtual components turn into the DOM leading to 

smoother and faster performance resulting in great user experience. The server side 

of the application is used to create API gateways using which the frontend and the 

backend can communicate. The web server is created using ExpressJS which is a 

framework based on Nodejs. Node.js is event-driven and thus has the ability to handle 

thousands of client requests at the same time which is not possible with PHP. In today’s 

world, real-time web apps and services are increasing in popularity. Node.js is 

designed exclusively to support real web applications. The database tier is using 

MongoDB, it uses the concept of sharding to scale horizontally by splitting data across 

multiple MongoDB instances. MongoDB can run over multiple servers, balancing the 

load and/or duplicating data to keep the system up and running in case of hardware 

failure. 
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Fig 4.3: 3-Tier Architecture Diagram 

 
 

4.3. DESCRIPTION OF SOFTWARE FOR IMPLEMENTATION AND TESTING PLAN 

 
The System requires only a web-browser and it is developed as an open-source 

application. This system can either reside on a centralized server or be distributed across 

modular hardware and software units that provide "services" and communicate on a local area 

network. Present system is built using Node.js and React as front end and MongoDB as 

database. As per user’s requirement whole program is designed. Additional constraints can be 

added to the project. 
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4.4. PROJECT MANAGEMENT PLAN 

 
The System requires only a web-browser and it is developed as an open-source 

application built using Node.js and React as front end and MongoDB as database. 

Further expansion of the system also can be done in future if the company wanted to 

do so. The database and the information can be updated to the latest forthcoming 

versions. There are also possibilities for enhancing and further developing the project 

with developing an android app. Thus, the system can be altered in accordance with 

the future requirements and advancements. As per user’s requirement whole program 

is designed. Additional constraints can be added to the project. Experimental results 

prove the dominance of our proposed schemes as compared to counterparts. 

4.5. FINANCIAL REPORT ON ESTIMATED COSTING 

 
The system being developed is economic with respect to business application 

point of view. It is cost effective. The development cost and operation cost are incurred 

by the project is feasible. The proposed system is available at internet level so that the 

different types of end users are involved in the system. Its purpose is to facilitate the 

flow of information between all functions inside the boundaries of the organization and 

manage the database. 
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CHAPTER 5 

IMPLEMENTATION DETAILS 

 

5.1 DEVELOPMENT AND DEPLOYMENT SETUP 

 
5.1.1 Development Environment Setup: 

- Install NodeJS, which includes npm (Node Package Manager). 

- Choose a code editor such as Visual Studio Code, Atom, or Sublime Text. 

- Use a version control system such as Git to keep track of changes and 

collaborate with other developers. 

5.1.1.1 Backend Development 

- Use NodeJS to build the backend of the application. 

- Choose a web framework such as ExpressJS to build the API 

endpoints and handle requests and responses. 

- Use a database such as MongoDB to store and retrieve data. 

- Use a package such as Mongoose to interact with the database. 

5.1.1.2 Frontend Development 

- Use ReactJS to build the frontend of the application. 

- Use a frontend framework such as Bootstrap to design and style 

the UI. 

- Use a package manager such as npm to install and manage 

frontend dependencies. 

5.1.1.3 Storage and Payment Gateway 

- Use a containerization platform such as Docker to package the 

application and its dependencies into a portable container. 

- Use AWS Elastic Beanstalk to deploy the application to a 

scalable and managed cloud-based platform. 

- Use a continuous integration and continuous deployment 

(CI/CD) tool such as Jenkins or Travis CI to automate the 

deployment process. 
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5.2 MODULES 

5.2.1 Dashboard: 

The Dashboard module is a highly beneficial tool that allows 

businesses to access a comprehensive overview of various key metrics 

related to their operations, all within a single page. This interactive page 

provides an intuitive and user-friendly interface, making it easy for users 

to navigate and access critical information quickly. 

 
By integrating multiple metrics such as earnings, clients, 

payments, and business growth, the Dashboard module provides a 

concise summary of the business, enabling users to make informed 

decisions and take appropriate actions. This feature can significantly 

enhance the efficiency of business operations, as users can quickly and 

easily access critical information required to monitor and evaluate the 

performance of their business. 

 
Additionally, the Dashboard module offers a customizable 

interface, allowing users to tailor the display of information to suit their 

individual preferences and needs. This feature ensures that users can 

access only the most relevant and pertinent information, resulting in a 

more personalized and effective user experience. 

 
Overall, the Dashboard module provides a valuable tool for 

businesses, allowing them to access a comprehensive overview of 

critical metrics related to their operations within a single page. This 

feature can significantly enhance the efficiency of business operations, 

leading to better decision-making, improved performance, and ultimately, 

greater success. 
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Fig 5.1: Dashboard 
 
 
 

 

5.2.2 Invoice Generator 

 
 

The Invoice Generator module is a valuable feature that allows 

users to create and send customized invoices to their clients via email. 

This feature can significantly enhance the efficiency of the invoicing 

process, streamlining the creation and delivery of invoices while 

minimizing errors and delays. 

 
By incorporating the Invoice Generator module, users can create 

customized invoices that meet their specific requirements, including 

branding, logos, and other pertinent details. This feature ensures that 

invoices are personalized and professional, thereby building a sense of 

trust and credibility with clients. 

 
Moreover, the automated process of sending invoices via email 

eliminates the need for manual delivery, resulting in faster and more 

efficient invoice processing. This feature can also help to reduce the 

workload of employees, allowing them to focus on other essential tasks. 

 
Overall, the Invoice Generator module is a valuable addition to 

any business, enabling them to streamline their invoicing process and 
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improve the efficiency of their operations. By providing users with the 

ability to create and send customized invoices via email, this feature can 

enhance the customer experience, improve accuracy, and minimize 

delays, ultimately leading to greater success and profitability for the 

organization. 

 
 

 
Fig 5.2: Invoice Generator 

 
 
 

 

 
Fig 5.3: Invoice 
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5.2.3 Payment Reminder 

The Payment Reminder module presents a practical and efficient 

solution for businesses to remind their customers of any outstanding 

payments that are overdue, well in advance of the due date. This feature 

eliminates the need for manual emails to be sent by the firm, providing a 

streamlined and automated process for payment reminders. 

 
With the Payment Reminder module, businesses can set up 

automated reminders that will notify customers of any overdue payments, 

providing them with ample time to make the necessary payments. This 

feature ensures that customers are reminded of their obligations in a 

timely and proactive manner, reducing the likelihood of delayed 

payments and improving cash flow for the organization. 

 
Moreover, the automation of payment reminders through this 

module also reduces the workload and time required for manual follow- 

up emails or phone calls. This, in turn, can help to enhance the efficiency 

and productivity of the business, allowing them to focus on other 

essential tasks. 

 
Overall, the Payment Reminder module is a valuable feature that 

can help businesses streamline their payment processes, reduce the 

workload of manual follow-ups, and improve cash flow. It also ensures 

that customers are reminded of their payment obligations in a timely and 

proactive manner, leading to a better customer experience and improved 

relationships between the organization and its customers. 
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Fig 5.4: Payment Reminder Mail 

 
 

 
5.2.4 Reports 

The Reports module is a highly effective tool that is available to 

firms, providing them with the ability to generate and analyze data in a 

thorough and detailed manner. This tool offers users a comprehensive 

view of the data and insights required to make informed decisions. By 

presenting a detailed picture of the company's performance, the Reports 

module enables users to make timely and accurate decisions that can 

positively impact the organization's success. 

 
In addition to providing insights and facilitating decision-making, 

the Reports module is also an excellent tool for documenting results. This 

feature eliminates the need for third-party applications and offers a 

streamlined approach to keeping track of important data. By utilizing this 

feature, firms can save time and effort while maintaining a clear and 

detailed record of their performance. Overall, the Reports module is an 

indispensable tool that can benefit organizations in numerous ways, 

including improving decision-making, enhancing performance, and 

streamlining data documentation processes. 



20  

 
 

Fig 5.5: Reports 

 
 

 
5.2.5 Payment Integration 

The integration of a payment system within the application 

presents a promising opportunity to enhance the convenience, efficiency, 

and traceability of payments for customers. By incorporating a diverse 

range of payment options, such as credit/debit cards, net banking, UPI, 

and cryptocurrencies, users can perform transactions with ease and 

flexibility. 

 
The inclusion of multiple payment methods empowers customers 

with greater autonomy and allows them to choose a payment method 

that best suits their needs and preferences. This flexibility can 

significantly enhance the customer experience and build a sense of trust 

and loyalty towards the mobile application and the organization behind 

it. 

 
Moreover, the integration of a payment system in the app offers a 

seamless and streamlined process for transactions, reducing the time 

and effort required to complete payments. This feature, in turn, can lead 

to increased efficiency and productivity for both customers and the 

organization. 

 
Furthermore, the integration of a payment system in the app also 

ensures the traceability of payments, providing transparency and 
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accountability for both parties involved. This can help to build trust and 

foster a positive relationship between the organization and its customers. 

 
Overall, the incorporation of a payment system within the mobile 

application can prove to be a valuable addition that can significantly 

enhance the convenience, efficiency, and traceability of transactions for 

customers, while also providing benefits to the organization. 

 
 

 

 
Fig 5.7: Payment Integration 



22  

5.3 DATABASE SCHEMA 
 

 

 

Fig 5.6: Database Schema 

 
The SQL database architecture consists of three tables, namely users, 

projects, and clients. The users table holds data pertaining to users' information, 

while the clients table contains data about the clients. One interesting aspect of 

this architecture is the relationship between the users table and the clients table. 

It is a one-to-many relationship, where one user can be linked to many clients, 

and a client can have only one user associated with them. Moreover, the clients 

table further links to another table named projects. The clients table and projects 

table have a one-to-many relationship, where one client can be associated with 

multiple projects, but a project can be linked to only one client. Such a database 

architecture enables easy management of data and efficient retrieval of relevant 

information, creating a seamless user experience. 

Additionally, having separate tables for users, clients, and projects allows 

for better organization and easier maintenance of data. For example, if there 

was only one table for all users, clients, and projects, it would be more difficult 

to keep track of the relationships between them and update the data 
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accordingly. With separate tables, it is easier to add or remove information, 

make updates, or create new relationships between the data. 

Another benefit of this architecture is that it provides a clear structure for 

data retrieval. For example, if a user wanted to see all the projects associated 

with one particular client, they could simply query the projects table and filter by 

the client ID. This makes it simpler and faster to retrieve relevant information, 

particularly in large databases where there may be thousands of records. 

Overall, the SQL database architecture with separate tables for users, 

clients, and projects, with one-to-many relationships between them, is an 

efficient and effective way to manage and retrieve data. By organizing the data 

in this way, it allows for better maintenance and management, as well as faster 

and more accurate retrieval of information. 

5.4 TESTING 

 
 

5.4.1 Unit Tests: 

- Tested API endpoints for user authentication and payment processing. 

- Used Mocha and Chai testing frameworks to write unit tests. 

- Covered edge cases and error scenarios, including incorrect user 

credentials and failed payment transactions. 

- All tests passed successfully. 

5.4.2 Integration Tests: 

- Tested the interaction between the frontend and backend of the application. 

- Used Mocha and Chai testing frameworks to write integration tests. 

- Tested database interactions and payment gateway integrations. 

- Covered edge cases and error scenarios, including incorrect user input and 

failed payment transactions. 

- All tests passed successfully. 

5.4.3 Performance Tests: 

- Used the Apache JMeter performance testing tool to test the application's 

performance under load. 

- Tested the response time and throughput of the application. 

- Identified performance bottlenecks and optimized the code. 



24  

- Achieved acceptable performance levels for the expected user load. 

5.4.4 Security Tests: 

- Used the OWASP ZAP security testing tool to test the application for security 

vulnerabilities. 

- Tested the application for common vulnerabilities such as SQL injection, 

XSS, and CSRF. 

- Identified and fixed security vulnerabilities in the application. 

 
Overall, the testing process was successful in ensuring the application's 

reliability, performance, and security. 
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CHAPTER 6 

RESULTS AND DISCUSSIONS 

 
During the testing phase of the payment tracking and accounting application, 

we conducted a thorough examination of its core functionalities. These functionalities 

included user authentication, payment processing, data storage, and file uploads to 

AWS S3. To ensure that these features worked flawlessly, we employed a variety of 

testing techniques, including both unit tests and integration tests. Unit tests were 

performed using the Mocha testing framework, which allowed us to test individual code 

units and functions, while integration tests were conducted using Chai, which enabled 

us to test how different components of the application worked together. 

In addition to these tests, we also conducted performance tests to evaluate the 

application's speed and efficiency under different workloads. These tests were 

performed using Apache JMeter, a popular tool for testing web applications, which 

allowed us to simulate different user scenarios and measure the application's response 

time and throughput. Based on the results of these tests, we were able to identify and 

address any performance bottlenecks and ensure that the application could handle a 

high volume of transactions and users. Overall, our testing approach ensured that the 

payment tracking and accounting application was reliable, efficient, and capable of 

meeting the needs of businesses of all sizes. After conducting tests on the payment 

tracking and accounting application, we can state with confidence that it performed 

exceptionally well and met all our expectations. The application demonstrated the 

ability to manage a considerable amount of data and process transactions efficiently 

and effortlessly. Additionally, the integration with the Stripe payment gateway worked 

seamlessly, and payments were processed without any issues. The successful 

performance of the application assures us of its efficiency and reliability, making it a 

suitable tool for businesses in need of payment tracking and accounting solutions. 

Another noteworthy aspect of the payment tracking and accounting application 

was its effortless handling of files related to payment transactions, made possible by 

integrating with AWS S3. This feature enabled users to conveniently keep track of 

receipts and invoices associated with their transactions, making the management of 
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financial records more organized and efficient. We were impressed with the 

application's seamless integration with AWS S3, which contributed to its overall ease 

of use and practicality for businesses of all sizes. 

In summary, our testing results showed that the payment tracking and 

accounting application was reliable, efficient, and user-friendly. The successful 

integration with AWS S3 and Stripe payment gateway further enhanced the 

application's functionality, making it an ideal tool for businesses to manage their 

financial transactions and track payments. 

 
 
 
 
 
 
 

 
Fig 6.1: API Testing 



27  

 
 
 
 
 
 
 

 
 
 

 

Fig 6.2: AWS S3 

 
The payment tracking and accounting application proved to be a valuable tool 

for managing financial transactions and tracking payments. The Node.js and React.js 

frameworks provided an efficient development environment and a user-friendly 

interface, while MongoDB's document-oriented database was scalable and efficient for 

managing data. 

The successful integration of the payment tracking and accounting application 

with AWS S3 for file uploads and Stripe payment gateway for processing payments 

ensured that users had a seamless and reliable experience. The ability of the 

application to handle a large amount of data and transactions made it a versatile 

solution for businesses of all sizes. This ensured that businesses could rely on the 

application to process and store large amounts of data while maintaining high levels of 

performance and reliability. The integration with third-party services allowed the 

application to take advantage of the capabilities and features offered by these services, 

providing users with a comprehensive and robust payment tracking and accounting 

solution. The application's ability to integrate with other services and handle large 

amounts of data made it a valuable tool for businesses looking to streamline their 

payment tracking and accounting processes. 
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Overall, the testing results demonstrated that the payment tracking and 

accounting application was reliable, efficient, and scalable. The successful integration 

with AWS S3 and Stripe payment gateway further enhanced the application's 

functionality, making it a useful tool for businesses to manage their financial 

transactions and keep track of payments. 
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CHAPTER 7 

CONCLUSION 

7.1 CONCLUSION 

 
In conclusion, the payment tracking and accounting application built with 

Node.js, React.js, MongoDB, AWS S3, and Stripe payment gateway was a 

success. The application's development and deployment setup ensured its 

reliability, scalability, and efficiency. The testing phase demonstrated that the 

application was able to handle a significant amount of data, process 

transactions efficiently, and seamlessly integrate with third-party services such 

as AWS S3 and Stripe payment gateway. The core functionalities of the 

application, including user authentication, payment processing, data storage, 

and file uploads to AWS S3, worked seamlessly, providing a convenient way for 

businesses to manage their financial transactions and keep track of payments. 

 

The application's use of modern technologies such as Node.js, React.js, 

and MongoDB, as well as its integration with AWS S3 and Stripe payment 

gateway, made it suitable for small and large businesses alike. 

 

Overall, the payment tracking and accounting application was an 

effective tool for managing financial transactions and tracking payments. Its 

reliability, efficiency, and scalability made it a valuable asset for businesses to 

manage their financial transactions and keep track of payments. 

 

7.2 FUTURE WORK 

 
There are several areas of future work that could be pursued to enhance the 

payment tracking and accounting application. 

 

1. Reporting and analytics: The application could be enhanced to provide more 

detailed reporting and analytics features. This could include generating 

financial reports, tracking payment trends, and providing insights into 

payment processing. 

 

2. Mobile optimization: The application could be optimized for mobile devices 
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to provide a better user experience for users on the go. 

 
3. Integration with other payment gateways: While the integration with Stripe 

payment gateway was successful, the application could be enhanced to 

integrate with other payment gateways to provide users with more options. 

 

4. Advanced security features: The application's security could be enhanced to 

include advanced security features such as two-factor authentication, 

encryption, and advanced access control. 

 

 
One area of future work that could be pursued to enhance the payment 

tracking and accounting application is to add machine learning capabilities to 

the system. Here are some potential ways that machine learning could be 

integrated: 

 

1. Fraud detection: Machine learning algorithms could potentially be integrated 

into the payment tracking and accounting application to enable it to identify 

fraudulent transactions and flag them for review. Such algorithms could 

employ a range of techniques, such as analyzing transaction patterns, 

detecting anomalies or outliers, and identifying transactions from known 

fraudulent accounts. By leveraging machine learning, the application could 

enhance its ability to detect potential fraud, thereby reducing the risk of 

financial losses and ensuring greater security for its users. 

 

2. Payment prediction: Machine learning techniques could be applied to 

analyze historical transaction data in order to generate predictions of when 

future payments are likely to be made. By using this approach, businesses 

would be able to gain a better understanding of their expected cash flow and 

prepare more effectively for upcoming expenses. 

 

3. Payment classification: It is possible to employ machine learning algorithms 

in the application to categorize payments based on various parameters such 

as the type of transaction, customer, or product, providing insights on 

revenue streams and growth opportunities for businesses. This feature can 

help businesses to better understand their financials and make informed 
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decisions regarding future investments and strategic planning. 

 
4. Customer segmentation: By leveraging machine learning algorithms, 

businesses could segment their customers based on their payment behavior 

or demographics. This data could be used to identify patterns and trends 

among different customer groups, allowing businesses to target their 

marketing efforts more effectively and tailor their messaging to specific 

audiences. Additionally, these insights could be used to improve customer 

retention efforts by identifying areas where the business could improve its 

products or services to better meet the needs of its customers. 

 

5. Automated invoice processing: One potential application of machine 

learning is automating the processing of invoices by utilizing algorithms to 

extract relevant information such as the amount owed and due date from 

invoices, and then updating payment records automatically. This could 

potentially save businesses significant time and resources, allowing them to 

focus on more critical tasks. 

 

Overall, adding machine learning capabilities to the payment tracking 

and accounting application could provide valuable insights and automation to 

businesses, improving their efficiency and accuracy in managing financial 

transactions. 

 

7.3 RESEARCH ISSUES 

 
Some potential research issues are: 

 
1. User experience: How can the application be designed to provide the best 

possible user experience for both businesses and consumers? What 

features and functionalities are most important to users, and how can they 

be optimized? 

 

2. Security: What are the latest security threats to payment processing 

systems, and how can the application be designed to protect against them? 

How can advanced security features such as biometric authentication or 

blockchain technology be integrated into the application? 
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3. Data analysis: How can data analysis tools be integrated into the application 

to provide valuable insights into payment behavior, revenue streams, and 

financial performance? What data analysis techniques are most effective for 

payment tracking and accounting applications? 

 

4. Integration with other systems: How can the payment tracking and 

accounting application be integrated with other systems such as accounting 

software, customer relationship management (CRM) software, or enterprise 

resource planning (ERP) systems? What are the potential benefits and 

challenges of these integrations? 

 

5. Payment gateway integration: What design considerations can be taken to 

enable the application to integrate with multiple payment gateways, offering 

businesses the flexibility to select the most suitable gateway for their 

requirements? Additionally, what are the potential advantages and obstacles 

that may arise from supporting multiple payment gateways? 

 

6. Machine learning: How can machine learning algorithms be integrated into 

the payment tracking and accounting application to provide valuable insights 

and automation? What are the potential benefits and challenges of using 

machine learning for payment tracking and accounting? 

 

Overall, there are many research issues related to the application, 

ranging from user experience and security to data analysis and machine 

learning. Exploring these research issues can help to improve the functionality 

and effectiveness of the application, making it more valuable for businesses and 

consumers alike. 

 

7.4 IMPLEMENTATION ISSUES 

 
Some potential implementation issues related to the application are: 

 
1. Scalability: As the user base and transaction volume of the payment tracking 

and accounting application grows, how can the application be designed to 

effectively handle the increased workload? What are the recommended 

strategies and techniques for scaling up a payment tracking and accounting 
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application to meet the demands of growing businesses and their 

customers? 

 

To effectively handle the increased workload as the user base and 

transaction volume of the application grows, here are some recommended 

strategies and techniques for scaling up the application: 

 

 Horizontal scaling: Horizontal scaling involves adding more servers 

to handle the increased workload. This can be achieved by using load 

balancing to distribute the workload across multiple servers, or by 

using a container orchestration system like Kubernetes to manage 

multiple containers. 

 

 Vertical scaling: Vertical scaling involves increasing the capacity of 

the existing servers to handle the increased workload. This can be 

achieved by upgrading the server hardware or adding more memory, 

CPU, or disk space. 

 

 Database scaling: As the transaction volume increases, the database 

may need to be scaled up to handle the increased workload. This can 

be achieved by using sharding, which involves splitting the database 

into smaller, more manageable parts, or by using replication, which 

involves creating copies of the database on multiple servers. 

 

 Caching: Caching can be used to reduce the load on the database 

and improve application performance. By caching frequently 

accessed data in memory, the application can retrieve the data more 

quickly and reduce the load on the database. 

 

 Distributed file storage: As the number of files being stored in the 

application increases, it may be necessary to use a distributed file 

storage system like AWS S3 or Google Cloud Storage. This can help 

to improve the performance of the application by allowing files to be 

stored and retrieved more quickly and efficiently. 
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 Asynchronous processing: Asynchronous processing can be used to 

improve application performance by allowing tasks to be processed 

in the background without blocking the main thread. This can help to 

reduce the time it takes to complete tasks such as sending email 

notifications or generating reports. 

 

 Microservices architecture: A microservices architecture can help to 

improve application scalability by breaking the application down into 

smaller, more manageable components. Each component can then 

be scaled independently, allowing the application to handle increased 

workload more effectively. 

 

2. Performance: How can the application be optimized for performance, both 

in terms of speed and reliability? What are the best practices for optimizing 

the performance of a payment tracking and accounting application? 

 

There are several ways to optimize the performance of a payment tracking 

and accounting application: 

 

 Use caching: Caching can significantly improve application 

performance by reducing the amount of time required to retrieve data 

from the database. Implementing caching for frequently accessed 

data can result in faster response times and reduced database load. 

 

 Optimize database queries: Database queries can be a bottleneck for 

application performance. To improve performance, optimize 

database queries by indexing the appropriate columns and 

minimizing the number of queries required to retrieve data. 

 

 Use asynchronous processing: Implement asynchronous processing 

for long-running tasks, such as processing payments and generating 

reports, to free up server resources and improve application 

responsiveness. 

 

 Implement load balancing: Load balancing distributes incoming 

network traffic across multiple servers to prevent any one server from 
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becoming overloaded. This can improve application performance and 

reliability by ensuring that server resources are efficiently utilized. 

 

 Minimize network latency: Minimizing network latency can improve 

application performance by reducing the time required for data to be 

transmitted between the client and server. This can be achieved by 

using content delivery networks (CDNs) and minimizing the number 

of network hops required for data transmission. 

 

 Optimize front-end performance: Optimize front-end performance by 

minimizing the number of HTTP requests, compressing resources, 

and using browser caching. This can improve the overall user 

experience by reducing page load times and improving application 

responsiveness. 

 

3. Integration with third-party services: What measures can be taken to 

improve the performance of the payment tracking and accounting application 

to ensure both speed and reliability? What are some of the recommended 

practices for optimizing the performance of a payment tracking and 

accounting application? 

 

Here are some measures that can be taken: 

 
 Use caching: Caching can help to reduce the amount of time it takes 

to retrieve data from the database. By caching frequently accessed 

data in memory, the application can retrieve the data more quickly 

and reduce the load on the database. 

 

 Use indexing: Indexing can help to speed up database queries by 

creating an index on frequently queried fields. This can help to reduce 

the amount of time it takes to retrieve data from the database. 

 

 Use pagination: If the application displays large amounts of data, 

such as transaction history, pagination can help to improve 

performance by limiting the amount of data that is displayed on a 

single page. This can help to reduce the amount of time it takes to 
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retrieve and render the data. 

 
 Use asynchronous processing: Asynchronous processing can help to 

improve the performance of the application by allowing tasks to be 

processed in the background without blocking the main thread. This 

can help to reduce the time it takes to complete tasks such as sending 

email notifications or generating reports. 

 
 
 
 

 
 Use a content delivery network (CDN): A CDN can help to improve 

the performance of the application by caching static assets such as 

images, stylesheets, and JavaScript files on servers located closer to 

the user. This can help to reduce the amount of time it takes to 

retrieve these assets and improve the overall performance of the 

application. 

 

 Optimize database queries: By optimizing database queries, such as 

by reducing the number of joins or optimizing the use of indexes, the 

application can retrieve data more quickly and reduce the load on the 

database. 

 

 Use load balancing: Load balancing can help to distribute traffic 

across multiple servers to ensure that the application can handle a 

large number of concurrent users. This can help to improve the 

reliability of the application by ensuring that it can handle spikes in 

traffic. 

 

4. Database design: How can the database schema be designed to support 

efficient payment tracking and accounting? What are the best practices for 

designing a database schema for a payment tracking and accounting 

application? 

 

Some best practices for designing a database schema for a payment 

tracking and accounting application include: 
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 Normalizing the data to eliminate redundancy and ensure 

consistency. 

 

 Defining clear relationships between tables to ensure data integrity. 

 
 Using appropriate data types for each column to ensure data 

accuracy and optimize storage space. 

 

 Enforcing constraints such as primary keys, foreign keys, and unique 

constraints to maintain data integrity. 

 

 Implementing indexes to improve query performance and optimize 

database access. 

 

 Applying appropriate security measures such as access controls, 

encryption, and hashing to protect sensitive data from unauthorized 

access. 

 

5. Security: What measures can be taken to protect the payment tracking and 

accounting application from potential security risks, such as SQL injection, 

cross-site scripting (XSS), and cross-site request forgery (CSRF)? What are 

the most effective strategies for ensuring the security of a payment tracking 

and accounting application? 

 

To protect the application from potential security risks, such as SQL 

injection, cross-site scripting (XSS), and cross-site request forgery (CSRF), 

the following measures can be taken: 

 

 Parameterized Queries: Use parameterized queries instead of 

dynamic queries to prevent SQL injection attacks. 

 

 Input Validation: Validate all user inputs to prevent malicious input 

that could exploit security vulnerabilities in the application. 

 

 Sanitization of User Input: Sanitize user input to remove any 

potentially harmful code or scripts that could lead to XSS attacks. 

 

 Use of CSRF Tokens: Implement Cross-Site Request Forgery 
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(CSRF) tokens to protect against CSRF attacks. 

 
 Secure Authentication and Authorization: Use secure authentication 

and authorization mechanisms to ensure that only authorized users 

have access to sensitive data and functionalities. 

 

 Regular Security Audits: Conduct regular security audits of the 

application to identify and address any potential security 

vulnerabilities. 

 

 Regular Updates and Patches: Keep the application up-to-date with 

the latest security patches and updates to ensure that any known 

vulnerabilities are addressed. 

 

 Use of SSL/TLS: Use SSL/TLS to encrypt data in transit and protect 

against Man-in-the-Middle (MitM) attacks. 

 

 Access Control: Implement strict access control mechanisms to limit 

access to sensitive data and functionalities only to authorized users. 

 

 Use of Firewall and WAF: Implement a firewall and web application 

firewall (WAF) to protect against unauthorized access and attacks on 

the application. 

 

6. User authentication and authorization: How can user authentication and 

authorization be implemented effectively in the application? What are the 

best practices for implementing user authentication and authorization in a 

payment tracking and accounting application? 

 

The following best practices can be followed for implementing user 

authentication and authorization: 

 

 Implement multi-factor authentication (MFA): MFA adds an extra 

layer of security by requiring users to provide a second factor, such 

as a code generated by an app or sent via text message, in addition 

to their password. 
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 Use secure protocols: Use secure protocols such as HTTPS to 

protect user credentials and data transmitted between the client and 

server. 

 

 Implement access control: Implement access control to restrict user 

access based on their roles and privileges. Limit access to sensitive 

data and features only to authorized users. 

 

 Use encryption: Encrypt sensitive data such as passwords and 

payment information to prevent unauthorized access and data 

breaches. 

 

 Regularly audit and monitor user activity: Monitor user activity and 

perform regular audits to detect and prevent unauthorized access 

and suspicious activity. 

 

Overall, there are many implementation issues related to the payment 

tracking and accounting application, ranging from scalability and performance 

to integration with third-party services and security. Addressing these 

implementation issues can help to ensure that the application is robust, reliable, 

and effective in tracking and accounting for payments. 
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APPENDIX 

 
 

A. SOURCE CODE 
 
 
 

Fig A1: Notification Module Code 
 

 

Fig A2: Dashboard Module Code 
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Fig A3: Frontend Dashboard Code 

 

 
Fig A4: Frontend Transaction Table Code 
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B. SCREENSHOTS 
 
 
 

Fig B1: Add Project Page 
 
 
 

Fig B2: Dashboard Page 
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Fig B3: Payment Page 
 
 
 

Fig B4: Payment Confirmation Page 
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Fig B5: Generate Invoice Page 
 
 
 

Fig B6: Transactions Page 

 
 
 
 
 
 

 
C. RESEARCH PAPER 


