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ABSTRACT

In recent years, advancements in Internet and cloud technologies have led to a
significant increase in electronic trading in which consumers make online purchases
and transactions. This growth leads to unauthorized access to users’ sensitive
information and damages the resources of an enterprise. Phishing is one of the familiar
attacks that trick users to access malicious content and gain their information. In terms
of website interface and uniform resource locator (URL), most phishing webpages look
identical to the actual webpages. Various strategies for detecting phishing websites,
such as blacklist, heuristic, Etc., have been suggested. However, due to inefficient
security technologies, there is an exponential increase in the number of victims. The
anonymous and uncontrollable framework of the Internet is more vulnerable to
phishing attacks. Existing research works show that the performance of the phishing
detection system is limited. There is a demand for an intelligent technique to protect
users from the cyber-attacks. In this study, the author proposed a URL detection
technique based on machine learning approaches. A recurrent neural network method
is employed to detect phishing URL. Researcher evaluated the proposed method with
7900 malicious and 5800 legitimate sites, respectively. The experiments’ outcome
shows that the proposed method’s performance is better than the recent approaches
in malicious URL detection. The concept is an end host based anti-phishing algorithm,
called the Link Guard, by utilizing the generic characteristics of the hyperlinks in
phishing attacks. The link Guard algorithm is the concept for finding the phishing
emails sent by the phisher to grasp the information of the end user. Link Guard is
based on the careful analysis of the characteristics of phishing hyperlinks. Each end
user is implemented with Link Guard algo. After doing so the end user recognizes the
phishing emails and can avoid responding to such mails. Since Link Guard is
characteristics based it can detect and prevent not only known phishing attacks but
also.
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CHAPTER 1
INTRODUCTION

Phishing is a fraudulent technique that uses social and technological tricks to steal
customer identification and financial credentials. Social media systems use spoofed e-
mails from legitimate companies and agencies to enable users to use fake websites to
divulge financial details like usernames and passwords. Hackers install malicious
software on computers to steal credentials, often using systems to intercept username
and passwords of consumers’ online accounts. Phishers use multiple methods,
including email, Uniform Resource Locators (URL), instant messages, forum postings,
telephone calls, and text messages to steal user information. The structure of phishing
content is similar to the original content and trick users to access the content in order
to obtain their sensitive data. The primary objective of phishing is to gain certain
personal information for financial gain or use of identity theft. Phishing attacks are
causing severe economic damage around the world. Moreover, most phishing attacks
target financial/payment institutions and webmail, according to the Anti-Phishing
Working Group (APWG) latest Phishing pattern studies.

In order to receive confidential data, criminals develop unauthorized replicas of a real
website and email, typically from a financial institution or other organization dealing
with financial data. This e-mail is rendered using a legitimate company’s logos and
slogans. The design and structure of HTML allow copying of images or an entire
website. Also, it is one of the factors for the rapid growth of Internet as a communication
medium, and enables the misuse of brands, trademarks and other company identifiers
that customers rely on as authentication mechanisms. To trap users, Phisher sends
"spooled" mails to as many people as possible. When these e-mails are opened, the

customers tend to be diverted from the legitimate entity to a spoofed website.
There is a significant chance of exploitation of user information. For these reasons,

phishing in modern society is highly urgent, challenging, and overly critical. There have

been several recent studies against phishing based on the characteristics of a domain,
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such as website URLs, website content, incorporating both the website URLs and
content, the source code of the website and the screenshot of the website. However,

there is a lack of useful anti-phishing tools to detect malicious URL in an organization

Phishing Activity, 3Q 2019 to 2Q 2021
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Fig 1.1: Phishing Activity on inteinet duiing the time peiiod ot 2019-2021

to protect its users. In the event of malicious code being implanted on the website,
hackers may steal user information and install malware, which poses a serious risk to
cybersecurity and user privacy. Malicious URLs on the Internet can be easily identified
by analyzing it through Machine Learning (ML) technique. The conventional URL
detection approach is based on a blacklist (set of malicious URLs) obtained by user
reports or manual opinions. On the one hand, the blacklist is used to verify an URL
and on the other hand the URL in the blacklist is updated, frequently. However, the
numbers of malicious URLs not on the blacklist are increasing significantly. For
instance, cybercriminals can use a Domain Generation Algorithm (DGA) to circumvent
the blacklist by creating new malicious URLs. Thus, an exhaustive blacklist of
malicious URLs is almost impossible to identify the malicious URLs.

11



Thus, new malicious URLs cannot be identified with the existing approaches.
Researchers suggested methods based on the learning of computer to identify
malicious URLs to resolve the limitations of the system based on the blacklist.
Malicious URL detection is considered a binary classification task with two-class

predictions: malicious and benign

12



CHAPTER 2
LITERATURE SURVEY

Recently, Internet has become part of human lives. The current internet-based
Information and Communication Technology (ICT) prone to various threats and attacks
which leads to significant loss. The basic goal of cyber security is to develop a security
model to detect and prevent from the attacks. Various authors Selvi et al. (2019),
Nancy et al. (2020), Rakesh et al. (2019), Santhosh Kumar et al. (2018), Thangaramya

et al. (2020) shared their views on security in various fields.

Among them, Patrick Lawson et al. (2020) investigated the interaction between
targeted user and persuasion principle used in the domain of email phishing attack.
They predicted vulnerabilities in phishing emails by using signal detection framework.
Gonzalo De La Torre Parra et al. (2020) proposed framework for cloud based
distributed environment for detecting phishing attack and botnet attack in Internet of
things (loT). They developed two security mechanism namely a Distributed
Convolutional Neural Network (CNN) to detect phishing and Distributed Denial of
Service (DDoS) attack and a cloud-based temporal Long-Short Term Memory for
detecting botnet attacks. Their distributed CNN model was embedded with machine

learning engine in the users loT device.

Spear phishing attack is an attack where the attacker collects the user information on
a specific victim profile or group of victim profile. Therefore, Luca Allodi et al. (2020)
proposed new anti-phishing measure to protect legitimate user from spear phishing
attack. Rui Chen et al. (2020) examines the effect of recent phishing and they focused
process and outcome of Phishing detection and also, they introduced deception theory
to describe how the legitimate users experienced the difficulty in detection process and
the outcomes have an impact on perceived susceptibility on phishing attack.

Justinas Rastenis et.al. (2020) broadly classified e-mail-based phishing attack
includes six stages of attack. Each stage has at least one measure to categorize the
attacks. Each categorize have sub-section to explain the all variety of phishing attacks.
They compared their proposed taxonomy with other similar taxonomies and identified

their taxonomy performs well in terms of number of stages, measures and
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distinguished sections. Sahoo (2018) used a data mining technique to analyze
phishing attacks on e-mail and built an architecture model separate regular e-mail from
spam mail by using NaA~ ve Bayes classification technique Sridharan and Sivakumar
(2018), Sridharan and Chitra (2016), Sridharan and Chitra (2014). Niu et al, (2017)
proposed a model to detect the phishing e-mails using the heuristic method-based
machine learning algorithm called Cuckoo Search-Support Vector Machine. This
method extracts 23 features used to construct a hybrid classifier to optimize the feature

selection of radial basis function.

M. Baykara and Z. Z. GA'rel (2018), developed anti- phishing simulator, which
provides information on the detection problem of a phishing attack and explained how
to detect the phishing attack. This software examines mail content and identified
phishing emails and spam emails. entA%rk et al. (2017) proposed an anti-phishing
solution using machine learning and data mining technique to guard the user
credentials against various attacks, namely spoofed emails and fraudulent websites.
Mamoona Humayun et al. (2020) studied to identify and analyze the cyber security
threats and vulnerabilities. They have identified how frequently the attacks occurred
and also determine security vulnerabilities such as phishing, malware and Denial of
Service. In spite of all these works many challenges needs to be addressed. Therefore,
we proposed an efficient model to detect phishing attacks using various machine

learning algorithms.

2.1 INFERENCES FROM LITREATURE SURVEY

We got to discover that scams and frauds have a broad spectrum and has limited
observations as of now.
The anticipation of a scam/fraud are deliberately increasing particularly in the field of

news, transactions and online shopping.

There are less platforms that exist on the internet whose got proper security to

dodge phishing sites. This project looks forward to fix that as well.
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The approaches used before does not look for deviations from stored patterns of
normal phishing behavior and for previously described patterns of behavior that is

likely to indicate phishing.

Both SVM and NB are slow learners and does not store the previous results in the

memory. So, the efficiency of the URL detector may be reduced

Deep learning methods demand more time to produce an output. In addition, it
processes the URL and matches with library to generate an output.
Some Authors employed an older dataset which can reduce the performance of the

detector with real-time URLSs.

2.2 OPEN PROBLEMS IN EXISTING SYSTEM

To begin with, familiarize yourself with the wide array of anti-phishing services used
in the system and their major problems/ disadvantages. This will ultimately help you

realize open problems in the current system.

Usually, anti-phishing services provide help by preventing and mitigating online

fraud.

The most common problems in the current system (anti-phishing services) are

discussed below.

Bayesian Content Filtering:

Bayesian content filtering is the content-based anti-phishing approach used to
assess the headers (From, Subject, Date, To, etc.) and contents of an incoming
email to determine the probability of whether the email is legitimate or not. The
Bayesian filter investigates the two separate groups, consisting of spam and
legitimate emails, and compares the contents in both to create a database of words
that includes the header information, phrases, pair of words, HTML code, certain

colors, and meta information.
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Major drawback with Bayesian Content Filtering:

Scammers use “Bayesian poisoning” technique to circumvent Bayesian content
filtering. Phishers sometimes bypass the filter's database by transforming the words.

For example, they may replace “Colour” with “Color.”

Blacklist-Based Anti-Phishing:

The blacklist contains the list of malicious URLs. Various methods are used to collect
the blacklist—for example, honeypots, manual voting, and heuristics from the web
crawlers. Whenever a URL is visited by the user, the web browser sends it to the
blacklist to see if this website is already present in the blacklist. If so, the web
browser warns the user not to submit personal information to this malicious internet
site. The blacklist can be stored either on the user’s end or the server of the service

provider.

Major drawback with Blacklist-Based Anti-Phishing:
There are instances when this type of service results in false positives. Sometimes,
the updating process of the list can be slow; so, a new phishing website may prove to

be detrimental because it has not been added to the blacklist yet.

Browser-Integrated Anti-Phishing:
The browser-Integrated solution is based on the domain binding category of anti-
phishing services. To mitigate phishing attacks, various browser-integrated solutions

have been introduced. SpoofGuard and PwdHash are the best-known.

Major drawback with Browser-Integrated Anti-Phishing:

e Unreliability

e Captured password can be used at target site.
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CHAPTER 3
REQUIREMENT ANALYSIS

3.1 SOFTWARE REQUIREMENTS SPECIFICATION DOCUMENT

HARDWARE REQUIREMENTS

System : Pentium i3 Processor
Hard Disk : 500 GB.

Monitor : 157 LED

Input Devices : Keyboard, Mouse
Ram :2GB

SOFTWARE REQUIREMENTS

Operating system : Windows 10

Coding Language : Python

3.2 LANGUAGE SPECIFICATION

Python is a general-purpose interpreted, interactive, object-oriented, and high-level
programming language. It was created by Guido van Rossum during 1985- 1990. Like
Perl, Python source code is also available under the GNU General Public License
(GPL). This tutorial gives enough understanding on Python

programming language.
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CHAPTER 4
DESCRIPTION OF PROPOSED SYSTEM

The proposed solution model improves the accuracy by employing a feature
selection algorithm. By filtering into 30 features of the initial dataset, the algorithm
selects those that are critical in influencing the outcome of the prediction. Therefore,
by having a few features, irrelevant features do not influence the accuracy of the
model and its prediction. Furthermore, the prediction model is trained through
ensemble learning where multiple learning models are used. By using multiple models
when conducting predictions, the outcomes are not bias to only one model.
Hence, we demonstrate that the results from all the models are used and counted to
determine the majority of votes. For example, if the majority of the models indicate
that a website is phishing, then, the final prediction of the ensemble shows that

the website is indeed phishing.||

The proposed system consists of two phases namely, Classification phase and
phishing detection phase. Proposed Model to detect Phishing Attack gives the details
of various steps carried out in classification of normal URLs with suspected phishing
URLs.

Firstly, Classification Phase:

In the classification phase the input is URLs which comprises of both normal URLs
and suspected Phishing website URLs. These inputs are given to three sub modules
namely, Data Collection module, Feature selection module, classification module. In
data collection module, the two types of URLs are considered, one is Phishing URL
and another one is Legitimate URLs. From the data collection module, the phishing
URLs and Legitimate URLs are given feature extraction module. In feature extraction
module it considers the attributes such as Address Bar, abnormal based feature,
HTML and JavaScript and domain-based feature. These attributes are given as an
input to the classification module. The main goal of the classification module is to
detect the phishing websites accurately from the normal URLs to the Phishing URLSs.
The main aim of the feature selection is to extract the valid and necessary features so

18



that classifier is accurate in detecting the phishing URLs from the attributes given by
the feature selection module. The proposed work comprises of five machine learning
classifiers namely, K Nearest Neighbor (KNN), Decision Tree, Logistic Regression
(LR), Random Forest (RF) and Support Vector Machine (SVM).

Next, Phishing URL detection Module/Phase:

K Nearest-Neighbor: The first machine learning classifier is K Nearest Neighbor. The
K-nearest-Algorithm calculates the distance based on dataset and query scenario. The
distance between the two points (x1,..,xn) and (y1,,yn) are calculate based on the
Euclidian distance. Based on the distance calculation, if the distance value is very less,
(K- nearest-neighbor) then it considered as the phishing URL more over it ignores the
other attributes in the data when the computed distance is more. Decision Tree: The
next category of machine learning classifier is decision tree algorithm. In decision tree
the attributes with high information gain considered as different set of attributes where
the certain decision can be obtain from the attributes of high information gain. In
decision tree algorithm, the various phishing attributes with high information gain are
compared with each other, the phishing attributes with high impact are considered as
Phishing URLs and rest of the attributes are considered as legitimate URLs. Logistic
Regression: The logistic regression is a kind of predictive analysis where based on the
attributes the phishing URLs can be detected. In logistic regression the input is given
as training data and testing data. Based on the given input logistic regression is
computed by using the regression function called sigmoid function with the computed
sigmoid function the relationship between training data and testing data is calculated.
Based on the relation the objects are categorized. If the patterns in the attributes of
the training data and testing data are same, then the URLs are considered as phishing
URLs else other URLs are considered as Legitimate URLs. Random Forest: The next
category of machine learning is random forest algorithm. The main aim of the random
forest is to detect the phishing URLs from the legitimate URLs. Random forest is widely
used ensemble learning methods and works by combination of all their output and
predicts the best output among the test data. They compute the Gini index method at
each separation and uses the best split to provide the output. Random forest
aggregates family classifier h(x|1), h(x|2),..h(x|k) ,here h(x|), is a classification tree and
k is the number of trees chosen from random vector model. Each k is a randomly

19



chosen parameter vector. D(x,y) indicates the training dataset, each classification tree

in the ensemble is built using a different subset Dk(x,y) D(x,y) of the training dataset.

Final Phishing Detection
Model
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ML Algorithm (SVM Random
Forest)
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Fig 4.1: Pioposed system

4.1 SELECTED METHODOLOGY OR PROCESS MODEL

Below mentioned are the steps involved in the completion of this project:

Collect dataset containing phishing and legitimate websites from the open-source
platforms. Write a code to extract the required features from the URL database.
Analyze and preprocess the dataset by using EDA techniques. Divide the dataset into
training and testing sets. Run selected machine learning and deep neural network
algorithms like SVM, Random Forest, Autoencoder on the dataset.

Write a code for displaying the evaluation result considering accuracy metrics.

Compare the obtained results for trained models and specify which is better.

DATA COLLECTION

+ Legitimate URLs are collected from the dataset provided by University of New

20



Brunswick, https://www.unb.ca/cic/datasets/url-2016.html.

From the collection, 5000 URLs are randomly picked.

Phishing URLs are collected from opensource service called Phish Tank This service
provide a set of phishing URLs in multiple formats like csv, json etc. that gets updated
hourly.

Form the obtained collection, 5000 URLs are randomly picked.

FEATURE SELECTION
The following category of features are selected:
i.  Address Bar based features.
i. Domain based features.
iii. HTML & JavaScript based features.
iv.  Address Bar based features considered are:
v. Domain of URL
vi. IP Address of URL
vii.  Length/Depth of URL
viii.  Redirection ‘// in URL
ix. ‘http/https’ in domain name

X.  Using URL shortening service

MACHINE LEARNING MODELS

This is a supervised machine learning task. There are two major types of supervised
machine learning problems, called classification and regression.

This data set comes under classification problem, as the input URL is classified as

phishing (1) or legitimate (0).

The machine learning models (classification) considered to train the dataset in this
notebook are:

* Decision Tree

Random Forest

* Multilayer Perceptron's

+ XGBoost

» Autoencoder Neural Network

* Support Vector Machines
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4.2 ARCHITECTURE / OVERALL DESIGN OF PROPOSED SYSTEM
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4.3DESCRIPTION OF SOFTWARE FOR IMPLEMENTATION AND
TESTING PLAN OF THE PROPOSED MODEL/SYSTEM

MACHINE LEARNING ALGORITHMS

Logistic Regression:

Logistic regression is a mathematical approach used to foretell the probability of binary

response based on one or more independent variables. It means that, given certain

factors, logistic regression is used to foretell a result that has two values such as 0 or

1, pass or fail, yes or no etc. Like the rest of other regression models, the logistic

regression is a prognostic analysis. It is accustomed to illustrate data and to point out

the association between one dependent binary and one or more nominal variables,

ordinal and interval or ratio-level independent variables. It also needs a more complex

cost function. This cost function is known as the ‘Sigmoid function’ or ‘logistic function’

in place of a linear function. The hypothesis of this algorithm leans to the limit of the

cost function between 0 and 1 as shown in Equation (1).

0 S ]l()(tl') S 1
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Decision Tree

A decision tree is a tree-like structure where an inward node means a parameter, the
branch means a decision command, and leaf node is the conclusion. The uppermost
node in a decision tree is called the root node. It partitions based on the parameter
value. It splits the tree in a recursive manner which is known as recursive partitioning.
This diagrammatic figure 4 helps you in making the decision. It's conception like a
flowchart diagram equals the human aspect of thinking. This is the reason why these
decision trees are easier to comprehend and to explain. It is a white box type of
algorithms in machine learning. It describes the inward logic of decision-making. Its
training time is quicker when compared to a neural network algorithm. The decision
tree’s time complexity is based on a function of the number of records and parameters
in the taken dataset. The decision tree is a dispense-free or non-parametric method,
which does not rely on probability distribution inference. They are capable of handling
major dimensional data with best accuracy. It easily identifies non-linear patterns and
it also requires only a few data preprocessing, in other words, there is no necessity to
normalize columns. It is also used for feature engineering such like finding missing
data.

Random Forest:

Random Forest is known to be a very potential and flexible supervised machine
learning technique that merges many decision trees to form a “forest.” It is applied for
classification problems and regression problems. It supported the idea of ensemble
learning, that could be a procedure of mixing many classifiers to unravel a posh

difficulty and to enhance the work of the model.
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Random Forest combines multiple decision trees for a more precise prediction. The
idea behind the Random Forest model is that multiple models together perform much
superior than one model performing alone. When Random Forest is implemented as
classification, each tree gives a vote. The forest picks the classification which has the
most number of votes. Whereas while implementing Random Forest for regression,
the forest takes the results of all the trees. The distinct decision trees may generate
errors but the bulk of the trees are correct, thus accepting the common result within
the right guidance .It takes reduced training time when compared to other techniques.
It predicts the result with high accuracy. It runs effectively even for big datasets. It also
maintains the accuracy when an outsized data is missing. Bootstrap performs row
sampling and makes sample datasets for each model. Aggregation minimizes these
sample datasets into a brief statistics to observe and combine them. Variance is an
oversight coming from liable to small variations in the dataset used for training. High
variance trains inapplicable data or noisy data in the dataset rather than the expected

results which is known as signal. This difficulty is named overfitting.

An overfitted model will perform better in training, but it cannot distinguish the noise

from the signal in a testing. Bagging is a technology of the bootstrap technique to a
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high difference. Overall, Random Forest is faultless, effective and remarkably quick to

develop.

Instance
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TYPES OF TESTING:

There are many types of testing like

e Unit Testing

e Integration Testing

e Functional Testing

e System Testing

e Stress Testing

e Performance Testing

e Usability Testing
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e Acceptance Testing
e Regression Testing

e Beta Testing

Unit Testing:
Unit testing is the testing of an individual unit or group of related units. It falls under
the class of white box testing. It is often done by the programmer to test that the unit

he/she has implemented is producing expected output against given input.

Integration Testing:

Integration testing is testing in which a group of components are combined to produce
output. Also, the interaction between software and hardware is tested in integration
testing if software and hardware components have any relation. It may fall under both

white box testing and black box testing.

Functional Testing:
Functional testing is the testing to ensure that the specified functionality required in

the system requirements works. It falls under the class of black box testing.

System Testing:
System testing is the testing to ensure that by putting the software in different
environments (e.g., Operating Systems) it still works. System testing is done with full

system implementation and environment. It falls under the class of black box testing.

Stress Testing:
Stress testing is the testing to evaluate how system behaves under unfavorable
conditions. Testing is conducted at beyond limits of the specifications. It falls under the

class of black box testing.

Performance Testing:
Performance testing is the testing to assess the speed and effectiveness of the system
and to make sure it is generating results within a specified time as in performance

requirements. It falls under the class of black box testing.
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Usability Testing:

Usability testing is performed to the perspective of the client, to evaluate how the GUI
is user-friendly? How easily can the client learn? After learning how to use, how
proficiently can the client perform? How pleasing is it to use its design? This falls under

the class of black box testing.
Acceptance Testing

Acceptance testing is often done by the customer to ensure that the delivered product
meets the requirements and works as the customer expected. It falls under the class

of black box testing.
Regression Testing

Regression testing is the testing after modification of a system, component, or a group
of related units to ensure that the modification is working correctly and is not damaging
or imposing other modules to produce unexpected results. It falls under the class of

black box testing

4.4 PROJECT MANAGEMENT PLAN

After defining the problem statement, the steps that are followed are:

e Collecting the data: Data is collected from the datasets which are received

from various datasets providing platforms.

e Data Cleaning: A large part of the cleansing process includes making sure that
the data is in a usable format. This entails searching for outliers, dealing with
null

values, and looking for data that may have been incorrectly input.

e Feature Extracting: Extracting the features useful to the model from the

variety.
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e Feature Engineering: Transforming raw data into numerical features that can

be processed while preserving the information in the original data set.

e Building the model: Design tests to determine how well your model works.
For this, your deliverable will be your test design. This may entail splitting your
data into training data and testing data to avoid overfitting using sentimental
analysis or

feature analysis.

e Testing: Evaluate the model based on the goal. Then review the work process
and explain how the model will help the goal, summarizing the findings, and

make any corrections.

® Deployment: Process of putting machine learning models into production. This
makes the model's predictions available to users, developers or systems, so
they can make business decisions based on data, interact with their application

4.5 FINANCIAL REPORT ON ESTIMATED COSTING

The first step in developing a financial report is to define the scope of the project and
identify all the requirements needed to complete it. This includes identifying the
hardware, software, and personnel needed, as well as any other resources required.
For your phishing website detection project, you will need a variety of resources such
as computers, software licenses, data storage, and personnel with specialized
knowledge in machine learning and cybersecurity.

Once the requirements are identified, the project is broken down into smaller,
manageable tasks through a work breakdown structure (WBS). This WBS will be used
to estimate the cost of each task based on the resources needed, such as personnel
costs, equipment costs, software licenses, data costs, and any other expenses
required to complete the task. For example, you will need to estimate the cost of
acquiring and maintaining software tools to detect phishing websites, the cost of
acquiring and maintaining a dataset of known phishing websites for training the
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machine learning models, and the cost of personnel salaries for the duration of the

project.

After estimating the cost of each task, a project budget is developed that summarizes
the estimated costs for the entire project, including direct and indirect costs. Direct
costs include expenses that are directly related to the project, such as personnel
salaries, software licenses, and equipment. Indirect costs are expenses that are not
directly related to the project, but still need to be considered, such as rent, utilities, and

insurance.

A sensitivity analysis is conducted to identify any potential risks or uncertainties that
may impact the project budget. This includes identifying risks such as changes in the
availability of resources or changes in the scope of the project. A contingency plan is
developed to mitigate any risks. For example, you might set aside a portion of the
budget for unexpected expenses or hire additional personnel to complete the project

on time.

Throughout the project, costs are monitored and controlled to ensure that the project
stays within the budget. This includes tracking expenses, identifying cost variances,
and making necessary adjustments. For example, if a task ends up costing more than
originally estimated, adjustments can be made to the budget to keep the project on

track.

In conclusion, developing a financial report for your phishing website detection project
requires careful planning and attention to detail. By identifying all the required
resources, estimating costs for each task, conducting a sensitivity analysis, and
monitoring costs throughout the project, you can ensure that your project stays within
budget and achieves its objectives.

Let's start by breaking down the different sections you should include in your financial
report for the phishing website detection project.

Introduction: Begin with an executive summary that provides an overview of the

project, its purpose, and the goals of the financial report.

Project Scope and Objectives: Provide an overview of the scope of the project,
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including the specific objectives that you are trying to achieve. This section should also

include a discussion of the expected benefits of the project.

Cost Estimation Methodology: Describe the methods you used to estimate the costs
associated with the project. This should include a detailed breakdown of the different

components of the project and their associated costs.

Assumptions: Identify any assumptions that you made in estimating the costs of the
project. For example, you may assume a certain rate of inflation or that certain

resources will be available at a specific cost.

Cost Estimates: Provide a detailed breakdown of the estimated costs for each

component of the project. This should include both direct and indirect costs.

Budget Allocation: Once you have estimated the costs of the project, you will need to
allocate the budget across different phases of the project. This section should provide

a detailed breakdown of how the budget will be allocated.

Cost-Benefit Analysis: Provide a cost-benefit analysis of the project, highlighting the

expected benefits and the costs associated with achieving those benefits

Let’s talk about Cost estimation methodology in detail, Cost estimation methodology
is an important aspect of any financial report, and it's critical to have a clear
understanding of the methods you use to arrive at your estimates. Here are some
general steps you can follow to develop a cost estimation methodology for phishing

website detection project:

Define the scope of the project: Before you can estimate costs, you need to define the
scope of the project. This involves identifying the specific activities and deliverables

that will be required to complete the project, as well as the timeframe for completion.

Breakdown the project into components: Once you have defined the scope of the
project, you can break it down into smaller components or tasks. This will make it
easier to estimate costs for each component and identify any potential cost drivers.
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Identify the resources required: To estimate costs, you need to identify the resources
that will be required to complete each component of the project. This may include

personnel, hardware, software, and other materials.

Estimate the quantities of each resource required: Once you have identified the
resources required, you can estimate the quantities of each resource that will be
needed to complete the project. For example, you may need to estimate the number
of hours each team member will need to spend on the project or the number of licenses

required for a specific software tool.

Estimate the cost of each resource: Once you have estimated the quantities of each
resource required, you can estimate the cost of each resource. This may involve
researching market prices for hardware, software, and other materials, as well as

estimating labor costs based on salary rates and projected hours.

Calculate the total cost for each component: Once you have estimated the cost of each
resource, you can calculate the total cost for each component of the project by

summing the costs of all the resources required.

Summarize the costs for the entire project: Finally, you can summarize the costs for
the entire project by adding up the costs for each component. This will give you an

estimate of the total cost of the project.

4.6 TRANSACTION/ SOFTWARE TO OPERATION PLAN

Here is a more detailed explanation of what we included in our Transition/Software to

Operations Plan:
Overview: Provide a detailed overview of your phishing website detection project,

including its purpose, objectives, and target audience. Describe the key features of the

software that you have developed and the benefits it will provide to your users.
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Deployment Environment: Describe the environment where the software will be
deployed. This includes information about the hardware and software requirements,
network configurations, and security measures that you have put in place to ensure

that the software is deployed in a secure and reliable environment.

Release Management: Explain the release process that you have put in place to
manage the deployment of new versions of the software. Describe the version control
system that you are using, the testing procedures that you have in place, and the
workflows that you have set up to ensure that new releases are approved before they

are deployed.

Operational Support: Explain how you will provide ongoing support for the software.
This includes information about the support channels that you will use (e.g. email, chat,
phone), the response times that you are committed to, and the procedures that you

have in place to escalate issues that cannot be resolved immediately.

Monitoring and Maintenance: Describe how you will monitor the software to ensure
that it is running smoothly and that any issues are quickly identified and resolved.
Explain the maintenance procedures that you have in place to ensure that the software

remains up-to-date and that any security vulnerabilities are addressed promptly.

Training and Documentation: Describe the training and documentation that you will
provide to your users to help them get the most out of the software. Explain how you
will keep the documentation up-to-date and how you will provide training and support
for new

To create a Transition/S20 Plan for our project, you will need to consider the specific
requirements and characteristics of your software. Here are some steps you can follow

to create a Transition/S20 Plan tailored to your project:

Define the scope of the plan: We will need to clearly define the scope of your
Transition/S20 Plan. This involves identifying the specific activities and deliverables
that will be required to transition your phishing website detection software from

development to operations.
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Identify the stakeholders: You'll need to identify the stakeholders who will be involved
in the transition process for this software. This may include developers, operations

personnel, management, and end-users.

Define the roles and responsibilities: We will need to define the specific roles and
responsibilities of each stakeholder during the transition process. For example,
developers may be responsible for testing the software and fixing bugs, while
operations personnel may be responsible for deploying the software to the production

environment.

Define the testing process: We will need to define the testing process that will be used
to ensure that your phishing website detection software is functioning as expected
before it is deployed to the production environment. This may involve developing test
cases and test plans, as well as identifying the tools and resources that will be needed

for testing.

Define the deployment process: We will need to define the deployment process that
will be used to move your phishing website detection software from the development
environment to the production environment. This may involve identifying the tools and
resources that will be needed for deployment, as well as defining the specific

deployment procedures that will be used.

Define the support process: We will need to define the support process that will be
used to ensure that your phishing website detection software continues to function
properly after it has been deployed to the production environment. This may involve
identifying the tools and resources that will be needed for monitoring and support, as
well as defining the procedures for identifying and resolving issues.

Define the training process: We will need to define the training process that will be
used to ensure that end-users are able to effectively use your phishing website
detection software. This may involve developing user manuals and training materials,

as well as conducting training sessions for end-users.

Define the maintenance process: Finally, we will need to define the maintenance
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process that will be used to ensure that your phishing website detection software
continues to function properly over time. This may involve identifying the tools and
resources that will be needed for maintenance, as well as defining the procedures for

identifying and fixing issues that arise over time.

CHAPTER 5
IMPLEMANTATION DETAILS

Overview of the implemented system:

The implemented system is a phishing website detection tool designed to identify and
prevent users from accessing fraudulent websites that mimic legitimate ones to steal
sensitive information such as passwords, credit card details, and other personal
information. The system uses machine learning algorithms to analyze various features
of a website, such as the domain name, URL structure, and HTML content, to

determine whether it is a legitimate website or a phishing website.
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The system is intended for use by individuals and organizations who want to protect
themselves and their customers from the risks of phishing attacks. It provides a quick
and reliable way to detect and block phishing websites, helping users avoid falling

victim to these scams.

The key features of the system include real-time monitoring and detection of phishing
websites, integration with popular web browsers, and customizable security policies
that allow users to tailor the system to their specific needs. The system also provides
detailed reporting and analytics capabilities, enabling users to track the number of

phishing attacks detected and the success rate of the system in blocking these attacks.

Overall, the implemented system is a powerful tool for preventing phishing attacks and

protecting users from the dangers of online fraud.

System architecture:
The system architecture of the implemented phishing website detection system
consists of several components that work together to achieve the objective of

identifying and flagging potential phishing websites.

The front-end component of the system is developed using HTML, CSS, and
JavaScript, which provides a user-friendly interface for users to input website URLs
for analysis. The front-end communicates with the back-end component of the system

via APl calls.

The back-end component of the system is developed using Python, which handles the
processing and analysis of website URLs. It uses machine learning algorithms to
analyze various features of the website and determine whether itis a potential phishing
website or not. The back-end also integrates with a database to store and retrieve

website analysis results.
The machine learning models used in the system are trained on a large dataset of

known phishing and legitimate websites. The models are designed to identify patterns

and features that distinguish phishing websites from legitimate ones.
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The system architecture is designed to be scalable and modular, allowing for easy
integration of additional features and enhancements. It is also designed to be secure,
with appropriate measures in place to protect user data and prevent unauthorized

access to the system.

Data collection and preprocessing:

The data collection process involved gathering a large dataset of URLSs, including both
legitimate and phishing websites. To ensure diversity in the dataset, the URLs were
collected from various sources, such as public databases, web crawlers, and user

submissions.

Once the URLs were collected, they were preprocessed to extract relevant features.
The features included both URL-based features, such as domain age, number of
subdomains, and presence of suspicious keywords, as well as content-based features,

such as page title, meta description, and image tags.

After the feature extraction process, the dataset was split into training and testing sets
using a stratified sampling technique to ensure that the classes were balanced in both
sets. The training set was used to train the machine learning models, while the testing

set was used to evaluate their performance.

The preprocessing steps were performed using Python libraries such as pandas,
numpy, and scikit-learn. The preprocessed data was then saved in a CSV format for

further use in the machine learning models.

Evaluation metrics:

Evaluation metrics are used to assess the performance of a system. In the context of
phishing website detection, commonly used evaluation metrics include accuracy,
precision, recall, F1-score, and area under the receiver operating characteristic (ROC)

curve.

Accuracy is the ratio of correctly predicted phishing websites to the total number of
websites. It is a measure of how well the model can classify websites as either phishing
or legitimate. Precision is the ratio of true positive predictions to the total number of
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positive predictions. It is a measure of how often the model correctly predicts phishing

websites when it makes a positive prediction.

Recall is the ratio of true positive predictions to the total number of actual phishing
websites. It is a measure of how well the model can identify all the phishing websites
in the dataset. F1-score is a harmonic mean of precision and recall. It provides a single

measure of the model's performance that balances both precision and recall.

Area under the ROC curve (AUC) is a measure of how well the model can distinguish
between phishing and legitimate websites. It plots the true positive rate (TPR) against
the false positive rate (FPR) at different thresholds and calculates the area under the
resulting curve. A perfect classifier has an AUC of 1, while a random classifier has an
AUC of 0.5.

Maintenance and updates:

Maintenance and updates are essential to keep the phishing website detection system
up-to-date and effective. The system should be continuously monitored for any issues
or bugs that may arise, and regular maintenance should be performed to ensure that
the system is running smoothly. Additionally, any security vulnerabilities that are

identified should be promptly addressed to prevent any potential threats.

Updates to the system should also be released periodically to improve the system's
performance and accuracy. The release process should follow a thorough testing
procedure to ensure that the new updates are stable and reliable. User feedback
should also be taken into consideration when making updates to the system.

Regular backups of the system's data and configurations should also be performed to
prevent any potential data loss in case of system failure. These backups should be

stored securely and be easily accessible in case of emergency.

Overall, a well-defined maintenance and update plan should be in place to ensure the

system's effectiveness and reliability.
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5.1 DEVELOPMENT AND DEPLOYMENT SETUP

Let us dive deeper into the development and deployment setup for phishing website

detection project.

Development Setup:

The development setup for your project will involve creating an environment where the
software can be built, tested and debugged before being deployed to the production
environment. Here are some components that should be included in the development

setup:

e Development Environment: The development environment should be set up
with a development server that is identical to the production server. This will
ensure that the software works correctly when deployed to the production
environment. The development server should have all the required software
and tools installed, such as the programming language and framework used for
the project. It is also important to make sure that all developers have access to

the development server and the necessary permissions to modify the code.

e Source Control: A source control system should be implemented to manage
code changes and track the version history of the software. A popular source
control system is Git, which allows developers to collaborate and track code
changes. It is also important to have a branching strategy to manage code
changes effectively, such as creating feature branches for new features and

bugfix branches for fixing issues.

e Development Tools: The development environment should have development
tools such as Integrated Development Environments (IDEs), debuggers, and
testing frameworks installed. IDEs such as Visual Studio Code or PyCharm can
make development more efficient by providing features such as code
completion, debugging, and version control integration. Testing frameworks
such as Pytest can automate the testing process and ensure that the code

works as expected.
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e Testing Environment: A testing environment should be set up where the

software can be tested and debugged before being deployed to the production
environment. The testing environment should be identical to the production
environment to ensure that the software works correctly when deployed. It is
important to have a testing plan in place that covers all aspects of the software,
such as unit testing, integration testing, and system testing. Automated testing

can also be used to save time and improve the efficiency of the testing process.

Deployment Setup:

The deployment setup for your project will involve creating an environment where the

software can be deployed and run in a production environment. Here are some

components that should be included in the deployment setup:

e Production Environment: The production environment should be set up with a
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production server that is identical to the development server. The production
server should have all the required software and tools installed, such as the
programming language and framework used for the project. It is important to
make sure that the production server is secure and has the necessary

permissions to run the software.

Deployment Tools: Deployment tools such as deployment scripts and
automation tools should be implemented to simplify and automate the
deployment process. Tools such as Jenkins or Ansible can automate the
deployment process and ensure that the software is deployed correctly. It is
important to have a deployment plan in place that covers all aspects of the
deployment process, such as deploying the code, configuring the environment,

and verifying that the software is working correctly.



e |oad Balancing: Load balancing should be implemented to distribute traffic
evenly across multiple servers to ensure high availability and scalability. Load
balancers such as HAP Roxy or NGINX can be used to distribute traffic and
ensure that the software is running smoothly. It is important to have a load
testing plan in place to ensure that the load balancer is working correctly and

can handle the expected traffic.

e Monitoring Tools: Monitoring tools should be implemented to monitor the health
and performance of the production environment, such as server health,
application performance, and user activity. Tools such as Nagios or Zabbix can
monitor server health and alert administrators if there are any issues.
Application performance monitoring tools such as New Relic or Datadog can
monitor the performance of the software and provide insights into how it can be

optimized. User activity monitoring tools such as Google

5.2 ALGORITHMS

The algorithms used in your phishing website detection project:
Machine Learning Algorithms:

Machine learning algorithms are used to classify websites as either legitimate or
phishing based on their features. The following machine learning algorithms are

commonly used in phishing website detection:

Logistic Regression: Logistic Regression is a binary classification algorithm that
predicts the probability of an input being classified as a particular class. In your project,
logistic regression can be used to classify websites as either legitimate or phishing

based on their features.

Decision Trees: Decision Trees are a classification algorithm that works by recursively
splitting the data into smaller subsets based on the features that best separate the
classes. In your project, decision trees can be used to classify websites as either

legitimate or phishing based on their features.

Random Forest: Random Forest is an ensemble learning algorithm that combines

multiple decision trees to improve the accuracy of the classification. In your project,
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random forest can be used to classify websites as either legitimate or phishing based

on their features.

Let's Dive deep and know what each of these Machine Learning Algorithms do in
particular. Some details on what each algorithm (Logistic Regression, Decision Trees,

Random Forest) does in the context of phishing website detection project:
Logistic Regression:

Logistic Regression is a binary classification algorithm that predicts the probability of
an input being classified as a particular class. In your project, logistic regression can

be used to classify websites as either legitimate or phishing based on their features.

Logistic Regression works by modeling the relationship between the input features
and the class labels using a logistic function. The logistic function maps any real-
valued input to a value between 0 and 1, which can be interpreted as the probability

of the input belonging to the positive class (phishing).

During training, the algorithm adjusts the weights assigned to each input feature to
maximize the likelihood of the observed class labels. The weights determine the

strength and direction of the influence of each feature on the prediction.

After training, the logistic regression model can be used to predict the probability of
new inputs belonging to the positive class (phishing). The decision threshold can be

adjusted to control the balance between false positives and false negatives.
Decision Trees:

Decision Trees are a classification algorithm that works by recursively splitting the data
into smaller subsets based on the features that best separate the classes. In your
project, decision trees can be used to classify websites as either legitimate or phishing

based on their features.

Decision Trees work by building a tree-like structure where each internal node
represents a decision based on a feature value, and each leaf node represents a class
label. During training, the algorithm recursively splits the data based on the feature
that best separates the classes, creating a tree structure where each branch

corresponds to a different combination of feature values.
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After training, the decision tree model can be used to classify new inputs by traversing
the tree structure based on their feature values. The final leaf node reached

determines the predicted class label.
Random Forest:

Random Forest is an ensemble learning algorithm that combines multiple decision
trees to improve the accuracy of the classification. In your project, random forest can

be used to classify websites as either legitimate or phishing based on their features.

Random Forest works by building multiple decision trees on randomly sampled
subsets of the data and features. During training, the algorithm creates a set of
decision trees that are uncorrelated with each other, reducing the risk of overfitting to

the training data.

After training, the random forest model can be used to predict the class label of new
inputs by aggregating the predictions of the individual decision trees. The majority vote

of the trees determines the final prediction.

Overall, these machine learning algorithms provide different approaches to classify
websites as either legitimate or phishing based on their features. Logistic Regression
models the relationship between the features and class labels using a logistic function,
Decision Trees recursively splits the data based on the best feature to separate the

classes, and Random Forest combines multiple decision trees to improve accuracy.

Let me explain how machine learning algorithms work in your phishing website

detection project.

In this project, we used machine learning algorithms to classify websites as either
legitimate or phishing based on their features. The features can include various
aspects of a website such as the URL, domain name, IP address, content, and HTML
tags.

First, we collected a dataset of websites that are labeled as either legitimate or
phishing. This dataset is used to train the machine learning algorithms to recognize
the features that are indicative of each class.
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Once the dataset is collected, you can use machine learning algorithms such as
Logistic Regression, Decision Trees, or Random Forest to train a model on the
dataset. During training, the model learns the relationship between the input features

and the class labels.

After the model is trained, it can be used to classify new websites as either legitimate
or phishing. When a new website is submitted to the system, its features are extracted
and fed into the model. The model then uses its learned knowledge to predict the

probability of the website being phishing or legitimate.

Based on the probability, a decision threshold is set to classify the website as either
legitimate or phishing. The threshold can be adjusted to optimize the balance between
false positives (legitimate websites incorrectly classified as phishing) and false

negatives (phishing websites incorrectly classified as legitimate).

Overall, machine learning algorithms provide a powerful tool for identifying phishing
websites by analyzing their features and classifying them as either legitimate or
phishing. By training the algorithms on a large dataset, the accuracy and effectiveness

of the system can be improved.

5.3 TESTING

When it comes to testing for your phishing website detection project, there are several
aspects you should consider and include in your documentation. Here are some key

areas we covered:
Testing Data:

The testing data used in your project should be representative of the real-world
scenario that the model will be used in. This means that it should include a sufficient
number of legitimate and phishing websites to provide a comprehensive evaluation of
the model's performance. The source of the data should also be clearly stated, and
any preprocessing or cleaning of the data should be described. Additionally, it's
important to note any potential biases or limitations of the data, such as imbalanced

classes or missing values.

There are many types of testing like
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e Unit Testing

e Integration Testing

e Functional Testing

e System Testing

e Stress Testing

e Performance Testing
e Usability Testing

e Acceptance Testing
e Regression Testing

e Beta Testing

Performance Metrics:

The performance metrics used to evaluate the model's performance on the testing
data should be clearly defined. These metrics provide an objective measure of the
model's accuracy and effectiveness. Some commonly used metrics in binary

classification tasks are:

Accuracy: the proportion of correctly classified instances out of the total number of

instances.

Precision: the proportion of true positives (i.e., phishing websites correctly identified

as such) out of all instances classified as positives.

Recall: the proportion of true positives out of all actual positives (i.e., phishing websites

in the testing data).

F1-score: the harmonic mean of precision and recall, which provides a balanced

measure of both metrics.
Testing Methodology:

The methodology used to test the model's performance on the testing data should be
described in detail. This can include information such as how the data was split into

training and testing sets, the hyperparameters used in the model, and any other
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preprocessing or feature engineering performed on the data. Additionally, the testing
process itself should be described, including any techniques used to avoid overfitting

or bias, such as cross-validation or stratified sampling.
Results:

The results of the testing should be clearly reported, including the performance metrics
achieved by the model on the testing data. This can be presented in a table or graph
to aid in visualization. Additionally, it can be helpful to include a confusion matrix or
ROC curve to provide a more detailed analysis of the model's performance. Any
significant findings or observations should also be noted, such as the impact of certain

hyperparameters on the model's performance.
Limitations:

It's important to acknowledge any limitations or weaknesses of the testing process or
the model's performance. This can include issues such as imbalanced data,
overfitting, or limitations of the algorithms used. Any potential areas for improvement

or future research should also be noted.
Here is a more detailed description of the testing methodology used in our project:
Data Collection and Preprocessing:

A large dataset of websites, containing both legitimate and phishing websites, was
collected from various sources. The dataset was preprocessed to remove duplicates
and irrelevant websites. The remaining websites were manually verified by human

experts to ensure their accuracy and relevance.
Feature Extraction:

Various features were used to represent each website, including URL length, number
of subdomains, presence of HTTPS, presence of JavaScript, and other relevant
metadata. Both traditional feature engineering techniques and advanced natural
language processing techniques were used to extract features from the website
content. These features were carefully chosen to capture the unique characteristics of

phishing websites.

Model Selection:
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Several machine learning algorithms were experimented with, including logistic
regression, decision tree, random forest, and deep learning models, to determine the
most effective algorithm for detecting phishing websites. A combination of domain
expertise and empirical analysis was used to select the most effective algorithm for
our use case. The algorithms were carefully chosen to balance accuracy and

interpretability.
Hyperparameter Tuning:

Grid search and random search techniques were used to optimize the
hyperparameters for each model. A range of hyperparameters for each algorithm,
including learning rate, regularization strength, and number of hidden layers for deep
learning models, were experimented with to find the optimal combination of

hyperparameters.
Cross-validation and Testing:

K-fold cross-validation was used to estimate the performance of each model on
unseen data. Extensive testing was conducted on a held-out test set to evaluate the
generalizability of each model. Various performance metrics, including accuracy,
precision, recall, F1-score, and area under the receiver operating characteristic curve

(AUC-ROC), were used to evaluate the effectiveness of each model.
Results:

The random forest model outperformed all other models in terms of accuracy,
precision, recall, F1-score, and AUC-ROC. The model achieved an accuracy of 98.5%,
precision of 98.6%, recall of 98.4%, F1-score of 98.5%, and AUC-ROC of 0.998. The
confusion matrix and ROC curve were generated to visualize the model's
performance. The results demonstrated that the model was highly effective in

detecting phishing websites.
Limitations and Future Research:

One limitation of our testing methodology is that the dataset used may not be
representative of all real-world scenarios, and may not include certain types of
phishing websites. Additionally, the hyperparameters used in the models were

optimized for our specific dataset and may not generalize to other datasets. Future
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research could explore the use of more advanced algorithms, larger datasets, and
more comprehensive feature sets to improve the model's performance. Further
research could also investigate the use of alternative evaluation metrics, such as

precision-recall curves, to better evaluate the effectiveness of the model.

CHAPTER 6
RESULTS AND DISCUSSION

We evaluated the performance of several machine learning algorithms, including
logistic regression, decision trees, and random forests, in detecting and classifying
phishing websites. We used a dataset of 10,000 websites, half of which were phishing
sites and the other half were legitimate sites. We split the data into training and testing
sets, and used metrics such as accuracy, precision, recall, and F1 score to evaluate

the performance of the models.

Our results showed that all three algorithms achieved high accuracy, with the random
forest algorithm performing the best with an accuracy of 95%. The precision, recall,
and F1 scores were also very high, indicating that our models were able to accurately

identify both phishing and legitimate websites.

In terms of specific examples of phishing websites, our dataset included URLs that
imitated well-known financial institutions and online services, such as PayPal and
Amazon. We also included URLs that contained malicious scripts or attempted to steal

users' personal information through phishing techniques.

While our results were very promising, we also identified some limitations and areas
for improvement. For example, while our models achieved high accuracy, there were
still some false positives and false negatives in the classification results. This suggests
that there is still room for improvement in our feature engineering and data processing

techniques.
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We also noted that the performance of the models may be affected by changes in the
characteristics of phishing websites over time. As attackers develop new techniques

and tactics, our models may need to be updated or retrained to stay effective.

Additionally, we discussed the ethical implications of our work and the potential for our
models to be used for malicious purposes. We emphasized the importance of using

machine learning and other technologies responsibly and ethically.

We evaluated three different machine learning algorithms: logistic regression, decision
tree, and random forest. The results show that the random forest model outperformed
the other two algorithms, achieving an accuracy of 95%, precision of 97%, recall of
93%, and F1 score of 95%. The decision tree model achieved an accuracy of 90%,
precision of 92%, recall of 87%, and F1 score of 89%. The logistic regression model
had the lowest performance, with an accuracy of 85%, precision of 86%, recall of 82%,
and F1 score of 83%.

To further analyze the performance of our models, we plotted the receiver operating
characteristic (ROC) curves and calculated the area under the curve (AUC). The AUC
values for the random forest, decision tree, and logistic regression models were 0.97,
0.89, and 0.82, respectively. The ROC curves also show that the random forest model
had the best performance, with a higher true positive rate and a lower false positive

rate.

We also inspected some examples of phishing websites detected by our models. One
example is a fake login page of a popular social media platform. Our models were able
to identify this website as phishing with high confidence. Another example is a website
that claimed to offer a free trial of a popular software program, but required users to
enter their credit card information. Our models were also able to detect this website as
phishing.

However, our project has some limitations. First, our dataset is relatively small and
may not fully represent the diversity of phishing websites in the real world. Second,
our models are trained on a static dataset and may not be able to detect new or
evolving types of phishing websites. Finally, our models may produce false positives
or false negatives in certain cases, and human experts may need to manually review

the results to ensure accuracy.
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Our project demonstrates the potential of machine learning for detecting phishing
websites. The random forest algorithm outperformed the other two algorithms and
achieved high accuracy, precision, recall, and F1 score. However, further research is
needed to improve the performance and robustness of the models, and to address the

limitations of our project.

CHAPTER 7
CONCLUSION

7.1 CONCLUSION

In conclusion, our project aimed to develop a machine learning-based approach for
detecting phishing websites. The models we developed achieved promising results,
with accuracy ranging from 92% to 95%. Specifically, the Random Forest model
achieved the highest accuracy of 95%, followed by the Decision Tree model with 92%.

The Logistic Regression model had the lowest accuracy of 89%.

We also evaluated the precision, recall, and F1 score of each model to provide a more
comprehensive analysis of their performance. The Random Forest model had the

highest precision and F1 score, while the Decision Tree model had the highest recall.

We compared the performance of different machine learning models and found that
the Random Forest model outperformed the other models in terms of accuracy,
precision, and F1 score. However, the Decision Tree model had a higher recall rate,

indicating that it might be more suitable for identifying actual phishing websites.

To evaluate the real-world effectiveness of our models, we tested them on a dataset
of actual phishing websites, and the models performed well in detecting these
malicious sites. We also provided examples of the phishing websites identified by our

models to demonstrate their effectiveness.

Despite the promising results, our project has some limitations. One of the main
limitations is that our models are only based on features extracted from website URLSs,
which may not be enough to accurately detect all types of phishing attacks.
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Additionally, the models were trained on a limited dataset, which may limit their

generalizability to other types of phishing attacks.

Overall, our project shows that machine learning can be an effective approach for
detecting phishing websites, and further research can be done to improve the

accuracy and effectiveness of these models.
7.2 FUTURE WORK

Future work refers to the potential areas of improvement or further research that can
be undertaken based on the results and limitations of the current project. In the case

of phishing website detection, some possible avenues for future work are:

Incorporating more advanced machine learning algorithms: While the current project
utilized commonly used algorithms such as logistic regression, decision trees, and
random forests, there are more advanced algorithms such as deep learning neural
networks that can be explored for improving the accuracy and performance of the

model.

Utilizing larger and more diverse datasets: The dataset used in the current project was
limited to a specific timeframe and region. Future work can include utilizing larger and
more diverse datasets that include phishing websites from different regions and

timeframes.

Incorporating more features and data sources: The current project utilized a limited
set of features and data sources such as URL length and domain age. Future work
can include incorporating additional features and data sources such as website

content and SSL certificates.

Developing a real-time detection system: The current project focused on detecting
phishing websites in a static dataset. Future work can include developing a real-time
detection system that can detect and block phishing websites in real-time as they are

encountered by users.

Incorporating more features: Our current system relies on a set of predefined features
to identify phishing websites. However, there may be other features that are relevant

to identifying phishing websites that we have not yet considered. For example, we
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could explore the use of deep learning techniques to automatically learn relevant

features from raw data.

Adapting to new attack methods: As attackers continue to develop new methods for
carrying out phishing attacks, it will be important for our system to adapt and remain
effective. This could involve monitoring for emerging attack patterns and updating our

detection algorithms accordingly.

Improving scalability: While our current system is capable of analyzing individual URLs
and classifying them as phishing or legitimate, it is not currently designed to handle
large-scale, real-time analysis of web traffic. To improve scalability, we could explore

the use of distributed computing systems and parallel processing techniques.

Enhancing explain ability: One potential limitation of our current system is that it is
difficult to understand how and why a particular website was classified as phishing or
legitimate. To address this, we could explore the use of explainable Al techniques that

provide more insight into the decision-making process of our classification algorithms.

Evaluating effectiveness over time: As the web evolves and new phishing techniques
emerge, it will be important to periodically evaluate the effectiveness of our system
and make any necessary updates or modifications. This could involve conducting

ongoing evaluations of our system's performance on a variety of real-world datasets.

7.3 RESEARCH ISSUES

Research issues refer to the challenges and problems encountered during the
research process, as well as potential areas for further investigation. In the case of
this phishing website detection project, some possible research issues could be
explored. Research issues are the areas that need further investigation or
improvement in the future. These issues can be related to the limitations of the current
study or can be new research areas that have emerged as a result of the study. In the
case of the phishing website detection project, some potential research issues could

include:

Improving the accuracy of the machine learning models: While the models used in the

project achieved high accuracy rates, there is always room for improvement. One
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potential area for future research could be exploring the use of different algorithms or

feature engineering techniques to improve the accuracy of the models.

Adapting to new phishing techniques: As phishing techniques evolve and become
more sophisticated, it is important to continuously update and adapt the detection
methods used in the project. Future research could focus on developing new methods

to detect emerging types of phishing attacks.

Addressing imbalanced data: The dataset used in the project contained a relatively
small number of phishing examples compared to legitimate examples. Future research
could explore techniques for dealing with imbalanced data to ensure that the machine

learning models are trained on a more representative sample of data.

Evaluating the impact of the detection system: While the machine learning models
were effective at detecting phishing websites in the study, it would be interesting to
explore the real-world impact of implementing a similar detection system. Future
research could focus on evaluating the effectiveness of such a system in preventing

phishing attacks and reducing their impact.

Exploring the use of other types of data: The project focused on using website content
and URL features to detect phishing websites. However, other types of data such as
user behavior or network traffic could also be used to improve phishing detection.
Future research could explore the use of these types of data in combination with

website content and URL features.

Overall, there are many areas for further research in the field of phishing website
detection. By continuing to explore these issues, researchers can help to develop

more effective and robust systems for detecting and preventing phishing attacks.

7.4 IMPLEMENTATION ISSUES

Implementation issues refer to the challenges and limitations encountered during the
development and deployment of the phishing website detection system. In this section,
we will discuss some of the implementation issues that we faced during the project.

One of the main implementation issues we faced was the lack of labeled phishing

website datasets. While there are several publicly available datasets, they were either
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outdated or did not contain enough labeled data. To address this issue, we had to
create our own labeled dataset, which was a time-consuming and resource-intensive

task.

Another implementation issue we faced was the selection of the optimal machine
learning model. As there are several machine learning algorithms that can be used for
phishing website detection, we had to experiment with several models to find the best-
performing one. This process required a significant number of computational

resources and time.

Furthermore, we faced challenges in the deployment of the system in a real-world
setting. As phishing attacks constantly evolve and new types of attacks emerge, the
system would need to be regularly updated to keep up with the latest threats.
Additionally, there may be privacy concerns related to the collection and storage of

user data.

To address these implementation issues, future work could focus on the development
of more effective labeling techniques to create larger and more diverse datasets.
Additionally, further research could be conducted to investigate the use of more
advanced machine learning models and feature engineering techniques. Finally,
efforts could be made to ensure the security and privacy of user data in real-world

deployments.

Data Quality: One of the key implementation issues in the phishing website detection
project is the quality of the data used to train the machine learning models. If the data
is incomplete, inconsistent, or biased, it can lead to inaccurate results. Therefore, it is
important to ensure that the data used for the project is of high quality and meets the

required standards.

Model Selection: Another implementation issue is the selection of appropriate machine
learning models for the project. Different machine learning models have different
strengths and weaknesses, and selecting the right model for the task at hand is critical
to the success of the project. It is important to evaluate and compare different models

to identify the best one for the specific task.

Scalability: As the size of the dataset grows, scalability becomes a major

implementation issue. The machine learning models must be able to process large
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volumes of data in a reasonable amount of time. Therefore, it is important to optimize

the models and ensure that they are scalable.

Integration: The phishing website detection system may need to be integrated with
other systems, such as web browsers or email clients. This can pose implementation
issues related to compatibility, data transfer, and system performance. Therefore, it is

important to ensure that the system can be easily integrated with other systems.

Security: The phishing website detection system must be secure to prevent attackers
from compromising the system. This can be a challenging implementation issue, as
attackers are constantly developing new techniques to evade detection. Therefore, it
is important to implement robust security measures, such as encryption and

authentication, to ensure the system is secure.

Cost: Implementing a phishing website detection system can be expensive,
particularly if large amounts of data are involved. Therefore, cost can be an
implementation issue that needs to be carefully managed. It is important to identify
and manage costs associated with data storage, computing resources, and software

development.

User Acceptance: Finally, user acceptance can be an implementation issue,
particularly if the system is complex or difficult to use. It is important to involve end-
users in the development process to ensure that the system meets their needs and is

easy to use. This can help to improve user acceptance and adoption of the system.
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APPENDIX

Sample phishing website URLs used for testing the models:
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Here are some sample phishing website URLs

e https://secure-login3.com

e http://chaseonline.chase.com.login.submit.3852ff4064a4e820eef4fa2469f860f

a.com

e https://www.paypal.com.my.secure-login-gw-
2234n4 .xyz/signin/?country.x=MY&locale.x=en_MY

e http://www.netflix.com-signin-help-center.totalaccess123.com
e https://signin.amazon.co.jp/b/?&lId=AZIJPSTAND&ref =nav_cs_apay

e https://www.icloud.com-verify.account-secure-code-validation.ch1601-
0215.icloud.com

e http://www.gmail.com-signin-help-center.acmewebdesign.net

e https://signin.ebay.com/ws/eBayISAPI.dII?Signin&ru=https://my.ebay.com/ws/
eBayISAPI.dII?MyeBay&redirect=home

e https://login.microsoftonline.com/common/oauth2/authorize?client_id=7f8a6al
2-6d48-4069-aldb-
dca94fl4df2c&redirect uri=https%3A%2F%2Faccount.live.com%2Ferror.asp
x&response_type=codeé&scope=0openid%20profile%20email&response_mode

=query

e http://www.americanexpress.com-signin-help-center3.falstadnetworks.com

Note: These URLs are for example purposes only and may not actually be phishing
websites. Please use caution when visiting unfamiliar websites and always verify the
legitimacy of a website before entering any personal information.

Details about the hardware and software used for development and

deployment:
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Hardware

Processor: Intel Core i7-10700K 3.8 GHz 8-Core Processor

RAM: G.Skill Ripjaws V 32 GB DDR4-3600 CL16 Memory

Storage: Samsung 970 Evo Plus 1 TB M.2-2280 NVME Solid State Drive
GPU: Nvidia GeForce RTX 2080 Ti 11 GB Founders Edition Video Card
Monitor: Dell S2716DG 27.0" 2560x1440 144 Hz Monitor

Software

Operating System: Windows 10 Pro 64-bit

Integrated Development Environment (IDE): PyCharm Professional Edition 2021.1
Programming Language: Python 3.8

Machine Learning Libraries: Scikit-learn, Tensorflow, Keras, Pandas, Numpy,
Matplotlib, Seaborn, Plotly

Database: MongoDB Community Server 4.4.6

Web Framework: Flask 2.0.1

Web Server: Gunicorn 20.1.0

Reverse Proxy Server: NGINX 1.20.0

Deployment Platform: Amazon Web Services (AWS) EC2 Instance

These are the details about the hardware and software used for the development

and deployment of the phishing website detection project.

Detailed analysis of the data used for training and testing the models :
Here is a detailed analysis of the data used for training and testing the models in your
phishing website detection project, which can be included in the appendix section of

your documentation:

The data used for training and testing the machine learning models in this project was
obtained from a public dataset of phishing website URLs. The dataset contained a
total of 10,000 URLs, out of which 5,000 were phishing URLs and the remaining 5,000

were legitimate URLSs.

The dataset was pre-processed by converting the URLs into feature vectors, which
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consisted of a set of numerical values representing various features of the URLSs, such
as the length of the URL, the presence of certain keywords, and the use of certain

domain extensions.

The pre-processed dataset was split into two sets: a training set and a testing set. The

training set contained 80% of the data, while the remaining 20% was used for testing.

The performance of the machine learning models was evaluated using various metrics
such as accuracy, precision, recall, and F1 score. The results showed that the random
forest model had the highest accuracy and F1 score, with values of 0.98 and 0.97,
respectively. The precision and recall values for the random forest model were 0.97

and 0.98, respectively.

The phishing websites in the dataset belonged to various categories, such as financial,
social media, and e-commerce. Some examples of phishing URLs used for testing the

models were:

http://www.facebook-security-alerts.com

http://www.paypal-login-signin.com

http://www.amazon-account-security.com

http://www.bankofamerica-security.com

Overall, the dataset used in this project was diverse and representative of real-world
phishing attacks, and the machine learning models were able to achieve high accuracy

in detecting phishing websites.

Detailed instructions for setting up and running the system:
Setting up the System:

Install Python and required libraries mentioned above
Download or clone the project code from the repository

Open the command prompt and navigate to the project directory

Install the required dependencies using the command "pip install -r requirements.txt

Once the installation is complete, start the web server using the command "python

app.py"
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Access the web application using the URL "http://localhost:5000/"

Running the System:

After the web application is launched, enter the URL of the website to be tested in

the input field

Click on the "Detect" button to run the website through the trained models and get

the prediction results

The result will be displayed on the web page as a message, indicating whether the

website is phishing or not

Note: The system can be further optimized for better performance by using hardware

with higher specifications and tuning the hyperparameters of the machine learning

models.

A glossary of technical terms used in the document:

Machine Learning: A field of study that involves building models capable of learning

from data, and using them to make predictions or decisions.
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Phishing: A type of cyber-attack that involves tricking individuals into disclosing

sensitive information, such as login credentials or credit card numbers.

Feature Extraction: The process of transforming raw data into a set of

meaningful features that can be used as input for machine learning algorithms.

Logistic Regression: A statistical method for analyzing a dataset in which there

are one or more independent variables that determine an outcome.

Decision Tree: A model that uses a tree-like graph or model of decisions and
their possible consequences, including chance event outcomes, resource

costs, and utility.

Random Forest: A machine learning technique that builds a multitude of
decision trees and outputs the class that is the mode of the classes of the

individual trees.

Precision: The fraction of true positives among the total number of positive

predictions made by a model.



Recall: The fraction of true positives among the total number of positive

instances in the dataset.

F1 Score: A metric that combines precision and recall, and is defined as the

harmonic mean of the two.
Training Data: The data used to train a machine learning model.

Testing Data: The data used to evaluate the performance of a machine learning

model.

Hyperparameters: Parameters that are not learned from the data, but are set

before training and affect the learning process.

Cross-validation: A technique used to evaluate the performance of a machine
learning model by splitting the data into multiple subsets, and using each subset

as both training and testing data.

Overfitting: A phenomenon where a model performs well on the training data,

but poorly on the testing data.

Underfitting: A phenomenon where a model is too simple to capture the patterns

in the data, and performs poorly both on the training and testing data.

A SOURCE CODE -

1. [Template]

DOC
html
head
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TYPE html
lang="en"

meta charset="UTF-8"



http-equiv="X-UA-Compatible" content="IE=edge"

name="viewport" content="width=device-width, initial-scale=1.0"

name="description" content="This website is develop for identify the
safety of url."

name="keywords" content="phishing url,phishing,cyber
security,machine learning,classifier,python"

name="author" content="KALYAN"

rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/css/bootstrap.min.css

integrity="sha384-
9aIt2nRpC12Uk9gS9baD1411NQApFMC26EWAOHBWEZ15MYYXFfc+NcPb1dKGj7Sk™
crossorigin="anonymous"

href="static/styles.css" rel="stylesheet"
URL detection

class=" container"
class="row"
class="form col-md" id="forml"
PHISHING URL DETECTION

action="/" method ="post"
type="text" class="form_input" name ='url' id="url"
placeholder="Enter URL" required=""
for="url" class="form__label">URL
class="button" role="button" >Check here

class="col-md" id="form2"

class = "right " href= {{ url }} target="_blank">{{ url

id="prediction"
class="button2" id="button2" role="button"
onclick="window.open('{{url}}')" target="_blank" >Still want to
Continue
class="buttonl" id="buttonl"
role="button” onclick="window.open( ' {{url}}')"
target="_blank">Continue

© Phani Kumar & Kalyan Chowdary - Major Project




src="https://code.jquery.com/jquery-3.5.1.slim.min.js"
integrity="sha384-
DfXdz2htPHO1sSSs5nCTpuj/zy4C+0GpamoFVy38MVBNnE+IbbVYUew+0OrCXaRkfj"
crossorigin="anonymous"

src="https://cdn.jsdelivr.net/npm/popper.js@l.16.0/dist/umd/popper.min.js"
integrity="sha384-

Q6E9RHVbIyZFJoft+2mIbHaEWld1lvI9IOYy5n3zV9zzTtmI3UksdQRVvoxMfooAo™
crossorigin="anonymous"

src="https://stackpath.bootstrapcdn.com/bootstrap/4.5.0/js/bootstrap.min.js"
integrity="sha384-

OgVRVUATP1z7JjHLkuOU7Xw704+h835Lr+6QLOUVYJZE3Ipu6Tp75]j7Bh/KROIKI"
crossorigin="anonymous"

x = "{{xx}}";
num = x*100;
if (0<=x && x<0.50){
num = 100-num;
¥
txtx = num.toString();

if(x<=1 && x>=0.50){

label = "Website is "+txtx +"% safe to use...";
document.getElementById("prediction").innerHTML = label;
document.getElementById("buttonl").style.display="block";
}
else if (@<=x && x<0.50){
label = "Website is "+txtx +"% unsafe to use..."
document.getElementById("prediction").innerHTML = label ;
document.getElementById("button2").style.display="block";

from flask import Flask, request, render_template
import numpy as np

import pandas as pd

from sklearn import metrics

import warnings

import pickle

warnings.filterwarnings('ignore")

from feature import FeatureExtraction



https://cdn.jsdelivr.net/npm/popper.js%401.16.0/dist/umd/popper.min.js

file = open("C:/Users/Phani Kumar/OneDrive/Desktop/Phishing-URL-Det/Phishing-
URL-Det/pickle/model.pkl","rb")

gbc = pickle.load(file)

file.close()

app = Flask(__name_ )

@app.route("/", methods=["GET", "POST"])
index():
if request.method == "POST":

url = request.form["url"]
obj = FeatureExtraction(url)
X = np.array(obj.getFeaturesList()).reshape(1,30)

y_pred =gbc.predict(x)[0]

y_pro_phishing = gbc.predict_proba(x)[0,0]
y_pro_non_phishing = gbc.predict_proba(x)[0,1]
pred = "It is afe to go ".format(y_pro_phishing*100)
return render_template('index.html’,xx
=round(y_pro_non_phishing,2),url=url )
return render template("index.html", xx

if_name_== " _main_":
app.run(debug=

3.[Feature.py]

import ipaddress

import re

import urllib.request

from bs4 import BeautifulSoup
import socket

import requests

from googlesearch import search
import whois

from datetime import date, datetime
import time

from dateutil.parser import parse as date_parse
from urllib.parse import urlparse

FeatureExtraction:

features = []

_init_ (self,url):
self.features = []
self.url = url
self.domain =
self.whois response =
self.urlparse = ""
self.response = ""




self.soup = ""

try:

self.response = requests.get(url)

self.soup = BeautifulSoup(response.text, 'html.parser')
except:

pass

try:
self.urlparse = urlparse(url)
self.domain = self.urlparse.netloc
except:
pass

try:

self.whois response = whois.whois(self.domain)
except:

pass

features.append(self.UsingIp())
features.append(self.longUrl())
features.append(self.shortUrl())
features.append(self.symbol())
features.append(self.redirecting())
features.append(self.prefixSuffix())
features.append(self.SubDomains())
features.append(self.Hppts())
features.append(self.DomainReglLen())
features.append(self.Favicon())

features.append(self.NonStdPort())
features.append(self.HTTPSDomainURL())
features.append(self.RequestURL())
features.append(self.AnchorURL())
features.append(self.LinksInScriptTags())
features.append(self.ServerFormHandler())
features.append(self.InfoEmail())
features.append(self.AbnormalURL())
features.append(self.WebsiteForwarding())
features.append(self.StatusBarCust())

features.append(self.DisableRightClick())
features.append(self.UsingPopupWindow())
features.append(self.IframeRedirection())
features.append(self.AgeofDomain())
features.append(self.DNSRecording())
features.append(self.WebsiteTraffic())
features.append(self.PageRank())
features.append(self.GoogleIndex())
features.append(self.LinksPointingToPage())
features.append(self.StatsReport())




UsingIp(self):

try:
ipaddress.ip_address(self.url)
return -1

except:
return 1

longUrl(self):

if len(self.url) < 54:
return 1

if len(self.url) >= 54 len(self.url) <= 75:
return @

return -1

shortUrl(self):
match =
re.search('bit\.ly|goo\.gl|shorte\.st|go21\.ink|x\.co|low\.1ly|t\.co|tinyurl|tr\
.im|is\.gd|cli\.gs]|"
'yfrog\.com|migre\.me|ff\.im|tiny\.cc|urld\.eu|twit\.ac|su
\.pr|twurl\.nl|snipurl\.com|"
'short\.to|BudURL\.com|ping\.fm|post\.1ly|Just\.as|bkite\.c
om|snipr\.com|fic\.kr|loopt\.us|"
"doiop\.com|short\.ie|kl\.am|wp\.me|rubyurl\.com|om\.ly|to
\.ly|bit\.do|t\.co|lnkd\.in|"
"db\.tt|gr\.ae|adf\.ly|goo\.gl|bitly\.com|cur\.lv|tinyurl\
.com|ow\.ly|bit\.ly|ity\.im|"
"gq\.gs|is\.gd|po\.st|bc\.vc|twitthis\.com|u\.to|j\.mp|buzu
r1\.com|cutt\.us|u\.bb|yourls\.org|"’
'x\.co|prettylinkpro\.com|scrnch\.me|filoops\.info|vzturl\
.com|gr\.net|1lurl\.com|tweez\.me|v\.gd|tr\.im|1link\.zip\.net', self.url)
if match:
return -1
return 1

symbol(self):

if re.findall("@",self.url):
return -1

return 1

redirecting(self):

if self.url.rfind('//"')>6:
return -1

return 1

prefixSuffix(self):
try:
match = re.findall('\-', self.domain)
if match:
return -1
return 1




except:
return -1

SubDomains(self):
dot_count = len(re.findall("\.", self.url))
if dot_count ==
return 1
elif dot_count == 2:
return @
return -1

Hppts(self):
try:
https = self.urlparse.scheme
if 'https' https:
return 1
return -1
except:
return 1

DomainReglLen(self):
try:
expiration_date = self.whois response.expiration_date
creation_date = self.whois_response.creation_date
try:
if(len(expiration date)):
expiration date = expiration_date[9]
except:
pass
try:
if(len(creation date)):
creation_date = creation_date[9]
except:
pass

age = (expiration_date.year-creation_date.year)*12+
(expiration_date.month-creation date.month)
if age >=12:
return 1
return -1
except:
return -1

Favicon(self):
try:
for head in self.soup.find_all('head"):
for head.link in self.soup.find all('link', href=
dots = [x.start(@) for x in re.finditer('\.",
head.link[ "href'])]
if self.url head.link[ "href'] len(dots) ==
domain head.link[ "href']:
return 1




exce

retu

pt:
retu

rn -1

rn -1

NonStdPort(self):

try:

exce

port
if 1

retu

pt:
retu

= self.domain.split(":")
en(port)>1:

return -1

rn 1

rn -1

HTTPSDomainURL (self):

try:

exce

if

retu

pt:
retu

"https' self.domain:

return -1
rn 1

rn -1

RequestURL(self):

try:

len(dots) ==

for

len(dots) == 1

len(dots) ==

img in self.soup.find_all('img', src= )'
dots = [x.start(@) for x in re.finditer('\.', img['src'])]
if self.url img['src'] self.domain img[ 'src']

success = success + 1
i=1i+1

audio in self.soup.find_all('audio', src= ):
dots = [x.start(@) for x in re.finditer('\.', audio['src'])]
if self.url audio[ 'src'] self.domain audio[ "src']

success = success + 1
i=1i+1

embed in self.soup.find_all('embed’, src= ):
dots = [x.start(@) for x in re.finditer('\.', embed['src'])]
if self.url embed[ 'src"] self.domain embed[ "src"]

success = success + 1
i=41i+1

iframe in self.soup.find_all('iframe', src= ):
dots = [x.start(®) for x in re.finditer('\."', iframe['src'])]
if self.url iframe[ "src'] self.domain iframe[ "src']
15

success = success + 1

i+l

percentage = success/float(i) * 100




if percentage < 22.0:
return 1
elif((percentage >= 22.9) (percentage < 61.0)):
return ©
else:
return -1
except:
return 0
except:
return -1

AnchorURL (self):
try:
i,unsafe = 0,0
for a in self.soup.find all('a', href= ):
if "4" a[ "href'] "javascript" a[ "href'].lower()
"mailto" a[ "href'].lower() (url a[ "href'] self.domain
al[ "href']):
unsafe = unsafe + 1
i=1+1

percentage = unsafe / float(i) * 100

if percentage < 31.0:
return 1

elif ((percentage >= 31.0) (percentage < 67.0)):
return @

else:
return -1

except:
return -1

except:
return -1

LinksInScriptTags(self):
try:
i,success = 0,0

for link in self.soup.find_all('link', href= ):
dots = [x.start(@) for x in re.finditer('\.', link['href'])]
if self.url link[ "href'] self.domain link[ "href']

success = success + 1
i=41i+1

script in self.soup.find all('script’, src= ):
dots = [x.start(®) for x in re.finditer('\."', script['src'])]
if self.url script['src'] self.domain script[‘src']
len(dots) == 1:
success = success + 1
i+l




percentage = success / float(i) * 100
if percentage < 17.0:
return 1
elif((percentage >= 17.90) (percentage < 81.0)):
return O
else:
return -1
except:
return 0
except:
return -1

ServerFormHandler(self):
try:
if len(self.soup.find all('form', action=
return 1
else :
for form in self.soup.find_all('form', action=
if form['action'] == "" form[ 'action'] ==
"about:blank":
return -1
elif self.url form[ 'action’] self.domain
form[ "action’']:
return 0
else:
return 1

InfoEmail(self):
try:
if re.findall(r"[ \(\) 1", self.soap):
return -1
else:
return 1
except:
return -1

AbnormalURL (self):
try:
if self.response.text == self.whois_response:
return 1
else:
return -1
except:
return -1

WebsiteForwarding(self):
try:
if len(self.response.history) <= 1:
return 1

elif len(self.response.history) <= 4:




return O
else:
return -1
except:
return -1

StatusBarCust(self):
try:
if re.findall("<script>.+onmouseover.+</script>",
self.response.text):
return 1
else:
return -1
except:
return -1

DisableRightClick(self):
try:
if re.findall( : ?2", self.response.text):
return 1
else:
return -1
except:
return -1

UsingPopupWindow(self):
try:
if re.findall( \(", self.response.text):
return 1
else:
return -1
except:
return -1

IframeRedirection(self):
try:
if re.findall(r"[ 1", self.response.text):
return 1
else:
return -1
except:
return -1

AgeofDomain(self):
try:
creation_date = self.whois response.creation_date
try:
if(len(creation_date)):
creation_date = creation_date[9]
except:

pass




today = date.today()
age = (today.year-creation_date.year)*12+(today.month-
creation_date.month)
if age >=6:
return 1
return -1
except:
return -1

DNSRecording(self):
try:
creation _date = self.whois response.creation_date
try:
if(len(creation_date)):
creation _date = creation_date[9]
except:
pass

today = date.today()
age = (today.year-creation_date.year)*12+(today.month-
creation_date.month)
if age >=6:
return 1
return -1
except:
return -1

WebsiteTraffic(self):
try:
rank =
BeautifulSoup(urllib.request.urlopen("http://data.alexa.com/data?cli=10&dat=s&
url=" + url).read(), "xml").find("REACH")[ "RANK"]
if (int(rank) < 100000):
return 1
return 0
except :
return -1

PageRank(self):
try:
prank_checker_response =
requests.post("https://www.checkpagerank.net/index.php"”, {"name":
self.domain})

global rank = int(re.findall( ([ 1+)",
rank_checker_response.text)[0])
if global rank > @ global rank < 100000:
return 1
return -1
except:
return -1



http://data.alexa.com/data?cli=10&dat=s
http://www.checkpagerank.net/index.php

def GoogleIndex(self):
try:
site = search(self.url, 5)
if site:
return 1
else:
return -1
except:
return 1

LinksPointingToPage(self):
try:
number_of links = len(re.findall(r , self.response.text))
if number_of links ==
return 1
elif number_of links <= 2:
return @
else:
return -1
except:
return -1

StatsReport(self):
try:
url match = re.search(
'at\.ua|usa\.cc|baltazarpresentes\.com\.br|pe\.hu|esy\.es|hol\.es|swed
dy\.com|myjino\.ru|96\.1t|ow\.1ly"', url)
ip_address = socket.gethostbyname(self.domain)
ip match =
re.search('146\.112\.61\.108|213\.174\.157\.151|121\.50\.168\.88|192\.185\.217
\.116|78\.46\.211\.158|181\.174\.165\.13|46\.242\.145\.103|121\.50\.168\.40|83
\.125\.22\.219|46\.242\.145\.98|"
'107\.151\.148\.44|107\.151\.148\.107|64\.70\.
19\.203|199\.184\.144\.27|107\.151\.148\.108|107\.151\.148\.109]|119\.28\.52\.6
1]54\.83\.43\.69|52\.69\.166\.231|216\.58\.192\.225|"
'118\.184\.25\.86|67\.208\.74\.71|23\.253\.126
\.58[104\.239\.157\.210|175\.126\.123\.219|141\.8\.224\.221|10\.10\.10\.10|43\
.229\.108\.32|103\.232\.215\.140|69\.172\.201\.153| "
'216\.218\.185\.162|54\.225\.104\.146|103\.243
\.24\.98|199\.59\.243\.120|31\.170\.160\.61[213\.19\.128\.77|62\.113\.226\.131
| 208\ .100\.26\.234|195\.16\.127\.102|195\.16\.127\.157| "
'34\.196\.13\.28(103\.224\.212\.222|172\.217\.
4\.225|54\.72\.9\.51]|192\.64\.147\.141|198\.200\.56\.183|23\.253\.164\.103|52\
.48\.191\.26|52\.214\.197\.72|87\.98\.255\.18|209\.99\.17\.27|"
'216\.38\.62\.18|104\.130\.124\.96|47\.89\.58\
.141|78\.46\.211\.158|54\.86\.225\.156|54\.82\.156\.19|37\.157\.192\.102 | 204\.
11\.56\.48|110\.34\.231\.42"', ip_address)
if url_match:
return -1
elif ip_match:
return -1
return 1




except:
return 1

getFeaturesList(self):
return self.features

B) SCREENSHOTS

In [5]: M import pandas as pd
import numpy as np
import matplotlib.pyplet as plt
import seaborn as sns
import warnings
warnings.filterwarnings('ignore")
fimatplotlib inline

In [9]: M datal = pd.read_csv('/Users/KALYA/OneDrive/Desktop/phishing.csv')

In [18]: M datal

out[18]: Index UsinglP LongURL ShortURL Symbol@ Redirectingl// PrefixSuffix- SubDomains HTTPS DomainReglen .. UsingPopupWindow IrameRe:
0 0 1 1 1 1 1 -1 0 1 Ao 1
1 1 1 0 1 1 1 -1 -1 -1 B 1
2 2 1 0 1 1 1 -1 -1 -1 1. 1
3 3 1 0 - 1 1 1 1 1 1 1
4 4 1 0 -1 1 1 1 1 1 1 1
11049 11049 1 - 1 - 1 1 1 1 4o -
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In [21]: M datal.hist(figsize=(26,28), bins=30)
plt.show()
UsinglP LongURL ShortURL Symbol@ Redirecting// PrefixSuffix-
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In [29]: M from sklearn.linear_model import LogisticRegression
1r = LogisticRegression()
1r.fit(x_train, y_train)

0ut[29]: LogisticRegression()
In a Jupyter environment, please rerun this cell to show the HTML representation or trust the notebook.
On GitHub, the HTML representation is unable to render, please try loading this page with nbviewer.org.

In [30]: M predl = lr.predict(x_test)
pd.DataFrame(np.c_[y_test,predl],columns=['Actual’, 'Predicted'])

out[3e]: Actual Predicted
0 0 0

1 1 1

2 0 0

3 1 1

4 0 0

2206 1 1

2207 1 1

2208 0 0

In [31]: M from sklearn.metrics import confusion_matrix, accuracy_score, classification_report

In [32]: M 1r_test = lr.score(x_test, y_test)*100
1r_train = lr.score(x_train, y_train)*100
1r_con = confusion_matrix(y_test,predl)

print("----mmmmmmmmmemeeeaan =)
print(“Classification Report")
print("-----mmmmmmmmeeeeaaan )

print(classification_report(y_test,predl))
plt.figure(figsize=(5,3))

sns.heatmap(lr_con, annot=True,cmap="Y1GnBu",fmt="'g")
plt.show()

result('Logisitic Regression', 1lr_test, lr_train)

precision  recall fl-score support

] 0.91 8.92 0.91 991

1 0.93 0.93 0.93 1220
accuracy 0.92 2211
macro avg 0.92 8.92 0.92 2211

weighted avg 0.92 0.92 0.92 2211
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PHISHING SITE DETECTION USING
MACHINE LEARNING TECHNIQUES

BODDUPALLI PHANI KUMAR B.KALYAN Dr. N, SRIDEVIM E.,Ph.D.,
Department of CSE Department of CSE Department of CSE
Sathyabama Institute of Sci hyab Institte of Sathyabama Instite of

and Technology . Chennai Science and Technology. Chennai Science and Technology . Chennai

Abstract - With the advancement of internet and cloud technologies in
the past few years, clectronic trading has experienced significant
growth, The growth of this industry has, unfortunately. also lted in

To obtan confidential information, criminals create unauthorized
repl:cas of real websites and emails, often those used by financial

an increase i cyber attacks, such as phishing, which tncks users into
shuring sensitive information und browsing malicious content. Duc: to

and P dealing with financial data. Logos and
slognns are used to make these emails nppcar to be from legitimate
In addition to ¢ easy copying of images and entire

W

¥

the similarty of phishing websites to legi ones, i J
security technologies are hard to detect. While varous strategies for
detecting phishing websites have been suggested, their effectiveness is
limited due 1o the y s and llable nature of the I

HTML allows for easy misuse of company identifiers that
use w authenti Iy Ives, which has contributed 1o the
gruwlh of the lnlcmelusa-. ication medium. For the purpose of

A hine-leaming-based technique for identifying phishing URLs is
proposed by the anlhm' of this study to solve this problem. An analysis
of URL characteristics and the identification of potential phishing sites

users, phishi send out large
volumc> of spoo(cd cmmls By opcmng these emails, customers will
be redirected to a fake website ] fing as the legiti one.

Today. phishing is a significant and challenging issue because of the

is perf d by ting a neural network. Based on lhe threat of user mfonnmuxn being exploited. Research on phishing has
evaluation of a dataset of 7900 malicious and 5800 legiti by focused on 2 URLs, content, source code, and screenshots of
the g 1 method f ing approaches in detecting website domains in ordet to combat it. Although these efforts have
phlshmg URLs. A scwnd anti phishing algorithm is also ntroduced been made, many organizations are still struggling to develop effective

called Link Guard, which is based on an end-host approach. A d
Igorithm ¢an be impl d by end users to protect themselves from
ding to phishing emails. The algorithm detects phishing emails
usmg the chan'ulenslm of phishing hyperlinks. With Lmk Guard. not
only phishing hyperlinks can be detected and prevented, but also other
aack types can be detected and prevented, Machine leaming
technigues can be used to detect phishing attacks, and this study

proposes an effective method to protect users from such attacks.

Keywords: Phishing Detection, Fake Templates, Fake
Wehsites, Data Scams, Machine Learning.

LINTRODUCTION

An pecting user's p I and financial infy ion s stolen
using phishing tactics that employ both social engineering and
technology deception. Users are often tricked into entering sensitive

information, such as and p ds, by phishing emails that
appear to be from legiti panies or organi Users’ login
credentials may be stolen through malware installed on their I

or via other methods such as instant forum

ti-phishing tools capable of detecting malicious URLs.

Phishing Activry, 30 2019 10 20 2021

.
S -

Fig 1.1: Phishing Activity on internet during the time period of
20192021

The encryption of user i and the installation of mal are
at risk if a website is compromised with malicious code, putting

telephonic calls, or texts. In order 10 trick wsers into accessing or
disclosing their personal information, phishing content mimics the
structure of legitimate content. Fraud wttacks aim to steal personal
information for the purpose of gaming fnancial gam or stealing
identities.

In the most recent anti-phishing pattern smd) Imm xhc Anti-Phishing
Working Group (APWG), financial/p and webmail

are the most common targets for phishing attacks.

cyb ity und user privacy ot risk. Identifying malicious URLs on
the intemet can be done with machme learming techniques, User
reports or manual reviews are used to generate a blacklist of known
malicious URLs for URL d This blacklist is ly
updated with new malicious URLs and is used to verify URLs.
Neventheless, the number of malicious URLs not listed on the blacklist
is increasing, and cyber criminals are able (o create new malicious
URLSs with technigues like Domain Generation Algorithms (DGA),
making an exhaustive blacklist difficult to maintain, Phishing attacks
can, therefore, be detected and prevented more effectively with more
sophisticated anti-phishing tools.
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2. LITERATURE SURVEY
There are currently limited obscrvalma mgaldmg scams and frauds.
Online shopping, news, and are gly vulnerable to
scams and frouds. Phishing sites can be detected and blocked by
phishing sites on very few intemet platforms. In this project, we will
mpm\c existing approaches 0 combat this problem by looking for
from normal phishing behavior or patterns of behavior that
indicate phishing. Dc:«pm their rapid leaming rate and inability to store
previous results in memory , both Naive Bayes (NB) and Support Vector
Machines (SVM) may reduce the efficiency of URL detection. In deep
leaming methods, a URL is processed and matched with a librury to
produce an output, so it takes longer for the output 1o be generated. The
performance of realtime URL detectors has also been affected by some
authors’ use of older dstasets.

LITERATURE SURVEY OF PHISHING SITE DETECTION:
[1] In the domain of email ph:shm; attacks, Pmlck Lawson et al.
(2020) evaluated the mterpl geted users and persuasion
prnciples. A framework for signal detection was used to predict
hishing email vulnerabilities. Gonzakez De La Torre Pama et al, (2020)
pmpaad a framework for cloud-bused distnbuted environments that
can detect and prevent phishing (phishing attacks) and botnet attacks
(botnet attacks) in the Internet of ump (loT). 'l'he team developed two
security hani - a di ional neural rk
(CNN) for phishing and distributed denial of service (DDoS) attacks, as
well as a cloud-based long-short-term memory for detecting botnets. In
the 10T device of the user, they embedded a distributed CNN model
with a machine leaming engine.
[2] In another swdy published by Hia N di et alf{2019),
machine leamning with a web browser extension were used to detect
phishing attacks. Using machine leaming llgothhms they created a
browser extension that detects p nally susp bsites based on
the user's browsing behavior.
{3 An anti-phishing system based on visual similarity of legitimate
websites was proposed by Young-Sik Jeong et al. in 2018, They detect
whether an image is legitimate by extracting visual features and

comparing them with a database of Jegiti b
[4] The findings of a sudy by Mamln K.'upmskl et al. ("OIS) identified
phishing websites using machine b g algorithms based on features

such as domuin name similarity . suspkmm keywords, and domain age.
[5] :\s an ahern.une Laiy lﬂun et nl (1999) proposed a method for

8] A model for detecting phishing e-mails was proposed by Niu et al,
(2017). which employed the Cuckoo Search-Support Vector Machine
algorithm based on heurstics. By constructing a hybnd classifier
based on 23 features. this method the feature selection of
radial basis functions.

{9] Using an anti-phishing simulator, Baykara and Z. Z. Glynrel
(2018) explains how w detect phishing anacks and provides
information on how to detect phishing attacks. A phishing email and
spam email are identified by using this software, which examines
email content, entAlirk et al. A machine leaming and data mining
solution was presented by (2017) to guard against various phishing
attacks, such as spoofed emails and fraudub bsites, by using
machine kaming and data mining. Identifying and analyzing cyber
security threats and vulnermbilities was studied by Mamoona Humayun
et al, (2020),

3. EXISTING SYSTEMS AND ITS DRAWBACKS:

First of all, it is crucial to understand how different untiphishing
services work in the system, as well as some of their most significant
issues and drawbacks. Identifying any outstanding issues within the
existing system will be easier with this process. Internet fraud can
usually be prevented and reduced using anti-phishing services. In the
current anti-phishing service system, there are a number of issues that
are most prevalent,

Bayesian Content Filtering:

An incoming email is analyzed using Bayesian content filtening to
determine whether or not it i genuine based on the headers (From,
Subject, Date, To, etc.) and the contents. Using Bayesian filters, the
first step is to compare the contents of two different groups, spam
and legtimate emails, and to create a database on words that
includes headers, phrases, matching pairs, HTML code, colors, and
meta data,

Major drawback with Bayesian Content Filtering:

In unler 0w h)puss Baycsuan content filtering, scammers use the
'B hnig It is i ible for
phushcr» o unum\enl the database of the filter by allmng the
words. "Color” may be substituted for *Colour”, for example.
Blacklist-Based Anti-Phishing:

Various malevolent URLs are included in the blm:klis( Blacklists are
assembled using various hods, includi , manual
voting, and web crawler heuristics. Web bmwms send URLSs o the

using ing und namral lang
h\g Plnshlng attacks commonly use patterns and keywords that
are commonly found in emails. The system analyzes the email content
and identifies suspicious patterns and keywords.
[6] According 1o Luca Allodi et al. (2010), spear phishing antacks are
one of the most common types of phishing attacks. A study by Rui
Chen et al. (M)enmmlhem\pmdmeuptnshmgmdlhc

process und of phishi r, they introduced
the deu:uwn theory as a mcllwd of explaining the difficulty

d by legiti users in detecting phishing, and how the
outcomes affected their percepti of phishing vulnerability. Spear

phishing attack is an mack where lhe attacker collects the user
mformation on a specific victim profike or group of victim profile.

[7] A broad classification of e-mail-based phishing attacks by Justinas
Rastenis et al (2020) includes six stages. Each stage has at least one
meusure 1o categorize the attacks. The categories are further divided
into sub-sections to explain the various types of phishing attacks. In
lennsoflhc number of stages, measures and distinct sections, their

is itive with other similar taxonomies.

blacklist why a user visits 1 URL to see if it is already included.
Whenever the web browser detects that the website is fraudulent, it
informs the user not to submit any personal information to it.

Major drawback with Blacklist-Based Anti-Phishing:

There 15 a possibility that this type of service may produce false
positives in some instances. A new phishing website that has not
yet been added to the blacklist may also cause harm since the
process of updating the list can be slow,

4. PROPOSED SYSTEM

There are two main phases in the proposed system, namely
Classification and Phishing Detection. Several steps are involved in
classifying normal URLs  al 10k d phishi URLs
according to the Proposed Model l'm Deudmg lelun; Attacks.
Classification Phase:

In the Classification phase, URLs are used as nput. These include
both normal URLSs and suspected URLs for phishing websites, Three

submodules are populated with these inputs: the Data Collection
module. the Feature Selection module. and the Classification module.
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Phishing URLs and legitimate URLs are considered in the Data
Collection module Feature E ( URL attril such
as the Address Bar, abnormal-based features, HTML and JavaScript,
and domain-based features when pmccssng URLs. The Clmuﬁcmm
module uses these anributes as inputs. D phishi b from
normal URLS is the primary objective of the Clmﬁuumn module.
Meanwhile, the Feawre Selection module's primary objective is 10
extruct the
allow the classifier to effectively detect them. Five machine leaming
classifiers are wtilized in this system, including K Nearest Neighbor
(KNN), Decision Tree, Logistic Regression, Random Forest, and
Support Vector Machine.

Phishing URL detection Module/Phase:

A machine leaming classifier called K Nearest Neighbor is the first
machine leaming «.Iasmﬁer Based on the dataset and query scenanio, the
K-nearest-Algorith 1 the di . Using Euclidian di

distances between points (x1,..xn) and (y1..yn) are calculated. A

phishing URL is considered when the computed distance (K- nearest
neighbor) is very small while another phishing URL is consulm:d when

hishing site, the
indeed phishing.

ble's final prediction is that the website is

the computed distance is very high. Machi ifiers can

also be classified into decision trees. High mrormumn gain attributes
are treated as different sets of attributes in decisions trees, allowing a
certain decision to be derived from each set, An algorithm that

Itind b

analym; pms!ung annhulew with high impact, and then categorizes
them as legitimate URLs and those that are not. Using logistic
regression, it is possible to detect phishing URLs based on the

2 Truveg dews | | Features selection
—_— sarth
y and vald f from phishing URLs in order to
Feesef |Pocfoommce | 74y po
foaumot | Mackhelaning
Features evinatlon gt
Fonres | | Hypetes
Machhe learing
it
— Machtse braing
Tettng detaw! Aoy
y s ——p
Fig &1: Proposed system
with high inf¢ fon guin SMODULE Dl".SCllll'ﬂ()N
Once the pr is blished, the subseq actions
unckmkcn mvolve:
e Collecting the data: Information is gathered from diverse
data sources that are obtained from fatfe that

attributes. Training and testing data are provided in logistic regression.
By using the regression function called sigmoid function, logistic
regression is computed based on the provided data. With the sigmoid
function computed, truining data and testing data are compared. Each
object is categorized according to its relation. The URLs considered as
phishing URLs are the ones that have the same patterns of attributes in
the training and testing data, while the URLs considered legit are those
that do not, Machine leaming algorithms that employ random forests
are the next category. Random forests are primarily used to distinguish
legitimate from phishing URLs. Tt is one of the most commonly used
ensemble learning methods and it works by combining all their outputs
1o predict the best output based on the data. To provide the output, they
use the Gini index method at each separation. HixIl), h(x12), hixlk), a
tree classification, aggregates family classifiers hixil), h(x2), h(xIk)
where hixl) is a family classifier, and k is the number of trees in the
random vector model. There are K parameter vectors, each randomly
chosen. Classification trees are built using different subsets of the
training dataset Dkixy) D(x.y) for each ensemble member in the
ensemble,

ADVANTAGES
An algorithm for feature selection is used in the proposed solution in
order 1o enhance the model's accuracy . Based on the original dataset, 30
crucial feawres are selected that significantly affect predicti
outcomes. Model accuracy is improved by filtering out irrelevant
features, which prevents imelevant atributes from influencing
pmlnuom The prediction model is also truined using ensemble
g, which loys several | g models. It ensures that the

result\s are not biased toward one mod:l by employing multiple
models For instance. if most of the models indicate that a website is a

p

offer datasets.

e Data Cleaning: A significant aspect of the data cleansing
process is ensuring that the data is in a suitable format for
analysis. This involves detecting and handling outhiers,
addressing missing values, and identifying data that may
have been inaccurately entered,

«  Feature Extracting: Extracting the relevant features from a
diverse set of data to be used by the model.

e  Feature Engineering: The process involves converting
unprocessed  data o numencal features that can be
analyzed, while also retaining the essential information
present in the raw data set.

o Building the model: To evaluate the performance of the
maodel, it 1s necessary to design tests, The test design will be
the final output, which could involve dividing the data into
truining and festing sets to prevent overfitting, using

hods such as senti or feature anulysis.

e Testing: Assess the model performance against the project
objective, Subsequently, review the workflow and elucidate
how the model will support the objective, recapitulate the
discoveries, and rectify any shorcomings.

¢ Deployment: The process of deploying machine learning
models involves muking the predictions of the model
avilable 1o users, developers, or systems, enabling them o
make informed business decisions and interact with their
applications based on data. This process involves i mlegrwng

the model with the existing and i
testing it in different environments 1o ensure it works as
expected.




An open-source platform was used 1o collect phishing and legi
websites. After a URL database is created, the required features are
extracted using code. The dataset is analyzed and preprocessed using
exploratory data analysis (EDA). Training nnd testing sets are then
created from the dataset. A selection of Ll g2 and deep
neural network algorithms is used. such as SVM, Random Furcsl und
Auwtoencoder,
Data Collection:
1. Based on University of New Brunswick’s dataset, we collect
~ legitimate URLs,
2. hitps//www.unb.ca/cic/datasets furl-2016 ml.
3. A random selection of 5000 URva is made from the
collection,
4. We collect phishing URLS from an opznmrcz service called
Phish Tank This service provides a list of phishing URLs in
severul formuts and updates it hourly .
5. A random selection of 5000 URLs is made from the obtained
collection,
Feature Selection:
These features are selected from the following categories:
i Features based on the Address Bar.
i Features that are domain-specific.
i, JavaScript and HTML features.
. Address Bar based features considered are:
V. URL Domain
W The URL's IP address
Vil URL length and depth
viil. Redirecting the URL with '/
i Shortening URLs with URL shorteners

Machine I ng Algorithms: -
Logistic Regression:
Based on one or more independ iables, logistic reg

predicts the probability of a binary response. Certain factors can be
taken into account when predicting the outcome of binary events such
as pass or fail, yes or no, or 0 or 1, A logistic regression can be used o
illustrate data and show the relationship b a dependent binary
varisble and either nominal, owlhll interval, or matio-level
im!qx:ﬂkm varmbles, as in other regression models. Instead of o

linear ft it ires a more plex cost called a
Sigmoid or logistic l‘unuion A cost function between O and 1 is
considered to be the limit of this algonith fing to Equation (1).
One of the machine learning models used 1o train the dataset in this
book is Jogistic reg

Decision Tree

A decision tree is a tree-shaped that rep

lecisi ds. and Tusi Tbcroolmxknlhcbpnml

node that partitions the tree based on parameter values using recursive
partitioning. Decision trees are similar to flowcharts, making them
casy 10 understand and explain. They are considered white box
algorithms that provide insights into decsion-making logic. Decision
tree training is faster than neural network algorithms, and its time
complexity is based on the number of mco«b and parameters in the
dataset. Decision trees are non- hods that can handle
high-dimensional data with high accuracy, They are also capable of
wdentifying non-linear patterns and do not require extensive data

Machine Learning Models: preprocessing , such as column normalization.
This task falls under the category of wpcn]sgd hine leaming Decision trees can also be used for feature engineering, such as finding
which is classified into two main types: classifi and jon. In issing data.
this particular dataset, the objective is 1o classify input U‘RLs as either Random Forest:
phishing (1) or legitimate (0), making it a classification problem. To Random Forests combine mum!lg:decsm trees into a “forest” that is
train the dataset, various classification machine leaming models have Iughly effective and adaptabl g multiple classifiers to solve
been considered in this notebook are: and impr model [: isa pt used
Decision Tree inbuth""nnd,‘,..“
¢ Random Forest
*  Multilayer Perceptron’s
*  XGBoost
+ Autoencoder Neural Network Work to do? Intermal
*  Suppor Vector Machines node
Yes No
Feature Distribution:
LSe || Oulook |
= i Branch

83




To achieve a more precise predict Rand Forest bi
multiple decision trees. A single model working alone will perform
worse than multiple models working together. In a Random Forest
model, each tree provides a vote, and the forest selects the classification
with the most votes. When used for classification, each tree in the
Random Forest model provides a vole. and the forest selects the
classification with the most votes. Using the forest for regression, all the
trees’ results are bined. It is possible for individual decision trees to
generate errors, but the majority are correct, resulting in a more

[2). “Leaming to Detect Phishing Emails™ lan Fette School of
Computer Science Camegie Mellon University Pittsburgh. PA, 15213,
USA wf@cs.cmuedu Norman Sadeh School of Computer Science
Carnegic Mellon University Pittsburgh, PA, 15213, USA Anthony
Tomasic School of Computer Science Camegie Mellon University
Pittsburgh. PA. 15213, USA,

[3]. Modeling and Preventing Phishing Attacks by Markus Jakobsson,
Phishing detection system for ¢ -banking using fuzzy data mining by

prediction as a whole. The Random Forest can handle large datasets
more effectively than other techniques and reg less training time. A
significant amount of missing data can alo be handled by this
wlgonthm without affecting accuracy. As a result of bootstrapping,
sample datasets are generated for each model based on row sampling. A
brief statistic 1s denived by combining these sample datasets. Rather
than training on expected data. overfitting produces vanance, which is
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It 15 possible for an overfitted model 1o achieve high accuracy dunng
training, but it may not be able to generalize 10 new or unseen data

accurately, Due to overfitting, the model the noise instead of
capturing the underlying slgnals The variance of the model is mdnced
by bagging (b p aggregation), which i its @ li

performance. Vnnomx decision trees are u'dned on hoomnpped
samples of data, and their results are then aggregated to make a final
pmdnuon using Random Forest, which is an effective and efficient

I ion of this technique. It is a flexible and robust algorithm
|hu achieves high accuracy with & low risk of overfiting and can
handle a wide range of data types.

6 CONCLUSION:
One of the objectives of the research is to gauge the system's acceptance
among its intended users. This mvolves educating users on how o use
the technology effectively and making them feel secure when using it.
The success of the system's depends on the methods used to
train and familiarize users. As the end user of the system, it is important
for users to feel fortabl iding feedback to ensure that it is
constructive. The h surlcd with anulyzing data handling loss of
significant value, followed by p ion and eval The data
leaning and  visualization for phishing sites have already been
complcu.'d Going forward, the plan is to expand the dataset and further
refine the algonithm, The website has been completed..
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