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COURSE OBJECTIVES 

 To introduce basics of cyber-physical system and Industrial revolution 4.0 concepts  

 To develop an exposition of the challenges in implementing a cyber-physical system  

 To analyze the functional behaviour of CPS based on standard modeling formalisms. 

 To design CPS requirements based on operating system and hardware architecture constraints. 

 To understand the concepts involved in Cyber Physical Systems Security 

 

UNIT 1 INTRODUCTION TO INDUSTRY 4.0 & CYBER PHYSICAL SYSTEM                       9 Hrs. 

 Industry 4.0 -  Globalization and Emerging Issues, The Fourth Revolution - Smart and Connected Business  Perspective, Basics 

of Industrial IoT - Industrial Processes - Industrial Sensing & Actuation, Industrial Internet  Systems - Basic principles of design 

and validation of CPS  - Cyber-Physical Systems (CPS) in the real world- Next Generation Sensors, Collaborative Platform and 

Product Lifecycle Management, Augmented Reality and  Virtual Reality, Artifical Intelligence, Trends of Industrial Big Data and 

Predictive Analytics for Smart Business Transformation. 

 

UNIT 2 EMBEDDED SYSTEMS MODELING AND DESIGN AND CPS                           9 Hrs. 

Platform components - Embedded Systems definition, specification, and languages. Concepts, requirements, examples. 

Embedded system models at different abstraction levels. Test benches, design under test, Intellectual Property components. 

Discrete event simulation, semantics, algorithms. Design, analysis techniques for decentralized computer architectures, 

communication, and hardware-software systems. -Cyber Physical System Hardware Platform - Processors, Sensors, Actuators 

- Network - WirelessHart, CAN, Automotive Ethernet – Software stack -Real-Time Operating system (RTOS) -Scheduling Real 

Time control tasks. 

 

UNIT 3  SENSORS, ACTUATORS AND SENSOR NETWORKS                  9 Hrs. 

Sensors, Actuators and Sensor Networks & Real-Time and Distributed Systems - Fundamental principles and applications of 

sensors, actuators. Smart sensors and micro sensor/micro actuator array devices. Introduction to signal processing and 

sensor/actuator networks, deployment and architecture, wireless communication, multiple access control layer, data gathering, 

routing and querying, collaborating signal processing - Time dependent systems, clock synchronization, real-time 

communication protocols, specification of requirements, task scheduling. Validation of timelines, real-time configuration 

management. Middleware architecture for distributed real-time and secure services. 

 

UNIT 4 SECURITY OF CYBER PHYSICAL SYSTEMS                                         9 Hrs. 

Security of Cyber Physical Systems -Embedded and CPS security - attacks and countermeasures, authentication, identification, 

confidentiality, data integrity, authorization, access control, malware attacks and counter-measures, security protocols. Privacy 

issues - vehicular devices and smart metering. Applications of public key and symmetric cryptography, - digital certificates, 

credentials. Security and vulnerability of cyber-physical infrastructure networks - Mobile and wireless network security, Robust 

wireless infrastructure - Cloud computing and data security, Event Awareness and System Monitoring for Cyber Physical 

Infrastructure.  

 

SCSA1701 CYBER PHYSICAL SYSTEMS 
L T P Credits Total Marks 

3 0 0 3 100 
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UNIT 5 CYBER-PHYSICAL SYSTEMS CASE STUDIES AND PROJECTS                                              9 Hrs. 

Cyber-Physical Systems Case Studies and Projects - Automotive: SW controllers for Antilock braking system, Adaptive Cruise 

Control, Lane Departure Warning, Suspension Control - Healthcare: Artificial Pancreas/Infusion Pump/Pacemaker - Green 

Buildings: automated lighting, AC control - power distribution grid - robotics - civil infrastructure – avionics – Transportation. 

Max.45 Hours 
 

COURSE OUTCOMES 

On completion of the course the student will be able to 

CO1: An ability to expose the student to real world problems in CPS and Industrial revolution 4.0 best practices.  

CO2: Identify the limitations of some computational models. 

CO3: Apply the theoretical knowledge the design of compilers. 

CO4: Student can Analyze and verify the correctness of CPS implementations against system requirements and timing 

constraints. 

CO5: Categorize the essential modelling formalisms of Cyber-Physical Systems (CPS) 

CO6: Ability to understand cyber modelling system. 

 

TEXT / REFERENCE BOOKS 
 

1.  “Industry 4.0: The Industrial Internet of Things”, Alasdair Gilchrist (Apress) 
2. “Industrial Internet of Things: Cyber manufacturingS ystems” Sabina Jeschke, Christian Brecher, Houbing Song, 

Danda B. Rawat (Springer) 
3. Edward A. Lee and Sanjit A. Seshia, Introduction to Embedded Systems, A Cyber-Physical Systems Approach, 

Second Edition, http://LeeSeshia.org, ISBN 978-1-312-42740-2, 2015. 
4. Rajeev Alur. Principles of Cyber-Physical Systems. MIT Press. 2015. 
5. K. J. Astrom and R. M. Murray. Feedback Systems: An Introduction for Scientists and Engineers. Prince- ton 

University Press, 2009. http://www.cds.caltech.edu/~murray/amwiki/index.php/Main_Page. 
6. Sajal Das, Krishna Kant, and Nan Zhang, Securing Cyber-Physical Critical Infrastructure – Foundations & 

Challenges, Morgan Kaufmann, 2012. 
 

 

END SEMESTER EXAM QUESTION PAPER PATTERN 
Max. Marks : 100                                         Exam Duration : 3 Hrs. 
PART A : 10 Questions of 2 marks each-No choice                              20 Marks 
PART B : 2 Questions from each unit with internal choice, each carrying 16 marks                                          80 Marks 
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SCSA1702 

 

ARTIFICIAL INTELLIGENCE 

L T P Credits Total Marks 

3 * 0 3 100 

COURSE OBJECTIVES 
 To understand the various characteristics of intelligent agents 
 To learn the different search strategies in AI. 
 To understand the knowledge in solving AI problems. 
 To learn the concepts of learning and communication in AI. 
 To know about the various applications of AI. 

 

UNIT 1  INTRODUCTION AND PROBLEM SOLVING           9 Hrs. 
 Introduction – Foundations of AI – History of AI – Intelligent agent – Types of agents - Structure – Problem solving agents – 
Uninformed search strategies – Breadth first search – Uniform cost search – Depth first search – Depth limited search – 
Bidirectional search – Searching with partial Information.  
 

UNIT 2  INFORMED SEARCH AND GAME PLAYING                           9 Hrs. 
 Informed search – Strategies – A* Heuristic function – Hill Climbing – Simulated Annealing – Constraint Specification problem 
– Local Search in continuous space – Genetic algorithm – Optimal decisions in games - Pruning - Imperfect decisions –Alpha-
Beta pruning – Games that include an element of chance.  
 

UNIT 3  KNOWLEDGE AND REASONING                                        9 Hrs. 
Knowledge based agent – The Wumpus world environment – Propositional logic – Inference rules – First-order logic – Syntax 
and semantics – Situation calculus – Building a knowledge base – Electronic circuit domain – Ontological Engineering – 
Forward and backward chaining – Resolution – Truth maintenance system-Mental Events and Mental Objects.  
 

UNIT 4  ACTING LOGICALLY                                        9 Hrs. 
Planning – Representation of planning – Partial order planning –Planning and acting in real world – Acting under uncertainty 
– Bayes’s rules – Semantics of Belief networks – Inference in Belief networks – Making simple decisions – Making complex 
decisions.  
 

UNIT 5  APPLICATIONS                                    9 Hrs. 
AI applications – Language Models – Information Retrieval- Information Extraction – Natural Language Processing – Machine 
Translation – Speech Recognition – Robot – Hardware – Perception – Planning – Moving. 

Max.45 Hours 
 
COURSE OUTCOMES 
On completion of the course the student will be able to 
CO1: An ability to identify, analyze the search algorithm for the AI problems. 
CO2: Represent a problem using first order logic. 

CO3: Provide the knowledge based agent to solve the problem. 

CO4: Understand the Informed search strategies. 

CO5: Apply the baye’s rule to solve the problem for societal concern. 

CO6: Design user centric applications that use AI concepts 
 
TEXT / REFERENCE BOOKS 

1. Stuart J.Russel, Peter Norvig, “Artificial Intelligence A Modern Approach ”, 3rdEdition, Pearson Education, 2009.  
2. Elaine Rich, Kevin Knight, “Artificial Intelligence", 3rd  Edition, Tata McGraw Hill, 2009. 
3. M. Tim Jones, “Artificial Intelligence: A Systems Approach (Computer Science)”, Jones and Bartlett Publishers, Inc., 

First Edition, 2008.  

END SEMESTER EXAM QUESTION PAPER PATTERN 
Max. Marks : 100                                         Exam Duration : 3 Hrs. 
PART A : 10 Questions of 2 marks each-No choice                                                     20 Marks 
PART B : 2 Questions from each unit with internal choice, each carrying 16 marks                                   80 Marks 
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SCSA2701       CYBER PHYSICAL SYSTEMS LAB L T P Credits Total Marks 

0 0 4 2 100 
 

COURSE OBJECTIVES 

 To introduce basics of cyber-physical system and Industrial revolution 4.0 concepts  

 To develop an exposition of the challenges in implementing a cyber-physical system  

 To analyze the functional behaviour of CPS based on standard modeling formalisms. 

 To design CPS requirements based on operating system and hardware architecture constraints. 

 To understand the concepts involved in Cyber Physical Systems Security  

 

LIST OF EXPERIMENTS 

1. Study about embedded components such as sensors and actuators    
2. Study about Industrial Revolution and Cyber physical system opportunities and challenges  
3. Create a program that blinks the LED on the development board using MBED software. 
4. Pick one-one from the available sensors and actuators and find or create code that will display the sensed data on 

the PC  
5. Create a program that displays data from the sensor in regular intervals in a compact format. 
6. To Design Basic weather station using embedded components using Lab view software. 
7. Login to devicehub.net and create a project then create a virtual device. Add the corresponding sensor and actuator 

to the virtual device. 
8. Study the MQTT protocol. Examine the components of the protocol. 
9. Create a connection from an MQTT capable device/software with an MQTT broker then send and receive data using 

it.  
10. To configuring the gateways and exchange the data to local database using Dream factory  
11. To configuring the gateways and upload the data to cloud server using Dream factory or Ubidots 
12. To configuring the gateways and upload the data to cloud server using Dream factory or Ubidots 

 

COURSE OUTCOMES  

On completion of the course the student will be able to 

CO1: An ability to expose the student to real world problems in CPS and Industrial revolution 4.0 best practices.  

CO2: Identify the limitations of some computational models. 

CO3: Apply the theoretical knowledge the design of compilers. 
CO4: Student can Analyze and verify the correctness of CPS implementations against system requirements and timing 

constraints. 
CO5: Categorize the essential modeling formalisms of Cyber-Physical Systems (CPS) 
CO6: Implement the real time use case and problem statements 
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SCSA3008  
DISTRIBUTED  DATABASE AND 

INFORMATION SYSTEMS 

L T P Credits Total Marks 

3 0 0 3 100 

 

COURSE OBJECTIVES 

 To understand the role of databases and database management systems in managing organizational data and 

information. 

 To understand the techniques used for data fragmentation, replication and allocation during the distributed database 

design process. 

 To discuss the issues involved in resource management and process. 

 To Perceive the building blocks and design of information systems 

 To acquire knowledge of information systems on Business operations 

UNIT 1    INTRODUCTORY CONCEPTS AND DESIGN OF (DDBMS)                                                        9 Hrs. 
Data Fragmentation  - Replication  and allocation techniques for DDBMS - Methods for designing and   implementing DDBMS 

- designing a distributed relational database - Architectures for DDBMS - Cluster federated  -  parallel databases and client 

server architecture - Overview of query processing. 

UNIT 2  DISTRIBUTED SECURITY & DISTRIBUTED DATABASE APPLICATION TECHNOLOGIES       9 Hrs.                                                                         
 Overview of security techniques - Cryptographic algorithms - Digital signatures - Distributed Concurrency Control - 
Serializability theory - Taxonomy of concurrency control mechanisms - Distributed deadlocks – Distributed Database Recovery 
- Distributed Data Security - Web data management - Database Interoperability. 
  

UNIT 3    ADVANCED IN DISTRIBUTED SYSTEMS                                                                                      9 Hrs. 
Authentication in distributed systems - Protocols based on symmetric cryptosystems - Protocols based on asymmetric 
cryptosystems - Password-based authentication - Unstructured overlays - Chord distributed hash table - Content addressable 
networks (CAN) - Tapestry - Some other challenges in P2P system design - Tradeoffs between table storage and route lengths 
- Graph structures of complex networks - Internet graphs - Generalized random graph networks. 
 

UNIT 4    FUNDAMENTALAS OF INFORMATION SYSTEMS                                                                     9 Hrs. 
Defining information – Classification of information – Presentation of information systems – Basics of Information systems – 

Functions of information systems – Components of Information systems- Limitations of Information systems – Information 

System Design. 

UNIT 5    ENTERPRISE COLLOBRATION SYSTEMS                                                                                 9 Hrs. 
Groupware – Types of groupware – Enterprise Communication tools – Enterprise Conferencing tools – Collaborative work 

management tools – Information System for Business operations – transaction processing systems – functional Information 

Systems – Decision Support systems – Executive Information systems – Online Analytical processing. 

         Max.45 Hours 
 
 

COURSE OUTCOMES  

 On completion of the course the student will be able to 

CO1: Identify the introductory distributed database concepts and its structures.  

CO2: Produce the transaction management and query processing techniques in DDBMS.. 

CO3: To develop in-depth understanding of relational databases and skills to optimize database performance in practice. 

CO4: Critiques on each type of databases. 
CO5: Analyse, Design and present the information systems. 
CO6: Designing of decision support system and tools for Business operations. 
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TEXT /REFERENCE BOOKS 

1. George Coulouris, Jean Dollimore, Tim Kindberg, “Distributed Systems Concepts and Design”, Fifth Edition, 
Pearson Education Asia, 2012.  

2. Ajay D. Kshemkalyani, MukeshSinghal, "Distributed Computing: Principles, Algorithms, and Systems", 

Cambridge University Press, 2008. 

3. Distributed Databases - Principles and Systems; Stefano Ceri; Guiseppe Pelagatti; Tata McGraw Hill; 2006. 

4. Ralph Stair and George Reynolds.  , “Principles of Information Systems” Course Technology, Inc.,2006 
 

 

END SEMESTER EXAM QUESTION PAPER PATTERN 
Max. Marks : 100                                         Exam Duration : 3 Hrs. 
PART A : 10 Questions of 2 marks each-No choice               20 Marks 
PART B : 2 Questions from each unit with internal choice, each carrying 16 marks                           80 Marks 
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