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1.1.Introduction to Cloud Computing

Cloud computing is the onrdemand availability of computer system resources,
especiallydatastoragégcloudstoragg¢ andcomputingpower, withoutdirectactivemanagement
by the user. The teriis generally used to descridatacenters available tomanyusersover
the Internet.Large clouds,predominantoday, often havefunctionsdistributed over multiple
locations from centrakervers.If the connection to the uses relatively close,it may be

designated aadgeserver

1.2 History of Cloud computing
Cloud computing has as its antecedents both client/server computing aital peer distributed
computing. | t 6 sentalizeéd staragenfacilitatesrcollabdratidm arnd haw multiple

computers work together to increase computingepo

During the 1960s, the initial concepts of thstearing became popularized via RJE (Remote Job
Entry) this terminology was mostly associatedh large vendors such #88M andDEC. Fult
time-sharing solutionsvere available by the early 1970s on such platforms as Multics (on GE
hardware), Cambridge CTSS, and the earliest UNIX ports (on DEC hardware). Yet, the "data
center" model where users suitted jobs to operators to run on IBM mainframes was

overwhelmingly predominant.


https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/Cloud_storage
https://en.wikipedia.org/wiki/Computing_power
https://en.wikipedia.org/wiki/Data_center
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Server_(computing)
https://en.wikipedia.org/wiki/Edge_server

In the 1990s, telecommunications companies, who previously offered primarily dedicated point
to-point data circuits, began offeringrtual private networKVPN) services wh comparable

quality of service, but at a\wer cost. By switching traffic as they saw fit to balance server use,
they could use overall network bandwidth more effectively. They began to use the cloud symbol
to denote the demarcation point between whaptbgiderwas responsible for and what users
were responsible for. Cloud computing extended this boundary to cover all servers as well as the
network infrastructure. As computers became more diffused, scientists and technologists explored
ways to make laggscale computing peer available to more users through tisiearing.They
experimented with algorithms to optimize the infrastructure, platform, and applications to

prioritize CPUs and increase efficiency for end users.

In August 2006 Amazoncreated subdiary Amazon Web Serviceand introduced it&lastic

Compute CloudEC2).In April 2008,Googlereleased the beta version@bogle App Engine.

In early 2008,NASA's OpenNebula, enhanced in the RESERVOIR European Commission
funded project, became the figpensource software for deploying private and hybrid clouds,

and for the federation of clouds.

By mid-2008, Gartner saw an opportunity for cloud computing "to shape the relationship among
consumers of IT services, those who use IT services and thosseWhwem“and observed that
"organizations are switching from compamyned hardware and software assets touger
servicebased models" so that therdjected shift to comying will result in dramatic growth in

IT products in some areas and significant reductions in other areas."

In 2008, the U.SNational Science Foundatidregan theCluster Exploratoryprogram to fund
academic research usi@pogleIBM cluster technologyo analyze massive amounts of data.

In February 2010Mlicrosoftreleasedicrosoft Azure, which was announced in October 2008.

In July 2010,Rackspace Hostingnd NASA jointly launched an opesource clougsoftware

initiative known asOpenStack. The Opetegk project intended to help organizations offering
cloudcomputing services running on standard hardware. The early code came from
NASA's Nebula platformas well as fronRackspace's Cloud Filggatform. As an open source
offering and along with other ep-source solutions such as CloudStack, Ganeti and OpenNebula,

it has attracted attention by several key communities. Several studies aim at comparing these open

sources offerings based on a set of criteria.



On March 1, 2011, IBM announced tiBM SmartCbudframework to suppoi®marter Planet.
Among the various components of tBenarter Computindoundation, cloud computing is a
critical part. On June 7, 2012, Oracle announce®ttaele CloudThis cloud offering is poised
to be the first to provide usemwith access to an integrated set of IT solutions, including the

Applications (SaaS), Platform (PaaS), and Infrastructure (laaS) layers.

In May 2012,Google Compute Engineas released in preview, before being rolled out into
General Availability in Decefver 2013.

In 2019, it was revealed that Linux is most usedvisarosoft Azure.
1.3 Cloud Computing Architecture

1.3.1NIST Architectural Framework - The NIST model

The United States government is a major consumer of computer services and, therefore, one of
the major users of cloud computing networks. The U.S. National Institute of Standards and

technology

The National Institute of Standards and Technology(NIST) model originally did not require a
cloud to use virtualization to pool resources, nor did ipbhlely require that a cloud support
multi-tenancy in the earliest definitions of cloud computing. Migtiancy is the sharing of
resources among two or more clients. The latest version of the NIST definition does require that

cloud computing networks us@tualization and support multenancy.
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Fig 1.1 NIST Architectural Framework

The NIST cloud computing definitions

Because cloud computing is moving toward a set of modular interacting components based on
standards such as the Service Oriented Aechité SOA), we might expect that future versions

of the NIST model may add those features as well. The NIST cloud model doesn't address a
number of intermediary services such as transaction or service brokers, provisioning, integration,

and interoperaltly services that form the basis for many cloud computing paradigms
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Fig 1.2 NIST Architecture Levels

NIST Architecture Levels

Business Architecture level: This level can picture the total or a subunit of any corporation, which
are in contact with exteah organizations.

Information architecture level: This level specifies types of content, presentation forms, and
format of the information required.

Information systems architecture level: Specifications for automated and prooe@mted
information sygems.

Data Architecture level: Framework for maintenance, access and use of data, with data dictionary
and other naming conventions.

Data Delivery Systems level: Technical implementation level of software, hardware, and

communications that support the datahitecture.

1.4 Types of Cloud



Cloud models are classified into two major categories. They are Location based as Public, Private,
Hybrid and ServicBased as Software as a Servielatform as a Service and Infrastructure as a

Service.
1.4.1Service Baed Cloud Types

Cloud computing services are divided into three classes, according to the abstraction level of the
capability provided and the service model of providers, namely: (1) Infrastructure as a Service,
(2) Platform as a Service, and (3) Softwasea Service

There are many different service models described in the literature, all of which take the following

form:

X@aSo r Sdmethingas a Servi ceo
Three service types have been universally accepted:
Infrastructure as a Service:

laaS provides vinal machines, virtual storage, virtual infrastructure,and other hardware assets as

resources that clients can provision.

The laaS service provider manages all the infrastructure, while the client is responsible for all
other aspects of the deployment. §kean include the operating system, applications, and user

interactions with the system.
Platform as a Service:

PaaS provides virtual machines, operating systems, applications, services, development
frameworks, transactions, and control structures. Themtctan deploy its applications on the
cloud infrastructure or use applications tvare programmed using languages and tools that are
supported by the PaaS service provider. The service provider manages the cloud infrastructure,
the operating systems, dithe enabling software. The client is responsible for installing and

managing the application that it is deploying.

Software as a Service:

SaaS is a complete operating environment with applicatiasagemengnd the user interface.

In the SaaS modethe application is provided to the client through a thin client interface (a



browser,usually), and the customer's responsibility begins and ends with entering and managing
its data and user interaction. Everything from the application down to the inétastr is the

vendor's responsibility.

The three different service models taken together have come to be known as the SPI model of
cloud computing. It is useful to think of cloud computing's service models in terms of a
hardware/software stack. At the lmtt of the stack is the hardware or infrastructure that
comprises the network. Awe move upward in the stack, each service model inherits the
capabilities of the service model beneath it. laaS has the least levels of integrated functionality
and the lowestevels of integration, and SaaS has the most. Examples of laaS service providers

include:

Amazon Elastic Compute Cloud (EC2)
Eucalyptus

GoGrid

FlexiScale

Linode

RackSpace Cloud

= =4 A4 4 A -4 -2

Terremark

All these vendors offer direct access to hardware resources. OnoAnE&C2, considered the
classic laaS example, a client would provision a computer in the form of a virtual machine image,
provision storage, and then go on to install the operating system and applications onto that virtual
system Amazon has a number of @img systems and some enterprise applications that they
offer on a rental basis to customers in the form of a number of canned images, but customers are
free to install whatever software they want to run. Amazon's responsibilities as expressed in its
Sewice Level Agreementwhich is published on Amazon's Web site, contractually obligates
Amazon to provide a level of performance commensurate with the type of resource chosen, as

well as a certain level of reliability as measured.
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Fig 1.3 The Cloud Referace Model

A PaaS service adds integration features, middleware, and other orchestration and choreography

services to the laaS model. Examples of PaaS services are:

- Force.com
- GoGrid CloudCenter
- Google AppEngine

- Windows Azure Platform

When a cloud computingendor offers software running in the cloud with use of the application
on a payaswe-go model, it is referred to as SaaS. With SaaS, the customer uses the application
as needed and is not responsible for the installation of the application, its maieteoiaits
upkeep



1.4.2Location Based cloud types

Cloud deployment describes the way a cloud p
has access to it. All cloud computing deployments operate on the same principle by virtualizing
the computingpower of servers into segmented, softwaneven applications that provide

processing and storage capabilities.
Public Cloud

Some public cloud examples include those offered by Amazon, Microsoft, or Google. These
companies provide both services and irtfrature, which are shared by all customers. Public
clouds typically have massive amounts of available space, which translates into easy scalability.
A public cloud is often recommended for software development and collaborative projects.
Companiescandesgn t heir applications to be portabl
cloud can be moved to the private cloud for production. Most cloud providers package their
computing resources as part of a service. Public cloud examples range frosnt@eassmpletely
virtualized infrastructure that provides little more than raw processingerpand storage
(Infrastructure as a Service, or laaS) to specialized software programs that are easy to implement

and use (Software as a Service, or SaaS).

Theg eat advantage of a publiwegobosdriustutrtse Vv
customers to provision more capacity on demand. On the downside, the essential infrastructure
and operating system of the public cloud remain under full contrahefcloud provider.
Customers may continue to use the platform under the terms and conditions laid out by the
provider, but they may have difficulty repatriating their assets if they want to change providers.
Should the provider go out of business or msikmificant changes to the platform, customers

could be forced to make significant infrastructure changes on short notice.

Private Cloud

Private clouds usually reside behind a firewall and are utilized by a single organization. A
completely ompremises loud may be the preferred solution for businesses with very tight
regulatory requirements, though private clouds implemented through a colocation provider are
gaining in popularity. Authorized users can access, utilize, and store data in the privateoioud
anywhere, just like they could with a public cloud. The difference is that no one else can access

or utilize those computing resources. Private cloud solutions offer both security and control, but



these benefits come at a cost. The company that dwenddud is responsible for both software

and infrastructure, making this a lesonomiomodel than the public cloud.

The additional control offered by a private cloud makes it easier to restrict access to valuable
assets and ensures that a company wikilble to move its data and applications where it wants,
whenever it wants. Furthermore, since the p
thereds no risk of sudden changes disrupting
soluton wi | | al so not be affected by a public
clouds also lack the versatility of public clouds. They can only be expanded by adding more
physical compute and storage capacity, making it difficult to scale operafinckly should the

business need arise.
Hybrid Cloud

Hybrid clouds combine public clouds with private clouds. They are designed to allow the two
platforms to interact seamlessly, with data and applications moving seamlessly from one to the

other.

The pimary advantage of a hybrid cloud model is its ability to provide the scalable computing
power of a public cloud with the security and control of a private cloud. Data can be stored safely
behind the firewalls and encryption protocols of the private cltheh moved securely into a
public cloud environment when needed. This is especially helpful in the age of big data analytics,
when industries like healthcare must adhere to strict data privacy regulations while also using
sophisticated algorithms p@redby artificial intelligence (Al) to derive actionable insights from

huge masses of unstructured data.

There are two commonly used types of hybrid cloud architecture. ®langting uses a private

cloud as its primary cloud, storing data and housing pr@pyieapplications in a secure
environment . When service demands increase,
not have the capacity to keep up. bustingmodet whe
uses the publ i c odrtes todsdplemend thep private mlgud, alleveing the
company to handle increased traffic without having to purchase new servers or other

infrastructure.

The second type of hybrid cloud model also runs most applications and houses data in a private
cloud ewironment, but outsources nanitical applications to a public cloud provider. This

arrangement is common for organizations that need to access specialized development tools (like



Adobe Creative Cloud), basic productivity software (like Microsoft Offiéb)3 or CRM
platforms (like Salesforce). Muitiloud architecture is often deployed here, incorporating

multiple cloud service providers to meet a variety of unique organizational needs.
What is a Multi-Cloud Model?

In some cases, a single public cloudiisn enough to meet an organi
They turn instead to multlouds, a more complex hybrid cloud example that combines a private
cloud with multiple public cloud services. While a hybrid cloud always consists of a public and
private clou, a multicloud environment is a bit more varied on a e@sease basis. In this
arrangement, an organizationds | T infrastruc
providers, although it may access those clouds through a single sedtfiaezl network. A

private cloud could certainly be part of a mulibud architecture, but it is usually more isolated

from its public cloud counterparts.

The purpose of a muitloud model is versatility and specialization. In enterpiesel
organizatios, for example, not every department has the same cloud needs. A marketing
department, for instance, needs different types of cloud computing tools than a research or human
resources department. Rather than trying to create-aipagts-all solution, conpanies can pick

and choose from existing public cloud providers to ensure that each department has a solution

catered to their specific needs.

Multi-c| oud model s al so offer reassurance becaus
a single cloud mvider. This can decrease costs and increase flexibility in the long run while also
avoiding the problem of vendor loék. When combined with private cloud assets, raltiud
deployments allow organizations to accomplish multiple goals at one timeutvitawing to

radically expand or rethink their existing infrastructure.

Hybrid Cloud Vs Multi-Cloud:

The key differentiator to keep in mind is that migloud models involve using separate cloud
environments to perform separate tasks. If an organizageds its IT infrastructure to be able

to accommodate the conflicting demands of different departments, then it probably needs to
pursue a mulicloud deployment. The sales team may need the CRM features offered by a
specific cloud provider, while softwarprogrammers may fawo different types of cloud

computing environments that offer superior storage and processing capacity.



Large organizations with divisions exclogdti ng
solutions address more of théiusiness needs. At the executive level, CIOs will find the cost
efficiencies and versatility of multiloud strategies appealing because it gives themativer po

leverage providers against one another to drive down IT costs. It also helps them rad@wvain

of independence that protects them against any sudden changes a cloud vendor may spring on

them once the organization is already locked into and dependent upon a single platform.

On the other hand, hybrid cloud models offer a lot of advantagese $iey only involve the
interconnections between two environments, they are easier to set up and scale. By using the
private cloud to locate sensitive data and running femat applications in the public cloud,
organizations can reduce their exposuredtential security threats and keep a closer watch over
activity within their cloud ecosystem. Since public cloud computing services can be offered on a
Apay f weauswhwatmodel , hybrid clouds can reduce

companiego scale up processing\wer when they need it.

Since a hybrid cloud model is more custom built to cater to the specific needs of an organization,
it gives IT decision makers more control over their deployments. This level of customization can
be tremendasly valuable for smaller companies that have a very clear idea of what they need

from their infrastructure and it should be optimized to deliver superior services.

Of course, for many organizations, the choice between a hybrid cloud model and-eoudlti
model is a false dichotomyoudhenedbsonmenteaca
the features of a hybrid cloud. While this is necessarily a more complex solution that requires
careful implementation and security considerations, private @ouvdonments can be integrated

into multiple public clouds to allow different users across an organization to access both the data

and cloud services they need to do their work more effectively.

1.5 Merits and Demeritsof Cloud Computing

Cloud Computing: Advantages Laver-Cost Computers for Users

Herebds a quantit aWedvoen &fti nnagneadeddanchacdgvtimglythighy e :
priced) computer t o-basadapptchtions.dBecausenthe applicatianouss w e
in the cloud, notonthéd e skt op PC, that deskt opowBr@ hatdoesno
disk space demanded by traditional desktop software. Hence the client computers in cloud

computing can bewer priced, with smaller hard disks, less memaonpre efficient processors,



and the I|ike. I n fact, a client computer in

because no software programs have to be loaded and no document files need to be saved.
Improved Performance

Computers in a cloud computing system will bootasft er and run faster,
fewerprograms and processes loaded into memory.

Lower IT Infrastructure Costs

In a larger organization, the IT department could alsdaseer costs from the adoption of the

cloud computing paradigm. Instead n¥esting in larger numbers of mgoewefful servers, the

IT staff can use the computimpwerof the cloud to supplement or replace internal computing
resources. Those companies that have peak needs no longer have to purchase equipment to handle
the peakgand then lay fallow the rest of the time); peak computing needs are easily handled by

computers and servers in the cloud.
Fewer Maintenance Issues

Speaking of maintenance costs, cloud computing greatly reduces both hardware and software
maintenance for ganizations of all sizes. First, the hardware. With less hardware necessary in
the organization, maintenance costs are immedidteliered. As to software maintenance,
remember that al/l cloud apps are baséedorbse

computers for the IT staff to maintain.
Lower Software Costs

There isthe issue of software cost. Instead of purchasing separate software packages for each
computer in the organization, only those employees actually using an application neetbaccess
that application in the cloudAs t o t he <cost of t hat softwar
computing companies wi l | charge as much to i
charge for software purchases. However, early indicationharelbud services will be priced
substantialljower than similar desktop software. In fact, many companies (such as Google) are
offering theirweb-based applications for freethich to both individuals and large organizations

is much more attractive thdahe high costs charged by Microsoft and similar desktop software

suppliers.



Instant Software Updates

Another softwaregelated advantage to cloud computing is that users are no longer faced with the
choice between obsolete software and high upgrade. dben the app is webased, updates

happen automatically and are available the next time the user logs in to the cloud. WAvenever
access a webased applicatiorwed r e get t i ng witlhat néedingdospay forerr si o

download an upgrade.
Increased ComputingPower

We areno longer limited to what a single desktop PC can do, but can now perform super
computing- like tasks utilizing thgpowerof thousands of computers and servers. In other words,

we can attempt greater tasks in the cloud tvarcan onour desktop.
Unlimited Storage Capacity

Similarly, the cloud offers virtually limitless storage capacity. Consider that ainesresktop or
laptop PC is running out of storage sp&@etc o mput er 6s 200GB hard dr i
to the hundredsf petabytes (a million gigabytes) available in the cloud. Whateeareed to

store,we can.
Increased Data Safety

Thedatain the cloud is automatically duplicated, so nothing is ever lost. That also means if
personal computer crashes, @lir datais still out there in the cloud, still accessible. In a world
where few individual desktop PC users back up their data on a regular basis, cloud computing can

keep data safe.
Improved Compatibility b etween Operating Systems

We can conneabur Windows compier to the cloud and share documents with computers running
Appl eds Mac OS, Linux, or UNIX. I n the cloud

Improved Document Format Compatibility

Weal so dondét have t o weocreateyoma mahine beinghcempdtible u me r
with other userso6 applications or operating
be opened on a computer running Word 2003, all documents created #pasezbapplications

can be read by any other user accessing fhaication. There are no format incompatibilities

when everyone is sharing docs and apps in the cloud.



Easier Group Collaboration

Sharing documents leads directly to collaborating on documents. To many users, this is one of
the most important advantaget doud computing: the ability for multiple users to easily
collaborate on documents and projects. Imaginenball need to work together on an important
project. Before cloud computingye had to email the relevant documents from one tser
another,and work on them sequentially. Now eachmefc an access the proj
simultaneously; the edits one user makes are automatically reflected in what the other users see
onscreen. l'tos all possi bl e, ofecoudunotorany b e c e
of our individual computers. Allve need is a computer with an Internet connection,vaei r e
collaborating. Of course, easier group collaboration means faster completion of most group
projects, with full participation from all involvedt also enables group projects across different
geographic locations. No longer does the group have to reside in a single office for best effect.

With cloud computing, anyone anywhere can co
Universal Access to Documents

Ever get home from work and realiae left an important document at the office? Or forget to
take a filewith uson the road? Or get to a conference and disooedorgot to bring alongur
presentation? Not a problémot anymore, anyay. With cloud computingyed o n 0 tourt a k e
documents witlus Instead, they stay in the cloud, whesecan access them from anywhexe

have a computer and an Internet connection.oi documents are instantly available from
whereverwea r e . Tirmpéy nenéexl to gakeur documents withus as long asve have an

Internet connection.
Latest Version Availability

And her eds a wetatehaelvantageoof adloudecontputing. Whenedit a document
at home, that edited version is whet see whenwve access the document at work. The cloud
always hosts the latest versionafr documentswed r e never i n danger of

version on the computeved r € wor ki ng on.
Removes the Tether to Specific Devices

Finally, imate cdoddscontpimg aduardtagewed r e no | onger tet he
computer or network. Change computers, @mcexisting applications and documentdl follow

usthrough the cloud. Move to a portable device,amh pps and docs are st



no needd buy a special version of a program for a particular device, orasa®cument in a
devicespecific formatOurdocuments and the programs that created them are the same no matter

what computewed r € usSi ng.

Cloud Computing: Disadvantages

T h at 0 say,ofccourse, that cloud computing is withiksitlisadvantages. There aneuamber
of reasons whyve might not want to adopt cloud contmg for our particular needd. et 0 s
examire a few of the risks related ¢toud computing.

Requires a Constant Intenet Connection

Cloud computing is, quite simply, impossibledéc an 6t connect t aveusdhe | n
the Internet to connect to botiur applications and documents,vied o n 6 t have an
connectionwec an 0t a c c e s sourawnydochmenty A deadvleternet connection
means no work, period and in areas where Internet connections are few or inherently unreliable,
this could be a deal breaker. Wheed r e of f 1l i ne, ¢l oud computing
be a more significant caslvantage thawe might think. Surewed r € used to a rel a
Internet connection both at home and at work, but where elge tike to useour computer? If

weOre used t o wor lourdegk, oowhiledeO c @ maht a onehsdriaur an-t
ourcarwewo n o6t be adowricleud based documents and applications unessave

a strong I nternet connection at all those | c

computing becomes problematic wheed r e d e gnevebbased gpplications.
Doesndét Wor k -BpeddiConmectibns L ow

Similarly, a lowspeed Internet connection, such as that found withugiaervices, makes cloud
computing painful at best and often impossible. Wated apps often require a lota@indwidth

to download, as do large documentsvé&d rlabouringwith a lowspeed diaup connection, it

might take seemingly forever just to change from page to page in a document, let alone launch a
featurerich cloud service. In other words, cloud compung i snodt for -the s

impaired.
Can Be Slow

Even on a fast connection, wbhsed applications can sometimes lmvsl than accessing a

similar software programamurd e s kt op PC. That és because ever



the interfae to the documenmted r e wor ki ng on, has toarcommters e nt
to the computers in the cloud. If the cloud servers happen to be backed up at that moment, or if
the Internet is having a slow dayewo n 6 t get t he iwelsrtea nu saence otu
desktop apps.

Features Might Be Limited

This particular disadvantage is bound to change, but today maniasgel applications simply

ar e n 0 tfeatarsd a$ thdir Hesktdyased brethren. Compare, for example, the feature set of
GooglePresentations with that of MicrosoftwelP oi nt ; t her ewexanjdavath a |
PowverPointtharwec an  wi t h GhaseddffexirigsTheabasics are similar, but the cloud
application lacks many of R@Poi nt 6 s adv an cweddr efachzamted userge. So
might not want to leap into the cloud computing waters just yet. That said, marhaseth apps

add more advanced features over time. This has certainly been the case with Google Docs and
Spreadsheets, both of which started out somewlatled but later added many of the more
niche functions found on Microsoft Word and Excel. St need to look at the features before

we make the move. Make sure that the claaged application can do everything need it to

do beforewe give up onour traditional software.
Stored Data Might Not Be Secure

With cloud computing,aburd at a i s stored on the cloud. Tha
is the cloud? Can other, unauthorized users gain accessdonfidential data®o security is a

major issue in cloud environment.
Problem will arise if Data loss occurs

Theoretically, data stored in the cloud is unusually safe, replicated across multiple machines. But
on the off chance thaur data does go missinge have no physical or local bagikuPut simply,
relying the cloud putssat risk if the cloud letsisdown. This is one of the major disadvantage

of cloud.



1.6 Difference betweenCloud Computing and Web 2.0

Cloud Computing Web 2.0
It is more specific and definite Programming and busgss models
It is a way of searching through data. It is sharing entire pieces of data betwe

different websites.

Cloud computing is about computers. Web 2.0 is about people.

The internet as a computing platform Attempt to explore and explaiheé business

rules of that platform

Google apps are considered in CloufA web-based application is considered |

computing. Web 2.0.

It is a business model for hosting thes{t is a technology which allows webpages 1

services. act as more responsive applications

1.7 Key challengesin cloud computing

Bandwidth cost
Cloud computing saves the hardware acquisition costs but their expenditure on bandwidth rises
considerably. Sufficient bandwidth is required to deliver intensive amgblex data over the

network.

Continuous monitoring and supervision
It is important to monitor the cloud service continuously as well as to supervise its

performance, business dependency and robustness.

Security concerns



To prevent cloud infrastructure dages, some of the measures include tracking unusual

behaviour across servers, buying security hardware and using security applications.

Data access and integration

In cloud where the data stored, how to access it, who is the owner and how to control it.
Conmpanies are often concerned about data ownership and loss of data control while moving
to cloud.

The integration of existing applications in the cloud for smooth running is another challenge.

Proper usability
Enterprises need to have a good and clear vidww to use the technology to add value to

their unigue businesses

Migration issues
Migrating data from system to the cloud can pose major risks, if it not handled prdperly.

need to develop migration strategy that integrates well with the currerftd$tmcture.

Cost assessment

Scalable and edemand nature of cloud services makes the assessment of cost difficult.

Current Cloud Computing Challenges
Managing multi-cloud environments:

Most of the organizations are not using one cloud. From tivesof Right Scale findings, it

is estimated that almost 81% of all the entrepreneurs are usingctoulti strategy. The muiti

cloud environment is increasing the complexity faced by IT companies. Doing practices like
training employees, doing researdgctively managing vendor relationships, tooling and

rethinking process.
Migration:

Moving the existing application into the cloud is the most difficult task. A dimension research
study found that mostly 62% of the cloud migration projects are most diffi@n it is to be
expected.55% exceeding their budget while 64% is taking longer than to be expected. All the
migration projects are troubleshooting, tht@nsuming, slow migration of data and difficulty

security configuration, difficulty syncing data be¢ cutover, downtime during migration and



trouble during migration tools to work properly. To overcome all these major IT challenges

hiring in-house experts, set a longer project timeline, increase budget.
Vendor Lock-In:

Many vendors like Microsoft AzurelBM cloud, Google cloud platform, Amazon Web
Services are dominating the public cloud ma
that the services we use are unique and can be transported to other providers, and most
importantly, understand ¢hrequirements. It could be that this service is not standard or there

is no decent vendor replacement. Entering the cloud computing agreement is easier than

leaving it.
Reliability of new technology:

Security threads increase because they do not knowwhede information is stored and
processed. Usually, employers are hesitant to share organizational information with unknown
service providers. This is a fact of human nature that we believe in things that are before our
eyes. They think that the informatistored in their offices is safer and more accessible. By
using cloud computing, they fear losing control of data. They think that data is taken from
them and submitted to unknown third parties. The fear of these unknown service providers

must be peacefiyl dealt with and removed from their minds.
Operational Security:

A major fear of cloud service providerscgberattackswvhich is an operational security issue.

Most of the data stored in the cloud are at a risk of cyber attack where an only limitedt amou

of data is to be stored. Vulnerability assessment on the overall security measures of providers
against external attacks is an effective way to ensure that data in the cloud is adequately
protected. The high threat level is because the targets arebgftealware, virtual machines

and brute force attacks. Even as most cloud providers have strict security measures, cyber
attacks are always looming. The high threat level is because the targets are often by malware,

virtual machines and brute force attacks
Cost Barrier:

To transfer complex and intensive data over the network, we must have sufficient bandwidth.
This is a major obstacle in front of small organizations, which limits them from implementing
cloud technology in their business. Businesses carceecbsts on hardware but they have to

spend a | arge amount on bandwi dt h. For sma



for |l arge and complex applications itds a
we have to bear high bandwidtbsts.

Reducing the risk of threats:

Organizations must observe and examine threats very seriously. Every organization may not
have enough mechanisms to reduce this type
service providers meet security slands and threat risks. These security threats and risks

examine the application of cloud solutions.
Hacking of the brand:

Cloud providers accommodate many clients; each can be influenced by actions taken against
one of them. When there is a threat contmghe main server it also affects all other clients

too. Hard computing brings several main risk factors such as hacking. Some professional
hackers can hack applications by breaking down firewalls efficiently and stealing sensitive
information from orgarzdations. As in the rejection of requests for server attack services that

flooded providers of widely distributed computers.
Password security:

Password security plays a crucial role in cloud security. Since many people are having access
to cloudless secusi concern is there. If anyone who had knowledge about our password can
access our account which we stored in the cloud. Madtor authentication should be
employed to make sure password is protected properly particularly when the staff members
leave. Access rights should be given to those who are related to username and password and it

should be allocated for those who require them.
Management of cloud:

Cloud services can be easily changed and updated by business users. It does not involve the
direct involvement of the IT department. It is the responsibility of the service provider to
manage information and disseminate it throughout the organization. Many famous dramatic
predictions about the impact of cloud computing. People think that traditionap&rtaeents

will be outdated and research supports the conclusion that cloud impacts tend to be more
gradual and |l ess |linear. It consists of man

the functions of complex cloud computing

1.8 Major Cloud Players



Microsoft Azure

Amazon Web Services (AWS)
Google Cloud

Alibaba Cloud

IBM Cloud

Oracle

Salesforce

SAP

Rackspace Cloud

VMWare
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*Amazon Web Servicesfers many types of cloud computing services. See the website for details.

**\VMware is a provider of theechnology underlying cloud computing and does not provide
hosting services.

The Top 5 CloudComputing Vendors: #1 Microsoft, #2 Amazon, #3 IBM, #4 Salesforce, #5
SAP

#1 Microsoft remains an absolute lock at the top due to four factors: its deep involvaraéint
three layers of the cloud (laaS, PaaS and SaaS); its unmatched commitment to developing and
helping customers deploy Al, ML and Blockchain in innovative production environments; its

marketleading cloud revenue, whidéh estimated to be abo$16.7billion.

#2 Amazonmight not have the erib-end software chops of the others in the Top 5 bwag
and continues to be the postdnld for the cloudcomputing movement: the firshoving
paradigmbuster and category creatarid believal thatAmazonwill make some big moves to
bolster its position in software, and no matter esslice it, the $16 billiorcloud revenue from

AWS is awfully impressive.

#3 IBM has leapfrogged both Salesforce.com (formerly tied with Amazon for #2 and rlogv in

#4 spot)and SAP (formerly #4) on the strength of itsteendy but highly successful emphasis

on transforming its vast array of software expertise and technology from-hremises world

to the cloud. In so doing, IBM has quietly created a $bli®n cloud kusiness (again on trailing
12-month basis) that includes revenue of $7 billion from helping big global corporations convert

legacy systems to cloud or cleedabled environments. And like #1 Microsoft, IBM plays in all



three layers of the cloddlaaS, Paag&nd Saa8® which is hugely important for the elite cloud
vendors because it allows them to give customers more choices, more seamless integration, better
cybersecurity, and more reasons for tipadty developers to rally to the IBM Cloud. Plus, its
relentless pairing of "cloud and cognitive" is an excellent approach toward weaving Al and ML

deeply into customefiacing solutions.

#4 Salesforce.confalls a couple of spots from its loigne tie with Amazon at #2 béitandthis

will be the case as long as foundéarc Benioff is CE@ remains a pwerful source of digital
innovation and disruptive strategy. However, to remain in the rarified air near the top of the Cloud
Wars Top 10, Benioff and Salesforce must find a way to extend their market impact beyond their
emrmously successful SaaS business and become more of-ianpi@tt player in the platform

or PaaS space. At this stage, it's simply not possible for Salesforce to become a player in laaS, so
Benioff needs to crank up the genius machine and hammer hisnteayjop contention as a

platform paverhouse.

#5 SAPhas what all of the other cloud vendors would kill for: unmatched incumbency aithin

of the world's leading corporations as the supplier of missibical business applications that

run those compaes. It's also fashioned, under CEO Bill McDermottyadul new partnerships

with Amazon and Google to complement its lesignding relationships with IBM and Microsoft,

all of which give customers a heightened sense of confidence that SAP will be altiraple

to play nice in heterogeneous environments. Plus, SAP's HANA technology is now in full
deployment across thousands of businesses, and as it takes root and SAP continues to rationalize
its massive product portfolio around HANA in the cloud, SAP&asry bright future ahead of

it in the cloud.

1.9 Cloud DeploymentModels

The four types of Cloud Deployment Models identified by NIST.
i Private cloud
i Community cloud
U Public cloud

U Hybrid cloud

Private Cloud



U Cloud environments are defined based on hareWacation and owner. Private clouds
are accessible only to a respective customer residing eitksteonr be outsourced by a
third party.
U The cloud infrastructure is operated solely for an organization.
U Contrary to popular belief, private cloud maystaff premises and can be managed by a
third party.
Thus, two private cloud scenarios exist, as follows:
Onssite Private Cloud
Applies to private clouds i mplemented at
Outsourced Private Cloud

Applies to private clouds where thesarside is outsourced to a hosting company.

- = O =2 0O <

Examples of Private Cloud:
1 Eucalyptus
9 Ubuntu Enterprise CloudUEC (pooured by Eucalyptus)
9 Amazon VPC (Virtual Private Cloud)
1 VMware Cloud Infrastructure Suite

9 Microsoft ECI data center

Cloud provider's faciity Consumer’s faciity

.Fig 1.4: Private Aoud

Community Cloud

- The cloud infrastructure is shared by several organizations and supports a specific community

that has shared concerns (e.g., mission, security requirements, policy, and compliance



considerations). Government departments, universgezgral banks etc. often find this type
of cloud useful.
- Community cloud also has two possible scenarios:
1 On-site Community Cloud Scenario
0 Applies to community clouds implemented on the premises of the customers composing a
community cloud
9 Outsourced Comuomity Cloud
o Applies to community clouds where the server side is outsourced to a hosting company.
- Examples of Community Cloud:
1 Google Apps for Government

1 Microsoft Government Community Cloud

\ J L J
Y \|
Community OrganizZations provking Community organizatons (only)
T CORNUIING S1oRS. Sestureen Aage N s 28 munity Cloud

Image: Outsourced Comm Hnity Cloud
== d-heﬁs ES5INg
e CoOmmMuUnty Cloud

Fig 1.5 Community Cloud

Public Cloud



0 The most ubiquitous, andnaost a synonym for, cloud computimgpublic cloud The cloud
infrastructure is made available to the general public or a large industry group and is owned

by an organization selling cloud services.

o Examples of Public Cloud:
o Google App Engine
0 Microsoft Windows AzureO IBM Smart Cloud
0 Amazon EC2
Clients initiating access Image: Public Cloud
7 ¥ ¥
S TR Sa N Optional subscriber- Clients accessing
Y < controled security the public cloud fre
Computers in a network b 3 3 P WD e Sacurily
providing service. AR Y f -« .i X \ penmeter
Public clients - o~ '—_7---
accessing the cloud ‘ . -~
over a network ? /
L ’ ‘\
\
5 boundary i
= controller ]
Et S - /
g \\ j. - ’II
New hardware i Sooo_Inside __-~7
CREW--""T 0 MTTONG s e
‘ l X L Out'sldo |
’ - ®. R 7 i.
g:g;zrecme 5 p: ’, ». < 2 ~ - Subscriber’s facility
EEE’ R s 3.3
T=r e - "
Chents terminating access
Fig 1.6 Public Cloud
Hybrid Cloud

9 The cloud infrastructure is a composition of two or more clouds (private, community, or
public) that remain unique entities but are bound together by standardized or proprietary
technology that enables data and application portability (e.g., cloud bursting fer load
balancing between clouds).

1 Examples of Hybrid Cloud:

1 Windows Azure (capable of Hybrid cloud)
1 VMware vCloud (Hybrid Cloud Services)



Fig 1.7 Hybrid Cloud

Cloud Computing Life Cycle

Setup Clowd Buwddd App
Infrastructiwe as Appliance

Fig 1.8 Cloud LifeCycle
Cloud Components

It has three components
1 Client computers
1 Distributed Servers

9 Datacenters
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lntemet
Datacenter
Client computers O

Distributed servers

Fig 1.9 Cloud Components

- Clients
Clients are the device that the end user interact with cliduee types of clients:

1 Mobile
1 Thick
1 Thin (Most Popular)

- Datacenter
It is collection of servers where application is placed and is accessed via internet.

- Distributed servers
Often servers are in geographically different places, but server acts as if they are working next to

each oher



Fig 1.10 Distributed Servers

Who Benefits from Cloud Computing

Collaborators

Road Warriors

CostConscious Users
CostConscious IT Departments

o Do Do Do Do

Users with Increasing Needs

Who Should not be using Cloud Computing

A The internet impaired
A Offline workers
A The security conscious

A Anyone married to existing applications

Dark Clouds: Barriers to use webbased applications



Technical issues
Business model issues
Internet issues
Security issues
Compatibility issues

Social issues
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Cloud Computing Applications

Clients would be able to access their applications and data from anywhere at any time.
It could bring hardware costs down.
The right software available in place to achieve goals.

Servers and digital storage devices take up space.

o Do Do Do Do

Corporations might save mey on IT support.

A The client takes advantage of the entire network's processivey.po

1.10Virtualization in cloud computing

Fig 1.11Virtualization in cloud computing

- Virtualization is Nothing but Creating Virtual Version of Something, in Compiitars it can
be OS, Storage Device, Network Resources.

- Virtualization is the ability to run multiple operating systems on a single physisaém and
share the underlying hardware resources.

- Itis the process by which one computer hosts the appearanceytamaputers.



- Virtualization is used to improve IT throughput and costs by using physical resources as a pool
from which virtual resources can be allocated.

- With VMware virtualization solutionsve can reduce IT costs while increasing the efficiency,
utilization and flexibility of their existing computer hardware.

- Virtualization Architecture

A Virtual machine (VM) is an isolated runtime environment (guest OS and applications)

Multiple virtual systems (VMs) can run on a single physical system

Virtualization Platform (Xen, KVM, VMware...)

Physical Box

Fig 1.12 Vitualization Architecture

- Before Virtualization

Application

(e ) Memory NiC TN Disk

Fig 1.13 Before Virtualization



1 Single OS image per machine
1 Software and hardware tightly coupled
1 Running multiple applications on same machine often creates conflict

1 Inflexible and costly infrastructure

After virtualization

Fig 1.14 After Virtualization

o Hardwareindependence of operating system and applications
o Virtual machines can be provisioned to any system

o Can manage OS and application as a single unit by encapsulating them into virtual Machines

- Benefits of Virtualization
9 Sharing of resources helps cost reduction.
1 Isolation: Virtual machines are isolated from each other as if they are physically separated.
1 Encapsulation: Virtual machines encapsulate a complete computing environment.
i Hardware Indpendence: Virtual machines run independently of underhangware.

1 Portability: Virtual machines can be migrated between different hosts.

- What makes virtualization possible?
1 There is a software that makes virtualization possible. This softwiknewn as a Hypervisor,

also known as a virtualization manager.



1 It sits between the hardware and the operating system and assigns the amount of access that the

applications and operating systems have with the processor and other hardware resources.

- Hypervisor

The term hypervisor was first coined in 1956 by IBM

AHypervisor acts as a link between the hardware and the virtual environment and distributes the
hardware resources such as CPU usage, memory allotment between the different virtual
environments.

AA hypervisor or virtual machine monitor (VMM) is computer software, firmware or hardware
that creates and runs virtual machines. A computer on which a hypervisor runs one or more virtual
machines is called a host machine, and each virtual machine isagllext machine.

1 A hypervisor is a hardware virtualization technique that allows multiple gpesating systems

(OS) to run on a single host system at the same time. The guest OS shares the hardware of the
host computer, such that each OS appears toitsaven processor, memory and other hardware
resources.

1 A hypervisor is also known as a virtual machine manager (VMM).



Guest OS g Guest OS B Guest 0OS

Hypervisor

System

Fig 1.15 Hypervisor

1.11Types of virtualization

Hardware |Network |Stor 2mor) oftware 3 Desktop

* Full e Internal oA i 0S Level e Virtual

e Bare-Metal | Network \pplication desktop

* Hosted i " infrastructure

* External * Hosted
Network 1 i

* Partial

Fig 1.16 Types of Virtualization

- The 7 Types of Virtualization

Hardware Virtalization.  Software Virtualization. Network Virtualization.  Storage

VirtualizationMemory Virtualization Data Virtualization.Desktop Virtualization.

Hardware Virtualization
- Hardware or platform virtualization means creation of virtual machine thakaathl
computer.
- Ex. Computer running Microsoft Windows 7 may host the virtual machine look like a
Ubundu
- Hardware virtualization also knows as hardwassisted virtualization owserver

virtualization .



- The basic idea of the technology is to combine nwmgll physical servers into one large
physical server, so that the processor can be used more effectively and efficiently.

- Each small server can host a virtual machine, but the ehtiseer of serversis treated
as a single device by any process requgshe hardware.

- The hardware resource allotment is done byhijpervisor.

- The advantages are increased processimgirpas a result ofmaximized hardware
utilization and application uptime.

- Hardware virtualization is further subdivided into the follogvigpes

Full Virtualization 7 Guest software does not require any modifications since the underlying

hardware is fully simulated.

Para Virtualization 7 The hardware is not simulated and the guest software run their own
isolated domains.

Partial Virtualization 7 The virtual machine simulates the hardware b@&cdomes independent

of it. The guest operating system may require modifications.

Fig 1.16.Hardware Virtualization

Software Virtualization



The ability to computer to run and createe or more virtual environments.

It is used to enable@mputer systemin order to allow a guest OS to run.

Ex. Linux to run as a guest that is natively running a Microsoft Windows OS
Subtypes:

Operating System Virtualizationi Hosting multiple OS on the native

Application Virtualization T Hosting individual applications in a virtuahvironment separate

from the native OS

Service Virtualization 7 Hosting specific processes and servicetated to a particular

application
Guest 0S A GCuest OS B
User II 3
Applications VMM
Host OS
Physical Hardware

Fig 1.17 Software Virtualization
Network Virtualization

It refers to themanagement and monitoring of a computer networkas a single managerial
entity from a single softwate ased admi ni strator6s consol e.
Multiple sub-networks can be created on the same physical network, wheyhor may not is
authorized to communicate with each other.

It allows network optimization of data transfer rates, scalability, reliability, flexibility, and
security

Subtypes:



Internal network : Enables a single system to function like a netwOrkxternal network:

Combire many networks, or parts of networks iatgirtual unit

EeEEEEEE

Fig 1.18 Network Virtualiztion
Storage Virtualization

Multiple physical storage devicesre grouped together, which look liksiagle storage device.
Ex. Partitioning our hard drive into multiple partitions
Advantages

Improved storage management in a heterogeneous IT environment
Easy updates, better availability

Reduced downtime

Better storage utilization

Automated management

Two types
Block- Multiple storage devices are consolidated one

File- Storage system grants access to files that are stored over mhdsyde
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Fig 1.19StorageVirtualizaion
Memory Virtualization

The way todecouple memory from the serverto provide a shared, distributed or networked
function.
It enhances performance by providiggeater memory capacity without any addition to the

main memory.

Implementations

Application-level integrationi Applications access the memory pdaolkectly

(Appli::ation )( Application -)( Application ] - (Applicatin:rn j

11 11 ' 5]
Yirtualized Memaory Pool
11 I§j 1 LT

[Cc:-ntrl'bumr 1 j[CDntribumr zj[CDnrrihurﬂraj (_Cnntrihumr “J

Fig 1.20Application level integration

Operating System Level Integrationi Access to the memory pool Eovided through an

operating gstem.
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Fig 1.210perating SystemL evel integration
Data Virtualization

Without any technical detailsye caneasily manipulate dataand know how it is formatted or

where it is physically located.

It decreases the data errors and workload

The data is presented as an abstract |lagenpletely independent of datastructure and

database systems

The userd6s desktop i s s ttberusedto accestm/her desktog e s e
from any device or location

It provides thevork convenience and security

It provides a lot of flexibility foremployees tavork from home or on the go

Since thalata transfer takes place over secure protocalany risk of data theft is minimized

.

Thin Chents and
Deskiop PCs




Fig 1.22Data Virtualization
Which Technology to use?

Virtualization is possible through a widange of Technologiesvhich are available tase and
are also Open Source.

They are,

XEN O KVM

OpenVZz

1.12Parallelization in cloud computing

Parallel computing is a type of computing architecture in which several processors execute or
process an application or computation simultaneously.

Parallel omputing helps in performing large computations by dividing the workload between
more than one processor, all of which work through the computation at the same time.

Most supercomputers implemented parallel computing principles to operate.

Parallel computig is also known as parallel processing.

Parallel processing is generally implemented in operational environments/scenarios that require
massive computation or processing@po

The primary objective of parallel computing is to increase the availablputation pour for

faster application processing.

Typically, parallel computing infrastructure is housed within a single facility where many
processors are installed in a server rack or separate servers are connected together.

The application server sendgrocessing request that is distributed in small components, which
are concurrently executed on each processor/server.

Parallel computation can be classified addorel, instructional level, data and task parallelism.
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Fig 1.23Parallelization in Cloud Computing

1.13Cloud resource management

Critic al function of any marmade system.
It affects thethree basic criteriafor the evaluation of a system: Functionality.

PerformanceCost.

Schedulingin a computing system deciding how to allocate resourcesydtam, such as CPU
cycles, memory, secondastorage space, /0O and network bandwidth, between users and tasks.
Policies and mechanism$or resource allocation.

Policy: principles guiding decisions.
Mechanisms: the means to implement policies

Cloud resources

Requires complex policies and decisiémsmulti-objective optimization.

It is challenging the complexity of the system makes it impossible to have accurate global state

information.
Affected by unpredictable interactions with the environment, e.g.,system failures, attacks.

Cloud service praders are faced with large fluctuating loads which challenge the claim of cloud

elasticity
Strategies for resource managemenor laaS, PaaS, and SaasS are different.

Cloud resource management (CRM) policies



Admission control: prevent the system from @pting workload in violation of higlevel

system policies.

Capacity allocation: allocate resources for individual activations of a service.
Load balancing: distribute the workload evenly among the servers.

Energy optimization: minimization of enegy consumption

Quality of service (QoS) guaranteesability to satisfy timing oother conditions specified by a

Service Level Agreement

P s
Simulated (virtual) IT Infrastructre

Explain Needs

Assist in Daily
IT Tasks

<—Operates:'nI Inl
—

Administrators

Create Program for
Spesific Infrastructure

Architects

[
=ile

Explain Architecture

Programmers

Ressource Cloud

Fig 1.24Cloud ResourceManagement
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Fig 1.25Devices connected across the cloud

1.14 Dynamic resource allocation

Cloud Computing environment can supply of computing resources orasie df demand and

when needed

Managing the customer demand creates the challengesdainoand resource allocation.

Effective and dynamic utilization of the resources in cloud can help to balance the load and avoid
situations like slow run of systems.

Cloud computing allows business outcomes to scale up and down their resources based on needs.
Virtual Machines are allocated to the user based on their job in order to reduce the number of
physical servers in the cloud environment

If the VM is available thejob is allowed to run on the VM.

I f the VM is not available then the algorith
lease type.

The low priority job is paused its execution by-erapting its resource.

The high priority job is allowed taun on the resources peenpted from the low priority.

When any other job running on VMs are completed, the job which was paused early can be

resumed if the lease type of the job is suspendable.



- If not, the suspended job has to wait for the completionigif lpriority job running in its
resources, so that it can be resumed.

- There are three types
Cancellable: These requests can be scheduled at any time after their arrival time

Suspendable: Suspendable leases are flexible in start time and can be schedyléthatafter

their ready time
Non-Preemptable: The leases associated with such requests canneeb®iwé at all.

User-defined
Constraints
/

Adjust CPU Resources

[ Compute weights ( :i’j, ... ¥ i i_-, ra Il J

Monitor Application

vM viMm vmMm

Hypervisor

Fig 1.25Dynamic Resource Allocation

1.150ptimal allocation of cloud models

- The optimal allocation of computing resources is a core part for implementing cloud canputi
- High heterogeneity, high dynamism, and virtualization make the optimal allocation problem more

complex than the traditional scheduling problems in grid system or cloud computing system
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Fig 1.26 Optimal Allocation of Cloud

1.16Web Services

Web services are XMicentered data exchange ®yss that use the internet for A2A
(applicationto-application) communication and interfacing. These processes involve programs,

messages, documents, and/or objects.
Functions of Web Services:

T Available over the internet or intranet networks

1 Standardized XIL messaging system

T Independent of a single operating system or programming language
1 Seltdescribing via standard XML language

1 Discoverable through a simple location method

Types of Web Services:

XML -RPC (Remote Procedure Call) is the most ba@tL. protocol to exchange data between
a wide variety of devices on a network. It uses HTTP to quickly and easily transfer data and

communication other information from client to server.



UDDI (Universal Description, Discovery, and Integration) is an Xb#dsed standdr for
detailing, publishing, and discovering web
businesses around the world. The goal is to streamline digital transactiorsanoherce among

company systems.

SOAP, is an XML-based Web service protodol exchange data and documents d¥&MP or
SMTP (Simple Mail Transfer Protocol). It allows independent processes operating on disparate

systems to communicate using XML.

RESTprovides communication and connectivity between devices and the internet fbagddl
tasks. Most RESTful services use HTTP as the supporting protocol.

Web services which are using markup languages:

Web template

JSONRPC

JSONWSP

Web Services Description Language (WSDL)

Web Services Conversation Language (WSCL)

Web Services Flow Langige (WSFL)

Web Services Metadata Exchange AM8tadataExchange)
XML Interface for Network Services (XINS)

WSDL
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WSDL stands for Web Services Description Language
WSDL is used to describe web services

WSDL is written in XML

WSDL is a W3C recommendation fra?6. June 2007

= =4 =4 =2

WSDL Element Type Description

<types> Defines the (XML Schema) data types
by the web service




<message> Defines the data elements for

operation

<portType> Describes the operations that ca
performed and the messages involvec

<binding> Defines the protocol and data formg

each port type

UDDI:

UDDI is an XML-based standard for describing, publishing, and finding web services.

=A =/ =4 =4 =4 -4 =4
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UDDI stands foiUniversal Description, Discovery, and Integration.

UDDI is a specification for distributed registry of web services.

UDDI is a platformindependent, open framework.

UDDI can communicate via SOAP, CORBA, Java RMI Protocol.

UDDI uses Web Service Definition Language(WSDL) to describe interfaces to web services.
UDDI is seen with SOAP ahWSDL as one of the three foundation standards of web services.
UDDI is an open industry initiative, enabling businesses to discover each other and define how
they interact over the Internet.

UbDDI has two sections 1

A registry of all web service's metadata, including a pointer to the WSDL description of a service.

A set of WSDL port type definitions for manipulating and searching that registry.

References:
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Cloud concepts : https://en.wikipadrg/

Web Services: https://www.cleo.com/blog/knowledigseweb-services
WSDL: https://www.w3schools.com/xml/xml_wsdl.asp

UDDI: https://www.tutorialspoint.com/uddi/uddi_overview.htm

Cloud types: https://lwww.vxchnge.com/blog/differ¢ypesof-cloud-computing
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UNIT 2
Cloud Service Models

Topics:

Software as a Service (Saa®frastructure as a Service (laaB)atform as a Service (PaaS)
Service OrientedArchitecture (S@) - Elastic Computing- On Demand Computing

Parallelization in Cloud Computing cloud resource managementdynamic resource
allocationrr Optimal allocation of cloud models.
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Software as a Service

Applications

Data

Runtime

Middleware

O/sS

pabeuew Jojesadp

Virtualization
Servers
Storage

Networking

1 SaaS (softwarasa-service). WANenabled application services (e.g., Google

1 Software as a Service (SaaS) This is a public cloud service model whapplikation

is 100% managed by the cloud provider.

1 SaaS removes the need for organizations to install and run applications on their own
computers or in their own data centers.

1 This eliminates the expense of hardware acquisition, provisioninmamdenance, as

well as software licensing, installation and support.

1 Softwareasa-Service (SaaS) has evolved from limitedlme softwaredelivery in
1990s to a fubkbyrmangoedbduBdhnesest model for
1 SaaS is one of the fastest growing concepts: more than 10 million companies will be
using SaaS in the next-510 years; more than 50% of all Fortune 500 comsaare
already using SaasS.

1 According to influential IT institutes, SaaS is the leading business modkbiie for
2008/2009

1 Virtually all big software/service vendors (IBM, Microsoft, Oracle, Cisco) are investing

heavily in SaaS



1 With the continuously ineasing bandwidth and reliability of the internasing web
services over the (public) internet has become a viable option.

1 Microsoft Office 365 is available with the Azure cloud platform.

4 =N e

‘Software as a Service’

g  Google

_force.com === £,

‘Infrastructure as a Service’

et servces

.9 cloud

The architecture uses an application instance instead of $est@ncesThere is no actual
migration of company servers to the clolile SaaS model provides singémant and multiple

tenant services.

The singletenant dedicates the application instance to the assigned fEimambultiple tenant
application is shad by multiple tenantd’lhe company can manage the security and storage
with the singletenantmodel. The SaaS application is well suited to internet connectivig.
employees along with their partners and customers can accegplication with a vaety of
network access device$he SaaS billing model is based on either per usage or monthly
subscription.O The security compliance requirements for some applications prevented
deployment to the SaaS cloud.



Some SaaS providers offer Virtual Private S@eBS) services for additionapplication
security. It is a hybrid deployment model that allows peering with an enterprise or VPC

database server.

The peering is for storage purposes only and used for security compliance. Salesforce.com is a

leading Saagrovider with a CRM application to customers.
Benefits of SaaS

1 Flexible payments

1 Scalable usage

1 Automatic updates

1 Accessibility and persistence
1 On Demand Computing
Opportunities of SaaS

i Software provided as a service by a software vendor to multiple ceistowith the
following main characteristics:
Standardization of software
Service including maintenance, support and upgrades
Web based usage over the (public) internet

Saas offers potential fordaring the Total Cost of Ownership

A

A

1

1

9 Loouroperational cost
1 No large scale, costly, high risk implementations of applications

1 Need few operational resources for application management

1 No platform and hardware (maintenance) costs for application servers

1 Reduced operational complexity: software delivered as apgeaant servicéhrough the

web

=

Minimized software development codtsNo lengthy software developmeand testing
cycles

Loour costs for software use

No software license and annual maintenance fees

No expensive software upgrades

Loour application consudincy and support costs

= =4 4 -4 -2

Saas allows corporations to focus on core business activitigegpuhsibilities



= =2 =2 =

=

Transparent overview and usage of electronic data and information

Automation of iterative, manual tasks

Faster Time to Markét easy to scale software

More flexibility in changing and modifying application services for busimessisi Full
scale integration of business processes

Control over IT

1 Minimized IT Service Management efforts mainly focused on availabillyell-defined

SLAs between the corpation and the IT vendor

1 More predictable cash floweasier licensing based on access/usagefoiare

1 Increased productivity and improved user satisfadbdkutomatic software upgrades with

minimal outage

Limitations

Businesses must rely on outside ¢ers to provide the software, keep that software up and

running, track and report accurate billing and facilitate a secure environment for the business'

data.

Platform as a Service



Applications

Runtime

Customer managed

Middleware

O/S

Virtualization

pabievew Jojessd()

Servers
Storage

Networking

1. The Platform as a Service (PaaS) is a way to rent hardware, opeyatamms storage and
network capacity over the Internet.
2.PaasS services are,
9 Data services
1 Application runtime
1 Messaging & queueing
1 Application management.
- The PaaS is a computing platform that abstracts the infrastructure, OS, and middle
ware to drive devebper productivity.
- The PaaS is foundational elements to develop new applications

- E.g., Google Application Engine, Microsoft Azure, Coghead.

- Microsoft Azure

Pay per role instance
Add and remove instances based on demand

o Elastic computing!

0 Load balancing ipart of the Azure fabric and automatically allocated



Longer running
processes

Request

=

Browser

Response

- The PaaS is the delivery of a computing platform and solution stack as a service
- The Solution stackis integrated set of software that provides everything a developer

needs to build an application footh software development and runtime.

-Paas offers the following
Facilities for application desigipplication development

Application testing, deploymewtpplication services are,

[J Operating system

[1 Serverside scripting environment



[1 Database managemesyistem
[1 Server Software
- Support
- Storage
- Network access
- Tools for design and development

- Hosting

All these services may be provisioned as an integrated solution over the web
Properties and characteristics of PaaS
Scalability
Avalilability
Manageability
Perbrmance
Accessibility
PaaS Features
It delivers the computing platform as service
The capacities to abstract and control all the underlying resources
It helps to providers any smallest unit of resources
To provide a reliable environment for running apglmas and services
Act as a bridge between consumer and hardware

Do not need to care about how to build, configure, manage and maintain the backend

environment
It provides a development and testing platform for running developed applications

Reduce the rgmnsibility of managing the development and runtime environment

Advantages of PaaS



It helps to provide deployment of application without the cost and complexity of buying and

managing the hardware and software

It provides all the required to support thamplete life cycle of building and delivering web

applications and services entirely available from the internet
Disadvantages of PaaS

Less flexible than laaS

Dependency on provider

Adoption of software / system architecture required

Evolving from different standards

Evolving fiupwardso from | aasS

[0 Amazon (Mail, Notification, Events, Databases, Workflow, etc.) Evolving
Adownwardso from Saas

1 Force.coni a place to host additional pEmant logic.

1 Google App Engine

Evolvingi si dewayso from middl eware platf or ms

0 WSO02, Tibco, vmWare, Oracle, IBM

Generic PaaS Model
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Infrastructure as a Service

This service offers the computing architecture and infrastructure i.e. all types of computing
resourcesAll resources are offered invartual environment, so that multiple users can access
it.

Virtual
server

instanc e Virtualization

allows many
users to share
one physical
server.




The resources are including, Data storage
Virtualization Servers

Networking

Customer managed

Virtsalization

Servers

Storage

pabieuew Joiesad

Networking

- The vendors are responsible for managing all the computing resources which they

provided.
- lItallowsexis i ng applications to be run on a

Company Data Center

—1

IaaS
Provider

(Application)

(Application)

User Task in laaS Cloud



VENDOR DATA CENTER

Physical Virtual server
server instance

Multiple user can access Virtual instances

- The user responsible for handling other resources such as,
1 Applications
0 Data
1 Runtime
1 Middleware

- Example laaS service provides
-AWS EC2/S3/RDS
- GoGrid
- RackSpace

- Pros

The cloud provides the infrastructure
Enhanced scalability i.e. dynamic workloads are supported
It is flexible

- Cons



Security issues

Network and service delay

Comparison of cloud services

Blue indicates the levelowned and operated by the organization / Custoiite levels

are run and operated by the service provider / Operator

On-Premises

Customer managed

Cloud Computing Services

Pros

© © N o g s wDdhP

Customer managed

Infrastructure
(as a Service)

Applications

Middleware
o/s
Virtualization
Servers
Storage

Networking

Loour computer costs
Improved performance:
Reduced software costs

Instant software updates

Unlimited storage capacity
Increased data reliability
Universal document access

Latest version availability

10. Easier group collaboration

11.Device independence

Customer managed

pabeuew Jopspdo

Platform
(as a Service)

Applications
Runtime

Middleware

o/s
Virtualization
Servers
Storage

Networking

Improved ebcument format compatibility

pabeuew Jojessd)

Software
(as a Service)

Applications
Data
Runtime

Middleware

oss
Virtualization
Servers
Storage

Networking

pabeuew Jojesadp



Cons

- Requires a constant Internet connection

- Does not work well with lar-speed connections
- Features might be limited

- Can be slow

- Stored data can be lost

- Stored data might not be secure

Service Oriented Architecture

- Service

A service is a programe interact with via message exchanges
A system is a set of deployed servicesparating in a given task

Architecture

It serves as the blueprint for the system
Team structure

Documentation organization

Work breakdown structure

Scheduling, planning, budgeting

Unit testing, integration

Architecture establishethe communication and coordination mechanisms among

components

- Software Architecture
It is collection of the fundamental decisions about a software product/solution designed

to meet the project's quality attributes (i.e. requirements).

The architecture inades the main components, their main attributes, and their

collaboration (i.e. interactions and behavior) to meet the quality attributes.

Architecture can and usually should be expressed in several levels of



abstraction (depending on the projecsize). Architecture is communicated from

multiple viewpoints

Software Software
Service Request
Service Service
Why SOA?

l S
s =
| = -
. g

- SOA

SOA stands for Service Oriented Architecture
It is a design pattern or software architecture which provides application
functionality as a service to other apptioas.

The basic principles of servigwiented architecture are independent of vendors,
products and technologies.



The services are provided to the other components through a communication protocol

over a network.
Every service has its own business logic

- SOA Architecture
Consumer interface layérthis layer is used by the customer

Business process layeiit provides the business process flow
Service layei this layer comprises of all the services in the enterprises
Component layer this layer has thectual service to be provided

Operational system layérthis layer contains the data model

Web
Application

| | ]

Application 1 Application 2 Application 3

¥
o
£ A
£ Service Layer
o
1 Security
Service 1 & Service 3 ’ Service 5 Service 7
| Service 2 Service 4 ' Service 6 Service 8
Application o
CRM >
Database Reporting

SOA Architecture



Consumer

A 4
Business

Process Layer

v

Consumer Layer — » Integration Layer

Service Layer

|

v

Component Layer

T

Operational Systems Layer 4Q

SOA'T Architecture in details
Principles of SOA

Service loose couplinigservice does not have high dependeimplementation from outside

world
Service reusability services can be used again and again instead of revihigng

Service statelessnegds they usually do not maintain the state to reduce the resource

consumption

Service discoverability services are registered in regissg,that the client can discover them
in the service registry.

Applications

Manufacturing’ E.g. Inventory management

Insurancé Take up the insurance of the employees in companies
Companies using SOA

Banking Sector

[0 ICICI Bank
[1 HDFC Bank



(1 UTI Bank etc..
Manufacturing Sector

Apollo Tyres
Maruthi
Hyundai

Advantages
Interoperability

Programs to run different vendors / locations
To interact with different networks

Different operating systems

Solution: XML

Built In Late 1990s
@

v

Built In Early 1990s ' Built In Early 2000s
Cobol Java

<?xal version="1.0"7>

<quiz; 5

<qanda seq="1"> B e
<question> . 11 !»

who was the forty-second = |
president of the U.S.A.? E < (1118
</question>
<answer> E <3 1 1
william Jefferson Clinton — — —
i TN
</qanda> )

</quiz>‘ g

Scalability

- To extend the processingquor of the severs
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Reusability

- If any new systems are introduced, no need to create a new service for every time.
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- Parallel application development

- Modular approach

- Easy maintenance

- Greater Reliability

- Improved Software Quality
- Platform Independence

- Increased Produeity

Disadvantages

- Stand alone, nedistributed applications

- Homogenous application environments

- GUI based applications

- Short lived applications

- Real time applications

- Oneway asynchronous communication applications

Elastic Compute Cloud (EC2)



To accessheElastic Compute Cloud (EC2)functionality, access thémazon EC2table in
the AWS Console

Elastic Compute Cloud (EC2)is the engine room of AWS. This is whewar servers will
operate and run on a dé&yday basis. However, the 'elastic’' in EC2 mréhfor a reason. EC2

is much more than just a bunch of servers! EC2 provides 'resizable compute capacity', or in
other words can scale tremendously dependingusrcapacity requirements at a particular

point in time.

EC2 provides the ability to start astbp multiple servers from a single server image, as well
as modifying the number of these instances dynamically.

However, there have been some significant differences in the past on how this is implemented,

which requires some tipont planning on howve will use the EC2 environment.
General roles of EC2 in the architecture

EC2 is the backbone of the architecture wloeneservers are implemented. EC2 will not only

runour servers but will manage the capacity that they produce.
Using EC2

To start using E€ we must start with an EC®undle' or Amazon Machine Image (AMI).
Both Amazon and third parties such as RightScale and IBM provide images. For this project,

we will be using the default Windows Server Basic AMIs provided by AWS.

Each AMI is a starting pot for ourinstance. Onceve have startedur Windows instanceye
may need to wait up to 15 minutes for AWS to genayat@password, so be patient, before
can log on usingRemote Desktop Protocol (RDP)

Onceour instance has started amg have RDP'do it, we now have access to install any
software thatve need onto this instance. But bewareyéfail to create another bundle from
our running instano&@ which we can use to start it next tidethen all ofour changes will be

lost

This is the major difrence between standard instances in EC2 and the serversywshiate
been familiar with up to now. When installing software onto a server that exigts awn
server room, the software tends to remain installede iihstall software on an Amazon EC2

instancepur software (and data) will disappear whair instance isterminated'.



However, recently Amazon has introduced the concept of persistent EC2 images. These are
AMiIs, which are created dalastic Block Store (EBS)isk. In this specific instamg changes

made to the image are persisted wiverstop’ the image. However, Weterminate the image,

the changes are lost.

On Demand Computing

On-demand computing packages computer resources (processing, storage, and so forth) as a
metered service sittair to that of a public utility. In this model, customers pay for as much or

as little processing and storage as they need.Companies that have large demand peaks followed
by much lmurnormal usage periods particularly benefit from utility computing. Tmepany

pays more for their peak usage, of course, but their bills rapidly decline when the peak ends

and normal usage patterns resume.

Clients of ondemand computing services essentially use these services as offsite virtual
servers. Instead of investingtheir own physical infrastructure, a company operates on-a pay
aswe-go plan with a cloud services provider. -@@mand computing itself is not a new
concept, but has acquired new life thanks to cloud computing. In previous yedesmnand
computing wasprovided from a single server via some sort of tsharing arrangement.

Today, the service is based on large grids of computers operating as a single cloud.

Parallelization in Cloud Computing

Over the past decade, scientific and engineering researdomiputing has emerged as the
third pillar of the scientific process, complementing theory and experiment. Several national
studies have highlighted the importance of computational science as a critical enabler of
scientific discovery and national competithess in the physical and biological sciences,

medicine and healthcare, and design and manufacturing.

As the term suggests, computational science has historically focused on computation: the
creation and execution of mathematical models of natural aifidiakprocesses. Driven by
opportunity and necessity, computational science is expanding to encompass both computing
and data analysis. Today, a rising tsunami of data threatens to overwhelm us, consuming our
attention by its very volume and diversityri@®n by inexpensive, seemingly ubiquitous
sensors, broadband networks, and tigpacity storage systems, the tsunami encompasses

data from sensors that monitor our planet from deep in the ocean, from land instruments, and



from spacebased imaging systemst also includes environmental measurements and
healthcare data that quantify biological processes and the effects of surrounding conditions.
Simply put, we are moving from data paucity to a data plethora, which is leading to a relative
poverty of humarattention to any individual datum and is necessitating maassrsted

winnowing.

This ready availability of diverse data is shifting scientific approaches from the traditional,
hypothesisdriven scientific method to science based on exploration. Reseanch longer
simply ask, "What experiment could | construct to test this hypothesis?" Increasingly, they ask,
"What correlations can | glean from extant data?" More tellingly, one wishes to ask, "What
insights could | glean if | could fuse data from nqlii disciplines and domains?" The

challenge is analyzing many petabytes of data on a time scale that is practical in human terms.

The ability to create rich, detailed models of natural and artificial phenomena and to process
large volumes of experimentahid created by a new generation of scientific instruments that
are themselves pored by computing makes computing a universal intellectual amplifier,
advancing all of science and engineering andupog the knowledge economy. Cloud
computing is the latésechnological evolution of computational science, allowing groups to
host, process, and analyze large volumes of multidisciplinary data. Consolidating computing
and storage in very large datacenters creates economies of scale in facility design and
constuction, equipment acquisition, and operations and maintenance that are not possible
when these elements are distributed. Moreover, consolidation and hosting mitigate many of the
sociological and technical barriers that have limited multidisciplinary dataing and
collaboration. Finally, cloud hosting facilitates letegm data preservation a task that is
particularly challenging for universities and government agencies and is critical to our ability

to conduct longitudinal experiments.

It is not unr@asonable to say that modern datacenters and modern supercomputers are like twins
separated at birth. Both are massively parallel in design, and both are organized as a network
of communicating computational nodes. The individual nodes of each are bassdroadity
microprocessors that have multiple cores, large memories, and local disk storage. They both
execute applications that are designed to exploit massive amounts of parallelism. Their
differences lie in their evolution. Massively parallel supercoensuhave been designed to

support computation with occasional bursts of input/output and to complete a single massive



calculation as fast as possible, one job at a time. In contrast, datacenters directotlreir po

outward to the world and consume vast dii@s of input data.

Parallelism can be exploited in cloud computing in two ways. The first is for human access.
Cloud applications are designed to be accessed as Web services, so they are organized as two
or more layers of processes. One layer providesservice interface to the user's browser or

client application. This "Web role" layer accepts users' requests and manages the tasks assigned
to the second layer. The second layer of processes, sometimes known as the "worker role"
layer, executes the anpéital tasks required to satisfy user requests. One Web role and one
worker role may be sufficient for a few simultaneous users, but if a cloud application is to be
widely used-- such as for search, customized maps, social networks, weather serviets, trav

data, or online auctions it must support thousands of concurrent users.

The second way in which parallelism is exploited involves the nature of the data analysis tasks
undertaken by the application. In many large data analysis scenarios, it iaatimgpto use a

single processor or task to scan a massive dataset or data stream to look for a-pla&ern
overhead and delay are too great. In these cases, one can partition the data across large numbers
of processors, each of which can analyze saubf the data. The results of each “saan”

are then combined and returned to the user.

This "mapreduce" pattern is frequently used in datacenter applications and is one in a broad
family of parallel data analysis queries used in cloud computing. 3&&tch is the canonical
example of this twgphase model. It involves constructing a searchable keyword index of the
Web's contents, which entails creating a copy of the Web and sorting the contents via a
sequence of mapeduce steps. Three key technologsepport this model of parallelism:
Google has an internal version, Yahoo! has an open source version known as Hadoop, and
Microsoft has a mapreduce tool known as DryadLINQ. Dryad is a mechanism to support the
execution of distributed collections of tagkat can be configured into an arbitrary directed
acyclic graph (DAG). The Language Integrated Query (LINQ) extension to C# allows SQL
like query expressions to be embedded directly in regular programs. The DryadLINQ system
can automatically compile thegaeries into Dryad DAG, which can be executed automatically

in the cloud.

Microsoft Windows Azure supports a combination of muler scaling and data analysis
parallelism. In Azure, applications are designed as stateless "roles" that fetch tasks from

gqueues, execute them, and place new tasks or data into other queuasdMegcomputations



in Azure consist of two pools of worker roles: mappers, which take map tasks off a map queue
and push data to the Azure storage, and reducers, which look for raskg#iat point to data

in the storage system that need reducing. Whereas DryadLINQ executes a static DAG, Azure
can execute an implicit DAG in which nodes correspond to roles and links correspond to
messages in queues. Azure computations can also repites@arallelism generated by very

large numbers of concurrent users.

This same type of mamduce data analysis appears repeatedly in -Eggke scientific
analyses. For example, consider the task of matching a DNA sample against the thousands of
knownDNA sequences. This kind of search is an "embarrassingly parallel” task that can easily
be sped up if it is partitioned into many independent search tasks over subsets of the data.
Similarly, consider the task of searching for patterns in medical dataasuo find anomalies

in fMRI scans of brain images, or the task of searching for potential weather anomalies in

streams of events from radars.

Finally, another place where parallelism can be exploited in the datacenter is at the hardware
level of an indvidual node. Not only does each node have multiple processors, but each
typically has multiple computer cores. For many data analysis tasks, one can exploit massive

amounts of parallelism at the instruction level.

For example, filtering noise from sensata may involve invoking a Fast Fourier Transform
(FFT) or other spectral methods. These computations can be sped up by usingpgepesal
graphics processing units (GPGPUS) in each node. Depending on the rate at which a node can
access data, this GPGRlased processing may allow us to decrease the number of nodes

required to meet an overall service rate.

The World Wide Web began as a loose federation of simple Web servers that each hosted
scientific documents and data of interest to a relatively smadhunity of researchers. As the
number of servers grew exponentially and the global Internet matured, Web search transformed
what was initially a scientific experiment into a new economic and social force. The
effectiveness of search was achievable onyabse of the available parallelism in massive
datacenters. As we enter the period in which all of science is being driven by a data explosion,
cloud computing and its inherent ability to exploit parallelism at many levels has become a

fundamental new enahb technology to advance human knowledge.



Cloud Resource Management

Service providers seek scalable and-effgctive cloud solutions for hosting their applications.
Despite significant recent advances facilitating the deployment and managementetsanvi

cloud platforms, a number of challenges still remain. Service providers are confronted with
time-varying requests for the provided applications, mntlpendencies between different
components, performance variability of the procured virtual ressyuand cost structures that
differ from conventional data centers. Moreover, fulfilling service level agreements, such as
the throughput and response time percentiles, becomes of paramount importance for ensuring
business advantages.In this thesis, wel@® service provisioning in clouds from multiple
points of view. The aim is to best provide service replicas in the form of VMs to various service
applications, such that their tail throughput and tail response times, as well as resource
utilization, meéthe service level agreements in the most cost effective manner. In particular,
we develop models, algorithms and replication strategies that considettiaruttbmposed
services provisioned in clouds. We also investigate how a service provider can
oppotunistically take advantage of observed performance variability in the cloud. Finally, we
provide means of guaranteeing tail throughput and response times in the face of performance
variability of VMs, using Markov chain modeling and large deviation the@/g employ
methods from analytical modeling, evatitven simulations and experiments. Overall, this
thesis provides not only a mufceted approach to exploring several crucial aspects of hosting
services in clouds, i.e., cost, tail throughput, and¢aponse times, but our proposed resource
management strategies are also rigorously validated viadra@n simulation and extensive

experiments.

Dynamic Resource Allocation

Cloud computing allows business customers to scale up and down their eassage based

on needs. Many of thetouted gains in the cloud model come from resource multiplexing
through virtualization technology. A system that uses virtualization technology to allocate data
center resources dynamically based on application demaddsupport greencomputing by
optimizing the number of servers in use
unevenness in t hemutfimensional resource utilization of a server. By minimizing skewness,
we can combine different types of workloads hi@dimprove the overall utilization of server
resources.A set of heuristics is developed that prevent overload in the system effectively



whilesaving energy used. Trace driven simulation and experiment results demonstrate that our

algorithm achieves goqukerformance.

Optimal allocation of cloud models

Cloud computing is a prominent technology that becomes popular in providing on demand
resources to the end users on payment basis via internet. The major challenge of any cloud
service provider is to allocatthe suitable resource packages efficiently that meet the user's
need. Because of fluctuation in user's requirements, it is very challenging task to allocate cost
effective resources to the consumers or end users as per the need. Hence it is mahda®ory to

an efficient resource allocation techniques that fulfilled the user's requirements to achieve QoS
(Quality of Service).

Cost Optimization Strategies:

Resource Rightsizing

Instance Scheduling

Instance Reservation

Reserved Instance (RI) Utilization

Terminate Unassociated Resources

=A =/ =4 4 -4 =

Identify Underutilized Resources

Cost Allocation Strategies:

Visualize tags
Define tagging nomenclatures

Identify incorrect tags

= = =4 =4

Auto-correct tags
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Unit 3

Cloud Deployment Models

Topics:

Deployment models: Public cloud Private Cloudi Hybrid cloudi Community cloud-
Deployment of applications on the clou#lypervisor-Case studiesXen, Hyper V, Virtual
Box, Eucalyptus, Amazon Cloud @puting- Amazon S3 Amazon EC2, Windows Azure

I creating deploying cloud services, Working with Google App engine, Disaster Recovery.

Deployment models

A deployment model defines the purpose of the cloud and the nature of how the cloud is
located The NIST definition for the four deployment models is as follows:

APublic cloud: The public cloud infrastructure is available for public akernatively for

a large industry group and is owned by an organization selling cloud services.

APrivate cloud: The private cloud infrastructure is operated for the exclussesof an
organization. The cloud may be managed by that organization or a third party. Private clouds

may be either oror off-premises.

AHybrid cloud: A hybrid cloud combines multiple cloudgrivate, communityf public)

where those clouds retain their unique identities, but are bound together as a unit. A hybrid
cloud may offer standardized or proprietary access to data and applications, as well as
application portability.



ACommunity cloud: A community cloud is one where the cloud has besyanized to

serve a common function or purpose.

It may be for one organization or for several organizations, but they share common concerns
such as their mission, policies, security, regulatory compliaresds, and so on. A
community cloud may be managed by the constituent organization(s) or by a third party.

The following figure shows the different locations that clouds can come in. In the sections

that follow, these different cloud deployment modetsaescribed in more detail.

( - -

/.,,. / Th\o clo;;“~—.~g Hybrid cloud

‘\(\» : % AL 51"::":.7:.:::;“)\ (R
N 4 ) - y, A Hybrid cloud

s

{Ll
Off promises On premises
{external) {intarnal)

Deployment locations for different cloud types

Cloud Deployment of Applications on the cloud

Deployment to the Cloud

Cloud deployment refers to the enablement of SaaS (software as a service), PaaS (platform as a
service) or &aS (infrastructure as a service) solutions that may be accessed on demand by end

users or consumers. A cloud deployment model refers to the type of cloud computing architecture



a cloud solution will be implemented on. Cloud deployment includes all oétjogred installation

and configuration steps that must be implemented before user provisioning can occur.
SAAS Deployment & Cloud Deployment Models

Cloud deployment can be viewed from the angle of management responsibility for the deployment
of the SaaSPaaS and/or laaS solutions in question. From this perspective, there are two possible
approaches: the cloud solution(s) may be deployed by a third party (under a community cloud,
public cloud or private cloud deployment model) or the cloud solution(s)omadeployed by a

single entity (under a private cloud deployment model).

SaaS deployment is a type of cloud deployment that is typically initiated using a public cloud or a
private cloud deployment model, however SaaS deployment may also be initiated hgbrid

cloud deployment model, when hybrid cloud resources are owned and/or managed by the same
entity. Expanding on this theme is the existence of virtual private clouds that can be used for SaaS
deployment as well. Virtual private clouds are techihygaliblic clouds that function the same as

private clouds, since only trusted entities may gain access to the virtual private cloud resources.

Regardless of whether or not a SaaS solution is deployed in a public cloud, a private cloud , a
virtual private toud or a hybrid cloud; many SaaS solutions provide automatic deployment for the
cloud services being delivered. SaaS deployment provides many additional benefits over the
traditional model of software deployment, including scalability, where applicasers .«can be

added or subtracted on demand without concerns over capital investments in additional hardware
or software. SaaS deployment also provides above averageaifor enterprise applications as

compared to on premise software deployment.

After cloud deployment has been completed for a SaaS, PaaS or laaS solution, user provisioning
can occur based on user permissions, where access is provided for cloud resources based on the
consumer 6s classificati on as eatiidsimayreceweaccessst e d
permission to managed cloud, private cloud or hybrid cloud resources. Untrusted entities may
receive access permission to public cloud, managed cloud or hybrid cloud resources. The key
difference between trusted and untrustetities is that untrusted entities never receive access

permission to private cloud resources.



Hypervisor

Software that controls the layer between the hardware operating systems. It allows multiple
operating systems to run on the same physical hardwarere Tére two types of

hypervisors:

ABare metal, which allows the hypervisor to run directly on the hardware

AHosted architecture, in which the hypervisor runs on top of an existing operating system

A low-level program is required to provide system resouccess to virtual machines, and this
program is referred to as the hypervisor or Virtual Machine Monitor (VMM). A hypervisor
running on bare metal is a Type 1 VM or native VM. Examples of Type 1 Virtual Machine
Monitors are LynxSecure, RTS Hypervisor, Oea®M, Sun XVM Server, VirtualLogix VLX,
VMware ESX and ESXi, and Wind River VxWorks, among others. The operating system loaded
into a virtual machine is referred to as the guest operating system, and there is no constraint on
running the same guest on mplé VMs on a physical system. Type 1 VMs have no host

operating system because they are installed on a bare system.

An operating system running on a Type 1 VM is a full virtualization because it is a complete
simulation of the hardware that it is runninog. Not all CPUs support virtual machines, and
many that do require thate enable this support in the BIOBor example, AMBV processors
(code named Pacifica) and Intel \T{code named Vanderpoare the first of these vendor's

64-bit offerings that ddedthis type of support.

Some hypervisors are installed over an operating system and are referred to as Type 2 or hosted
VM. Examples of Type 2 Virtual Machine Monitors are Containers, KVM, Microsoft Hyper V,
Parallels Desktop for Mac, Wind River Simid8MWare Fusion, Virtual Server 2005 R2, Xen,
Windows Virtual PC, and VMware Workstation 6.0 and Server, among others. Thigig a v

rich product category. Typ2 virtual machines are installed over a host operating system; for
Microsoft HyperV, that opeating system would be Windows Server. In the section that follows,

the Xen hypervisor (which runs on top of a Linux host OS) is more fully described. Xen is used
by Amazon Web Services to provide Amazon Machine Instances (AMIs).



On a Type 2 VM, a softwatiaterface is created that emulates the devices with which a system
would normally interact. This abstraction is meant to place many I/O operations outside the
virtual environment, which makes it both programmatically easier and more efficient to execute
device I/O than it would be inside a virtual environment. This type of virtualization is sometimes
referred to aparavirtualizationandit is found in hypervisors such as Microsoft's Hypeand

Xen. It is the host operating system that is performindg/@éhrough a pard\PI.

VMware's vSphere cloud computing infrastructure model

Guest 05 Guest 03 Guest 05

Guesat 05 Guesat 05 Guest 05 Hypervisor
m - Dpﬂratinn Syatem
System Hardware System Hardware
Type 1 Hypervisor Type 2 Hypervisor

Type 1 and Type 2 hypervisors.

The above figure shows the difference between emulation, para virtualization, and full
virtualization. In emulation, the virtual machine simakhardware, so it can be independent

of the underlying system hardware. A guest operating system using emulation does not need
to be modified in any way. Para virtualization requires that the host operating system provide
a virtualmachine interface fahe guesbperating system and that the guest access hardware
through that host VM. An operating system running as a guest on a paravirtualizationsystem
must be ported to work with the host interface. Finally, in a full virtualization scheme, the
VM is installed as a Type 1 Hypervisor directly onto the hardware. All operating systems in
full virtualization communicate directly with the VM hypervisor, so guest operating systems

do not require any modification.



Guest operating systems in full virtualizatispstems are generally faster than other

virtualization schemes.

The Virtual Machine Interface (VMI) open standard (http://vmi ncsa.uiuc.edu/) that VMware
hasproposed is an example of a paravirtualization API. The latest version of VMI is 2.1, and

it shipsas a default installation with many versions of the Linux operating system.

Wi ki pedi a mai nt ai ns a page call ed ACompar
http://en.wikipedia.org/wiki/Comparison of platform virtual machines. The page contains a

table offeatves of the most common Virtual Machine Managers.

We are probably familiar with process or application virtual machines. Most folks run the
Java Virtual Machine or Microsoft's .NET Framework VM (called the Common Language
Runtime or CLR) on their computerd process virtual machine instantiates when a
command begins a process, the VM is created by an interpreter, the VM then executes the
process, and finally the VM exits the system and is destroyed. During the time the VM exists,

it runs as a higtevel absraction.
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Emulation, paravirtualization, and full virtualization types

Applications running inside an application virtual machine are generally slow, but these
programs are very popular because they provide portability, offer rich programming languages
come with many advanced features, and allow platform independence for their programs.

Although many cloud computing applications provide process virtual machine applications, this



type of abstraction isn't really suitable for building a large or-pigforming cloud network,

with one exception.

The exception is the process VMs that enable a class of parallel cluster computing applications.
These applications are higierformance systems where the virtual machine is operating one
process per cluster nodend the system maintains the necessary -agpication

communications over the network interconnect.

Examples of this type of system are the Parallel Virtual Machine (PVM; see
http://www.csm.ornl.gov/pvm/pvm home.htmind the Message Passing InterfgbtPl; see

http://www mpiforum.org/).

Some people do not consider these application VMs to be true virtual machines, noting that these
applications can still access the host operating system services on the specific system on which
they are running. The grhasis on using these process VMs is in creating apgediormance

networked supercomputer often out of heterogeneous systems, rather than on creating a

ubiquitous utility resource that characterizes a cloud network.

Some operating systems such as Surarobnd IBM AIX 6.1 support a feature known as
operating system virtualization. This type of virtualization creates virtual servers at the operating
system or kernel level. Each virtual server is running in its own virtual environment (VE) as a
virtual private server (VPS). Different operating systems use different names to describe these
machine instances, each of which can support its own guest OS. However, unlike true virtual
machines, VPS must all be running the same OS and the same version of Bt G8laris 10

uses VPS to create what is called Solaris Zones. With IBM AlIX, the VPS is called a System
Workload Partition (WPAR). This type of virtualization allows for a dense collection of virtual
machines with relatively low overhead. Operating systartualization provides many of the

benefits of virtualization previously noted in this section.

Xen Hypervisor

Xen Hypervisor Xen is a typg hypervisor, providing services that allow multiple computer
operating systems to execute on the same compatdware concurrently. It was develogsd



the University of CambridgéNow being developed by the Linux Foundation with support from

Intel.
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Xen is a hypervisor that enables the simultaneous creation, execution and management of multiple

virtual machires on one physical computer.
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Xen was developed by XenSource, which was purchased by Citrix Systems in 2007.
Xen was first released in 2003.

It is an open source hypervisor.

It also comes in an enterprise version.

Because it's a type hypervisor, Xen aatrols, monitors and manages the hardware,
peripheral and I/O resources directly.

Guest virtual machines request Xen to provision any resource and must install Xen
virtual device drivers to access hardware components.

Xen supports multiple instances oétehame or different operating systems with native
support for most operating systems, including Windows and Linux.

Moreover, Xen can be used x86, I1A32 and ARM processor architecture.



Hyper V

Microsoft Hyper-V, formerly known aswindows Server Virtualization, is a native

hypervisor; it can create virtual machines on-%86systems

running Windows. Starting with Windows 8, Hypérsupersedes Windows Virtual PC as
the hardware virtualization component of the client editions of Windows NT. A server
computer running Hypel can be configured to expose individual virtual machines to one

or more networks.

HyperV was first released alongside Windows Server 2008, and has been available

without charge for all the Windows Server and some client operatingrsy/stace.
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There are two manifestations of the Hywetechnology:
Hyper-V is the hypervisebased virtualization role &indows Server.

Microsoft Hyper-V Serveris the hypervisebased server virtualizatiggroduct that allows
customers to comidate workloads onto a single physical server. This is available as a free

download.



With the launch of Windows Server 2008 R2 Hyperin October 2009, Microsoft
introduced a number of compelling capabilities to help organizations reduce costs, whilst

increasing agility and flexibility. Key features introduced included:

Live Migration 1 Enabling the movement of virtual machines (VMs) withimierruption

or downtime

Cluster Shared Volumesi Highly scalable and flexible use of shared storégy&N) for
VMs

Processor Compatibility i Increase the Flexibility for Live Migration acros®sts with

differing CPU architectures
Hot Add Storagei Flexibly add or remove storage to and from VMs

Improved Virtual Networking Performance i Support for Jumbo Frames and tail
Machine Queue (VMQ)

With the addition of Service Pack 1 (SP1) for Hyperin October 2011, Microsoft
introduced 2 new, key capabilities to help organizations realize even greater value from the

platform:

Dynamic Memory i More efficient use of memonyhile maintainingconsistent workload

performance and scalability.

RemoteFX Provides the richest virtualized Windows 7 experience for Viredktop

Infrastructure (VDI) deployments.
Windows Server 2012 Hyper V and Windows Server 2012 R2

Fast forward t&September 2012, and the launch of Windows Server 2012. This brought an
incredible number of new and an enhanced H¥pernpabilities. These capabilities, many

of which wedol |l di scuss in this paper, rang
storage ad networking features, significant enhancements to the Live Migration capabilities,

deeper integration with hardware, and abbax VM replication capability, to name but a

few. These improvements, new features and enhancements can be grouped intedskey ar

and itbés these key areas wedll focus on thr



Server 2012 and R2, and how it compares and contrasts with vSphere 5.5. The 4 key areas

are:

Scalability, Performance & Densityi customers are looking to rumgger,more p@urful
virtual machines, to handle the demands of their biggest workloads. In addition, as hardware
scale grows, customers wish to take advantage of the largest physical systems to drive the

highest levels of density, and reduce overaltcos

Security &Multitenancy - Virtualized data centers are becoming more pogudrpractical

every day. IT organizations and hosting providers have begun offering infrastructure as a
service (laaS), which provides more flexible, virtualized infrastructtmesustomerd

Aser ver Hdmestaanmdc e0s Beecause of this trend, | T
must offer customers enhanced security and isolation from one another, and in some cases,

encrypted to meet compliance demands.

Flexible Infrastructur ei In a modern datacenter, customers are looking aglbe, in order

to respond to changing business demands quickly, and efficiently. Being able to move
workloads flexibly around the infrastructure is of incredible importance, and in addition,
customes want to be able to choose where best to deploy their workloads based on the needs

of that workload specifically.

High Availability & Resiliency T As cust omer s6 confgrodgande i n
they virtualize their more missiegritical workloads,the importance of keeping those
workloads continuously available grows significantly. Having capabilities built into the
platform that not only help keep those workloads highly available, but also, in the event of a
disaster, quick to restore in anotheographical location, is of immense importance when

choosing a platform for todayds modern dat a«
Why Hyper-V?

Virtualizati on t ec houwkostg and slelivar ggltegter agilitg and me r s €
economies of scale. Either as a statwhe producbr an integrated part of Windows Server,



HyperV is a leading virtualization platform for today and the transformational opportunity

with cloud computing.

With HyperV, it is now easier than ever for organizations to take advantage of the cost
savings of irtualization, and make the optimum use of server hardware investments by
consolidating multiple server roles as separate virtual machines that are running on a single
physical machine. Customers can use Hypé&o efficiently run multiple operating systeam
Windows, Linux, and others, in parallel, on a single server. Windows Server 2012 R2 extends

this with more features, greater scalability and further inbuilt reliability mechanisms.

In the data center, on the desktop, and now in the cloud, the Micvosadtization platform,
which is led by HypeW and surrounding System Center management tools, simply makes

more sense and offers better value for money when compared to the competition.

REsOTe Windows Server 2008 R2 Windows Server 2012 R2 Improvement
Hyper-V Hyper-V Factor

Host Logical Processors 64 320 5x
Physical Memory 1TB 4TB 4x
Virtual CPUs per Host 512 2,048 4x

VM Virtual CPUs per VM 4 64 16x
Memory per VM 64GB 1TB 16x
Active VMs per Host 384 1,024 2.7x
Guest NUMA No Yes

Cluster Maximum Nodes 16 64 4x
Maximum VMs 1,000 8,000 8x

Enhanced Storage Capabilities

Windows Server 2012 and subseqlen2012 R2 Hypeiv also introduce a number of
enhanced storage capabilities to support the most intensive, rrosical of workloads.

These capabilities include:

Virtual Fiber Channel i Enables virtual machines to integrate directly iRtloer Channel
Storage Area Networks (SAN), unlocking scenarios such as fiber cHaawed HypelV
Guest Clusters.



Support for 4-KB Disk Sectors in HyperV Virtual Disks. Support for4,006byte (4KB)
disk sectors lets customers take advantage of the emerging innovasitmrage hardware

that provides increased capacity and reliability.

New in R2- Storage Spaces with TieringStorage Spaces enablgsto virtualize storage

by grouping industnstandard disks into storage pools, and then create virtual disks called
storage spaces from the available capacity in the storage pools. These pools now support a
mix of HDD and SSD, providing a tiered pool, where hot data will reside on SSD and cold

data on HDD. Fully supported as a repository for Hyp&fMs.

Data Deduplication - Windows Server 2012 R2 also provides an inli@duplication
capabilities which utilizes sufile variablesize chunking and compression to considerably
reduce storage consumption for files and folders hosted on deduplicated Windows Server
volumes. WithWindows Server 2012 R2, support has been added for VDI deployments.
Deduplication rates for VDI deployments can range as high as 95% savings and that includes

VDI deployments that utilize differencing disks for rapid provisioning.

New Virtual Hard Disk Format. This new format, called VHDX, is designéd better

handle current and future workloads and addresses the technological demands of an
enterpriseds evolving needs by increasing
quality performance on-KB disks, and providing additional operatienhancing features.

The maximum size of a VHDX file is 64TB.

Offloaded Data Transfer (ODX). With Offloaded Data Transfer support, tHgperV host
CPUs can concentrate on the processing needs of the applicatioffl@ad storageelated

tasks to the SAN, increasing performance.

Online Checkpoint Merge. With the online checkpoint merge capabilitpistomers who

have taken checkpoints (snapshots), for a running virtual machine, no longer havarto po
down the virtubmachine in order to merge the checkpoint back into the original virtual disk
file, ensuring virtual machine uptime is increased and the administrator gains increased

flexibility.



New in R2- Online Virtual Disk Resize. With the online virtual disk resizadministrators
can grow and shrink virtual di sks that ar e

providing an administrator with greater flexibility to respond to changing business needs.
Enhanced Networking Performance

Windows Server 2012 R2 Hyp¥f also includes a number of performance enhancements
within the networking stack to help customers virtualize their most intensive network

workloads. These capabilities include:

Dynamic Virtual Machine Queuei DVMQ dynamically distributegacoming VM netwaok
traffic processing to host processors (based on processor usage and network load). In times
of heavy network load, Dynamic VMQ automatically recruits more processors. In times of

light network load, Dynamic VMQ relinquishes those same processors

IPsec Task Offload - IPsec Task Offload in Windows Server 2012 Rferages the
hardware capabilities of server NICs to offload IPsec processing. This reduces the CPU
overhead of IPsec encryption and decryption significantly. In Windows Server 2012 R2,
IPsec TaslOffload is extended to Virtual Machines as well. Customers using VMs who want
to protect their network traffic with IPsec can take advantage of the IPsec hardware offload
capability available in server NICs, thus freeing up CPU cycles to perform moreasippl

level work and leaving the per packet encryption/decryption to hardware.

SR-IOV - When it comes to virtual networking, a primary goal is nativetli@ughput.
Windows Server 2012 R2 provides the ability to assigd@¥R functionality from physical
devices directly into virtual machines. This gives VMs the ability to bypass the scftware
based HypeWV Virtual Network Switch, and more directly address the NIC. As a result, CPU
overhead and latency is reduced, with a corresponding rise in throughmpsitisTall

available, without sacrificing key Hyp#&f features such as virtual machine Live Migration.

New in R271 Virtual Receive Side Scaling- Prior to 10GbE networking, oneodern
processor was usually more than enough to handle the networking wookl@atM. With

the introduction of 10GbE NICs, the amount of data being sent to and received from a VM
exceeded what a single processor could effectively handle. In the physical host, this challenge
had a solution, namely, Receive Side Scaling (RSS). R&ads traffic from the network



interface card (NIC), based on TCP flows, and to multiple processors for simultaneous
processing of TCP flows. With Windows Server 2012 R2 however, similar to how RSS
distributes networking traffic to multiple cores in plogi machines, VRSS spreads
networking traffic to multiple VPs in each VM by enabling RSS inside the VM. With vRSS
enabled, a VM is able to process traffic on multiple VPs simultaneously and increase the

amount of throughput it is able to handle.
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Enhanced Resource Management

Windows Server 2012 R2 Hyp®F also includes a number of enhanced resource
management capabilities that help customers to optimize the utilization of the virtualized
infrastructure to drive higher levels of performance. Thesebdépes include:

Dynamic Memory Improvements - These improvements dramaticailycrease virtual
machine consolidation ratios and improve reliability for restart operations that can lead to
loour costs, especially in environments, such as VDI, that hawg ik or lowload virtual

machines. Administrators can now more flexibly manage memory through the use of a



Startup, Minimum and Maximum configuration option, along with the ability to adjust the
memory values whilst the VM is running, increasing flelidipifor the administrator.
Windows Server 2012 R2 Hyp#¥&falso includes a capability known as Smart Paging, which
provides a more reliable and robust solution for VM restarts when memory is under

contention.

Resource Metering- In Windows Server 2012 R2ygerV, ResourceMetering, helpswe

track historical data on the use of virtual machines and gain insight into the resource use of
specific serveraNe can use this data to perform capacity planning, to monitor consumption
by different business units or stomers, or to capture data needed to help redistribute the
costs of running a workload. Resource Metering captures metrics across CPU, Memory, Disk

and Network.

Network Quality of Service - QoS provides the ability to programmaticaighere to a
servicelevel agreement (SLA) by specifying the minimum bandwidth that is available to a
virtual machine or a port. It prevents latency issues by allocating maximum bandwidth use

for a virtual machine or port.

New in R2171 Storage Quality of Servicel Storage QoS npvides storaggerformance
isolation in a multitenant environment and mechanisms to natifwhen the storage 1/O
performance does not meet the defined threshold to efficienthowawirtual machine

workloads.

10PS IOPS



Windows Server 2008 R2 Windows Server 2012 RZ2 Improwvernent
Resource

Hyper-V¥ Hyper-¥ Factor
Host Logical Processors B4 320 5
Physical Memory ITB 4TB 4
Virtual CPUs per Host 512 2,048 4x
VM Virtual CPUs per WiM 4 64 16x
Memory per Viv B4GE 1TB 16x
Active WMs per Host 384 1,024 2.7x
Guest NUMA Mo Yes -
Cluster Maximum Nodes 16 64 4=
Maximurm Vs 1,000 8,000 Bx
Virtual Box

Oracle VM VirtualBox iscross platform virtualization software that allowsto extendour
existing computer to run multiple operating systems at the same time. Designed for IT
professionals and developers, Oracle VM VirtualBox runs on Windows, Mac OS X, Linux
and Oracle Solasisystems and is ideal for testing, developing, demonstrating and deploying

solutions across multiple platforms on one machine.
Key Benefits

- Run almost any type of application oar existing machine

- Quickly and easily try out new platforms

- Create a multilatform test and development environment

- Build a multiltier demonstration system on a single portable machine
- Extend the lifetime and usefulness of existing computers

- Run legacy platforms and applications on modern hardware

- Easily create isolated environnis

Key Features



AAvailable for Windows, Mac OS X, Linux and Oracle Solaris host operating systems
ASupports a wide range of guest platforms

AEasy to use graphical user interface

APoourful, scriptable command line interface

Almport and export virtual machinesing OVF/OVA standards
AShared folders between guest and host

ASeamless, resizable, and full screen window display modes
AVideo and 3D (OpenGL, DirectX) acceleration

- Virtual webcam

- Multiple virtual screen support

- Poourful and flexible networking options

- USB1.1/2.0/3.0 and serial ports

- SAS, SATA, SCSI and IDE storage controllers

- Built-in iSCSI initiator

- Built-in Remote Display Server

- Multi-generational branched snapshots

- Linked and full clones

- Controllable copy and paste

- Screerrecording facility

- Disk image acryption

- HiDPI support

- Drag and drop support

Oracle VM VirtualBox Manager Screen
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Easy to Use, Fast and Rarful, Great Platform Coverage

Designed for use on systems ranging from ultrabooks to high end server class hardware,
Oracle VM Virtual Boxis lightweight and easy to install and use. Yet under the simple
exterior lies an extremely fast and quaful virtualization engine. With a formidable
reputation for speed and agility, Oracle VM Virtual Box contains innovative features to
deliver tangiblebusiness benefits: significant performance improvements; a motafylo
virtualization system and a wider range of supported guest operating system platforms.

Easy to Use

Improved Virtual Box Manager with further featuie¥he Oracle VM Virtual Box Manaay
now supports heplug for SATA virtual disks and the option to customize status bar, menu

bar and guestontent scaling for each virtual machine deployed;



New Introduced Headless and Detachable start opiiombe Oracle VM Virtual Box
Manager now suppts to start virtual machine in the background with a separate frontend

process that can be closed while the virtual machine continues to work;

Easy to use WizardsWizards help with the creation of new virtual machines. Preconfigured

settings are used ®ad on the type of guest OS;

Easy import and export of appliande¥irtual machines can be created, configured and then
shared by exporting and importing virtual appliances using inds&ndard formats such

as .ova,

Improved Huge Range of Guest Plath@i including the very latest Windows 10, Windows

Server 2012 R2 and leading edge Linux platforms too.

Improved Virtual Box Guest Additiorisinstalled inside the guest virtual machine, the Guest
Additions provide a more natural user experience. For eleampest windows can be easily
resized to arbitrary resolutions, made-sdreen or even operate in seamless mode. And data
can be copy and pasted to and from, and between, concurrently running machines and the
host platform. This functionality is now owollable as bkdirectional, unidirectional, or
disabled;

Shared Folders Shareourh ost pl at formés filesystem with

platform computing;

Multi-touch support Hosts supporting muHiouch interfaces can now also delivbis to

their guests too;

Flexible Networking option$ Oracle VM Virtual Box offers a rich range of networking
models from easyo-use NAT networking, to fully functional Bridged networking, and
specialist Internal and Hestn | 'y net wor ki MA Tt Net wohé& onewwda
multiple guests to run on the same internal network, seeing each other, and also the outside

world via a new NAT service;
IPv6i IPVv6 is now offered as an option in most networking modes alongside IPv4;

Virtual Media Managei Orade VM Virtual Box supports the widest range of virtual disk
formats from its own native .vdi format to those offered by Microsoft (.vhd), VMware



(.vmdk), and Parallels (.vdd). The Virtual Media Manager tool now allows conversions

between formats using aagy to use graphical user interface;

Video Captur@ Abuilt-i n recording mechani sm of the gues

and stop, recording one or more virtual screens to the standard webm format.

Performance and Pour

Improved Latest Intelradl AMD hardware suppoift Harnessing the latest in chigvel
support for virtualization, Oracle VM Virtual Box supports even the most recent AMD and
Intel processors bringing faster execution times for everything from Windows to Linux and

Oracle Solaris gests. But Virtual Box will also run on older hardware without VT support;

Improved Instruction Set extendédMore instruction set extensions available to the guest
when running with hardwarassisted virtualization; this include also AES$that improve

the speed of applications performing encryption and decryption using Advanced Encryption
Standard (AES);

New Para virtualization Suppdrirtual Box allows exposing a pasartualization interface
to facilitate accurate and efficient execution of sofenay leveraging buiin virtualization

support of modern Linux and Microsoft Windows;

New Disk Image Encryption Virtual Box allows to encrypt data stored in hard disk images
transparently for the guest. Virtual Box uses the AES algorithm and supp8rts 226bit

data encryption keys;

Improved BiDirectional Drag and Drop suppdrtOn all host platforms, Windows, Linux
and Oracle Solaris guests now support Adrag
guest. The drag and drop feature transparafittws copying or opening of files, directories,

and more;



High-performance storage 1/0O subsystér®racle VM Virtual Box offers a wide range of
virtual storage controllers including SAS, SATA, SCSI and IDE controllers. Virtual Box
utilizes an asynchroms I/O virtual disksubsystem to achieve higterformance whilst

maintaining high data integrity;

Built-in iISCSI Initiatori Oracle VM Virtual Box includes an iSCSI initiator that allows
virtual disks to exist as iSCSI targets. The guest sees a stamagestontroller but disk

accesses are translated into iISCSI commands and sent across the network;

3D graphics and video acceleratibmhe Guest Additions feature new, improved display
drivers that accelerate 3D graphics by intercepting OpenGL and reei® in the guest

and | everaging the hostds GPU to render the

Remote Display Protocal The unique buiin Virtual Box Remote Display Protocol
(VRDP) enables pmurful remote, graphical access to the console of thetglisrosoft
RDP capable clients can connect to one or more remote monitors, with USB device

redirection when using rdesktdgased clients. VRDP is now also accessible over IPv6;

Improved Serial and USB connection&xternal devices can be connected tesis, with
specific USB devices selected by apdul filter mechanism; now Virtual Box supports up
to USB 3.0 devices;

Virtual webcami On hosts with cameras, Virtual Box now exposes a virtual webcam

allowing guests running apps such as Skype or Googihgblits to use the host camera,;

High-Definition audioi Guests enjoy the rich audio capabilities of an Intel high definition

audio card;

Full ACPI support T h e h oosrstdtus is fulty available to the guest and ACPI button
events can be sent to theegt to control the lifecycle of the virtual machine;

Linked and full clone§ Oracle VM Virtual Box makes it easy to clone virtual machines.
Clones can be full copies of configuration information and virtual disks, or may share a parent

virtual disk for fster cloning and greater storage efficiency;



Multi-generational and branched snapsfio&napshots allow a user to revert to previous
known states. Take a snapshot before installing software, then revert to the snapshot to

recover the prénstallation stée;

Page Fusiof Traditional Page Sharing techniques have suffered from long and expensive

cache construction as pages are scrutinized as candidatesiigolmation.

Taking a smarter approach, Virtual Box Page Fusion uses intelligence in the guest virt
machine to determine much more rapidly and accurately those pages which can be eliminated

thereby increasing the capacity or VM density of the system;

Resource controls Host resources such as CPU execution, disk and network I/O can be

capped or thralied to protect against rogue guests consuming excessive amounts;

Guest automatioh The guest automation APIs have been extended to allowbhestl logic

to drive operations in the guest including update of the Guest Additions;

Web services A Web servee API enables remote control of Virtual Box by authorized

clients.

Platforms

Commercially supported platfornisOracle VM Virtual Box enableweto install and run a
huge range of host and guest platforms. Oracle offers commercial support for the most

popular guest operating systems, assuring customers of expert help when they need it.
New Oracle Linux 1 Support for the latest version of Oracle's flagship Linux platform;

New Ubuntu and Fedoria Support for both the desktop and server versions of thé mos

popul ar Ubuntu Linux and Fedora di $Thei but i

latest Mac OS X platform from Apple.

o



r Requ

System Reguirements
Processor Aurvy w86 compatible processor from Intel or AMD (with or wilthoot VWT-x o AMD-W supgsort)

Memory Minimum 1TGE = FAM as required by runneng guests

' r - 3 = =1

WWindonas Mac OS5 X Linux hosts Oracle Solaris hosts

(32-bit and 64-bit) (64-bit)
= Windows Vista SP1 and = 10.8 (Mouriar Lion., 32-b = Orache Linux 5. & and 7 » Solars 11, 11.1
lster (32-D& wnd G4-bit) vl G4-) = Uburtu: 10,04 (“Lucet Lyns") o 15.04 - Solarks 10 (u10 and
= Windows Serwer 2008 = V0.9 (Mavericks) (Wiwid WerwetT) el )
(22-bit and 64-bit) = 1010 (Yosemite) - Red Hat Enterprise Linux 5. 6 and 7

= WWindows Sarver 2008
R2 (32-bit and G4-bit)

= WWandows T (32t and
Ba-ba)

= Windows B [32-bNt and
G-t}

= WEndows 8.1 (32-0t and
G-t}

« SUSE Linux Enterprise Server 11 12
= Fedora Core/Fedora 8 o 22

= Wendows Sarver 2012

= Windows Server 2012
2

The Eucalyptus OpenSource Private Cloud

Eucalyptus is a Linuwbased opessource software architecture that implements efficiency

enhancing private and hybrid clouds within a

Eucal yptus is an acronym for AEI astOurc Ut i |

Programs to Useful Systems. 0

A Eucalyptus private cloud is deployed across an eritespe 6 s fion premi seo
infrastructure and is accessed by users over enterprise intranet. Thus, sensitive data remains

entirely secure from external intrusion behind the enterprise firewall.

Initially developed to support the high performance comgutiHPC) research of Professor

Rich Wol skids research group at the Univers
engineered according to design principles that ensure compatibility with existing- Linux

based data center installations. Eucalyptushe deployed without modification on all major

Linux OS distributions, including Ubuntu, RHEL, Centos, and Debian. And Ubuntu
distributions now include the Eucalyptus software core as the key component of the Ubuntu
Enterprise Cloud.
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Eucalyptus Components

Each Eucalyptus service component exposes adeéhed language agnostic API in the
form of a WSDL document containing both the operations that the service can perform and
the input/output data structures. IRgarvice authentication is handleth \standard WS
Security mechanisms. There are five highel components, each with its own Wedrvice
interface, that comprise a Eucalyptus installation (Fig a). A brief description of the

components within the Eucalyptus system follows.

Cloud Controller

Cloud Controller (CLC) is the entpoint into the cloud for administrators, developers,
project managers, and enders. The CLC is responsible for querying the node managers for
information about resources, making high level scheduling decisions mgidmenting

them by making requests to cluster controllers. The CLC, as shown in Figure 1, is also the
interface to the management platform. In essence, the CLC is responsible for exposing and
managing the underlying virtualized resources (servers, netaatk storage) via a well
defined industry standard APl (Amazon EC2) and a \Wafed user interface.

Functions:



1. Monitor the availability of resources on various components of the cloud infrastructure,
including hypervisor nodes that are used to actuablyipion the instances and the cluster
controllers that manage the hypervisor nodes.

2. Resource arbitrationdeciding which clusters will be used for provisioning the instances.
3. Monitoring the running instances.

In short, CLC has a comprehensive knowledgthefavailability and usage of resources in

the cloud and the state of the cloud.

Cluster Controller

Cluster Controller (CC) generally executes on a cluster-gadtmachine or any machine
that has network connectivity to both the nodes running NCsoathé machine running the

CLC. CCs gather information about a set of VMs and schedules

VM execution on specific NCs. The CC also manages the virtual instance network and
participates in the enforcement of SLAs as directed by the CLC. All nodes servethglea

CC must be in the same broadcast domain (Ethernet).
Functions:

1. To receive requests from CLC to deploy instances.

2. To decide which NCs to use for deploying the instances on.

3. To control the virtual network available to the instances.

4. To collect information about the NCs registered with it and report it to the CLC.

Node Controller

Node Controller (NC) is executed on every node that is designated for hosting VM instances.
A UEC node is a Vienabled server capable of running KVM as the hypervisor. UEC
aubmatically installs KVM when the user chooses to install the UEC node. The VMs running
on the hypervisor and controlled by UEC are called instances. Eucalyptus supports other
hypervisors like Xen apart from KVM, but Canonical has chosen KVM as the preferre

hypervisor for UEC.



The NC runs on each node and controls the life cycle of instances running on the node. The
NC interacts with the OS and the hypervisor running on the node on one side and the CC on

the other side.

NC queries the operating systemruny on t he node to discover
resources the number of cores, the size of memory, and the available disk space. It also
learns about the state of VM instances running on the node and propagates this data up to the
CC.

Functions:

1. Collection of data related to the resource availability and utilization on the node and
reporting the data to CC.
2. Instance life cycle management.

Storage Controller

Storage Controller (SC) implements blem&cessed network storage (e.g., Amazon Elastic
Block Storag -- EBS) and is capable of interfacing with various storage systems (NFS,
ISCSI, etc.). An elastic block store is a Linux block device that can be attached to a virtual
machine but sends disk traffic across the locally attached network to a remote storage
location. An EBS volume cannot be shared across instances but does allow a snapshot to be

created and stored in a central storage system such as Walrus, the Eucalyptus storage service.

Functions:

Creation of persistent EBS devices.
Providing the block strage over AoE or iSCSI protocol to the instances.

Allowing creation of snapshots of volumes.

Walrus

Walrus (put/get storage) allows users to store persistent data, organized as eventually
consistent buckets and objects. It allows users to create, dfetejckets, put, get, and
del ete objects, and set access control polic



S3, and supports the Amazon Machine Image (AMI) irmageagement interface, thus
providing a mechanism for storing and accessing thahvirtual machine images and user
data. Using Walrus, users can store persistent data, which is organized as buckets and objects.
WS3 is a filelevel storage system, as compared to the bleesl storage system of Storage

Controller.

For using Walrusd manage Eucalyptus VM imagesecan use Amazonos
store/register/delete them from Walrus. Other tpiadty tools can also be used to interact

with Walrus directly.

Third -Party Tools for Interacting with Walrus

1. S3curl: a command line tool thata wrapper around curl.
http://open.eucalyptus.com/wiki/s3curl

2. S3cmd: a tool that allows command line access to storage that supports the S3 API.
http://open.eucalyptus.com/wiki/s3cmd

3. S3fs: a tool that allows users to access S3 buckets as local dector

http://open.eucalyptus.com/wiki/s3fs

Management Platform

Management Platform provides an interface to various Eucalyptus services and modules.
These features can include VM management, storage management, user/group management,

accounting, monitoringSLA definition and enforcement, clodmirsting, provisioning, etc.

Euca2ool

Euca2ools are commadlitie tools for interacting with Web services that export a
REST/Querybased API compatible with Amazon EC2 and S3 services. The tools can be

used with bothAmazonés services and with -soarset al |l at
cloud-computing infrastructure. The toatsire inspired by commanlkihe tools distributed

by Amazon (aptools and amtools) and largely accept the same options and environment



variades. However, these tootsure implemented from scratch in Python, relying on the

Boto library and M2Crypto toolkit.
Features:

. Query of availability zones (i.e., clusters in Eucalyptus).
. SSH key management (add, list, delete).

. VM management (start, listtap, reboot, get console output).

. Volume and snapshot management (attach, list, detach, create, bundle, delete).

1

2

3

4. Security group management.

5

6. Image management (bundle, upload, register, list, deregister).
7

. IP address management (allocate, associate, lishse).

Key Benefits

Build and manage seffervice heterogeneous-premise laaS clouds using either existing

infrastructure or dedicated compute, network and storage resources.
Support highavailability laaS for the most demanding cloud deployments

Gain pecise control of private cloud resources via entergaaey user and group identity

management along with resource quotas.

Pool dynamic resources with buiilt elasticity, allowing organizations to scale up and down
virtual compute, network and storagssources.

Integrate robust storage, enabling IT to easily connect and manage existing storage systems
from within Eucalyptus clouds.

Build hybrid clouds between goremise Eucalyptus clouds and AWS and Adénpatible
public clouds.

Run Eucalyptus or AmarmoMachine Images as virtual cloud instances on Eucalyptus and

AWS-compatible clouds.

Leverage vibrant AWS ecosystem and management tools to manage Eucalyptus laaS clouds.



Amazon Cloud Computing

Amazon AWS

AGrew out of Amazonods rdeenfiguré machmes i sthdgrd pr o v i
configurations for its own business.

AEarly 20005 Both private and shared data centers began using virtualization to perform
Afserver consolidationo

A2003i I nternal memo by Chris Pinkhenortieescr i bi
worl d. o

A2006i S3 first deployed in the spring, EC2 in the fall

A2008i Elastic Block Store available.

A2009i Relational Database Service

A20127 DynamoDB

Amazon Web Services Additional Resources
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Terminology

A Instance = One running virtual machine.



To To Do To Do D>

Instance Type = hardware configurati@ores, memory, disk.
Instance Store Volume = Temporary disk associated with instance.
Image (AMI) = Stored bits which can be turned into instances.

Key Pair = Credentials used to access VM from command line.
Region = Geographic location, price, lawstwark locality.

Availability Zone = Subdivision of region the is fatuidependentEC2

Pricing Model
A Free Usage Tier
A On-Demand Instances
A Start and stop instances whenewerlike, costs are rounded up to the nearest
hour. (Worst price)
A Reserved Instanse
Pay up front for one/three years in advance. (Best price)
A Unused instances can be sold on a secondary market.
A Spot Instances
A Specify the pricave are willing to pay, and instances get started and stopped
without any warning as the marked changes. (Kihiike Condor!)
A http://laws.amazon.com/ec2/pricing/

Free Usage Tier

A

A
A
A

>

750 hours of EC2 running Linux, RHEL, or SLES t2.micro instance usage

750 hours of EC2 running Microsoft Windows Server t2.micro instance usage

750 hours of Elastic Load Balancing plus &B data processing

30 GB of Amazon Elastic Block Storage in any combination of General Purpose
(SSD) or Magnetic, plus 2 million I/Os (with Magnetic) and 1 GB of snapshot storage
15 GB of bandwidth out aggregated across all AWS services

1 GB of RegionaData Transfer



Q: How many instances can | run in Amazon EC2?

You are limited to running up to 20 On-Demand Instances, purchasing 20 Reserved Instances, and requesting
5 Spot Instances per region. New AWS accounts may start with limits that are lower than the limits described
here. Cenain instance types are further limited per region as follows:

Instance Type On-Demand Limit Reserved Limit Spot Limit
cgl.dxlarge 2 20 5
hit1.4xlarge 2 20 5
hs1.8xlarge 2 20 Not offered
cri.8xlarge 2 20 5
g2.2xlarge 5 20 5
r3.4xlarge 10 20 5

Q: How many instances can | run in Amazon EC2?

You are limited to running up to 20 On-Demand Instances, purchasing 20 Reserved Instances, and requesting
5 Spot Instances per region. New AWS accounts may start with limits that are lower than the limits described
here. Cenain instance types are further limited per region as follows:

Instance Type On-Demand Limit Reserved Limit Spot Limit
cgl.dxlarge 2 20 5
hit.4xlarge 2 20 5
hs1.8xlarge 2 20 Not offered
cri.8xlarge 2 20 5
g2.2xlarge 5 20 5
r3.4xlarge 10 20 5

Simple Storage Service (S3)



1.

A bucket is a container for objects and describes location, logging, accounting, and

access control. A bucket can hold any numbetbgécts, which are files of up to 5TB. A bucket

has a name that must glebally unique.

2.

Fundamental operations corresponding to HTTP actions:

http:/bucket.s3.amazonaws.cobtjject

POST a new object or update an existing object.

GET an existing object from a bucket.
DELETE an object from the bucket

LIST keys present in a bucketijth a filter.

3.

A bucket has dlat directory structure (despite the appearance given by the

interactive web interface.)

Easily Integrated into Web Applications

<form

method="post" enctype="multipart/form - data">

<input type="input" name="key" value="user/userl/" /> <input
type="hidden” name="acl" value="public -read" /> <input

type="hidden" name="success_action_redirect"

value="http://examplebucket.s3.amazonaws.com/successful_uploa
d.html" />

<input type=  "text"name="X -AmzCr edent i al o

value="AKIAIOSFODNN7EXAMPLE/20130806/us - east -
1/s3/aws4_request” />

<input type="submit" name="submit" value="Upload to Amazon

S3"/></form>

action="http://examplebucket.s3.amazonaws.com/"




Bucket Properties

- VersioningT1 If enabled, POST/DELETE result in the creatiodnnew versions without
destroying the old.
A Lifecyclei Delete or archive objects in a bucket a certain time after creation or last access
or number of versions.
Access Policy Controlwhen and whereobjects can be accessed.
Access Contral Control whomay access objects in this bucket.
Loggingi Keep track of how objects are accessed.

o To To o

NotificationT Be notified when failures occur.

S3 Weak Consistency Model

AAmazon S3 achieves high availability by re
Amazon'sdata centers. If a PUT request is successiuidata is safely stored. However,
information about the changes must replicate across Amazon S3, which can take some time,

and sowve might observe the following behaviors:

1 A process writes a new object to Amaa S3 and immediately attempts to read it. Until the
change is fully propagated, Amazon S3 might report "key does not exist."

1 A process writes a new object to Amazon S3 and immediately lists keys within its bucket.
Until the change is fully propagatedetbbject might not appear in the list.

1 A process replaces an existing object and immediately attempts to read it. Until the change
is fully propagated, Amazon S3 might return the prior data.

1 A process deletes an existing object and immediately attemaadat. Until the deletion

is fully propagated, Amazon S3 might retur

Amazon Elastic Compute Cloud (EC2)

- Amazon Machine Image#&\MIs) are the basic building blocks of Amazon EC2



- An AMI is a template that contains a software configorat(operating system,
application server and applications)

- AMis can be used to launch &STANCE, which is a copy of the AMI running as a
virtual server in the cloud.

Getting Started with Amazon EC2

Step 1:Sign up for Amazon EC2

Step 2: Create a key pair

Step 3: Launch an Amazon EC2 instance
Step 4: Connect to the instance

Step 5: Customize the instance

Step 6: Terminate instance and delete the volume created

Creating a key pair

- AWS uses publikey cryptogaphy to encrypt and decrypt login information.
- AWS only stores the public key, and the user stores the private key.
- There are two options for creating a key pair:

I Have Amazon EC2 generate it foe

i Generate iburself using a thireparty tool such & OpenSSHthen import the

public key to Amazon EC2

Generating a key pair with Amazon EC2

- Open the Amazon EC2 consoleh#tp://console.aws.amazon.com/ec2/

- On the navigation bar select region for the key pair

- Click Key Pairsin the navigation pane to gy the list of key pairs associated with
the account.

P Click Create Key Pair

t hat



Q Enter a name for the key pair in tkey Pair Namefield of the dialog box and click

Create
R The private key file, with .pem extension, will automatically be downloaded by the

browser.
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Launching an Amazon EC2 instance

- Sign in to AWS Management Console and open the Amazon EC2 console at

http://console.aws.amazon.com/ec2/

- From the navigation bar select the region for the instance

US East (N. Virginia)

UsS West (Oregon)

Us West (IN. California)
EU (ireland)

Asia Pacific (Singapore)
Asia Pacific (Tokyo)
Asia Pacific (Sydney)

South America (S3o Paulo)

3. From the Amazon EC2 console dasdrlo clickLaunch Instance



Create a New Instance

Cancel (X

Select an option below: ( R =
3 Name Your Instance: GSG Tutonal er

© Classic Wi Choose a Key Pair:

Lsunch an tance Public/private key pairs allow you to securely connect to your instance after it launches

12 © Select Existing © Create New ©) None

’ Name: GSG_Keypair Download

Please note that you need to downiocad the key pair before you can continue

Choose a Launch Configuration:

k_“

More Amazon Machine Images New|

Search through public and AWS Marketplace AMIs

or choose from your own custom AMIs.

Amazon Linux AMI 2012.03 = = —‘
The Amazon Linux AMI 2012.03 is an EBS-backed, PV-GRUS image. 64 bit @ 32 bit O |
it includes Linux 3.2, AWS tools, and repository access to multiple E aliqible

© AWS Marketplace of MySQL, PostgreSQL, Python, Ruby, and Tomcat. o

64 bit @ 32 bit O

nstall, EBS 64 bit @ 32 bit O

¥SQL 5.0, PHP 5.3, and Ruby

.04 LTS with support available from Canonical 64 bit @ 32 bit O
w.ubuntu.com/cloud/services). P Eree tic igible

Note: You can customnize your settings in the next step.

Submit Feedback Getting Started Guide

On theCreate a New Instancegpage, clickQuick Launch Wizard

In NameOur Instance, enter a name for the instance

In Choose a Key Paiy choose an existing key pair, or create a new one

© 0 N O

In Choose a Launch Configuration, a lisbalic machine configurations are displayed, from
which an instance can be launched

10. Click continue to view and customize the settings for the instance

11.Select a security group for the instance.S&curity Group defines the firewall rules
specifying the incoming network traffic delivered to the instance. Security groups can be

defined on the Amazon EC2 consoleSiecurity Groups underNetwork and Security

@ Security Group: quicklaunch-1

i Details | Inbound ‘ Outbound |
Create a Custom TCP rule v
new rule:

Port range: Delete

22 (SSH) 0.0.0.0/0

(e.g., 80 or 49152-65535)
0.0.0.0/0

(e.g., 192.168.2.0/24, sg-47ad482e, or
1234567890/default)

Source:

|4k Add Rule

Apply Rule Change5|

12. Review settings and clidkaunch to launch the instance

13. Close the confirmation page to return toZ&€bnsole



14.Click Instancesin the navigation pane to view the status of the instance. The stp&unliag

while the instance is launching

Name Instance AMI ID Root Device Type State Public DNS

GSG Tutorial 3l i-e1ab569a ami-aecd60c7 ebs t1.micro ) pending

15. After the instance is launched, its status changastuing

Name Instance AMI ID Root Device Type State Public DNS

GSG Tutorial 3l i-e1ab569a ami-aecd60c7 ebs t1.micro & running ec2-50-19-54-72_compute-1.amazonaws.com

Connecting to an Amazon EC2 instance

1 There aresexr al

M

Remote Desktop Connectioris the standard way to connect to Windomstances.

1 An SSH client(standalone or webased) is used to connect to Linux instances.

Connecting to Linux/UNIX Instances from Linux/UNIX with SSH Prerequisites:

o k~ w0 DN PF

Most Linux/UNIX computers include an SSH client by default, if not it can be
downloaded from openssh.org

Enable SSH traffic on the instance (using security groups)

Get the path the private key used when launchingitance

In a command line shell, change directory to the path of the private key file

Use thechmodc o mmand t o make sure the private
Right click on the instance to connect to on the AWS console, andddickect

Click Connect using a standalone SSH client.

Enter the example command provided in the Amazon EC2 console at the command

line shell

ways to connect to an EC2 inst

k



Connmect to an instance

vl o stanlalemns S50 Client

Tid @cciss Winkir lavatance:

L. Op=arn s D58 chant
. Locate yo T

dotects tH
3, y to wc £t
4, Connact to your instences using ite Publc DNE

F . SMAToNEWE, Coam)
L manmpde
Enter the followsng command kne
i pem - a
¥ r kay a namar,.pam eci-usarfeci-1@4 2=204=112 .computa—=1 . anazcnaws , Som

Transfering files to Linux/UNIX instances from Linux/UNIX with SCP Prerequisites:

- Enable SSH traffic on the instance
- Install an SCP client (included by default mostly)
- Get the ID of the Amazon EC2 instance, public DNS of the instance, and the path to
the private key
I f the key file is My_Keypair.pem, the file
DNS name is ec284-72-204-112.computel.amazonaws.com, the command below copies

the file to the eciser home

..............................................................................................................

Terminating Instances

1. If the instance launched is not in the free usage tier, as soon as the instance starts to
boot, the user is billed for each hour the instdeesps running.

2. A terminated instance cannot be restarted.

3. To terminate an instance:
Open the Amazon EC2 console

- In the navigation pane, clidkstances



- Rightclick the instance, then clickerminate

- Click Yes, Terminatewhen prompted for confirmatioBoode App Engine

Windows Azure

Windows Azure is acloud computingservice created bylicrosoft for building, testing,
deploying, and managing applications and services through Mictosofhgediata centers. It
providessoftware as a service (Saafgtformas a service (Paa8hdinfrastructure as a service
(laaS)and supports many differeptogramming languages, tools, and frameworks, including
both Microsoftspecific and thireparty software and systems.

Azure was announced in October 2008, started gattename "Project Red Dog",and released
on February 1, 2010, as "Windows Azure" before being renamed "Microsoft Azure" on March
25, 2014

Microsoft Azure offers two deployment models for cloud resources: the “classic" deployment
model and the Azure Resourbéanager.In the classic model, each Azure resource (virtual
machine, SQL database, etc.) was managed individually. The Azure Resource Manager,
introduced in 2014,enables users to create groups of related services so that closely coupled

resources can loeployed, managed, and monitored together.

There are many cloud computing platforms offered by different organizations. Windows Azure
is one of them, which is provided by Microsoft. Azure can be described as the managed data
centers that are used to byilteploy, manage the applications and provide services through a
global network. The services provided by Microsoft Azure are PaaS and laaS. Many

programming languages and frameworks are supported by it.
Azure as PaaS (Platform as a Service)

As the name gggests, a platform is provided to clients to develop and deploy software. The clients
can focus on the application development rather than having to worry about hardware and

infrastructure. It also takes care of most of the operating systems, serveedvemidking issues.

Pros



The overall cost is low as the resources are allocated on demand and servers are automatically
updatedlt is less vulnerable as servers are automatically updated and being checked for all known
security issues. The whole processasvisible to developer and thus does not pose a risk of data
breach.Since new versions of development tools are tested by the Azure team, it becomes easy
for developers to move on to new tool s. Thi s

demauml by quickly adapting to new versions.
Cons

There are portability issues with using PaaS. There can be a different environment at Azure, thus
the application might have to be adapted accordingly.

Azure as laaS (Infrastructure as a Service)

It is @ manage@ompute service that gives complete control of the operating systems and the
application platform stack to the application developers. It lets the user to access, manage and

monitor the data centers by themselves.
Pros

This is ideal for the application vwhe complete control is required. The virtual machine can be

completely adapted to the requirements of the organization or business.

laasS facilitates very efficient design time portability. This means application can be migrated to
Windows Azure without neork. All the application dependencies such as database can also be

migrated to Azure.

laaS allows quick transition of services to clouds, which helps the vendors to offer services to
their clients easily. This also helps the vendors to expand their bsidigeselling the existing

software or services in new markets.
Cons

Since users are given complete control they are tempted to stick to a particular version for the
dependencies of applications. It might become difficult for them to migrate the applitatio

future versions.



There are many factors which increases the cost of its operation. For example, higher server

maintenance for patching and upgrading software.

There are lots of security risks from unpatched servers. Some companies have welldefined
processes for testing and updatingmemise servers for security vulnerabilities. These processes

need to be extended to the clauakted laaS VMs to mitigate hacking risks.

The unpatched servers pose a great security risk. Unlike PaaS, there is norpob\dasiomatic
server patching in laaS. An unpatched server with sensitive information can be very vulnerable

affecting the entire business of an organization.

It is difficult to maintain legacy apps in laas. It can be stuck with the older version qfdfrating
systems and application stacks. Thus, resulting in applications that are difficult to maintain and

add new functionality over the period of time.

It becomes necessary to understand the pros and cons of both services in order to choose the right
one accordingour requirements. In conclusion it can be said that, PaaS has definite economic
advantages for operations over laaS for commodity applications. In PaaS, the cost of operations
breaks the business model. Whereas, laaS gives complete contnel OfSt and application

platform stack.
Azure Management Portal

Azure Management Portal is an interface to manage the services and infrastructure launched in

2012. All the services and applications are displayed in it and it lets the user manage them.

A freetrial account can be created on Azure management portal by visiting the following link
manage.windowsazure.cohe screen that pops up is as shown in the following image. The

account can be created using our existing Gmail, Hotmail or Yahoo account.
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Whenwe click on a category, its details are displayed on the scW¥eran see the number of

applications, virtual maghe, mobile services and so on by clicking on the menu item.

Google App Engine (GAE)

AGAE |l ets users run web applications on Googl e
AGAE data storage options are:

i Datastore: a NoSQLschemaless object datastore
i Google Cloud SQL: Relmnal SQL database service
I Google Cloud Storage: Storage service for objects and files

Aull applications on GAE can use up to 1 GB of storage and enough CPU and bandwidth to
support an efficient application serving around 5 million page views a marfiteéo

AThree runtime environments are supportista, Python andGo.

Creating and Deploying cloud services using GAE
Google app engine based Java fAhell o worl do ex

To use Eclipse to create a Google App Engine (GAE) Java project (hetld example), run it
locally.

Tools used: 1. Java JDK 1.8
2. eclipsgee-oxygen2-win32

3. Google App Engine Java SDK 1.6.3.1
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b $3 Testing 11 name = "HellcAppEngin & Report Bug or Enhancement... £ ial
12 urlPatterns = {"/hell Chest Sheets... pOet{HipSenvletf |
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@14 public class HelloAppEngil @ Eclipse User Storage »
15
168  @Override “§ Perform Setup Tasks...
a7 public void doGet(HttpS
18 throws IOException % Check for Updates
19 @ Install New Software...
20 response,setContentTy)| < 3
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Eclipse Marketplace

Select selutions to install. Press Install Mow to proceed with installation.

Press the "moere infe” link to learn more about a sclution.

Search | Recent | Pepular | Faverites | Installed | ' Eclipse Mewsletter: 2018 (Java EE| * [ * |

Find: |sloud tool S0 4 | Al Markets

+ | Al Categeries
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Google Cloud Tools for Eclipse 1.5.0

by Googlelnc, Apache 2.0

Cloud Tools for Eclipse is a Google-sponsored open source plugin that
supports the Google Cloud Platform. Cloud Teools for Eclipse enables
vou to create, import,... more info

Google Clowd Platform dataflow GCP app engine google ..,
[ | 1nstalls: 16.7K (2,012 1ast month)

Android Development Tools for Eclipse

Android Development Tools (ADT) is a plugin for the Eclipse IDE that is
designed to give you a powerful, integrated envirenment in which to

Build Android...
by Google, Inc.,, Apache 2.0

more info

andreid Mobkile smartphone Mokile apps tablet ...

[ J 178 ]

[## | Installs: 530K (1,986 last menth)
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@ Geogle App Engine Flexible Java Project...

Ly Project Explorer [Crutes an App Engine Standard Java project, ]

g © Geogle Cloud Dataflow Java Project... J4s  Debug on App Engine o x| @
s 40 A .

> 3 gaespp 3% import java.io.IOExcept Deploy to App Engmne Standard...

) o nappl .u A . Deploy to App Engine Flexible,.. ring.myapp

o sample :u @vWebServiet( pEngine

nare = "Hellcs\ppsng DCP‘OV WAR/JAR File to APP Engine Flexible... ,
urlPatterns = {"/he Bet(HttpServietf
G Manage Google Accounts..,

» 55 Testing

[
WA e

)
public class HelloAppEnj

B1s
15 Submit Issue or Feedback...
165 @override
a7 public void doGet(HttpServletRequest request, Htt]
18 throws IOException {
19
28 response.setContentType( "text/plain®);
21 response.setCharacterEncoding( “UTF-8%); -
2 <[ ] 2 ’ [N re—T p— ’

& Markers ] Properties 43 Servers [f8) Data Sour.. [ Snippets ) Console @Emorlog 52 = 8
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Workspace Log
| type filter text
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J Cloud SDK | Goog' X

3 X | & Secure | nttpsy/cloud google.com/sdik/ #| i

) Google Cloud Platform Q  Search CONSOLE  } e
Why Google Products Solutions Launcher Pricing Customers Documentation Support Partners CONTACT SALES

CLOUD SDK

Command-line interface for Google Cloud Platform products and services

INSTALL FOR WINDOWS Vv VIEW DOCUMENTATION

Essential Tools for Cloud Platform m
The Cloud SDK is a set of tools for Cloud Platform. It contains gcloud, gsutil, and bg, which you can use to access — -
Google Compute Engine, Google Cloud Storage, Google BigQuery, and other products and services fram the
- 5
command-line. You can run these tools interactively or in your automated scripts. ﬁ} — @
Waiting for www.google.com.. -

) GoogleCloudSDKL..exe  ~ D GoogleCloudSDKL..exe A X

https://cloud.google.com/sdk/docs/quickstamdows
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& C|as https://cloud.google.com/sdk/docs/ma e *
) Google Cloud Platform Q  Sea CONSOLE i iﬁ*
gle P t tions La e Pricing tomers Documentation t Partne m CONTACT SALES
Cloud SD > Docume 0 Contents
Cloud SDK Listing compenents

Product Overview H ) N
Managing Cloud SDK Components postaling componerts
Documentation Updating components
. This page shows you how to list, install, update and remove Google Cloud SDK components Removing components
Quickstarts What's next
All Quickstarts

For Linux W Note:
due to the

ch as APT of yun

For Debian and Ubuntu
For Red Hat and Cent0S

For mac0s

tside the google-cloud-
For Windows 9909

K installation. On nistrator if you

installation

How-to Guides
All How-to Guides
Installing the SDK
settng up the SOK Listing components
Cor

Managing m

Using geloud Interactiv To see which components are available and which are currently installed, run gcloud components 1

) GoogleClouds Show all

N OO ITnd owshsystem 3 2homd .exe

Helcgme to the Google Clowud SDH?T Run "gocloud —h'" to get the list of available co
mmands -

Welcome? This command will take wou through the configuration of goclowd.
Your curvent configuration has been s=et to:z: [default]l

You can skip diagnostics next time by using the following Fflag:s
gcloud dnit —skip—diagnostics

Hetwork diagnostic detects and Fixes local network connection issues o
Checking network connection...-.done .-

Reachability Check passed-

Metwork diagnostic <11 checks>»> passed.

Yo must Jog in to continue. Would gow like to log in <Y-nd2>7? L
Your browser» has been opened to wisdit:

https =~ ~accounts _google _.com-oocauthZ2 . anuth?redirect_uri=httpxIAx2Fx2Flocalhos|
t:=IABEAES 2 F&kprompt=select_account&response_type=codebclient__id=325535%24@855% _apps -
googleusercontent .comiscope =https=3A=2F=2Fuwrw .. googleapis .com=2Fauth>=2Fuser»inf o - e
mail+https=FAx2F22Furw . googleapis ccom>=2Fauth>=2Fc loud—platform+https=I3A=2Fx2Fuuwwer
googleapis .com2Fauthx2Fappengine - admin+httpsx3Ax2Fx2Fuunwy . googleapis c.com>=2Faut hi
Z2Fcompute thttpsx3Ax2Fx2Fuuw _googleapis _com>Z2Fauthx2Faccounts _»eauthaccess_type
of f1line

You are logged in as: [baronsaml2?288Rgmail_-coml.
This account has no pr»ojects o
ouwld wyouwu l1like to create one? Y ond>7d L

Entey» a Project ID. Mote that a Project ID CAMMHOT he changed late»._
Project IDs must he 6—36@8 characters (Jowercase ASCITI,. digit=s. o
hyphens2> dn length and start with a lowercase letter baronsaml?88
WARHING: FProject creation failed: HttpEr»or»r accessing (:http..,-//l::lul_u:ll-e.,uul-ceman
ke L=p googleaplu-com/ui/pro ects"alt =dson>: response: 4A4L'status’ = *4@89° fcontent
1-* fx—xss—protection’:z 15 mode=block’ . ‘x—content—type— optlonn‘:
ftransfer—encoding”’ = ‘chunked’ . ‘wvary’ = ‘01-191n, H—Origin, Refererxr' .
*EEF”" . ‘—content—encodlng‘: 'gzip', *cache—conty»ol”® = "pyriwvate”
TWed,. 31 Jan 2018 14-08:49 GMT " . "x—Fframe—options" > "SAMEQORIGIM" .
443" ma=259280808 oguic 51333431; gquic=513A3332?2; guic=513A3338:
1383335 guic 443" ; ma=252200H0; v=""41 39 _3I8B_37.35"" . "content—tyupe
pplication~Jjsons: charset=UTF—8">>_. content <
"error''s <
M L5 ho
message "Regueste
"status" "OLREADY _E
Tdetails" L

»
»

entity alyready exists"".
ISTS .

ol
=

TERE et T Ly googleapis _comsgoogle _»poc - ResourceInfo'
"resource Mame 'pro jectsosharonsaml B8




You are logged in as: [haronzaml?880@gmail.coml.
Thiz account has no projects.
Would you like to create one? <¥/nd>? uy

Enter a Project ID. Hote that a Project ID CANHOT be changed later.

Project IDs must he 6—38 characters (lowercase ASCII. digits. op

hyphenzs? in length and start with a lowercase letter. bharonsaml788

UHARHNIHNG: Project creation failed: HttpError accessing <https: - clouwdresourcemana

ger.googleapis comsulsprojects?alt=json*: response: <{’'status’: *489'_ ‘content—
length’: *'271", 'x—xss—protection’: '1:; mode=block’, *‘x—content—type—options’: *

nosniff’, 'transfer—encoding’: ‘chunked’, ‘vary’: 'Origin, ¥—0rigin,. Referer’

zerver’ s 'ESF'. ’'—content—encoding’: ‘gzip’'. ‘cache—control’: ‘private’. ‘date’:
‘Hed, 31 Jan 2818 14:088:4% GMT*, ’'xframe—options’: 'SAMEORIGIN’,. *alt—suvc’: 'h

g=""':443"; ma=2592000; guic=51303431; guic=51383339; guic=51383338; guic=51383337
; quic=513083335%,.quic="":443"; ma=2592008; v=""41_3%.38.37.35%"' . ‘content—type’: ‘a

pplicationsjson;: charzet=UTF-8°2>, content <{

r

"mezzage': "Heguested entity already exizts"

"status': "ALREADY_EXISTS".
"dgtails": L

"Btype': "type.googleapis.comsgoogle.rpc.Resourcelnfo®
"resourceMame: "projectsshbaronsaml?88°

Please make sure to create the project [baronsaml?88]1 using
% gclouwd projects create baronsaml?88

or change to another project using
% gcloud config set project <PROJEGT ID>

C:sUzers~SBSRMApplatasLocal~Google~Cloud SDK>gcloud components install app—engin
e—java

Reztarting command:
% gcloud components install app—engine—java

C:slUsers~SBSRMAppDatasLocal“GooglesClond SDKX>

In another window

R EEE—EER———
cmd.exe fc ""chusersisbsrappdatailocalitemphtmpogneShpythomypython.exe” "-57 "CHUsershSES...

Your current Cloud SDH wversion is: 186_.68_8
Installing components fx»om version:=- 186 _@A_.0

These components will be installed-

Hame Uersdion

gcloud appy Jauva Extensions 1.9 GB
gc loud apy Puthon Extensions 1_9_

For the latest full »elease notes,., please wvisit:
https s ~cloud._google _.com~-sdkr»e lease_notes

Do powu want to continue <Y n>7 vl

— Creating update staging area

Installing: gcloud app Java Extensions

Installing: gclowud appy Puthon Extensions

— Creating backup and activating new installation

Pexrforming post processing steps .- - done o
Update done?

Fress any kewy to continue - . o
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Progeck re2erse baronsasml SE8
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=T Quick Access j = | @
1] HelloAppEnginejava 52 =g
7 1® import java.io.IOException; am

7
8 @uebServlet(

9 name = "HelloAppEngine”,
10 urlpatterns = {"/hello”}
1 )
Ux12 public class HelloAppEngine extends HttpServlet {
13

148 @verride
415  public void doGet(HttpServletRequest request, HttpsServletResponse response)

16 throws IOException {

17

13 response.setContentType("text/plain”);

19 response. setCharacterEncoding("UTF-8");

21 response.getiiriter().print("Hello App Engine!\rin");

<

[2 Problems @ Javadoc 33

‘Writable Smart Insert 1:1 &




& eclipse-wo

File Edit Source Refactor

B-HRiP@sE

] HelloAppEnginejava 52

T 1@ fimport java.io.IOException;
7

Navigate Search Project Run Window Help

Em@-iwiD-H-0-AW-%-#G

8 (ebServlet(

9 name = "HelloAppEngine”,
10 urlPatterns = {"/hello"}
1
12 public class HelloAppEngine extends HttpServlet {
13

145 @override

215 public void doGet(HttpServletRequest request, HttpServletResponse respo
16 throws IOException {
17
18 response. setContentType("text/plain”);
19 response. setCharacterEncoding("UTF-8");
20
21 response. getiriter().print("Hello App Enginel\r\n");
22
23}
24 }
«
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Save
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Open With

Show In

Cut

Copy

Copy Qualified Name
Paste

Quick Fix
Source
Refactor
Local History

References
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Add to Snippets...

Coverage As
Run As

Debug As
Profile As
Validate

Create Snippet...
Team

Compare With

Ctrl+Z
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2]
F

Ctrl+ Alt+H
Alt+Shift+B
Ctrl+0
Crl+T

Alt+Shift+W

Ctrl+ X
Ctrl+C

Crl+V

Ctrl+1
Alt+Shift+5
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b
3
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b
»

Quick Access w \@
=B

]

5 1Run on Server
@ 2AppEngine

Alt+Shift+X, R

Run Configurations...

File Edit Navigate
i

1] HelloAppEngine java
ppEngine |

Search

HRER SEs R R RA AU RIS W Rl =R SRR

Project Run  Window Help

@ App Engine Standard at localhost 52

@ . hitp//localhost8080/

Hello App Engine!

Available Servlets:
The serviet
Problems @ Javadoc B Console 32

App Engine Standard at localhost

Quick Access || &% | (&)

= 0

-5.

BE ME--=0

¥

Jan 31, 2818 7:54:1@ PM java.util.prefs.WindowsPreferences <init>

WARNING: Could not open/create prefs root nede Software\JavaSoft\Prefs at root @x89009002. Windows RegCreateKeyEx(...

2018-01-31 19:54:11.58
2818-@1-31 19:54:12.77

NFO::main: Logging initialized @243dms
NFO:oejs.Server:main: jetty-9.3.18.v268178406

2018-01-31 19:54:18.916:INFO:0eja. AnnotationConfiguration:main: Scanning elapsed time=5029ms

2018-01-31 19:54:26.552: INFO: oejsh. ContextHandler imain: Started c.g.a.t.d.j.DevAppEngin

< i

Done

Working with Google App Engine

) returned error code 5.

] »

lebAppContext@68cod179{/, file:///C: /Users/SBSR/eclipse-workspace/ .metadata/.plugins/org.eclipse.wst.ser v




- The easiest way to develop Java applications for GAE is to use the Eclipse development
environment with the Google plugin for Eclipse.

- App Engine Java applications use the Java Servlet standard for interacting with the web
server environment.

-Angpplicationés files, including compiled cl

are arranged in a directory structure using the WAR standaetifiar Java web applications.

Running a Java Project

- The App Engine SDK includes a web server aggtion to test applications. The
server simulates the complete GAE environment.

- The project c abebugAs>WelmApplisatiorog otplit @ ofn of Ec
or using Ant.

- After running the server, the apRUn cati on

a Web browser.

Uploading an Application to GAE

A Applications are created and managed using the Administration Console at

https://appenqgine.google.com

w Once an application ID is registered for an application, the application can be uploaded to
GAE usig the Eclipse plugin or a commatlige tool in the SDK.

A Atfter uploading, the application can be accessed from a Web browser. If a free
appspot.com account was used for registration, the URL for the application will be

http://app_id.appspot.com/where appid the application id assigned during

registration.
Disaster Recovery

Data is the most valuable asset of moeag organizations. Its loss can result in irreversible
damage toour business, including the loss of productivity, revenue, reputation, anu eve

customers. It is hard to predict when a disaster will occur and how serious its impact will be.



However, whatwve can control is the wawe respond to a disaster and how successfuliy
organization will recover from it. Get to discover post heacan sedisaster recoverip cloud

computing forour benefit.

Backup and Disaster Recovery in Cloud Computing

Cloud computing is the edemand delivery of computing services over the internet (meea of
referred to as Ot he c-hsovegb ®gsis. @lhud computng eendars e s o1

generally provide access to the following services:

Infrastructure as a service (laaS) allomesto rent IT infrastructure, including servers, storages
and netwrk component, from the cloud vendor.

Platform as a service (PaaS) allomesto rent a computing platform from the cloud provider for
developing, testing, and configuring software applications.

Software as a service (SaaS) allomesto access software ajgdtions which are hosted on the
cloud.

As we can see, each cloud computing service is designed toMesdphieve different business
needs. More so, cloud computing can considerably improve data the security and high availability
of our virtualized workla d s . L et 06 swechmn appgraachglisabkter vecovery in the cloud

computing environment.

Cloud disaster recovery vs. traditional disaster recovery

Cloud disaster recovery is a cloud computing service which allows for storing and recovering
system datan a remote clouthased platform. To better understand what disaster recovery in

cloud computing entails, | etdés compare it to

The essential element of traditional disaster recovery is a secondary data center, which can store
all redundant copies of critical data, and to whiod can fail over production workloads. A

traditional onpremises DR site generally includes the following:

A dedicated facility for housing the IT infrastructure, including maintenance employees and
compuing equipment.

Sufficient server capacity to ensure a high level of operational performance and allow the data
center to scale up or scale out dependinglotbusiness needs.


https://www.nakivo.com/vm-disaster-recovery/

il

Internet connectivity with sufficient bandwidth to enable remote access setoadary data
center.

Network infrastructure, including firewalls, routers, and switches, to ensure a reliable connection
between the primary and secondary data centers, as well as provide data availability.

However, traditional disaster recovery can woftee too complex to manage and monitor.
Moreover, support and maintenance of a physical DR site can be extremely expensive-and time
consuming. When working with an guemises data centave can expanaur server capacity

only by purchasing additional cqgting equipment, which can require a lot of money, time, and

effort.

Disaster recovery in cloud computing can effectively deal with most issues of traditional disaster

recovery. The benefits include the following:

Wedonodt need t o b ualditg and bug aditiomalchardware gnth softwiare to
support critical operations. With disaster recovery in cloud computiaget access to cloud
storage, which can be used as a secondary DR site.

Depending orour current business demanege can easilyscale up or down by adding required
cloud computing resources.

With its affordable payaswe go pricing modelwe are required to pay only for the cloud
computing servicewe actually use.

Disaster recovery in cloud computing can be performed in a matteinates from anywhere.

The only thingwe need is a device that is connected to the internet.

We can storeurbacked up data across multiple geographical locations, thus eliminating a single
point of failure.We can always have a backup copy, even if ohthe cloud data centers fails.
Stateof-the-art network infrastructure ensures that any issues or errors can be quickly identified
and taken care of by a cloud provider. Moreover, the cloud provider ensures 24/7 support and
maintenance abur cloud stoage, including hardware and software upgrades.

Why Choose Disaster Recovery in Cloud Computing

The primary goal of disaster recovery is to minimize the overall impact of a disaster on business
performance. Disaster recovery in cloud computing can dohjastlh case of disaster, critical
workloads can be failed over to a DR site in order to resume business operations. Asoon as

production data center gets restomgdcan fail back from the cloud and restoreinfrastructure



and its components tbeir original state. As a result, business downtime is reduced and service

disruption is minimized.

Due to its cosefficiency, scalability, and reliability, disaster recovery in cloud computing has
become the most lucrative option for small and meekized businesses (SMBs). Generally,

SMBs donodét have a sufficient budget or resour
providers offerwe access to cloud storage, which can become aetfesttive and londasting

solution to data protection aslWas disaster recovery.

References:

1. Windows Azure:

https://www.tutorialspoint.com/microsoft_azure/microsoft_azure_windows.htm
2. Windows Azurehttps://en.wikipedia.org/wiki/Microsoft_Azure

3. Disaster Recovennttps://www.nakivo.com/blog/disastegcoveryin-cloud-computing/
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Unit 4
Virtualization
Topics:

Cloud data centeiisEnergy efficiency in data centréviobile cloud computing service modelsleed
for virtualizationi Types of Virtualizationi Virtualization OST VMware, KVM i System VMi
Process VM- Virtual Machine Monitori Properties Interpretation and Binary TranslatiGnHLL
VM.

Cloud Data Centers

A data centeris a facility that centralizes an organization's IT operations and equipment, as well as
where it stores, manages, and disseminatedaits Data centers house a network's most critical

systems and are vital to the continuity of daily operations.

The term fidata centero can be interpreted in
house data center maintained by trained IT employbese job it is to keep the system up and running.
Second, it can refer to an offsite storage center that consists of servers and other equipment needed

keep the stored data accessible both virtually and physically.




Fig. Cloud Data Center Architecture

Pros. Data centers come with a number of pros. Organizations able to havb@msa data storage
center are far less reliant on maintaining an Internet connection. Data will be accessible as long as th
local network remains stable. Remote storagehess advant ages as wel | . |
is compromised via fire, bredk, flooding, etc., the data will remain untouched and unharmed at its

remote location.

Cons: Having all or most oburdata stored in one location makes it more easibessible to thosee
dondt want having access, b ot burovrigratnuiazlaltyi oanndds

could prove too expensive to maintain an organizaswned and operated data center.

A data center is ideal for companies that naetlistomized, dedicated system that gives them full
control over their data and equipment. Since only the company will be using the infrastructug's po

a data center is also more suitable for organizations that run many different types of apphcations
complex workloads. A data center, however, has limited capaaitycewe build a data centewye

will not be able to change the amount of storage and workload it can withstand without purchasing and

installing more equipment.

On the other hand, a ald system is scalable wur business needs. It has potentially unlimited
capacity, based oour vendor's offerings and service plans. One disadvantage of the cloudvsethat
will not have as much control ag would a data center, since a third partynignaging the system.
Furthermore, unlesse have a private cloud within the company netwar&will be sharing resources

with other cloud users iaur provider's public cloud.
What is the difference between a data center and cloud computing?

The maindiff erence betweera cloud and adata centeris that acloud is an offpremise form of
computing that storeslata on the Internet, whereagdata centerrefers to ompremise hardware that

storesdata within an organization's local network. Where is data storéde cloud?

Cloud storage is a model afata storage in which the digitalata is stored in logical pools, the
physical storage spans multiple servers (and often locations), and the physical environment is typically

owned and managed by a hosting conyp&hat is a host in a data center?



Data center hostingis the process of deploying ahdsting adata centeron a thirdparty orexternal
service provider's infrastructure. It enables the use of the same services, features and capabilities of

data cente but from ahostedplatform external to the epremisesiata centeror IT infrastructure.
Key Features of Cloud Data Center

N number of applications hosted in different location are residing on the same cloud
Primary and secondary(back up) database residbe same cloud

As secondary database resides on the same cloud so even if primary database goes down, there wolt
be no loss of data.

At any point of time new applications can be added on cloud, since it is easily scalable.
T Stores data on the Internet
T Requires no special equipment and knowledge
T Homogeneous hardware environment
1 Simple workloads
T Single standard software architecture
1 Uses standardized management tools
1 The cost of running cloud data center is much low

o Cloud data center requires 6 percemtdperation, 20 percent for por distribution and
cooling. Almost 48 percent is spent on maintenance

1 Cloud data center is an external form of computing so it may be less secure.

o If cloud resides on different locations proper security steps have to bemepied.
However, there are wide range of ways available to secure data on cloud.

1 Self-service, pay per use

T Automated recovery in case of failure
1 Renting is on basis of logical usage

1 Platform Independent

1 Easily scalable on demand



With passing years the trsaction of data across the network is going to boom and thereby the need
of storage is going to increase rapidlyhen thinking about management of such rapidly growing
data chain, data center will soon lose its dominant status. The reason behindddlishigity and

the operating cost of data cenfBraditional data centers are heavily bound by physical limitations,
making expansion a major conceiven if data center manages the explosion of data still no
company would afford to buy it. Due to engigpst involved in running and cooling the data center,
life of traditional data center is soon to eAad as a result, Cloud data center would be replacing
traditional data centeCloud data center can operate with bulk of data being geneatedo ts
pay-aswe-use model, companies find it more reliable to work wilinimal cost is required for
operating cloud which again wins over traditional data cemtex.results clearly state that Cloud

data center offers immense potential in areas of sazdé,and maintenance.

Energy Efficiency in Data Center

Cloud computing is an internet based computing which provides metering based services to consumers
It means accessing data from a centralized pool of compute resources that can be ordered ardl consum

on demand. It also provides computing resources through virtualization over internet.

Data center is the most prominent in cloud computing which contains collection of servers on which
Business information is stored and applications run. Data centeh witltides servers, cables, air
conditioner, network etc.. consumes moreyr@and releases huge amount of Carbeoxide (CO2)

to the environment. One of the most important challenge faced in cloud computing is the optimization
of Energy Utilization. Hece the concept of green cloud computing came into existence.

There are multiple techniques and algorithms used to minimize the energy consumption in cloud.

Techniquesinclude:
1. Dynamic Voltage and Frequency Scaling (DVFS)
2. Virtual Machine (VM)
3. Migration andvVM Consolidation
Algorithms are:
1. Maximum Bin Packing

2. Poour Expand MirMax and Minimization Migrations



3. Highest Potential growth
The main purpose of all these approaches is to optimize the energy utilization in cloud.

Cl oud Computi ng asompuingisB n&dl fori esaplingiuGiduibousdcor@enient,

ondemand network access to a shared pool of configurable computing resources (e.g., networks.
servers, storage, applications and services) that can be rapidly provisioned and released with minima
management effort or s e radaysmostpfrthe busigessrentarpnsesandca ¢

individual IT Companies are opting for cloud in order to share business information.

The main expectation of cloud service consumer is to have a reliable sere . To sati sf,
expectation several Data centers are established all over the world and each Data center contain
thousands of servers. Small amount of workload on server consumes 50% afuthgupply. .Cloud

service providers ensure thaliable and load balancing services to the consumers around the world by
keeping servers ON all the time. To satisfy this SLA provider has to supply gantinuously to data
centers leads to huge amount of energy utilization by the data center andr@oustg increases the

cost of investment.

The major challenge is utilization of energy efficiently and hence develops aniestly cloud

computing.

The idle servers and resources in data center wastes huge amount of energy. Energy also wasted wh
the ®rver is overloaded-ew techniques such as load balancing, VM virtualization, VM migration,
resource allocation and job scheduling etc. are used to solve the problem. It is also found that
transporting data between data centers and home computers aaneewen larger amounts of energy

than storing it.

Green Computing
Green computing is the Edagendly use of computers and their resources. It is also defined as the
study and practice of designing, engineering, manufacturing and disposing computincesesotn

minimal environmental damage.
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Green cloud computing is using Internet computing services from a service provider that has taken
measures to reduce their environmental effect and also green cloud compelong isomputing with
less environmental impact.

Some measures taken by the Internet service providers to make their services greener are:

1. Use renewable energy sources.

2. Make the data center more energy efficient, for example by maximizimgy psage effiency
(PUE).



3. Reuse waste heat from computer servers (e.g. to heat nearby buildings).
4. Make sure that all hardware is properly recycled at the end of its life.

5. Use hardware that has a long lifespan and contains little to no toxic materials.

Mobile cloud conputing service models

Mobile cloud computing (MCC) is a technique or model, in which mobile applications are built,
pooured and hosted using cloud computing technology. MCC is used to bring benefits for mobile users,
network operators, as well as cloudpdrs. Compact design, high quality graphics, customized user
applications support and multimodal connectivity features have made Static Memory Deduplication
(SMD) a special choice of interest for mobile users. SMDs incorporate the computing potentials of
PDAs and voice communication capabilities of ordinary mobile devices by providing support for
customized user applications and multimodal connectivity for accessing both cellular and data
networks. SMDs are the dominant future computing devices withusighexpectations for accessing
computational intensive applications analogous twgal stationary computing machines. A key area

of mobile computing research focuses on the application layer research for creating new software level
solutions. Applicabn offloading is an application layer solution for alleviating resources limitations

in SMDs. Successful practices of cloud computing for stationary machines are the motivating factors
for leveraging cloud resources and services for SMDs. Cloud compuipipys different services
provision models for the provision of cloud resources and services to SMDs; such as Software as a
Service, Infrastructure as a Service, and Platform as a Service. Several online file storage services ar
available on cloud servdor augmenting storage potentials of client devices; such as Amazon S3,
Google Docs, MobileMe, and DropBox. In the same way, Amazon provides cloud computing services
in the form of Elastic Cloud Compute. The cloud revolution augments the computing petehtia
client devices; such as desktops, laptops, PDAs and smart phones. The aim of MCC is to alleviate
resources limitations of SMDs by leveraging computing resources and services of cloud datacenters.
MCC is deployed in diverse manners to achieve theeafentioned objective. MCC employs process
offloading techniques for augmenting application processing potentials of SMDs. In application
offloading intensive applications are offloaded to remote server nodes. Current offloading procedures
employ diversetsategies for the deployment of runtime distributed application processing platform on
SMDs.



The term AMobile Cloud Computingo was introd
Computingo. It has been a maj pmentahdtrunaimytcosb n &
Definitions of Mobile Cloud Computing can be classified into two classes; first one refers to carrying
out data storages and processing outside the mobile device i.e on cloud . Here mobile devices simply
acts as a terminal, only erided to provide an easy convenient way of accessing service in cloud. The
benefit of this is that the main obstacle of mobile low storage and processimgape avoided and

level of security is provided via acute security applications.

The second defitibn refers to computing where data storage and computing are carried out on mobile
device.Using mobile hardware for cloud computing has advantages over using traditional hardware.
These advantages include computational access to multimedia and seaseitidait the need for

large network transfers, more efficient access to data stored on other mobile devices, and distributec
ownership and maintenance of hardware. Using these definition one can clarify the differences betweer
mobile computing and cloudomputing. Cloud computing aims at providing service without the
knowledge of end user of where these services are hosted or how they are delivered. Whereas Mobils
computing aims to provide mobility so, that users can access resources through wireledésgyechn

from anywhere.

Mobile cloud computing is the latest practical computing paradigm that extends utility computing
vision of computational clouds to resources constrained SMDs. MCC is defined as a new distributed
computing paradigm for mobile applicat®whereby the storage and the data processing are migrated
from the SMD to resources rich andgpaful centralized computing data centers in computational
clouds. The centralized applications, services and resources are accessed over the wireless netwol
technologies based on web browser on the SMDs. Successful practice of accessing computationa
clouds on demand for stationary computers motivate for leveraging cloud services and resources for
SMDs. MCC has been attracting the attentions of businesspasangrofitable business option that
reduces the development and execution cost of mobile applications and mobile users are enabled t
acquire new technology conveniently on demand basis. MCC enables to achieve rich experience of &
variety of cloud servies for SMD at low cost on the move. MCC prolongs diverse services models of
computational clouds for mitigating computing resources (battery, CPU, memory) limitations in SMDs.
The objective of MCC is to augment computing potentials of SMDs by employsayinees and
services of computational clouds. MCC focuses on alleviating resources limitations in SMDs by



employing different augmentation strategies; such as screen augmentation, energy augmentation
storage augmentation and application processing augtimnbf SMD.A taxonomy including three

main approaches have been devised, namely-dngh resource production, native resource
conservation, and resource requirement redudt@as been analyzedCC utilizes cloud storage
services for providing online gtge and cloud processing services for augmenting processing
capabilities of SMDs. Processing capabilities of SMDs are augmented by outsourcing computational
intensive components of the mobile applications to cloud datacenters. The following secticsediscus
the concept of augmenting smartphones through computational clouds.

Augmenting Smartphones through Computational Clouds:

MCC implements a number of augmentation procedures for leveraging resoursesvares of cloud
datacenterExamples of the augmaations strategies include; screen augmentation, energy
augmentation, storage augmentation and application processing augmentation of SMD . In MCC, two
categories of the cloud services are of special interest to research community; cloud contents anc
computing paour. Cloud contents are provided in the form of centralized storage centers or sharing
online contents such as live video streams from other mobile devices. A number of online file storage
services are available on cloud server which augmentddtege potentials by providing effevice

storage services. Examples of the cloud storage services include Amazon S3 and DropBox. Mobile
users outsource data storage by maintaining data storage on cloud server nodes. However, ensuring tt
consistency of da on the cloud server nodes and mobile devices is still a challenging research

perspective.
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Mobile Cloud Computing Model SmartBox is an online file storage and management model which
provides a constructive approach for online cloud based storage eesk ananagement system.
Similarly, the computing paur of the cloud datacenters is utilized by outsourcing computational load
to cloud server nodes. The mechanism of outsourcing computational task to remote server is callec
process offloading or cyber fagimg. Smart mobile devices implement process offloading to utilize the
computing pour of the cloud. The term cyber foraging is introduced to augment the computing
potentials of wireless mobile devices by exploiting available stationary computers inctie lo
environment. The mechanism of outsourcing computational load to remote surrogates in the close
proximity is called cyber foraging . Researchers extend process offloadovghaits for Pervasive
Computing Grid Computing and Cluster Computing. In ngicgears, a number of cloud server based
application offloading frameworks are introduced for outsourcing computational intensive components
of the mobile applications partially or entirely to cloud datacenters. Mobile applications which are
attributed wih the features of runtime partitioning are called elastic mobile applications. Elastic

applications are partitioned at runtime for the establishment of distributed processing platform.
Need for virtualization

Virtualization is the ability which allows shag the physical instance of a single application or
resource among multiple organizations or users. This technique is done by assigning a name logically
to all those physical resources & provides a pointer to those physical resources based on demand.
Ove an existing operating system & hardware, we generally create a virtual machine which and above
it we run other operating systems or applications. This is called Hardware Virtualization. The virtual
machine provides a separate environment that is logideltinct from its underlying hardware. Here,

the system or the machine is the host & virtual machine is the guest machine. This virtual environment

is managed by a firmware which is termed as a hypervisor.
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Fig. Cloud Virtualization
Virtualization playsa significant role in cloud technology and its working mechanism. Usually, what
happens in the cloudthe users not only share the data that are located in the cloud like an application
but also share their infrastructures with the help of virtualizatibrtualization is used mainly to
provide applications with standard versions for the cloud customers & with the release of the latest
version of an application the providers can efficiently provide that application to the cloud and its users
and it is pasible using virtualization only. By the use of this virtualization concept, all servers &
software other cloud providers require those are maintained by gp#rirg and the cloud provider
pays them on a monthly or yearly basis.
In reality, most of theoday's hypervisor make use of a combination of different types of hardware
virtualization. Mainly virtualization means running multiple systems on a single machine but sharing

all resources (hardware) & it helps to share IT resources to get benefibusihess field.

Difference Between Virtualization and Cloud



Essentially there is a gap between these two terms, though cloud technology requires the concept @
virtualization. Virtualization is a technologyit can also be treated as software that canipate

hardware. Whereas cloud computing is a service which is the result of the manipulation.

. Virtualization is the foundation element of cloud computing whereas Cloud technology is the delivery

of shared resources as a sernoocedemand via the interhe

. Cloud is essentially maelgp from the concept of virtualization.

Advantages of Virtualization

The number of servers gets reduced by the use of virtualization concept
Improve the ability of technology

The business continuity also raised due to the usgtaalization

It creates a mixed virtual environment

Increase efficiency for development & test environment

Loours Total Cost of Ownership (TCO)

Features of Virtualization

Partitioning: Multiple virtual servers can run on a physical server at the same ti

Encapsulation of data: All data on the virtual server including boot disks is encapsulated in a file

format

Isolation: The Virtual server running on the physical server are safely separated & don't affect each
other

Hardware Independence: When the \aftgerver runs, it can migrate to the different hardware

platform

Types of Virtualization
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- SevenTypes of Virtualization

U Hardware Virtualization.
U Software Virtualization.
U Network Virtualization.
U Storage Virtualization
U Memory Virtualization.
U Data Virtualization.

U Desktop Virtualization.

1. Hardware Virtualization

- Hardware or platform virtualization means creation of virtual machine that acrdile
computer.

- Ex. Computer running Microsoft Windows 7 may host the virtual machine look like a Ubund

- Hardware virtualization also knows as hardwassisted virtualization orserver
virtualization .

- The basic idea of the technology is to combine many small physical servers into one large
physical server, so that the processor can be used more effeatidedyficiently.

- Each small server can host a virtual machine, but the etiséer of serversis treated as a

single device by any process requesting the hardware.



- The hardware resource allotment is done byhgjpervisor.

- The advantages are increapedcessing pour as a result omaximized hardware utilization
and application uptime.
- Hardware virtualization is further subdivided into the following types

Full Virtualization T Guest software does not require any modifications since the underlyivggnard

is fully simulated.

Para Virtualization i The hardware is not simulated and the guest software run their own isolated

domains.

Partial Virtualization T The virtual machine simulates the hardware becomes independent of it.

The guest operatg system may require modifications.

2. Software Virtualization

- The ability to computer to run and createe or more virtual environments



- Itis used to enable@mputer systemin order to allow a guest OS to run.

- Ex. Linux to run as a guest thatiatively running a Microsoft Windows OS

- Subtypes:

Operating System Virtualization i Hosting multiple OS on the native

Application Virtualization T Hosting individual applications in a virtuahvironment separate

from the native OS

Service Virtualization T Hosting specific processes and servicglated to a particular

application
Guest 0OS A Guest OS B
1L Ik
Applications VMM
-~
Host OS
Physical Hardware

3. Network Virtualization

- It refers to thananagement and monitoring of a computer networkas a single managerial

entity from a single software ased admini strator 6s

consol

- Multiple sub-networks can be created on the same physical network, whahor may not

is authorized to communicate with each other.

- It allowsnetwork optimization of data transfer rates, scalability, reliability, flexibility, and

security

- Subtypes:

e .



Inter nal network: Enables a single system to function like a netwOrkExternal network:

Combine many networks, or parts of networks mtartual unit

EeeEeEEEE

4. Storage Virtualization

- Multiple physical storage devicesare grouped together, which look likesimge storage
device.

- Ex. Partitioning our hard drive into multiple partitions

- Advantages

Improved storage management in a heterogeneous IT environment

Easy updates, better availability

Reduced downtime

Better storage utilization

c: c: c: c: c:

Automated management

Two types

Block- Multiple storage devices are consolidated into one

File- Storage system grants access to files that are stored over nhdsgde
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5. Memory Virtualization

- The way todecouple memory from the servetto provide a shared, distributed or
networkel function.

- It enhances performance by providigigeater memory capacitywithout any addition to the
main memory.
- Implementations

Application-level integrationi Applications access the memory pdakctly

(Appli::ation )( Application )( Application ] - (Applicatin:rn j

11 11 ' 5]
Yirtualized Memary Pool
11 I§j 1 LT

[Cc:-ntrl'bumr 1 j[_CDntribumr zj[CDnrrihurﬂraj (_Cnntrihumr “J

Operating System Level Integrationi Access tahe memory pool iprovided through an operating
system.
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6. Data Virtualization

- Without any technical detailgje caneasily manipulate dataand know how it is formatted or
where it is physically located.

- It decreases the data errors and workload

- The daa is presented as an abstract lay@npletely independent of datastructure and
database systems

- The userds desktop i s s tthe userdo acceshisdherrdeskiopt e s
from any device or location

- It provides thevork convenience an security

- It provides a lot of flexibility for employees t@ork from home or on the go

- Since thalata transfer takes place over secure protocaglany risk of data theft is minimized

B o

Thin Cheats and
Deskiop PCs

Operating System Virtualization:

Operating system virtualization re$eto the use adoftwareto allow systenhardwareo run multiple
instances  of different operating systems concurrently, allowing we to run

different applicationsrequiring different operating systems on ammputer systemrhe operating
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systems do not interfere with each other or the various applications. Not to be confusgzkvetimg

systemlevel virtualizationwhich is a type of server virtualization.
VMWare

VMware is a virtualization and cloud computing software provider based in Palo Alto, Calif. Founded
in 1998, VMware is a subsidiary of Dell Technologies. EMC Corporation oligiaequired VMware

in 2004; EMC was later acquired by Dell Technologies in 2016. VMware bases its virtualization
technologies on its bametal hypervisor ESX/ESXi in x86 architecturé/ith VMware server
virtualization, a hypervisor is installed on the pital server to allow for multiplevirtual
machinegVMSs) to run on the same physical server. Each VM can run its own operating system (OS),
which means multiple OSes can run on one physical server. All the VMs on the same physical server
share resourcespch as networking and RAM. In 2019, VMware added support to its hypervisor to
run containerizedvorkloads in a Kubernetes cluster in a similar way. These types of workloads can be
managed by the infrastructure team in the same way as virtual machinge dhelOps teams can

deploy containers as theyre used to.

Diane Greene, Scott Devine, Mendel Rosenblum, Edward Wang and Edouard Bugnion founded
VMware, which launched its first produetVMware Workstation- in 1999. The company released

its second mrduct, VMware ESX in 2001.VMware products include virtualization, networking and
security management tools, softwalefined data center software and storage software.VMware
vSphereis VMware's suite of virtualization products. VMware vSphere, known as afdw
Infrastructure prior to 2009, includes the following:

1 ESXi

1 vCenter Server

1 vSphere Client

T vMotion

As of April 2018, the most current version is vSphere 6.7, which is available in three editions: Standard,
Enterprise Plus and Platinum. There are alsothweeserver kits targeted toward small and medium
sized businesses named vSphere Essentials and Essentials PlM@igihe Cloud on AWS,

customers can run a cluster of vSphere hosts with vSAN and NSX in an Amazon data center and rur


https://www.webopedia.com/TERM/O/operating_system_level_virtualization.html
https://www.webopedia.com/TERM/O/operating_system_level_virtualization.html

their workloads thexr while in the meantime manage them with their \kebwn VMware tools and

skills.

Networking and security

VMware NSX is a virtual networking and security software offering created when VMware acquired
Nicera in 2012. NSX allows an admin to virtualize netkvcomponents, enabling them to develop,
deploy and configure virtual networks and switches through software rather than hardware. A software
layer sits on top of the hypervisor to allow an administrator to divide a physical network into multiple
virtual networks.With the latest release of the product, NSBata Center, network virtualization can

be added to both ESXi akVM as hypervisors, as well as to bametal servers. Also containerized
workloads in aKubernetesluster can be virtualized and protied. NSXT Data Center also offers
Network Function Virtualization, with which functions such as a firewall, load balancer and VPN, can

be run in the virtualization software stack.

VMware vRealize Network Insightis a network operations management toat gtnables an admin

to planmicrosegmentatioand check on the health of VMware NSX. VRealize Network Insight relies
on technology from VMware's acquisition of Arkin in 2016. VRealize Network Insight collects
information from the NSX Manager. It also digpé errors in its user interface, which helps

troubleshoot an NSX environment.

Software Defined Data Center SDDC) platform:

VMware Cloud Foundation is an integrated software stack that bundles vSphere, VMware vSAN and
VMware NSX into a single platfortinrough the SDDC Manager. An admin can deploy the bundle on
premises as a private cloud or run it as a service within a public cloud. An administrator can provision

an application immediately without having to wait for network or storage.

Storage and avaiability

VMware vSAN is a softwarebased storage feature that is built into the ESXi hypervisor and integrated

with vSphere; it pools disk space from multiple ESXi hosts and provisions it via smart policies, such



as protection limitsthin provisioninganderasure coding. It integrates with vSphere High Availability

to offer increased compute and storage availability.

VMware Site Recovery Manager (SRM)is a disaster recovery management product that allows an
administrator to create recovery plans that ateraatically executed in case of a failure. Site Recovery
Manager allows admins to automatically orchestrate the failover and failback of VMs. SRM also

integrates with NSX to preserve network and security policies on migrated VMs.

VMware vCloud NFV is anetwork functions virtualizatiomplatform that enables a service provider to
run network functions as virtualized applications from different vendors. NFV provides the same
benefits of virtualization and cloud to a communications service provider that migvielied on

hardware.

Cloud management platform

ThevRealize Suiteis a group of software that allows a user to create and manage hybrid clouds. The
VRealize Suite includes vRealize Operations for monitoring, vRealize Log Insight for centralized
logging, vRealize Automation for data center automation and vRealize Business for Cloud for cost

management.

With this bundle, an administrator can deploy and manage VMs on multiple hypervisors or cloud
platforms from a single management console. Released in Z8Mare Tanzu allows customers to

build containerized apps, run enterprise Kubernetes and manage Kubernetes for developers and IT.

Virtual desktop infrastructure

VMware Horizon allows organizations to run Windows desktops in the data center or in VMware
Cloud on AWS. This removes the need to place and manage full desktops on the workplace and
centralizes management and security for the user's environment. It integrates with the VMware products
App Volumes and Dynamic Environment Manager for applicationveigliand Windows desktop

management.



Digital workspace and enterprise mobility management

Workspace ONRllows an administrator to control mobile devices and cloasted virtual desktops

and applications from a single management platform deployed eithiez cloud or on premises. The
Workspace ONE suite includes VMware AirWatch, Horizon Air and Identity Manddentity
Manageilis an identityasa-service produdhat offerssingle sigron (SSO) capabilities for web, cloud

and mobile applications. Identity Manager gives SSO access to any application from any device, basec
on the policies created.VMware AirWateh an enterprise mobility manageme(EMM) software

platform that enables an administrator to deploy and manage mobile devices, applications and data.

Personal desktop

VMware Workstationis the first product evereteased by the software company. It enables users to
create and run VMs directly on a single Windows or Linux desktop or laptop. Those VMs run
simultaneously with the physical machine. Each VM runs its own OS such as Windows or Linux. This
enables users taun Windows on a Linux machine or vice versa simultaneously with the natively
installed OS.VMware Fusias software like VMware Workstation that virtualizes a Windows or Linux

OS on Mac computers.

Benefits of VMware

1 Security based on aerotrust model,along with better security than container systems like

Kubernetes;
1 Better provisioning of applications and resources;
T Simplified Data Center Management
1 Increased efficiency and agility of data center systems.
Drawbacks of VMware
1 High licensing fees;
1 BetterHyperV and Xen hypervisor alternatives, according to some;

1 Lack of support and several bugs when used alongside oracle products; and
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1 Hardware compatibility issues as not everything works well with VMware.

KVM

Kernelbased Virtual Machine (KVM) is aopen sourcevirtualizationtechnology built into Linux®.
Specifically, KVM letswe turn Linux into ahypervisorthat allows a host machine to run multiple,

isolated virtual environments called guests or virtual machines (VMs).

KVM is part of Linux If wed vget Linux 2.6.20orneurrwed ve got KVM. KVM was
in 2006 and merged into the mainline Linux kernel version a year later. Because KVM is part of existing
Linux code, it immediately benefits from every new Linux feature, fix, and advancenmitbiout

additional engineering.

How does KVM work?

KVM converts Linux into a typd (baremetal) hypervisor. All hypervisors need some operating
systemlevel components such as a memory manager, process scheduler, input/output (1/O) stack,
device drivers,security manager, a network stack, and @ade run VMs. KVM has all these
components because itodos part of the Linux kerr
scheduled by the standard Linux scheduler, with dedicated virtual hardwara tikevork card,
graphics adapter, CPU(s), memory, and disks.

Implementing KVM

We need tdhave to run a version of Linux that was released after 2007 and it needs to be installed on
X86 hardware that supports virtualization capabilities. If both of thoseshare checked, then ale
have to do is load 2 existing modules (a host kernel module and a presssific module), an

emulator, and any drivers that will hed run additional systems.

But implementing KVM on a supported Linux distributébiike Red Hat Enterprise Linux expands
KVM's capabilities, lettingve swap resources among guests, share common libraries, optimize system

performance, and a lot more.

Migrating to a KVM -based virtual infrastructure



Building a virtual infrastructure on a platfomed r e cont r act uaburagcedssitoehd t o
source code. That meawsir IT developments are probably going to be more workarounds than
innovations, and the next contract could keggrom investing in clouds, containers, and automation.
Migrating to a KVM-based virtualization platform means being able to inspect, modify, and enhance
the source code behimdirh y per vi sor . And-ltitemes®&s amgo eemtearnt p b

source code to protect.
KVM features

KVM is part of Linux. Linux is part of KVM. Everything Linux has, KVM has too. But there are
specific features that make KVM an enterprise
Security

KVM uses a combination afecurityenhanced Linux (SELinux@ndsecure virtualization (sVirtjor
enhancedVM security and isolation. SELinux establishes security boundaries around VMs. sVirt
extends SELIinuxdés capabilities, all owing Mand
guest VMs and preventing manual labeling errors.

Storage

KVM is able to e any storage supported by Linux, including some local diskeetnwrkattached
storage (NAS)Multipath 1/O may be used to improve storage and provide redundancy. KVM also
supports shared file systems so VM images may be shared by multiple hostmddje& support thin
provisioning, allocating storage on demand rather than all up front.

Hardware Support:

KVM can use a wide variety of certified Lintsupported hardware platforms. Because hardware
vendors regularly contribute to kernel development, l#test hardware features are often rapidly

adopted in the Linux kernel.
Memory Management:

KVM inherits the memory management features of Linux, includingureform memory access and
kernel samgage merging. The memory of a VM can be swapped, backieddeyvolumes for better

performance, and shared or backed by a disk file.

Live Migration



KVM supports live migration, which is the ability to move a running VM between physical hosts with
no service interruption. The VM remains quued on, network conndons remain active, and
applications continue to run while the VM is relocated. KVM also saves a VM's current state so it can

be stored and resumed later.
Performance and Scalability

KVM inherits the performance of Linux, scaling to match demand load ritimber of guest machines
and requests increases. KVM allows the most demanding application workloads to be virtualized and

is the basis for many enterprise virtualization setups, such as datacenters and private clouds
Scheduling and Resource Control:

Inthe KVM model, a VM is a linux process, scheduled and managed by the kernel. The Linux scheduler
allows finegrained control of the resources allocated to a Linux process and guarantees a quality of
service for a particular process. In KVM, this includes completely fair scheduler, control groups,

network name spaces, and réale extensions.
Loour Latency and higher prioritization

The Linux kernel features reime extensions that allow VMased apps to run atdor latency with
better prioritizatiofcompared to bare metal). The kernel also divides processes that require long

computing times into smaller components, which are then scheduled and processed accordingly.

Managing KVM
| t 0s possible to manually manag e orkstatidnawitrbit u |
a management tool. Large enterprises ustialization managemersgoftware that interfaces with
virtual environments and the underlying physical hardware to simplify resource administration,
enhance data analyses, and streamline opegatRed Hat created Red Hat Virtualization for exactly

this purpose.

KVM and Red Hat
We believe 1in KVM so much that itds the sol e

webre continually improving t KW cémenunitye But smeed e v



KVM is part of Linux, itds al & soavdyywoulduesvnuRee d i |
Hat Virtualization?

Well, Red Hat has 2 versions of KVM. The KVM that ships viRied Hat Enterprise Linulkas all of

the hypervisor factionality with basic management capabilities, allowing customers to run 4ip to
isolated virtual machinem a single hosRed Hat Virtualizatiortontains an advanced version of KVM

that enables enterprise managemenuaf| i mi t ed g u e sdal fonase ndatacerger | t

virtualization, technical workstations, private clouds, and in development or production.

System VM and Process VM

Two categories of virtual machines

Virtual machines are separated in two major categories, based on their usgeged of
correspondence to any real machiAesystem virtual machine provides a complete system platform
which supports the execution of a complete operating system (©@$8hntrast, a process virtual
machine is designed to run a single program, wimehns that it supports a single process. An essential
characteristic of a virtual machine is that the software running inside is limited to the resources and

abstractions provided by the virtual machindat cannot break out of its virtual world.

System Vrtual Machines

System virtual machines (sometimes called hardware virtual machines) allow the sharing of the
underlying physical machine resources between different virtual machines, each running its own
operating system. The software layer providing th@&lization is called a virtual machine monitor or

hypervisor. A hypervisor can run on bare hardware (Type 1 or native VM) or on top of an operating

system (Type 2 or hosted VM).

Main advantages of system VMs

T Multiple OS environments can -@xist on thesame computer, in strong isolation from each

other;



T The virtual machine can provide an instruction set architecture (ISA) that is somewhat different

from that of the real machine.

Main disadvantages of system VMs

1 There's still an overhead of the virtuatipa solution which is used to run and manage a VM, so
performance of a VM will be somewhat slo compared to a physical system with comparable
configuration

T Virtualization means decoupling from physical hardware available to the host PC, this usually
means access to devices needs to go through the virtualization solution and this may not always

be possible

Multiple VMs each running their own operating system (called guest operating system) are frequently
used in server consolidation, where different sswithat used to run on individual machines in order
to avoid interference are instead run in separate VMs on the same physical machine. This use i

frequently called qualitpf-service isolation (QoS isolation).

Process Virtual Machines

A process VM, soménes called an application virtual machine, runs as a normal application inside an
OS and supports a single process. It is created when that process is started and destroyed when it exi
Its purpose is to provide a platfofindependent programming enmimment that abstracts away details

of the underlying hardware or operating system, and allows a program to execute in the same way or
any platform.

A process VM provides a higlevel abstractiond that of a higHevel programming language
(compared to théow-level ISA abstraction of the system VM). Process VMs are implemented using
an interpreter; performance comparable to compiled programming languages is achieved by the use
justin-time compilation.This type of VM has become popular with the Javaymmming language,

which is implemented using the Java virtual machine. Another example is the .NET Framework, which

runs on a VM called the Common Language Runtime.



Virtual Machine Monitor

A Virtual Machine Monitor (VMM) is a software program that enalthescreation, management and
governance of virtual machines (VM) and manages the operation of a virtualized environment on top

of a physical host machin€MM is also known as Virtual Machine Manager and Hypervisor.

VMM is the primary software behind viralization environments and implementations. When installed
over a host machine, VMM facilitates the creation of VMs, each with separate operating systems (OS)
and applications. VMM manages the backend operation of these VMs by allocating the necessary
computing, memory, storage and other input/output (I1/0O) resources.

VMM also provides a centralized interface for managing the entire operation, status and availability of
VMs that are installed over a single host or spread across different and intercohnstted

The software that creates a virtual machine (VM) environment in a computer In a regudariurein
computer, the operating system is the master control program, which manages the execution of all
applications and acts as an interface between pihs and the hardware. The OS has the highest

privilege level in the machine, known as "ring 0"

In a VM environment, the VM monitor (VMM) becomes the master control program with the highest
privilege level, and the VMM manages one or more "guest opesatsigms.” Each guest OS manages

its own applications in a separate "virtual machine" (VM) in the computer, sometimes called a "guest
OS stack."

The VM monitor (VMM) is an interface between the guest OS and the hardware. It intercepts calls to
the peripheradevices and memory tables from each g@Stand intercedes on its behatfreverse,
when a disk or SSD wig creates an interrupt, the ibnitor injects that interrupt into the appropriate

guest OsS. Following are the major monitor types.



Host OS5

App vM vM
App Guest 05 Guest 05
App
App App
User
Level
Monitor Host OS ]
YMM Hernel

{Ui_rtual Drivers H.i“g 1]
Drivers) |

Host OS

This VM monitor (VMM) is installed in an existing, running computer. The VMM kernel runs
alongside the host OS, and calls for I/O are redirected to virtual drivers that call the native API of the
host OS. Examples of Gisted VMMs are VMware WorkstatiprWMware Server, Parallels

Workstation and Parallels Desktop for Mac.

Hypervisor
VM VM VM
Guest 0% Guest 0% Guest 0%
App App App

Virtual Machine Monitor (WMM)

Drivers

Hypervisor



The hypervisor monitor provides the most control, flexibility and performance, because it is not subject
to limitations of a host OS. The hypervisor relies on its avitware drivers for the hardware; however,
they may limit portability to another platform. Examples of this method are VMware ESX and IBM's

mainframe z/VM.

Service 05
Service Vil M v
Senvice 0S Guest 05 Guest 05
Drivers App App

Micro Hypervisor

ServiceOS

This method combines the robustness of the hypervisor with the flexibility bbgtenodel. In order
to take advantage of the drivers in a popular OS, the Service OS runs as a component of the hypervisc
in a separate VM. Xen, XenServer and Hypeaare examples of the service VM approathe VMM

is in charge of running the virtual ctaines.

There are two main types of VMM:

Type 1: Native
Type 2: Hosted

Type 1 Native Hypervisors run directly on the host machine, and share out resources (such as memory

and devices) between guest machines.

e.g. XEN, Oracle VM Server



Type 2: Hosted Hyprvisors run as an application inside an operating system, and support virtual

machines running as individual processes.

e.g. VirtualBox, Parallels Desktop, QEMU

Properties of a Virtual Machine

1.Efficiency. The majority of guest instructions are execudedctly on the host machine.
2.Resource ControThe virtual machine monitor must remain in control of all machine resources.

3.Equivalence The virtual machine must behave in a way that is indistinguishable from if it was

running as a physical machine.

Efficiency
ALl I i nnocuous instructions are executed by t
part of the control program.?o

Normal guest machine instructions should be executed directly gordbessor. System instructions
need to beraulated by the VMM.

Resource Control

Al't must be i mpossible for tiesaodrcesirelmemoryaavajable r o
to it; the allocator of the cont iThelirtugl macgimea m |
should not beble to affect the host machine in any adverse way. The host machine should remain in

control of all physical resources, sharing them out to guest machines.
Equivalence

AAny program K executing wi t possibleexoeptionperformgpim o gr
a manner indistinguishable from the case when the control program did not exist and K had whatever
freedom of access to privileged instructions t
that the operating system running on gual machine should believe it is running on a physical

machi ne, il .e. the behaviour of the virtual ma «

of the corresponding physical machine.



The two exceptions mentioned are: temporal latenamnésinstruction sequences will take longer to

run) and resource availability (physical machine resources are shared between virtual machines)

Interpretation and Binary Translation:

Anterpretation

T simple and easy to implement, portable

T low performane

T threaded interpretation

ABinary transl ati on

T complex implementation

T high initial translation cost, small execution cost
I selective compilation

Interpreter state:

A An interpreter needs to maintain enestngthe mpl ¢

source ISA  registers& memory(code, data, stack)

Program Counter

Code Condition Codes

Reg 0O

Reg 1

Data Reg n-1

. ‘ ‘
=] ~

Stack
Interpreter Code

Decode and dispatch interpreter




I step through the source program one instruction at a time
i decode the current instruction
T dispatch to corresponding interpreter routine

T vry high intepretation cost

while (Thalt && linterrupt) {

inst = code[PC];

opcode = extract(inst,31,6);

switch(opcode) {

case LoadWordAndZero: LoadWordAndZero(inst);
case ALU: ALU(inst);

case Branch: Branch(inst);

!

Load Function:

LoadWordAndZero(inst){

RT = ex tract(inst,25,5); RA = extract(inst,20,5); displacement =
extract(inst,15,16); if (RA == 0) source = 0; else source = regs[RA];

address = source + displacement; regs[RT] = (data[address]<< 32)>>
32; PC=PC+4;




ALU Function:

ALU(inst){

RT = extract(ins t,25,5);

RA = extract(inst,20,5);

RB = extract(inst, 15,5);

sourcel = regs[RA];

source2 = regs[RB];

extended_opcode = extract(inst,10,10); switch(extended_opcode) {
case Add: Add(inst);

case AddCarrying: AddCarrying(inst);

case AddExtended: AddExtended(ins t);

.} PC=PC+4;

Indirect Thread Interpretation:




X “data"

daccesses

dispatch
loop

interpreter

routines source code

interpreter

routines

-~

-~

Yy
Decode-dispatch Threaded
Pre Coding:
- Parse each instruction into a fatefined structure to facilitate interpretation
I separate opcode, operands, etc.
T reduces shifts / masks significantly
I more useful for CICS ISAs
07 (load word and zero)
11 2] 08
lwz rl, 8(r2)
add r3, r3,rl 08 (add)
stw r3, 0(r4) 3] 1| 03
37 (store word)
3| 4] 00
struct instruction {




unsigned long op;

unsigned char dest, srcl, src2; } code [CODE_SIZE];

Load Word and Zero:

RT = code[TPC].dest;

RA = code[TPC].srcl;

displacement = code[TPC].src2;

if (RA == 0) source = 0;

else source = regs[RA];

address = source + disp lacement;
regs[RT] = (data[address]<< 32) >> 32;
SPC =SPC + 4; TPC =TPC + 1;

If (halt || interrupt) goto exit; opcode = code[TPC].op

routine = dispatch[opcode]; goto *routine;

Direct Threaded Interpretation

AAll ow even hiigher efficiency by
i Removingthe memory access to the centralized table

T Requires predecoding

i Dependent on locations of interpreter routines

ALoses Portability




001048d0 (load word and zero)
11 2 08

00104800 (add)
3] 1 03

00104910 (store word)
3| 4 00

Load Word and Zero:

RT = code[TPC].dest;

RA = code[TPC].srcl;

displacement = code[TPC].src2;

if (RA == 0) source = 0;

el se source =regs[RA];

address = source + displacement;
regs[RT] = (data[address]<< 32) >> 32;
SPC = SPC + 4;

TPC = TPC + 1;

If (halt || interrupt) goto exit; routine = code[TPC].op; goto

*routine;
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Fig. Direct Threaded interpretation

Interpretor control f low:

- Decode for CISC ISA

- Individual routines for each instruction



l

(fill-in instruction

General
Decode

structure)

Inst. 1 Inst. 2 Inst. n
specialized specialized m ® W gpecialized
routine routine routine
| i |
A 4 A 4
For CISC ISAs

T multiple byte opcode

T make common cases fast

- Dispatch
on
first byte

- \
A///
Simple Simple Complex Complex
Inst. 1 Inst. m Inst. m+1 Inst. n Prefix
specialized - specialized specialized specialized set flags
routine routine routine routine

N

Shared
Routines




Binary Translation

Arranslate source binary program to target binary before execution

T is the logical conclusion of prededing

T get rid of parsing and jumps altogether

i allows optimizations on the native code

T achieves higher performance than interpretation

T needs mapping of source state onto the host state (state mapping)

x86 Source Binary

addl  %edx,4(%eax)
movl 4(%eax) ,%edx

add %eax,4

Translate to PourPC Target

rl points to x86 register context block
r2 points to x86 memory image

r3 contains x86 ISA PC value

lwz  r4,0(rl) ;load %eax from register block
addi r5;4,4 ;add 4 to %eax

lwzx r5,r2,r5 ;load operand from memory
wz  r4,12(rl) ;load %edx from register block
add r5,r4,r5 ;perform add

stw  r5,12(rl) ;put result into %edx

addi r3,r3,3 ;update PC (3 bytes)




lwz  r4,0(rl) ;load %eax from register block

addi r5,r4,4 :add 4 to %eax

lwz  r4,12(rl) ;load %edx from register blo ck
stwx r4,r2,r5 ;store %edx value into memory

addi r3,r3,3 ;update PC (3 bytes)

lwz  r4,0(rl) ;load %eax from register block

addi r4,r4,4 ;add immediate

stw  r4,0(rl) ;place result back into %eax

addi r3,r3,3 ;update PC (3 bytes)

State Mapping

Avaintainingthe state of the source machine on the host (target) machine.
T state includes source registers and memory contents

T source registers can be held in host registers or in host memory
T reduces loads/stores significantly

I easier if target registers > soanegisters

Register Mapping

Map source registers tospill registers if needed

Af target registers < source registers

i map some to memory

T map on peblock basis

AReduces load/store significantly

T improves performance

rl points to x86 register contex t block




r2 points to x86 memory image

r3 contains x86 ISA PC value

r4 holds x86 register %eax

r7 holds x86 register %edx etc.

addi

Iwzx

add

addi

Stwx

addi

addi

rl6,r4,4
riz,r2,ri
re,elz,ri
r16,r4,4
r7,r2,r16
r4,r4,4

r3,r3,9

;add 4 to %eax

6 ;load operand from memory
;perform add of %edx
;add 4 to Y%eax
;store %edx value into memory
;increment %eax

;update PC (9 bytes)

sourcelSA rargerrsAa

Blo ke

SourceRegister R 1
—
é R 2
SourceMemory
Image
—

I program counter

I stackpointer

[T 1]

I reg1 R 5
I reg?2 R 6
I regn RN+4




source code

______

binary translated
target code

High Level Language Virtual Machines(HLL VM)

HLL Program

Compiler front-end

Compiler back-end

v Loader

Memory Image

Traditional

Two major examples

Java VM

T Microsoft Common Language Infrastructure (CLI)

HLL Program

Compiler

v VM loader

VM Inferpreter/Translator

Host Instructions

HLL VM



HLL VMS:
Compiler forms program files (e.g. class files)
I Standard format

Program files contain both code and metadata

Virtual Machine Machine
Implementation
Dependent

-

Machine Independent
Program File

Interpreter

Java Virtual Machine Architecture & CLI i Analogous to an ISA

Java Virtual Machine Implementation & CL i Analogous to a computer implementation

(Common Language Runtime)

Java bytecodes & Microsoft Intermedig -The instruction part of the ISA
Language (MSIL), CIL, IL

Java Platform & .NET framework i ISA + Libraries; a higher level ABI




Characteristics of HLL VMs
ASecurity
ARobustness
ANet working

APerformance

Security

A key aspect of modern netwedkiented VMs

AVust protect:

i Local files and resources

I Runtime from user process

Arhe program runs in a sandbox at the host machine. It is managed by the VM runtime.

Arhe ability to lad an untrusted application and run it in a managed secure fashion is a very big
challenge!



Sandbox Boundary
Network /

Accessible
Local File

VMM

User Process

Other
Local File

Robustness:Object Orientation
Mobjects

i Data carrying entities

T Dynamically allocated

T Must be accessed via pointers or references



AMet hods

T Procedures thatperate on objects

ACl ass

i A type of object and its associated methods

T Object created at runtime is an instance of the class

I Data associated with a class may be dynamic or static

OO programming paradigm has become the model of choice for modern MEL V
Both Java and CLI are designed to support OO software.

Networking:

AThe application must use the available bandw
T Application loaded incrementalynamic linking

T Improves program starteime
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indéx

Instruction stream index
d operand #ggera

opcode
opcode operand
d operand ~|_operand |

opcode
opcode operand
opcode

opcode operand ‘

Operands

Fig: Memory Hierarchy in JVM

JVM: Bytcode Emulation
Alnterpretation

I Simple, fast startup, but slow

A J 4nsTime (JIT) Compilation

T Compile each method when first touched

I Simple, static optimizations

A H-@pot Compilation

i Find frequently executed code

T Apply more aggressive @ipizations on that code

I Typically phased with interpretation or JIT



ADynamic Compil ati on
I Based on Hepot compilation

T Use runtime information to optimize
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Cloud Security
Topics:

Cloud securityi Security threats and solutions in cloud#uditing protocolsi dynamic
auditingi storage securityPrivacy preserving TFully Homomorphic Encryptiori Big
data security Cloud availability DoS attacksi Fault tolerance management in cloud
computing Cloud computing in India.

Cloud Security

Cloud security, also known as cloud computing securagsists of a set of policies, controls,
procedures and technologies that work together to protect-beset gstems, dataand
infrastructure. These security measures are configured to protect cloud data, support regulatory
compliance and protect customers' privacy as well as setting authentication rules for individual
users and devices. From authenticating acdesfiltering traffic, cloud security can be
configured to the exact needs of the business. And because these rules can be configured and
managed in one place, administration overheads are reduced and IT teamgredmodocus

on other areas of the busss.

The way cloud security is delivered will depend on the individual cloud provider or the cloud
security solutions in place. However, implementation of cloud security processes should be a

joint responsibility between the business owner and solutimvigar.

For businesses making the transition to the cloud, robust cloud security is imperative. Security
threats are constantly evolving and becoming more sophisticatedloardcomputing is no
less at risk than an ggremise environment. For this reasiims essential to work with a cloud

provider that offers besh-class security that has been customizedtwinfrastructure.
Cloud security offers many benefits, including:

Centralized security. Just as cloud computing centralizes applications atad dloud security
centralizes protection. Clotthsed business networks consist of numerous devices and
endpoints that can be difficult to manage whealing withshadow ITor BYOD. Managing
these entities centrally enhances traffic analysisvegta filtering streamlines the monitoring

of network events and results irote software and policy updates. Disaster recovery plans can

also be implemented and actioned easily when they are managed in one place.



Reduced costsOne of the benefits of utilizingaud storage and security is that it eliminates

the need to invest in dedicated hardware. Not only does this reduce capital expenditure, but it
also reduces administrative overheads. Where once IT wam$irefighting security issues
reactively, cloud scurity delivers proactive security features that offer protection 24/7 with

little or no human intervention.

Reduced Administration: When we choose a reputable cloud services provider or cloud
security platformye can kiss goodbye to manual security egufations and almost constant
security updates. These tasks can have a massive drain on resources, e mbea them

to the cloud, all security administration happens in one place and is fully managen on
behalf.

Reliability : Cloud computing servas offer the ultimate in dependability. With the right cloud
security measures in place, users can safely access data and applications within the cloud no
matter where they are or what device they are using.

More and more organizations are realizing thayrtausiness benefits of moving their systems

to the cloud. Cloud computing allows organizations to operate at scale, reduce technology costs
and use agile systems that give them the competitive edge. However, it is essential that
organizations have compéetonfidence in their cloud computing secuatyd that all data,

systems and applications are protected from data theft, leakage, corruption and deletion.

All cloud models are susceptible to threats. IT departments are naturally cautious about moving
misgon-critical systems to the cloud and it is essential the right security provisions are in place,
whetherwe are running a native cloud, hybrid or-premise environment. Cloud security
offers all the functionality of traditional IT security, and allowsibesses to harness the many
advantages of cloud computing while remaining secure and also ensure that data privacy and

compliance requirements are met.

Secure Data in the Cloud
Cloud data security becomes increasingly important as we move our devicas, dat
centers,business processes, and more to the cloud. Ensuring quality cloud data security is
acheived through comprehensive security policies, an orgnaizational culture of security, and

cloud security solutions.

Selecting the right cloud security solutifor our business is imperative we want to get the
best from the cloud and enswer organization is protected from unauthorized access, data

breaches and othéreats.Forcepoint Cloud Access Security Broker (CAS8pcomplete



cloud security solutin that protects cloud apps and cloud data, prevents compromised accounts

and allowswe to set security policies on a paevice basis.

Security threats and solutions in clouds

There are five layers in cloud computing. They are Client Layer, Applicesiger, Platform
layer, Infrastructure layer and server layer. In order to address the security problems, every

level should have security implementation.

Client Layer
In the cloud computing model, the cloud client consists of the computer hardware and the
computer software that is totally based on the applications of the cloud services and basically
designed in such way that it provides application delivery to the multiple servers at the same
time, as some computers making use of the various devices wicicides computers,
phones, operating systems, browsers and other devices.

Application layer

The Cloud application services deliver software as a service over the internet for eliminating
the need to install and run the application on the customer ommputers using the
simplified maintenance and support for the people which will use the cloud interchangeably
for the network based access and management of the network software by controlling the
activities which is managed in the central locations by lem@altustomers to access the
applications remotely with respect to Web and application software are also delivered to
many model instances that includes the various standards that is price, partnership and

management characteristics which provides thetegdar the centralize features.

Platform layer
In the cloud computing, the cloud platform services provides the common computing
platform and the stack solution which is often referred as the cloud infrastructure and
maintaining the cloud applicationsathdeploys the applications without any cost and

complexity of the buying and managing the hardware and software layers.

Infrastructure layer The Cloud Infrastructure services delivers the platform virtualization

which shows only the desired features ddes the other ones using the environment in



which servers, software or network equipment are fully outsourced as the utility computing
which will based on the proper utilization of the resources by using the principle of
reusability that includes the wiral private server offerings for the tier 3 data center and many
tie 4 attributes which is finally assembled up to form the hundreds of the virtual machines.

Server layer

The server layer also consist of the computation hardware and software supihertfoud
service which is based on the nmudtre processors and cloud specific operating systems and
coined offerings.

Cloud Computing Attacks

As more companies move to cloud computing, look for hackers to follow. Some of the

potential attack vectorsiminals may attempt include:

a. Denial of Service (DoSattacks Some security professionals have argued that the cloud

is more vulnerable to DoS attacks, because it is shared by many users, which makes DoS
attacks much more damaging.

b. Side Channel attackg An attacker could attempt to compromise the cloud by placing a
malicious virtual machine in close proximity to a target cloud server and then launching a
side channadttack.

c.Authentication attacks T Authentication is a weak point in hosted and virtseivices

and is frequently targeted. There are many different ways to authenticate users; for example,
based on what a person knows, has, or is. The mechanisms used to secure the authentication

process and the methods used are a frequent targthckes.

d. Man-in-the-middle cryptographic attacksi This attack is carried out when an attacker
places himself between two users. Anytime attackers can place themselves in the
communi cationods pat h, t her e i s t he possi b

communications.

e.Inside-job 1 This kind of attack is when the person, employee or staffs who is

knowledgeable of how the system runs, from client to server then he can implant malicious



codes to destroy everything in the clays$tem.

Novel elements in the dud threat model

The cloud computing threat model includes several novel elements. First, data and software
are not the only assets worth protecting. Activity patterns also need to be protected. Sharing
of resources means that the activity of one clowet usght appear visible to other cloud
users using the same resources, potentially leading to the construction of covert and side
channels. Activity patterns may also themselves constitute confidential business information,
if divulging them could lead toeverse engineering of customer base and Revenue size.
Business reputation also merit protection. When using shared resources to do business
critical computations, it becomes harder to attribute malicious or unethical activity. Even if
there are ways tdearly identify the culprits and attribute blame, bad publicity still creates
uncertainty that can tarnish a leegtablished reputation. In addition, one must often
accommodate a longer trust chain. For example, the applicatiensendould potentially

use an application built by an SaaS provider, with the application running on a platform

offered by a PaaS provider, which in turn runs on the infrastructure of an laaS provider.

Auditing Protocols

Cloud Trust Protocol (CTP)

The Cloud Trust Protocol (&) is the mechanism by which cloud service consumers (also
known as ficloud userso or ficloud service owr
elements of transparency as applied to cloud service providers. The primary purpose of the

CTP and the eiments of transparency is to generate evidéased confidence that
everything that is claimed to be happening i
and nothing else. This is a classic application of the definition of digital trust. Ande@dssur

of such evidence, cloud consumers become liberated to bring more sensitive and valuable
business functions to the cloud, and reap even larger payoffs. With the CTP cloud consumers

are provided a way to find out important pieces of information concethexgompliance,

security, privacy, integrity, and operational security history of service elements being
performed Ain the cloudo.

These I mportant pieces of information are Kkn

deliver testimony about essemtsecurity configuration and operational characteristics for



systems deployed in the cloud. The elements of transparencyentipe cloud consumer

with the right information to make the right choices about what processing and data to put in
the cloud oréave in the cloud, and to decide which cloud is best suited to satisfy processing
needs. This is the nature of digital trust, and reinforces again why such reclaimed
transparency is so essential to new enterprise value creation. Transparency of certain
important elements of information is at the root of digital trust, and thus the source of value

capture and payoff.

Dynamic auditing Auditing as a Service
Auditing as a Service
1. A service to check the cloud datdegrity
2. Conducted by a Third Parfuditor
Neither Data Owner nor Cloud Service Providers can provide unbiased auditing results,

because they both have intention to cheat. The same as auditor to auditing a company.

Need for Third Party Auditing A third party auditor carovide unbiased auditing nalés.
Benefit for both data owners and service providers Data Owners

I be ensured data integrity Service Providers

T Build good reputation Able to do a good job efficiently Professional Expé&tsgputing
Capabilities

Research Issues

Privacy Presentan:

Keep the data confidaat against the auditor DynarAuditing
Allow dynamic updates of data in the cloud Batch Auditing

Combine multiple auditing tasks together to improve efficiency

Architecture of 3" Party Auditing
Initialization: Data ownesends 1) encrypted data & verification tags to server, and 2) data
index to auditor

Challenge: Auditor sends Challenge to cloud server
Proof: Server responses with Proof

Verification: Auditor verifies correctness of the Proof



Cloud Security Auditing

IT security audits determine whether an information system and its maintainers meet both
the | egal expectations of customer data prot
financial success against various security threats. These goals are estdintein the

emerging cloud computing model of business, but they require customization.

Cloud computing, as defined by the National Institute of Standards and Technology (NIST),

is Aia model f or enabl-demandnetworkgaocessdshased poad onv e ni
of configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or
service provider interacti bendesoribddasttesssefnc e, c
computing resourcésboth hardware and soft wareprovided over a network, requiring

minimal interaction between users and providers.

Three service models are commoimplemented in the cloud: sofare as a service (SaaS),

platform as a service (PaaS), and infrastructure as a service (laaS). In each of these service
types, security is a signifi cant challenge. Security audits provide a clear and recognizable

trail of resource access for various organizations.

Traditional IT audi$ typically fall into two main categories: internal and external. Internal
audits refer to work done by an organizat.
organizational processes, and focus primarily on optimization and risk management.
External aude gi ve an outside perspective on an
requirements of various laws and regulations. Organizations have used traditional IT audits

to evaluate issues such as availability to authorized users and integrity and confidentiality

data storage and transmission.

But what happens when an organizationds I T
cloud computing allows for multiple users across a large domain, it exposes novel security

issues such as clowgpecifi ¢ confi dentiaty concerns. These threats pose new challenges

for security auditing, but cloud advocates are responding to them. For instance, groups

such aCloud Security Allianc€CSA) are urging standardizatiohcloud confi dentiality,

integrity, and availability auditing.

In this article, we highlight the challenges that separate cloud security auditing from
traditional IT security auditing practices. These challenges illustrate the importance of
special proisions for cloud security auditing in existing or newly emerging security

auditing standards. We conducted a series of interviews with experienced cloud security
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auditors and incorporated their insights and advice into our discussions.

Challenges
Atradit on al I T security audit 'S an examinati
control s. Audi tors enumer at e, evaluat e, and

operations to determine whether the systems safeguard the information assets) daata
integrity, and operate eff ectively to achi e
2 To support these objectives, IT security auditors need data from both internal and external
sources.

In addition, cloud computing comes with its owet ©f security challenges. A cloud
infrastructure is the result of a constant thinesy negotiation among service organizations,

cloud service providers (CSPs), and end users to ensure productivity while maintaining a
reasonable degree of security. A C3PBdd keep data safe from security threats and yet

give clients access anywhere with Internet service. In addition, the client organization must
verify that the cloud computing enterprise contributes to its business goals, objectives, and
future needs.

Although both conventional IT security auditing and cloud security auditing share many
concerns, a cloud security audit must address unique problems typically not handled in
traditional IT security audits. According to our interviews, the most immediatelamous

challenge lies in auditors acquiring sufficient knowledge of cloud computing. Effective cloud
security auditors must be familiar with cloud computing terminology and have a working
knowl edge of a c¢cl oud syst e mlhisknaovedgeensuresut i o n
auditorspay attentionto security factorsthat might be moreimportant in cloud security

auditing processes, including transparency; encryption; colocation; and scale, scope, and

complexity .

Cloud Security:

A Definition of Cloud Storage Security

Cloud-based internet security is an outsourced solution for storing data. Instead of saving data
onto local hard drives, users store data on Interoehected servers. Data Centers manage

these servers to keep the data safe and secure &sacce



Enterprises turn to cloud storage solutions to solve a variety of problems. Small businesses
use the cloud to cut costs. IT specialists turn toctbed as the best way to store sensitive

data.
Any timewe access files stored remotelye are accessma cloud.

Emai | I's a prime exampl e. Mo st emai | user s

because those devices are connected to the Internet.

o

~  Hybrid Cloud

L —

Public c1oud> 0 ~ Private Cloud

How Secure is Cloud Storage?

\

All files stored on secure cloud servers benefit from an enhanced Ieseswofty. The security
credential most users are familiar with is the password. Cloud storage security vendors secure
data using other means as well.

Some of these include:

Advanced Firewalls: Firewalls inspect traveling data packets. Simple ones oniyiexathe

source and destination data. Advanced ones verify packet content integrity. These programs
then map packet contents to known security threats.

Intrusion Detection: Online secure storage can serve many users at the same time. Successful
cloud secuty systems rely on identifying when someone tries to break into the system.
Multiple levels of detection ensure cloud vendors can even stop intruders who break past the
net workoés initial defenses.

Event Logging: Event logs help security analysts underdtdhreats. These logs record
network actions. Analysts use this data to build a narrative concerning network events. This

helps them predict and prevent security breaches.



Internal Firewalls: Not all accounts should have complete access to data storexglotd.
Limiting secure cloud access through internal firewalls boosts security. This ensures that even
a compromised account cannot gain full access.
Encryption: Encryption keeps data safe from unauthorized users. If an attacker steals an
encrypted file access is denied without finding a secret key. The data is worthless to anyone

who does not have the key.

Physical Security: Clouddata centers are highly secu@ertified data centers ha24hour
monitoring, fingerprint locks, and armed guards. These places are more secure than almost all
onsite data centers. Different cloud vendorsdifferent approaches for each of these factors.

For instance, some cloud storage systems keep usgpgog keys from their users. Others

give the encryption keys to their users.

Bestin-class cloud infrastructure relies on giving users the ideal balance between access and
security. Ifwe trust users with their own keys, users may accidentally givedke to an

unauthorized person.

There are many different ways to structudcaid security frameworklhe user must follow

security guidelines when using the cloud.

For a security system toe complete, users must adhere to a security awareness training

program. Even the most advanced security system cannot compensate for negligent users.
Cloud Data Security Risks

Security breaches are rarely caused by poor cloud data protection. Mord#%aof data
security breaches occur due to employee error. Improve user security to make cloud storage

more secure.
Many factors contribute to user security in the cloud storage system.
Many of these focus on employee training:

Authentication: Weak passworil are the most common enterprise security vulnerability.
Many employees write their passwords down on paper. This defeats the purposéadthilti

authentication can solve this problem.

Awareness:In the modern office, every job is a cybersecurity job piyees must know
why security is so important and be trained in security awareness. Users must know how
criminals break into enterprise systems. Users must prepare responses to the most common

attack vectors.
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Phishing Protectiont Phishing scams remaineghmost common cyber attack vector. These
attacks attempt to compromise user emails and passwords. Then, attackers can move through

business systems to obtain access to more sensitive files.

Breach Drills: Simulating data breaches can help employgestify and prevent phishing
attacks Users can also improve response times when real breaches occur. This establishes

protocols for handling suspicious activity and givesdback to users.

Measurement: The results of data breach drills must inform future performance. Practice
only makes perfect if analysts measure the results and find ways to improve upon them.
Quantify the results of simulation drills and employee trainowghaximizethe security of

cloud storage.
Cloud Storage Security Best Practices

Cloud storage providers store files redundantly. This means copying files to different physical

Servers.

Cloud vendors place these servers far away from one another. A dagasser could destroy

one data center without affecting another one hundreds of miles away.

Consider a fire is breaking out in an office building. If the structure contains paper files, those
files wild.l be the f i r s guipmentneltsrthen thelfile batkbpe o f f

will be gone, too.

If the office saves its documents in the cloud, this is not a problem. Copies of every file exist
in multiple data centers located throughout the region. The office can move into a building

with Internet access and continue working.

Redundancy makes cloud storage security platforms faiuref. Onsite data storage is far
riskier. Large cloud vendors use economies of scale to guarantee user data is intact. These

vendors measure hard drive failurelamompensate for them through redundancy.

Even without redundant files, only a small percentage of cloud vendor hard drives fail. These
companies rely on storage for their entire income. These vendors take every precaution to

ensure usersé. data remains saf

Cloud vendors invest in new technology. Advances improve security measures in cloud

computing. New equipment improves results.

This makes cloud storage an excellent option for securing data against cybercrime. With a

properly configured cloud solutiom iplace, even ransomware poses no real thvéatcan
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wipe the affected computers and start fré&isaster recovery plannirig a critical aspect of

cloud storage security.

Privacy Preserving in Cloud

To enable privacpreserving public auditing for cloud data storage under the
aforementioned model, our protocol design should achieve the following security and
performance guarantee:

1) Public auditability: to allow TPA to verify theorrectness of the cloud data on demand
without retrieving a copy of the whole data or introducing additiondinenburden to the
cloudusers.

2) Storage correctness: to ensure that there exists no cheating cloud server that can pass the
auditfromTPAwihout 1 ndeed sittaotri ng userso6 dat a
3)Privacypr eserving: to ensure that there exists
from the information collected duririge

auditing process.

4) Batch auditing: to enable TPA with secure and efficient augltapability to cope with

multiple auditing delegations from possibly large number of different esatdtaneously.

5) Lightweight: to allow TPA to perform auditing with minimum communication and

computatioroverhead.

Algorithm:

A public auditing scheme oosists of four algorithms (KeyGen, SigGen, GenProof,
VerifyProof).

A KeyGen: key generation algorithm that is run by the user to setsptibene
A SigGen: used by the user to generate verification metadata, which may

consist of MAC, signatures or other infioation used foauditing

P

GenProof: run by the cloud server to generate a proof of data storagetness

A VerifyProof: run by the TPA to audit the proof from the cloud server Flowchart
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Fully Homomorphic Encryption

Fully Homomorphic Encryption FH allows for arbitrary computations on encrypted data.
Computing on encrypted data means that if a user has a function f and want to obtain f(m1,
..., mn) for some inputs m1, . .., mn, it is possible to instead compute on encryptions of
these inputs¢l, . . ., cn, obtaining a result which decrypts to f(m1, . . . , mn). In some
cryptosystems the input messages (plaintexts) lie within some algebraic structure, often a
group or a ring. In such cases the ciphertexts will often also lie veitimrerelated structure,

which could be the sameas that of the plaintexts.The function f in older homomorphic
encryption schemes is typically restricted to be an algebraic operation associated with the
structure of the plaintexts. For instance, consider ElIGamidle Iplaintext space is a group

G, then the ciphertext space is the product GxG, and f is restricted to the group operation on
G. Indeed most schemes fit such a structure. The aim of fully homomorphic encryption to be
to extend the function f to be any fuion. This aim can be achieved if the scheme is
homomorphic with respect to a functionally complete set of operations and it is possible to
iterate operations from that set. While it is always a requirement that encryption schemes are
efficient in a theorcal sense, namely running in polynomial time in the security parameter,
practical efficiency was not the first priority in obtaining the first FHE schemes. One reason

for the lack of efficiency of these schemes is that they use a plaintext space repasiati



single bit and are homomorphic with respect to addition and multiplication modulo 2. While
any function of any complexity can be built up from such basic operations, that may require

a large number of sudperations.

Big data security

Security ad privacy issues are magnified by velocity, volume and variety of big data, such as
large scale cloud infrastructures, diversity of data sources and formats, streaming nature of data
acquisition ,and high volume intefoud migration. The use of large &ealoud infrastructure

with diversity of software platforms, spread across large networks of computers, also increases
the attack surface of entire system. therefore traditional security mechanisms, which are
tailored to securing small scale static(as aggul to streaming)data, are inadequate. EXx.

analytics for anomaly detection would generate too many outliers.

Privacy and Security with a variety of personal data such as buying preference healthcare
records, and locatiehased information being collecteby big data applications and
transferred over networks, the public s conc
While there have been significant studies on protecting data centers from being attacked, the
privacy and security loopholes @ moving crow sourced data to data centers remain to be
addressed. There is an urgent demand on technologies that endeavor to enforce privacy and
security in data transmission. Given the huge data volume and number of sources, this requires
a new generatn of encryption solutions (e.g., homomorphic encryption). On the other hand,

big data techniques can also be used to address the security challenges in networked systems.
Network attacks and intrusions usually generate data traffic of specific patterasviorks.

By analyzing the big data gathered by a network monitoring system, those misbehaviors can

be identified proactively, thus greatly reducing the potential loss.

Security a Big Question of Big Data Big data implies performing computation ancagatab
operations for massive amounts of dat a, rem
key value proposition of big data is access to data from multiple and diverse domains, security

and privacy will play a very important role in big data researchtechnology. The limitations

of standard IT security practices are walbwn, making the ability of attackers to use software
subversion to insert malicious software into applications and operating systems a serious and
growing threat whose adverse iagp is intensified by big data. So, a big question is what

security and privacy technology is adequate for controlled assured sharing for efficient direct



access to big data. Making effective use of big data requires access from any domain to data in
thatdomain, or any other domain it is authorized to access. Several decades of trusted systems
developments have produced a rich set of proven concepts for verifiable protection to
substantially cope with determined adversaries, but this technology has |y

mar ginalized as fAoverkill o and vendors do no

With great pourof data comes great responsibility! A big data initiative should not only focus
on the volume, velocity or variety of the data, but also on the best way to protecuititysis

usually an afterthought, but Elemental provides the right technology frameworkvie tiet

deep visibility and multilayer security any big data project requires. Multilevel protection of
our data processing nodes means implementing secuntyot® at the application, operating
system and network level while keeping a bird's eye on the entire system using actionable

intelligence to deter any malicious activity, emerging threats and vulnerabilities.

Big Data Security and Privacy Challenges

Secure Computations in Distributed Programming Framework Distributed programming
framework utilize parallelism in computations and storage to process massive amounts of the
data .A popular example is map reduce framework, which splits an input file intplenult
chunks in the first phase of map reduce, a mapper for each chunk reads the data, perform some
computationand outputs a list of key/value pairs. In the next phase, a reducer combines the
values belonging to each distinct key and outputs the redudtreTare two major attack
prevention measure: securing the manners and securing the data in the presence of an untrusted

manner.

Security Best Practices for Non Relational Data Stores Non relational data stores popularized
by NoSQL databases are still éiag with respect to security infrastructure. For instance,
robust solutions to NoSQL injection are still not mature each NoSQLdDRsbuilt to tackle
different challenges posed by the analytics world and hence security was never part of the
model at ag point of its design stage. Developers using NoSQL databases usually embed
security in the middleware .NoSQL databases do not provide any Support for Enforcing it
explicitly in the database. However, clustering aspect of NoSQL databases poses additional

challenge s to the robustness of such security practices.

Secure Data Storage and Transaction Logs Data and transaction logs are storediaredulti



storage media manually moving data between tiers gives the it manager direct control over
exactly what dta is moved and when. However as the size of data set has been and continues
to be, growing exponentially, scalability and availability necessited auto tiering for big data
storage management. Auto tiering solutions do not keep track of where thestlatadswhich

poses new challenges to secure data storage. new mechanisms are imperative to thwartun

authorised access and maintain 24/7 availability.

End Point Input Validation/Filtering Many big data use cases in Enterprise settings require data
collecion from many sources, such as end point devices for example, a security information
and event management system (SIEM) may collect event logs from millions of hardware
devices and software application in an enterprise network . A key challenge in the data
collection process is input validation :how can we trust the data? how can we validate that a
source of input data is not malicious and how can we filter malicious input from our
collection? input validation and filtering is a daunting challenge gdseuntrusted input

sources, especially with the briogrown device (BYOD) model.

Reali Time Security/Compliance Monitoring Real time security monitoring has always been

a challenge ,given the number of alerts generated by (security)devices. Thege@ielated

or not)lead to many false positive |, whi ch
humans cannot cope with the shear amount. This problem might even increase with the bid
data given the volume and velocity of data streams howeyedaba technologies might also
provide an opportunity, in the sense that these technologies do allow for fast processing and
analytics of different types of data .Which in its turn can be used to provide, for instance, real

time anomaly detection based stalable security analytics.

Scalable and Compos able Privdeseserving Data Mining And Analytics Big data can be
seen as a troubling manifestation of big brother by potentially enabling invasions of privacy
Jinvasive marketing, decreased civil freedoyasd increase state and corporate control. A
recent analysis of how companies are leveraging data analytics for marketing purpose
identified an example of how a retailer was able to identify that teenager was pregnant before
her father knew. Similarlly amym zing data for analytics is not enough to maintain user
privacy. For example AOL released anonymized search logs for academic purposes ,but users
oure easily identified by their searchers .Netflix faced a similar problem when users of their
anonymized dta setoure identified by correlating their Netflix movie scores with IMDB

scores. Therefore , 1t i s i mportant t o est



preventating inadvertent privacy disclosures.

Cryptographically Enforced Access Control And @ecCommunication To ensure that the

most sensitive private data is end to end secure and only accessible to the authorized entities,
data has to be encrypted based on access control policies. Specific research in this area such as
attributebased encryptin (ABE)has to be made richer, more efficient, and scalable. To ensure
authentication, agreement and fairness among the distributed entities, a cryptographically

secure communication framework has to be implemented.

Granular Access Control The securityoperty that matters from the perspective of access
control is secrecpreventing access to data by people that should not have access .The problem
with course grained access mechanisms is that data that could otherwise be shared is often
swept into a moreestrictive category to guarantee sound security granular access control gives
data managers a scalpel instead of a sword to share data as much as possible without

compromising secrecy.

Granular Audits With real time security monitoring ,we try to befieot at the moment an

attack takes place. in reality, this will not always be the case(e.g, new attacks, missed true
positives). In order to get to the bottom of the missed attack ,we need audit information. This
is not only relevant because we want taenstand what happened and what went wrong ,but
also because compliance, regulation and forensics reasons .in that regard ,auditing is not
something new, but the scope and granularity might be different. For example, we have to deal

with more data objectsyhich probably are distributed.

Data Provenance metadata will grow in complexity due to large provenance graphs generated
from provenanceenabled programming environments in big data applications. Analysis of
such large provenance graphs to detect da¢gadependencies for security/confidentiality

applications is computationally intensive.

Cloud availability

High-availability is, ultimately, the idea of anywhere and anytime access to services, tools
and data and is the enabler of visions of a fututle @ompanies with no physical offices or
of global companies with completely integrated and unified IT systems. Availability is also

related to reliability: a service that is on 24x7 but goes constantly offline is useless. For a



service to have true higgwvailability, it needs not only to be alwags, but also to have

several "nines" (99.999]...]) of reliability.

It has long been the case that to build systems with this kind of reliability and availability
means large costs for companies. For sometlikegthis, it's not enough to simply have a
failover cluster of servers in a data centee must also have multiple redundant energy
sources for the data center and even to have replication between multiple geographical
locations in case of disasters. Witie exception of very large, multinational companies,

almost neone could afford suchsetup.

With the advent of infrastructw@&sa-service and platforrasa-service providers, however,
the costs of building such a service have decreased dramaticialigow possible for most
cloudbased service providers, especially for softwzased services, to offer very

aggressive service level agreements.

DoS attacks

A Denial of Service Attack, is an action (or set of actions) executed by a malicioug@ntity
make a resource unavailable to its intended users.

Anot her defi ni ti o-authdrized gseroai @ sperified setvibeds said ts e
deny service to another group of otherwagghorized users if the former group makes the
specified service wavailable to the latter group for a period of time that exceeds the intended

(and advertised) waiting time.o

There are three basic types of attacks

1) Consumption of scarce, limited, or roenewable@esources

2) Destruction or alteration of configuratiorformation

3) Physical destruction or alteration of netwedmponents.

4) The targeted resources can be network bandwidth, CPU, memory, 1/0O bandwidth, disk
space, or any combination of them.

DetectionMechanisms

Detection is an important step before directingHer actions to counter a DoS attack. DoS



response mechanisms depend on the attack related information discovered by detection
mechanisms for countering the attack. Some response mechanisms rely on identification of
the malicious actions, while others veé®@ identifying the entity that is performing the

malicious actions. There are also few mitigation mechanisms that depend on discovering the

fact that an attack is ongoing, in order to initiate the mitiggirocess.

Fault Tolerance management in clouccomputing
In cloud computing the major problem area is fault tolerance. Fault tolerance is a major
concern to guarantee availability and reliability of critical services as well as application
execution. In order to minimize failure impact on the systeoh aplication execution,
failures should be anticipated and handle. Fault tolerance techniques are used to predict these
failures and take an appropriate action before or after failures occur.
The main benefits of implementing fault tolerance in cloud agmg include failure
recovery, lour cost, improved performance metrics. Robustness leads to the property to
providing of a correct service in an adverse situation arising due to an uncertain system
environment. Dependability is related to some QoS (@Quall Services) aspects provided

by the system, it includes the attributes like reliability andilability.

Types d Faults

The faults can be classified on several factors such as:

Network fault: A Fault occur in a network due to network partition, Bad_oss, Packet
corruption, destination failure, link failure, etc.

Physical faults: This Fault can occur in hardware like fault in CPUs, Fault in memory, Fault
in storage, etc. Media faults: Fault occurs due to media head crashes

Processor faults: faulbccurs in processor due to operating system

crashes, etc. Process faults: A fault which occurs due to shortage of

resource, software bugs, etc.

Service expiry fault: The service time of a resource may expire while application is using it.
A fault can be dagorized on the basis of computing resources and time.

A failure occurs during computation on system resources can be classified as: omission

failure, timing failure, response failure, and crash failure

Permanent: These failures occur by accidentallytiing a wire, pour breakdowns and so
on. Itis easy to reproduce these failures. These failures can cause major disruptions and some

part of the system may not be functioninglasired.



Intermittent: These are the failures appears occasionally. Mdstise failures are ignored

while testing the system and only appear when the system goes into operation. Therefore, it
is hard to predict the extent of damage these failures can bring to the system.

Transient: These failures are caused by some inherdhirfabhe system. However, these
failures are corrected by retrying roll back the system to previous state such as restarting

software or resending a message. These failures are very common in computer systems.

Existing fault tolerance techniques in clouccomputing

Various fault tolerance techniques are currently prevalent in clouds:

Check pointing - It is an efficient task level fault tolerance technique for long running and
big applications .In this scenario after doing every change in system a dietikgois done.
When a task fails, rather than from the beginning it is allowed to be restarted that job from
the recently checked pointsthte.

Job Migration - Some time it happened that due to some reason a jehatdre completely
executed on a paeular machine. At the time of failure of any task, task can be migrated to
another machine. Using HRroxy job migration can be implemented.

Replication - Replication means copy. Various tasks are replicated and they are run on
different resources, fahe successful execution and for getting the desired result. Using tools
like HA-Proxy, Hadoop and AmazonEc2 replication can be implemented.

Self- Healing - A big task can divided into parts .This Multiplication is done for better
performance. When variguinstances of an application are running on various virtual

machines, it automatically handles failure of application instances.

Safety-bag checks:In this case the blocking of commands is done which are not meeting

the safety properties.

S-Guard- It is less turbulent to normal stream processinguard is based on rollback

recovery. SGuard can be implemented in HADOOP, Amazon EC2.

Retry - In this case we implement a task again and gain. It is the simplest technique that



retries the failed task on tlsame resource.

Task Resubmission A job may fail now whenever a failed task is detected, In this case at
runtime the task is resubmitted either to the same or to a different resource for
executionming check: This is done by watch dog. This is a supeorigechnique with time

of critical function.

Rescue workflow This technique allows the workflow to persist until it becomes

unimaginable to move forward without catering the failed task.

Software Rejuvenationlt is a technique that designs the systemderiodic reboots. It

restarts the system with clean state and helps to fresh start.

Pre-emptive Migration- Preemptive Migration count on a feedbaldop control

mechanism. The application is constantly monitored and analysed.

Masking: After employmeh of error recovery the new state needs to be identified as a
transformed state. Now if this process applied systematically even in the absence of effective

error provide the user error masking.

Reconfiguration: In this procedure we eliminate the faulgngponent from the system.

Reliability and Failureprepared aeport carried out by European Network and Information
Security Agency (ENISA) presented around twethinee risks. They categorized the risks into
three classes: policy and organizationalhiécal, and legal. A table for each risk contains the

probability estimate, impact estimate, level of the risk. They presented risk assessment to assess



the impact of the risk on business and measure the likelihood of the risk.

A
2
o)
S
-g 5
% R1: Lock-in
x R19: Subpoena and e-discovery
25
4 5
R6: Resource Exhaustion R4: Conflicts between customer
R16: Cloud-Specific Network-Related | hardening procedures and cloud
Technical Failures or Attacks environment
R22:Licensing Issues R5:Social engineering
R10:Intercepting data in transit
R12: (DDoS)
3 4 5
R3: Supply Chain Failure R13: (EDoS) R14: Compromise of Service
R23: Intellectual Property Issues R135: Loss of Cryptographic Keys Engine
R17: Loss of Backups
2 3 E
R18: Natural disasters

Risk Impact
The distribution of the risks probability and their impacts.

There are several typesfaflures that influence the reliability of cloud services. According to

the failures ,they are classified as request stage failures and execution stage failures. Request
stage failures affected the request before it accesses the required resourceserflowsand

timeout. However, execution stage failures affected the request during its execution time such
as data resource misses, computing resource missing, software failure, database failure,
hardware failure, and network failure. For a cloud systerbe reliable, it should be fault
tolerant i.e. it should continue its operation despite any failures . Availability and reliability
guarantees are mentioned by some cloud providers in the Service Level Agreement (SLA). For
example, in Amazon EC2 SLA, tlktempany provides its customers a service availability of at
least 99.95% which is defined as a monthly uptime percentage, and in case of service
unavailability the company assigns service credits to the users with a specific percentage as a

penalty
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Fault tolerance techniques in cloud computing.

Proactive fault tolerance techniques take some preventative measures such as to avoid any

failures in the application in future. Some of the techniques used are as follows:
1 Software Rejuvenation: Restart the system with a clean state of the software.

1 Sel-Healing: It tolerates failure of application instances running on different Virtual

Machines (VM)

. TPreemptive Migration: The application is monitored, analyzed and then preventive measures
are taken. FTCC services are still under developmenstaiiies. Moreover, new techniques
emerge in the cloud from time to time. A cloud service Faiiga-Service (FaaS) is proposed

in here failure drills are run from time to time rather than waiting for unexpected failures to
happen; when a drill finds agislem, recovery mechanism are initiated, thereby preventing an
outage. The most popular FTCC techniques used are Checkpointing, Replication, and Job

Migration. The details about the three techniques are described below:

Checkpointing: Checkpointing is a Fmechanism that takes snapshots of the system state and
save it in a permanent storage (checkpoint). The system rollbacks to that state if a fault is
detected by the system, instead of restarting from the beginning. There are several advantages

of using dieckpointing technique due to its low cost and high performance. However, overhead

is the main disadvantage of using checkpointing.

Replication: Replication is copying all files to another storage device; the storage capacity is
not an obstacle in ordev tmprove system availability. The ideal number of replica is derived
and the load balance is achieved using replication. The advantages of replication technique
include increased parallelism (i.e. faster query execution), higher performance, and increased
speed in processing. The drawbacks of replication technique include increased overhead and

cost of replication.



Job Migration: Migration is the replacement of the running VM in another VM across distinct
physical hosts which separates hardware and saftteamake management easier. Several
papers attempted to determine the time to perform VM migration. A new method was proposed
to predict the migration performance and energy cost. Advantages of job migration include
easy management, load balancing, ardise availability during migration. The disadvantages

of job migration include cost and high overhead. Moreover, there is a possibility that the whole

VM is malicious

Fault Tolerance Models in Cloud Computing (FTMCC) FTMCC is categorized into three
growps Replication based fault tolerance: Cloud computing environments mostly have
predefined in handling faults. For example, a passive replication model is capable of only
tolerating crash faults while hardware redundancy based FT, as the response time is a
significant parameter Replication based FTCC An efficient replication scheme is proposed in
It transparently tolerates crash failures and offers high availability, high performance,
generality, transparency, and seamless failure recovery. One of the naaimadks of this

model is the latency, as the network buffering causes performance overhead it requires
additional hardware. It is an efficient replication based model but significantly introduces
network delay. Thus, it is not suited for applications trat sensitive to network delay or
latency. This drawback is overcome by largely reducing the external network buffering that
caused the network latency. A middleware called Niagara is proposed that offers high
availability and low latency. Shadow Replicet is proposed to ensure successful job
completion. Byzantine Fault Tolerance (BFT) models are replication based models that are
used to tolerate byzantine failures. A byzantine fault tolerance framework for voluntary
resource cloud computing that tolerdtults such as: crash, arbitrary, and behaviours. The
framework follows the same message algorithm that used in Practical Byzantine Fault
Tolerance (PBFT) but they are different in the number of replicas. High scalability and less
overhead are the advages of using A Virtualization and Fault Tolerance (VFT) model is
represented into reduce the service time. New replication is created based on selecting the
finishing time of applications and dynamically generating the number of replicas. Adaptive
Fault Tolerance model in Real time Cloud Computing (AFTRC) is proposed. AFTRC offers

both backward and forward recovery.

Checkpoint based fault tolerance: Checkpointing consists of three main types: coordinated
checkpointing, uncoordinated checkpointing, anom@unication Induced Checkpointing
(CIC). CIC is an equal cost checkpointing scheme with varying checkpoint interval .



Checkpoint based fault tolerance for cloud computing model uses Another Union File System
(AUFS) in order to distinguish reashly propeties from read and write parts in VM image.

Another model with a union file system is presented in that uses time storing VM checkpoints.

Cloud Computing in India

Cloud computing is a tremendous innovation in the digital landscape that has changed the
way IT solutions are delivered and how arskrs put them to use. The cloud computing
space is growing and will continue to do so.

According to a recent report by Gartner, cloud computing will constitute the bulk of IT
spending by 2016. In India alonejstpredicted that the cloud market will reach over $3
billion by next yead an almost fivefold increase from 2012.

Considering the Indian context, cloud computing is set to transform how we do business and
how we move up in the digital value chain. Fodit it has a direct beneficial effect for
small to medium sized businesses (SMBs), dotted across the country. This sector employs
40% of the workforce and is growing at a rate of 8% per year; it will also dictate the future
course of Indian developmentatest figures indicate that 68% of SMBs having over 100
employees have resorted to cloud computing. According to Zinnov, a leading consulting
company, the cloud computing market in India is expected to reach $4.5 billion with most
users being SMBs. Accortj to another report, if all SMBs in Indaure to adopt cloud
computing, the market could reach $56 billion, creating additional 1.1 million jobs in the
near future. The cloud market continues to expand in India, so will the number of job
prospects. It igstimated this year alone cloud computing will create over 2 million jobs. It

is believed that players like TCS, Infosys, HCL and Tech Mahindra will bid for cloud
computing service providers rather than developing solutions through thkouse
researchas it requires huge funding. The competition among Indian service providers will
have a telling effect on the pricing of solutions. In short, the scope for cloud computing and
its successful applications in Indian companies are bound to go up.

The advardges of the cloud are well known and documented. But one aspect that has to be
understood is how it leads to career opportunities. Cloud computing brings down the cost
and manpour requirements since the costly software packages and hardware systems
neededo install them are not longer required. The software needed can be downloaded from

the internet as per the requirement of the unit, by paying the service provider. Evidence



indicates it would be economical to download the software, rather than staimngrtlthe
hardware of the system.

Another important aspect is the maoporequirements of service providers, who have to
store and retrieve customised solutions from the internet. This will require huge investments
in R&D professionals, besides employipgople for dayto-day technological operations

and other relatediork. The indications are there will be a proliferation of service providers,
including global players like Google, Microsoft and Amazon who will roll out their Indian
plans.

There are someely challenges. One is the accessibility of broadband internet, which is
limited in India. Hopefully, with the rollout of Digital India, it will give a critical push to
enterprises to make the switch to cloud computing.

India Inc has pledgeR4.5 lakh crore for Digital India, which can create employment for
some 18 lakh people. A good number of them will be in cloud computing. With the launch
of 100 Smart Cities, 500 rejuvenated cities and numerous projects to create industrial hubs,
a strongvirtual backbone is a critical necessity to take the development process to the next
level.

Skill formation for handling complex tasks of cloud computing is important. To evolve
courses of various durations to cater to this need and popularise thenhdreohool level

itself to get the desired results and to give an option to the teeming millions to choose their
field with the confidence that they can make a good career out of cloud computing.

The future of cloud computing as well as career opportunitiése field shines bright for

India.
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