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1.Introduction:

With the introduction of the computer, the need for automated tools for
protecting files ad other nformation stored on the computer became evident. This is
especially the case for a sharedteys and the need is even more acute for systems that can
be accessed over the Internet. The generic name for the collection of tools designed to protect
data ando thwart hackers isomputer security.

Network security: Introduction of distributed systemand the use of
networks and communications facilities for carrying data between terminal user and
computer and between computer and computer. Netwankrise measues are needed to
protect data during their transmission. The term network security imajegters to internet
security.

1.1EXAMPLES OF SECURITY VIOLATIONS

1. User A transmits a file to user B. The file contains sensitive information
(e.g.,payrollrecods) that is to be protected from disclosure. User C, who is not authorized to
read the fig, is able to monitor the transmission and capture a copy of the file during its
transmission.

file transaction(eg. payroll)
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Fig 1.1 Example 1




2. A network manager, D, transmits aessaged a @mputer, E, under its
management. The message instructs computer E to update an audimofiieato include the
identities of a number of new users who are to be given access to that computer. User F
intercepts the message, alters its castdéo adl or delete entries, and then forwards the
message to E, which accepts the message as conamg nfranager D and updates its
authorization file accordingly.

4 update authorization EARilal
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Fig 1.2 Example 2

3. Rather than intercept a message, user F constructs its own mestage
the defred entries and transmits that message to E as if it had come from manager D.
Computer Eaccepts the message as coming from manager D and updates its authorization
file accordingly.

4. A message is sent from a customer to a stockbroker wittuati®ns for
various transactions. Subsequently, the investments lose value and the customer denies
sending the message.

Although this list by no means exhausts the possible types of security
violations, it illustrates the range of concerns of netwockisty.

1.2COMPUTER SECURITY CONCEPTS

A Definition of Computer Security

The NISTComputer Security 8hdbool{NIST95] defines the terrmomputer securitgs
follows

1.2.1COMPUTER SECURITY



The protection afforded to an automated information system gr torchttain
the applicable objectives of preserving the integrity, availability, and confidentidlity o
information system resources (includes hardware, software, firmware, information/ data, and
telecommunications).

This definition introduces three keypjectives tlat are at the heart of computer
security.
1) Confidentiality: This term covers two relatembncepts:

Data confidentiality: Assures that private or confidential information is not made
availableor disclosed to unauthorized individuals

Privacy: Assures liat individuals control or influence what information related to
them may be collected astbred and by whom and to whom that information may be
disclosed.

2) Integrity: This term covers two related concepts:

Data integrity: Assures that irdfrmation andprograms are changed only in a specified and
authorized manner.

System integrity. Assuresthat a system performs its intended function in an unimpaired
manner, free from deliberate or inadvertent unauthorized manipulation of the system.

3)Availability: Assures that systems work promptly and service is not denied to authorized
users.

These hiree concepts form what is often referred to as the CIA triad (Figure 1.1). The three
concepts embody the fundamental security objectives for both n@farainformation and
computing services.

services

Fig 13 Security Requirements TRIAD



A Confidentiality: Preserving authorized restrictions on information access and disclosure,
including means for protecting personal privacy and proprietary informatioloss of
corfidentiality is the mauthorized disclosure of information.

A Integrity: Guarding against iproper information modification or destruction,including
ensuring information nonrepudiation and authenticity. A loss of integrity is the unauthorized
madification ordestruction of infamation.

A Availability: Ensuring timely and reliable access to andafsaformation. A loss of
availability is the disruption of access to or use of information or an information system.
Although the use of the CIA triah define segrity objectives iswell established, some in
the security field feel that additional capts are needed to present a complete picture. Two
of the most commonly mentioned are,

A Authenticity: The property of being genuine and being able to dxéfied and tusted:;
confidencein the validity of a transmission, a message, or message originaterm€ans
verifying that users are who they say they are and that each input arriving at the system came
from a trusted source.

AAccountability: The secuity goal thatgenerates the regiament for actions of an entity to

be traced uniquely to that entityhis supports nomnepudiation, deterrence, fault isolation,
intrusion detection and prevention, and a#ietion recovery and legal action. Because truly
secure systas are not yet anchievable goal, we must be able to trace a security breach to a
responile party. Systems must keep records of their activities to permit later forensic
analysis

to trace security breaches or to aid in transaction disputes

1.3THE CHALLENGES OF COMPUTE R SECURITY

Computer and network security is both fascinating and aam@ome of the
reasons include:

1. Security is not as simple as it might first appear to the novice. The
requirements seem to be straightforward; indesakt of the major requirementsof security
services can be given s&kplanatory, onevord labels: cofidentiality, authentication, nen
repudiation, integrity. But the mechanisms used to meet those requirements can be quite
complex, and understanding thenay involverather subtle reasing.

2. In developing a particular security mechanism or algorithm, st
always consider potential attacks on those security features. In many cases, successful attacks
are designed by looking at the problem in a corepledifferentway, therefore eXpiting an
unexpected weakness in the mechanism.

3. Having designed varies security mechanisms, it is necessary to decide
where to use them. This is true both in terms of physical placement (e.g., at what points in a
networkare certain escurity mechanismseeded) and in a logical sense [e.g., at what layer or
layers of an aifutecture such as TCP/IP (Transmission Control Protocol/Internet Protocol)
should mechanisms be placed].

4. Security mechanisms typically involve more treparticularalgorithm or
protocol. They also require that participants be in possession of someistanmeation (e.g.,



an encryption key), which raises questions about the creation, distribution, and protection of
that secret information.

5. Computer ad network segrity is essentiayl a battle of wits between a
perpetrator who tries to find holes ane tthesigner or administrator who tries to close them.
The great advantage that the attacker has is that he or she need only find a single weakness,
while the designemust find and elimmate all weaknesses to achieve perfect security.

6. Security requires regar, even constant, monitoring, and this is difficult in
t oday -term,oVeroaded environment.

7. Security is still too often an afterthought to be incorporated into a system
after the design is complete rather than being anriaitegrt of the desigprocess.

8. Many users (and even security administrators) view strong security as an
impediment to efficient and usérendly operation of an information system or use of
information.

1.4VULNERABILITY AND HACKING
Vulnerability

In computer securityavulnerabilityis a weakness which can exploitedby athreat
actor, such as an attacker, to cross privilege boundaries (i.e. perform unauthorized actions)
within a computer system. To explorulnerability, an attackr must have at leagine
applicable tool or technique that can connect to a system weakness. In this frame,
vulnerabilities are also known as thgack surface

Hacking

Hadking is an attempt t@xploit a computer system or a private network inside a
computer. Simply put, it is the unauthorised access to or control over computer network
security systems for some illicit purpose. One can easily assume them to be intelligent an
highly skilled in canputers.

1.5SECURITY ATTACKS
Threat

A potential for violation of security, which exists when there is a circumstance,
capability, actionor event that could breach security and cause harm. That is, a threat is a
possible danger #tmightexploit vulneraility.

Attack
An assault on system security that derives from an intelligent threat.That is, an

intelligent act that is deliberate attempt (especially in the sense of a method or technique) to
evade security services anidlatethe security policy of aystem.


https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Exploit_(computer_security)
https://en.wikipedia.org/wiki/Threat_actor
https://en.wikipedia.org/wiki/Threat_actor
https://en.wikipedia.org/wiki/Attack_surface

Security attack: Any action that compromises the security of informatamed by an
organization.

A useful means of classifying security attacks is in ternsastive attackandactive
attacksA passive attack attempts learn or make use ahformation from the system but
does not affect system resources.An active attack attempts to alter system resources or affect
their operation.

Passive Attacks
Passive attacks are in the nature of eavesdropping on, or monagrirgnsmissions

as show in Fig 1.4 The goal of the opponent is to obtain information that is being
transmitted. Two types of passive attacks are the release of message contents and traffic
analys~

read contents of
message from Bob
to Alice

Internet or , AN
other comms facility
Alice

Fig 14 Passive Attacks

The release of messageortterts is easily understab (Figure 1.5 A telephone
conversation, an electronic mail message, and a transferred file may contain sensitive or
confidential information. We would like to prevent an opponent from learning the contents of
these transmissien
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Fig 15 Release oMessage

A second type of passive attatigffic analysis is subtler (Figure 1)6 Suppose that
we had a way of masking the contents of messages or other information traffic so that
opponents, even if they captured the messaged not extract the infonation from the
message. The common technique for masking contents is encryption.

Darth A Observe patern of
messages from Bob
10 Alice

Internet or e
other comms facility

(b) Traffic analysis

Fig 1.6 Traffic analysis

Passive attacks are very difficult to detect, because they do not involve any alteration
of the data. Typically, # mesage traffic is sent ah received in an apparently normal
fashion, and neither the sender nor the receiver is aware that a third party has read the
messages or observed the traffic pattern. However, it is feasible to prevent the success of



these attdces, usially by means of engption. Thus, the emphasis in dealing with passive
attacks is on prevention rather than detection.

Active Attacks

Active attacks involve some modification of the data stream or the creation of a false
stream and can be subidigd nto four categories: masierade, replay, modification of
messages, and denial of service.

A masquerade¢akes place when one entity pretends to be a different entity (Figure
1.7). A masquerade attack usually includes one of the other forms of attack Fao
example, authentiti@n sequences can be captured and replayed after a valid authentication
sequence has taken place, thus enabling an authorized entity with few privileges to obtain
extra privileges by impersonating an entity that has thasieges.

Replayinvolves the pssive capture of a data unit and its subseqegmainsmission to
produce amnauthorized effect (Figure 1.8

Modification of messagesimply means that some portion of a legitimaiessage is
altered, or that message® alelyed orreordered, to prodecanunauthorized effect (Figure
19. For example, a message meaning fAAll ow Ji
is modified to mean fAAll ow Fred Brown to rea

The denial of serviceprevens or irhibits the normal useor management of
commurcations facilities (Figure 1.30This attack may have a specific target; for example,
an entity may suppress all messages directed to a particular destination (e.g., the security
audit service). Aotherform o service denial ishe disruption of an entire netwa@leither
by disabling the network or by overloading it with messages so as to degrade performance.

Security aspects come into play when it is necessary or desirable to protect the
informaion transmissin from an opponent o may present a threat to confidentiality,
authenticity, and so ol of the techniques for providing security have two components:

A securityrelated transformation on the information to be sent. Examples include the
encrygion of the message, which rsenbles the message so that it is unreadable by the
opponent, and the addition of a code based on the contents of the message, which can be used
to verify the identity of the sender.

Some secret information shared by the principalsand, it is hoped, kmown to the
opponent. An example is an encryption key used in conjunction with the transformation to
scramble the message before transmission and unscramble it on reception.
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Fig 1.7Masquerade
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Fig 18 Replay



Darth Darth modifies
message from Bob
to Alice

Internet or
other comms facility

(¢) Modification of messages

Fig 1.8Modification of messages

Denial of Service Attacks

With a DoS attack, a hacker attempts to render a network or an Internet resource, such
as a web server, worthless to users. A Do&chkttypically achieves its goal by sending large
amounts of repeated ragsts that paralyze the network or a server.

A common form of a DoS attack is a SYN flood, where the server is overwhelmed by
embryonic connections. A hacker sends to a server ceanfi@smission Control Protocol
(TCP) synchronizan attempts known aSYN requests. The server answers each of those
requests with a SYN ACK reply and allocates some of its computing resources to servicing
this connection when it becomes a "full conimtt’ Connections are said to be embryonic or
half-opened until the origator completes the threeay handshake with an ACK for each
request originated. A server that is inundated with-bpéned connections soon runs out of
resources to allocate to upoing mnnection requests, thus the expression ‘alegfiservice
attack”

The following sidebars provide the anatomy of DoS attacks and distributed DoS
(DDoS) attacks.



Anatomy of a Simple DoS Attack

A proverbial DoS attack called Land.c sends a TCP SYN request, giving
the target host's address as both source and destination, and using the
same port on the target host as both source and destination (for
example, source address 10.0.0.1:139 to destination address
10.0.0.1:139).

Anatomy of a Complex Distributed DoS Attack

A common form of DoS attack is a DDoS attack. In the case of DDoS, an
attacker finds hosts that he can compromise in different organizations
and turns them into handlers by remotely installing DDoS handler
software on them, as shown in fig
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DDoSCreating an Army of Agents
Fig1.9 DOS

Those handlers in turn scan their own corporaivork, hunting for workstations
to compromise and turimto DDoS agents. Tls® agents are also referred to as bots, thus
the expression of botnets.

When his army of agents is strategically in place, the hacker launches the attack.
He transmits his orde for the mission to the handlers and agents; these nagrally
cause eaclof these hosts to send large quantities of packets to the same specific
destination, at a precise time, thus overwhelming the victim and the path to it. It also
creates signifiant congstion on corporate networks that are infectechviindlers and
agentswvhen they all simultaneously launch their attack on the ultimate victim.

1.6 A MODEL FOR NETWORK SECURITY:
A Network Security Modeéxhibits how the security service has beesigned wer

the network to prevent the opponent from dagisa threat to the anfidentiality or
authenticity of the information that is being transmitted through the network.



For a message to be sent or receive there must be a sender and a recéhitiee. $&otdeand
receiver must also be mutually agreeingh® sharing of the nssage. Now, the transmission
of a message from sender to receiver needs a mediumfomnation channelvhich is

anlinternetservice.

A logical route is defined through theetwork (Inernet), from sender to the receiver and
using thkecommunication protolsboth the sender and the receiver established

communication.
Any security service would have thaee componentdiscussed below:

1. Transformatiomf the information wtgh has to b sent to the receiver. So, that any
opponent preent at the informatin channel is unable to read the message. This indicates

theencryptionof the message.

It also includes the addition of code during the transformation of the informatioh whic
be wsed in verifying the identity of the authenticegever.

2. Sharing ofthesecret informatiofetween sender and receiver of which the opponent must
not any clue. Yes, we are talking of #cryption keywhich is used during the encryption of
themessagat t he sender 6s end nafmessagé aeeerlud s ngnd h e

3. There must be fausted third partyvhich should take the responsibility distributing the
secret informatiorfkey) to both the communicating parties and gisevent itfrom any

opponent.

Sender Opponent Receiver
| Message Message
Transformation o © Transformation

. s ¥ " .

‘ 3 ;

@ e ——p O @ = Information Channel —» 3 9 —_— 9
[ i 20 ()
- 2 1 = . =
a0 o \

= 4 - = £ -

Secret Secret
Information Information
Yy
Trusted

Third Party

Fig 1.11A Model for Network Security



The netwok  security model presents the two  communicating
partiessendeandreceiverwho mutually agrees to exchange the information. The sender
has information to share with the edeer.

But snder cannot send the message on the informadiomet in the readabferm as
it will have a threat of being attacked by the opponent. So, before sending the message
through the information channel, it shouldtensformednto an unreadabl®rmat. Secret
informationis used while transforming the nsagie which will alsde required when the
message wil |l be retransformed at the recip
required which would take the responsibildl distribuing this secret information to both
the parties involved in commurition.

So, considerig this general model of network security, one must consider the following four
tasks while designing the security model.

1. Totransforma readable messagat the sester side into an unreadable format, an
appropriate algorithm shoulceldesigned such thdtshould be difficult for an opponent to
crack that security algorithm.

2. Next, the network security model designer is concerned abogettezation othe secret
informationwhich is known as key.

This secret information is used conjunction with he security algorithm in order to
transform the message.

3.No w, the secret information is required at
At s e n d e 1 ibis usesl modencrypt or transform the message into unreadableafatrat

t he r e endiitvieusdd to decrypt or retransform the message into readable form.
So, there must be teusted third partyvho will distribute the secret inforntian to both
sender and receiver. While designing the network security modefjngéesmust also
concetrate ondeveloping the methode distribute the key to the sender and receiver.
An appropriate methodology must be used to deliver the secret infonmadiothe
communicating parties without the interference of the opponent.

It is also taken care that éltommunication protocolhat are used by the communicating
parties should be supporting the security algorithm and the secret key in order to ahieve th
security grvice.

1.7 NETWORK ACCESS SECURITY MODEL

Network access securityadel which is desigrteto secure the information systemhich can
be accessed by the attacker through the network.

Attackers who attack your system that is accessible thrthayinteret. These attackers fall
into two categories:

1. HackerThe one whod only interested ipenetrating into your system. They do not cause
any harm to your system they only get satisfied by getting access to your system.

2. IntrudersThese atickers inted to do damage to your system or try to obtain the
information from tke system which can hesed to attain financial gain.



The attacker can place a logical program on your system through the network which can
affect the software on your systefhis leadgo two kinds of risks:

a. Information threafThis kind of threatsnodifies dataontheus r 6 s behal f t o whi
user should not access. Like enabling some crucial permission in the system.

b. Service threaifhis kind of threatlisableghe user fom accessing data on the system.

Information System

Computing resources

Opponent . (Processor, Memory |/0)
' Bal )
M A
Human (e.g., hacker, | A A bata
. nformation \ Processes
intruder) Channel \
Software (e.g., Virus, ————= — Software
Worms)

Internal Security Control

Gatekeeper
Function

Network Access Security Model

Fig 1.12 Network access security radel

There are two wgs to secure your system from attacker of which the first is to introduce
thegatekeeper function Introducing gatekeeper function means introdutmgin-

id andpassvordswhich would keep away the unwanted access.

In case the unwantagser gets access tioe system the second way to secure your system is
introducinginternal controwhich would detect the unwanted user trying to access the system
by analying system etivities. This second method we callagiviruswhich we install o

our system to preve theunwanted user from accessing your computer system through the
internet.

1.8 MODULAR ARITHMETIC
Modulo, means remainder. Modulo arithmetic isdhighmetic d remainders.

If any integer a can be expressed as a = b+kn theodulmarithmetic it an
be stated a® mod n = b. F or example a=33 and n=5 then 33 mod 5= 3. (should be
read as 3 mod 5)

This can be obtained by successive subtractionfraim a. In he above example
the successive subtraction is as shown below.

1.8.1 The quotient remainder theorem

1 Toprove some propertiedoutmodular arithmetieve often make use of
thequotient remainder theorem.

1 Itis a simple idea that comes diredilgm long dwvision.

The quotient remainder theorem says:



Given any integer A, and a positiveinteger B, there existunique integers Q and
R such that

A= B * Q + R where 0 O R

When wedivide A by Bin long division, Q is the quotient diR is the emainder.

i.e A -DIVIDEND
B-DIVISOR /MODULUS
Q-QUOTIENT
R-REMINDER/ RESIDUE

If we can write a number in this form thémrmod B = R

Examples
A=7,B=2

7=2*3+1
7mod2=1

A=8B=4

8=4*2+0
8mod4=0

A=13,B=5

13=5*2+3
13mod5=3

A=-16,B =26

-16=26* -1 +10
-16 mod26 =10



1.8.2 Modular addition and subtraction

(A+B)mod C=(AmodC+ B modC)modC

Example:
Let A=14,B=17,C=5

Let's verify:(A + B) mod C = (A mod C + B mod C) mod C
LHS = Left Hand Side of the Equation
RHS = Right Hand Side of the Equation

LHS=A+B)mod C
LHS =14+ 17) mod 5
LHS =31 mod 5

LHS =1

RHS = (Amod C + B mod C) mod C
RHS = 4mod 5+ 17mod 5) mod 5
RHS =@4+2) mod 5

RHS=1

LHS =RHS=1

1.8.3 Multiplication

(A*B)mod C=(Amod C*B modC) modC

Example for Multiplication :

Let A=4,B=7,C=6

Let's verify:(A* B)mod C =A mod C * B mod C) mod C
LHS= Left Hand Side of the Equation

RHS= Right Hand Side of the Equation

LHS =(A*B)mod C



LHS =(4* 7) mod6

LHS =28 mod 6

LHS =4

RHS =@A mod C * B mod C) mod C
RHS =@ mod 6 * 7 mod 6) mod 6
RHS =@* 1) mod 6

RHS =4 mod 6

RHS =4

LHS = RHS = 4

1.8.4 Exponentiation
A"B modC =((A modC)"B ) modC

Example

What is 3'° (mod 4)?

We observe that

Then by the property of exponentiation, we have

31{'}

32=9=1 (mod 4).

(mod 4) = (3
= (1)
=1

]5 (mod 4)
®  (mod 4)
(mod 4). o
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26 mod 5=1
1mod § =1
6 mod 5=1

11mod 5 =1
16mod 5 =1

Integers 21mod 8=1

Same Equivalence class

1. = is the symbol for congruence, which means the values A and B are in
the same equivalence class.

2. (mod (') tells us what operation we applied to A and B.

3. when we have both of these, we call "=" congruence modulo C.

e.g.26 = 11 (mod 5)

26 mod 5 = 1 so it is in the equivalence class for 1,
11 mod 5 = 1 so it is in the equivalence class for 1, as well.

110 MULTIPLICATIVE INVERSE S
The modularinverse of @ in the ring of integers modulo m s an integer 2 such that
az=1 (modm).

From the Euclidean division algorithm and Bézout's identity, we have the following result about the existence of multiplicative inverses in
modular arithmetic:



Ifaand IV are integers such that ged(a, V) = 1, then there exists an integer z such that az = 1 (mod N).
2 is called the multiplicative inverse of @ modulo V.

SOLVED EXAMPLES

1. 7' mod 160

160=22x7 +6 6=160-(22x7)
t’f/x r"ai}ﬂ T

7 =1x6+1 1=7-(1x6) |
1=7—-(1x6) — /"j

S/

=7—(1x(160—-(22x7)) for6 substitute/
=7—-(1x(160—(22x7))
= 1x7 - 1x160 + 22 x7 ( Taking 7 as common so (1+22)7)
=23 (7) - 1x160

7 1 mod 160 =23



Solve: 231 mod 26

26 = 1x23+3 3=26-(1x23)

23 = 7x3+2 2=23(7x3)

3 =1 x2+1 stop 1 =3-(1x2)
[=3-(1x2)

=3-(1x(23-(7x3))

=3-(1x23)+(7x3)

=]x3-( 1x23)+(7x3)

=8x3-1x23

= 8x(26(1x23))—(1x23))

=26x8-9(23)

9+26=17 ( for negative numberadd the divisor from the problem)

231 mod26 =17

1.11 PRIME NUMBERS
Prime numberare the positive integers having only two factors, 1 and the integer itself
For example,

Factors of 6 @ 1,2,3 and, which are four factors in total.

But factors of 7 are only 1 and 7,ably two

Herce, 7 is a prime number but 6 is not, instead itasraposite number.
**Always remember that 1 is neither prime nor composite

Another way of definig Prime Numbr is- It is a positive number or integer, which is not a
product of any otér two positie integers.

1.11.1 RelativePrime Numbers

The numbers 6ad6 & 6bd6 are said to be Relatiyv
common factor

i.e., GCD(a, b)=1

GCD1 Greatest Common Divisor



For example,
Assume a=15 & I¥ 28
Factors of 15 are 1,3,5
Factors of 28 are 1,2,4,7,14
GCD is the largest number that divides both of them.
In this case 1 is .acommon diisor
So GCD (15,28) =1 ,Hence 15 & 28 are relatively Prime numbers

Pracice Problem: lhd GCD of 36 and 60

1.12EULERS AND FERMATS THEOREM

1. 12. 1 Tdient Fanctiors
Eul erds Totient functi olin( ni)sjn)aclrso known as PH

Eul erds Totient function for any given nu
numbers which are relatively Prime to 6n6é an

Example 1:
Assume 6nd6 = 10

Consider the numbers whichedesser than n(in this case 10).Then the Relative
Prime numbers for 10 are 1,3,7,9.

Hence «(h) =M XSincedRelative Prime for 10 is 1,3,7,9 ) (Total 4 Numbers).

|l f the given number p=®1li s a Prime number th

Example 2:
Considem=7( Si nce 7 is a prime numbelr=6Eul er 6s Tot
Example3: n=13. Find G(13).

a(13) = 72
Example 4: n= 11. Find G(211).

Example 5:(non prime number)



n=14.mdd (14) = 2
Hint: Count of Relative Prime numbers for 14.
Example @
Determine G(37) and G4(35).
Because 37 is prime, all of the positive integers from 1 through 36 are relatively prime to 37.
Thusd ( 37) = 36.

To deter mi ne (/( Bdhsitve integers ldsd tlsan 35 that bre relétivety priene to
it:

1,2,3,4,6,8,9,11, 12, 13, 16, 17, 18, 19, 22, 23, 24, 26, 27, 29, 31, 32, 33, 34.

There are 24 numberson the listis¢ 35) = 24.

1122Eul er 6s Theorem

Euler's theorem statehat forevery a and n that are relatively prime:

bl n) \
a®"" = 1(mod n)

a=3,n=10;6(10) =4 | %" = 34 = g1 =| 1(mod 10) = 1 (mod n)

a=2;n=11;8(11) = 10 | 3% = 210 = 1024 = 1(mod 11) = 1 (mod n)

al(n) [ 1 mod n

a(n) is the totient function is defined as
prime to n. (n>=1)

a(5) ={ 1 2 3 4}

Proof:

al(n) lis trde if mis primgbecausé n t hat case dG4(n) = (n 1)
hol ds. However, It al so holds for any integ

integers less than n that are relatively prime to n. Consider the set of such integers, labeled as
follows:

R '{.3':'1, Kypeany X&[nj}

That is each element;»f R is a unique positive integer less than n with

ged(% , n) = 1. Now multiply each element by a, modulo n:



5 = {(axy; mod n), (ax; mod n),..., (ax_{nj mod n)}

The set S is a permutation of R, by the following line of reasoning:

1. Because a is relatively prime to n andsxelativdy prime to n, axmust also be relatively
prime to n. Thus, all the members of S are integers that are less than n and that are relatively
prime to n. 2. There are no duplicates in S.

. If ax mod n = axmod n then x= X

Alternative form

Eul erdom $haves t hat I f O6pd & 6qgb6 are two
Then«( n) -1J*(-0)-p
Example 1:
As s ume 6p6 = 2 & 6qg6 = 5
n=pq
= 2*5
=10

So« 10)-1H5-1) 2
=4
Example 2:
Consider p=7 & q= 112 , n= 7*11= 77 . Find

G (7 7 y1)*('11-X) 76*10 =60

1.123 Fer matdaan The

Fermat's theorem states the following: If p is prime and a is a positive integer not divisible by
p, then

Proof;:

Proof: Consider the set of positive integers less than p:{1,2,..., p 1} and multiply each
element by a, modulo p, to geethet X = {a md p, 2a mod p, . . . (p 1)a mod p}.



None of the elements of X is equal to zero because p does not divide a. Furthermore no two
of the integers in X are equal. To see this, assume that

ja [ ka(mod p) where 1 j < k p 1. Because a is relatively prime[5] to p, we can eliminate a
from both sides of the equatignesulting in:

il k(mode p). This last equality is impossible because j and k are both positive integers less
than p. Therefore, we kmothat the (p 1) elements of X are all positive integers, with no two
elements equal. We can conclude the X consists of the set of integers {1,2,..., p 1} in some
order. Multiplying the numbers in both sets and taking the result mod p yields

ax2ax..Xp1Il [(1x2x...x(p1l)](mode p)
apl(p D (p 1)!(mod p)

We can cancel the (p 1)! term because it is relatively prime to p

‘:’i=?“ﬂ'=19

‘ 72 = 49 = 11(mod 19)

74 = 121 &= 7(mod 19)

78 &= 49 & 7(mod 19)

716 = 121 = 7(mod 19)

aPl=718=716x 7282 7x 11 = 1(mod 19)

An alternative form of Fermat's theorem is also useful: If p is prime and a is a positive
integer, then

a’ = a(mod p)

p=5a=73 ar =35 =243 & I(mod 5) = a(mod p)

p=25a=10 | ar = 105 = 100000 = 10(mod 5) = 0{mod 5) = a(mod p)




Fer maheod se mr Fermat 6s Little Theorem States

t

f

Positive I nteger which is not Divisible by 6
&l 1 mod P
Example: Let a=3and P =7
a1 mod P
3™ 1 mo®dnod77 [ 3
(3®°mod7 (9 mod 7§
[ (27%mod
[ @mod 7 [ 8 mod 7 =1
Hence proved.
Key Points
0 A prime number is an integer that can only

negative values of itseéfrd 1. Prime numbers play a critical role both in number theory and
in cryptography.

~

0O Two theorems that pHkeacyptograghyaretFarmat's theoréme s
and Euler's theorem.

>

0 An i mportant r equi r e me ndrthmsis tha abilitytondheose o f
a large prime number. An area of ongoing research is the development of efficient algorithms
for determining if a randomly chosen large integer is a prime number.

Solved Examples

Solve using Fermats Theorem

If nis prime ad x is a positive integer not divisible by n then
Xx™ 11 modn

n- prime no.

X- is not divisible by n

x and n ---- coprime

n

c

r



Examplel:

x=3 n=5
3511 34=81
81=1mod5

Another form of fermats
x"[ xmodn

Example 2:

x=3 n=5

x" =3% =243

243 [ 3mod 5

Example 3:
21®mod17

By fermats

x™ =1 modn

2 "1 =1 mod 17

2% mod17=1

Example 4.

751 mod31
x=7 n=31

X" =modn

731 =1 mod31
73 mod31 =1

Now,

7 61 — 7 (30x2) +1



=(7392.7°2
7%t mod31=(73%9%.71 mod31
[ (7392 mod31 x 7! mod31] mod31
[1x 71 mod31] mod31
i

REVIEW QUESTIONS:

1. Prove Fermatdés Theorem . Consider a=2,
i. @l=1modP

2. Prove Fermatdés Theorem Using a=3, P= 7

3. Solve 31''mod 37
4. Solve 5'mod 96

5. Solve 161 mod 23

6. Infer Eulers totient function

7. Conmparepassive and active attack

8. Interpret availability and authenticity

9. Distinguish threat and attacks.

10. Interpret Confidentiality and Integrity

11. Prove congruence modulo using an example.

12.Mention the types of active attacks.

13. Statenon repudiation.

14.Detemine 37() and d( 35) .

15. Explain computer security challenges.

16.Elaborate about security attacks with neat diagrams
17.Discuss the Key security concepts with the TRIAD diagram
18. State and prove tHeulers and Fermats theorem using examples.

19.With a neat sketch explaimetwork security model.
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UNIT -1l CRYPTOGRAPHY BASICS
Syllabus:

Terminologiesi Cryptographyi Classification basedon operationnumber of keys used,
Processig - Crypt analysis Types - Classical Encryption Substitution Cipher Ceaser
Cipher, Brute Force attack, Vignere Ciph®ne time pad, Transposition Ciph&ail fence
Cipher, Simple row column Transfer, Play Fair Cipher,2MNill cipher - Stream cipher
Block Cipher- Modes of operatioin DEST AES - RSA algorithm

2.1Terminologies of Cryptography:
Cryptography
The many schemes used for encryption constitute the area of study known as cryptography

Crypt analysis

Techniques used for deciphering a naggesvithoutany knowledge of the enciphering details

fall i nto the area of cryptanal ysi s. Crypta
code. 0

Cryptology

The areas of cryptography and cryptanalysis togetteecalled cryptology

Cipher
Encryption s£hane s known as a cryptographic system or a cipher

Plain Text
This is the original intelligible message or data that is fed into the algorithm as input.

Cipher Text

This is the scrambled messgg®duced as output. It depends on the plaintext laadetret

key. For a given message, two different keys will produce two different cipher texts. The
cipher text is an apparently random stream of data and, as it stands, is unintelligible.

Secret key

The secret key is also input to the encryption algorithekey is a value independent of the
plaintext and of the algorithm. The algorithm will produce a different output depending on
the specific key being used at the time. The exact substitutions ansfommations
performed by the algorithm depend oe Key.

Encryption
The process of converting from plaintext to cipher text

Decryption
The process of restoring the plaintext from the cipher text

Enciphering Algorithm
The encryption algorithm perfornvgrious substitutions and transformations on thenfebet
Deciphering Algorithm



This is essentially the encryption algorithm run in reverse. It takes the cipher text and the
secret key and produces the original plaintext.

Threat

A potential for violatimm of security which exists when there is a circumstaonapability,

action, or event, that could breach security and cause harm. That is, a threat is a possible
danger that might exploit vulnerability.

Attack

An assault on system security tlorives from an intelligent threat; that is, an intelligent act
tha is adeliberate attempt (especially in the sense of a method or technique) to evade
security services and violate the security policy of a system.

Security attack: Any action that compmises the security of information owned by an
organization.

Security mechanism: A process (or a device incorporating such a process) that is designed
to detect, prevent, or recover from a security attack.

Security service: A processing or communicatiorrsice that enhances the security of the

data processing systenard the nformation transfers of an organization. The services are
intended to counter security attacks, and they make use of one or more security mechanisms
to provide the service.

Principl es of Security

Symmetric Cipher Model

A symmetric encryption $eme has five ingredients. They are Plain Text, Encryption
Algorithm, Secret Key, Decryption Algorithm, Cipher Text

There are two requirements for secure use of convengoeayption:

A We need a strong encryption algorithm. At a minimum, we would likaltgithm to be

A Sender and receiver must have obtained copies of the secret key in a secureafaghion
must keep the key secure. If someone can discover the key and knows the algorithm, all
communication using this key is readable.

Secret kev shared by Secret key shared by
sender and recipient sender amd recipient
Transmitted
e X ciphertext o =
| — @ > ] —_— e ==
fr— L ¥ = E(K, X) 'I X=I{K, Y] fr—
Plaintext Plaintext
inmuel Encry ption algo rithn Decryption algorithnm nil: :l
P (eg., AES) (reverse of encryption P
algorithm)

Fig. 2.1 Model of Symmetric Encrypin



-

Cryptanalyst

M
_ﬁ.

Encryption Decryption
algorithm ¥ =EiK. X) algorithm

Destination

Secure channel

Fig. 2.2Model of Symmetric Cryptosystem
Confidentiality: This term coversiwo related cancepts:

A Data confidentiality: Assures that private or confidential information is not made
available or disclosed to unauthorized individuals.

A Privacy: Assures that individuals control or influence what information related to
them may be colded and stored and by whom and to whom that information may be
disclosed.

Authentication: The assurance that the communicating entity is the one thainitscto be.
A Peer Entity Authentication: Used in association with a logical connection to provide
corfidence in the identity of the entities connected.
A DataOrigin Authentication: In a connectionless transfer, provides assurance that the
source of receivedata is as claimed.
Integrity: This term covers two related concepts:

A Data integrity: Assures thatformaion ard programs are changed only in a specified
and authorized manner.

A System integrity: Assures that a system performs its intended function in an
unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of
the system.

Non-repudiation

Provides protection against denial by one of the entities involved in a communication of
having participated in all or part of the communication
A Nonrepudiation, Origin: Proof that the message was sent by the specified party



A Nonrepudiation, Dgtinaton: Proof that the message was received by the specified
party

Access Control

The prevention of unauthorized use of a resource (i.e., this seovittels who can have
access to a resource, under what conditions access can occur, and whatdsssg e
resource are allowed to do). DATA

Availability

Assures that systems work promptly and service is not denied to
authorized users.

2.2 Cryptography Classifications

‘ classification of cryptography } B:;S::S;I;lg 1.Stream Cipher
P =" |2.Block cipher
B
‘subsli[ution techniques IMOH a
operation s
Transposition techniques 3
1.Mono alphabatic / one to one substitution rc: N T. Symmetric key system
eys ]
2. Poly alphabatic substitution 2.Public key system

2.3 Types of cryptanalysis: Cryptanalysis is the science of recovering the plainté a
message without access to the key. Successful cryptanalysis may recover the plaintext or the
key. The twobasic categories of cryptanalysis are 1. Linear Cryptanalysis and 2. Differential
cryptanalysis

Linear Cryptanalysis: Linear cryptanalysis isa known plaintext attack, in which the
attacker studies probabilistic linear relations known as linear approzimsdbetween parity

bits of the plaintext, the Ciphertext and the secrete key. In this technique, the attacker obtains
high probability approxnations for the parity bit of the secrete key by analysing the parity
bits of the known plaintexts and cipher ®xBy use of several techniques such as the
auxiliary technique, the attacker can extend the attack to find more bits of the secret key

Diff erential Cryptanalysis: Differential cryptanalysis can be described as a general form of
cryptanalysis that is priarily applicable to block ciphers, cryptographic hash functions. In
other words, it entails a careful analysis of how differences in infawmiziput can affect the
resulting difference at the output. In block cipher, differential analysis can be ddsasilze

set of techniques for tracing differences through the network of transformation, discovering
where the cipheexhibits what is known aronrandom behaviour and exploiting such details

to recover the secrete key (cryptography key). In the process, observing the desired output
difference between the two chosen or unknown plaintext inputs suggests possible key values



2.4 Classical Encryption Techniques
2.4.1 Substitution Cipher

A substitution technique is one in which thedes of plaintext are replaced by other letters or
by numbers or symbols. If the plaintext is viewed as a sequence of bits, then substitution
involves replacing piatextbit patterns with cipher text bit patterns.

Caesar Cipher

The earliest known use af substitution cipher, and the simplest, was by J@iassar. The
Caesar cipher involves replacing each letter of the alphabet with the letter standing three
places further down the alphabet.

For example,
Plain text 'meet me after the toga party
Cipher Text : PHHW PH DIWHU WKH WRJD SDUWB

Note that the alphabet is wrapped around, so that the letter following Z is A. We aan defi
thetransformation by listing all possibilities, as follows:

Plain Text abcdefghjklmnopqrstuvwxyz
Cipher Text DEFGHIJKLMNOPQRSTUVWXYZABC

Let us assign a numerical equivalent to each letter:

Alb |c |d|e |F |g |h |i [] |k |l |m

012 |3 |4 |5 |6 |7 |8 |9 101112

N|lo |p g |r |s |t |u]|Vv |wW| X |y |z

13|/14|15(16|17|18|19|20|21|22|23|24|25

Then the algorithm can texpressed as follows.
For each plaintext letter p, substitute the cipher text letter C
C=E(3,p)=(p+ 3) modb6

A shift may be of any amount, so that the general Caesar algorithm is
C = E(k, p) = (p +*) mod 26
where k takes on a value in the range 25.

The decryption algorithm is simply

p = D(k, C) = (C k) mod 26

If it is known that a given cipher text & Caear cipher, then a bruferce cryptanalysis is
easily performed: Simply try all thésZossible keys.

Three important characteristicbtbis problem enabled us to use a bifaee cryptanalysis:
A The encryption and decryption algorithms are known.
A Thereare only 25 keys to try.
A The language of the plaintext is known and easily recogieizab



Play Fair Cipher

The besknown multipleletter encryption cipher is the Play fair, which tregditgams in the
plaintext as single units and translates thasis into cipher text digrams. The Play fair
algorithm is based on the use of a 5 x 5 af letters construetd using a keyword.

M o) N A R
C H Y B D
E F G 113 K
L P Q S T
U Y, W X Z

In this case, the keyword msonarchy.

The matrix is consticted ly filling in the letters of the keyword (minus duplicates) friaft
to right and fran top to bottom, and then filling in the remainder of the matrix with the
remaining letters in alphabetic order. The letters | and J countdstter.

Plaintextis encypted two letters at a time, according to the following rules:

A Repeating plaintextetters that are in the same pair are separated with a filler letter,
such as x, so that lbaon would be treated as balo on

A Two plaintext letters that fall ithe sane row of the matrix are each replaced by the
letter to the right, with the first eleant of the row circularly following the last. For
examplear is encrypted aRM

A Two plaintext letters that fall in the same colu are each replaced by the letter
beneath with the top element of the column circularly following the last. For
examplemu is encrypted a€M

A Otherwise, each plaintext letter in a pair is replaced by the letter that lies in its own
row and the column @tpied by the other plaintext letterhus hs becomeB8P and
ea becomeBV (or JM, as the encipherer wishes)

Hill cipher

Another interesting mukietter cipher is the Hill cipher, developed by the mathematician
Lester Hill in 1929. The encryption algorithm takes m successive plaintggtslend
substitutes for them m cipher text letters.

The substitution is determined Ion linear equations in which each character is assigned a
numerical value (a =0,b =1 ... z=25).
For m = 3, the system can be described as follows:

C1 = (k11P1 + k12P2 + k13P3) mod 26
C2 = (k21P1 + k22P2 + k23P3) mod 26
C3 = (ka1P1 + ks2P2 + kasP3) mod B



This can be expressed in term of column vectors and matrices:

éécl g %(11 k12 k13 0]

£2 0: (Pl P2 P3) 21 k22 k230m0d26
6%:3 9 gp(sl Kip  Kg 9

Or

C =PK mod 26

where C and P amolumn vectors of length 3, repeasing the plaintext and cipher text, and
K'is a 3 x 3 matrix, representing the encryptiay.kOperations are performed in mod 26.

P =D(K, C) = CK" mod 26 = PKK1=P

One Time Pad

An Army Signal Corp officer, Joseph Mauborgne suggested usiagdom key that is as
long as the messageso that the key need not be repeated. In additiorkeés to be used
to encrypt and decrypt a single message, and then is discarded. Each sagemeguires a
new key of the same length as the new message. Swtleme known as a onéme pad, is
unbreakable.

It produces random output that bears tadistical relationship to the plaintext. Because the
cipher text contains no information whaever about the plaintext, there is simply no way to
break the code.

An example should illustrate our point. Suppose that we are using a 27 chamatdreh
the twentyseventh character is the space character, but with-timeeey that is as long as
the message.

Consider the
cipher text : ANKYODKYUREPFJBYOJDSPLREY IUNOFDOIUERFPLUYTS
We now show two different decryptions using two different keys:

key 1. pximvmsydofuyrvzwc tnlebnecvgdupahfzzimnyih
plain text: mr mustard with the candlestick in the hall

key 2: mfugpmiydgaxgoufhkllimhsqdqogtewbgfgyovuhwt
plain text: miss scatet with the knife in the library

If the actual key were produced in alyruandomfashion, then the cryptanalyst cannot say
that one of these two keys is more likely than the other. Thus, there is no way to decide which
key is correct and there®whic plaintext is correcfTherefore, the code is unbreakable.

2.4.2 Transposition Cipler

A kind of mapping is achieved by performing some sort of permutation on the plaintext
letters. This technique is referred to as a transposition cipher.



Rail Fence Tehnique

The simplest transposition cipher is the rail fence teclniguwhich the @intext is written
down as a sequence of diagonals and then read off as a sequence of rows.

For example,
to encipher the messagméet me after the toga party with a ril fence of depth 2, we
write the following:
m e m at r h tg pry
et e f et e o a at
The encrypted messageiISME MATRHTGPRYETEFETEOAATO

Simple Columnar Technique

A more complex scheme is to write the message in a rectangle, roswbynd read the
message off, column by column, but permute the order of the columns. The order of the
columns then becomes the key to the algorithm.

For example,

Key:3421567

Plantext:attackpostponeduntiltwoamxyz

1 2 3 456 7
18 t t a c k pod
& 0
2 St p o n ep
3% unt i | t9
4§v 0O amXx Yy z§

Cipher textt TTNAAPTMTSUOAODWCOIXKNLYPETZ

A pure transposition cign is easily recognized because it has the same letter frequencies as
the original plaintext

For the type of columnar transposition just shown, cryptanalysis is fairly straightforward and
involves laying out the cipher text inmaatrix and playing arowhwith column positions.
Digram and trigram frequency tables can be useful.

The transpositin cipher can be made significantly more secure by performing more than one
stage of transposition. The result is a more complex pernmutahat is not easily
recastruced.

Thus, if the foregoing message isamecrypted using the same algorithm,

Key: 3421567

1 2 3 456 7



14t t na pt md
& 0
24 t s u o a 0p
3% w c o i x kO
4%1 |l v p et z§

Cipher texttNSCYAUOPTTWLTTDNPOIETAXTMOKZ
2.5 Comparison of Stream Ciphers and Block Ciphers

A stream cipheris one that encrypts a digitdhata stream one bit or one byte at a time.
Examples of classical stream ciphers are the autokeyed Vigenére cipher and the Vernam
cipher.

In the ideal case, a oitiene pad version of the Vernam cipher would be used, in wttieh
keystream is as long abket plaintext bit stream. If the cryptographic keystream is random,
then this cipher is unbreakable by any means other than acquiring the keystream. However,
the keytreammust be provided to both users in advance via somééemdient and secure
channel. Tks introduces insurmountable logistical problems if the intended data traffic is
very large.

Accordingly, for practical reasons, the -btteam generator must bmpglemened as an
algorithmic procedure, so that the cryptodnapbit stream can be producky both users. In

this approach, the bgtream generator is a kepntrolled algorithm and must produce a bit
stream that is cryptographically strong. Now, the twgersneed only share the generating
key, and each can prockithe keystream.

Kev Bit-stream Key Bit-stream

{ K)—>| generation { Ky—> generation

algorithm algorithm
Cryptographic Cryptographic
bit stream { k; ) bit stream ( &; )

Plaintext Ciphertext Plaintext
(pi) : @ Lej} ! tpi)
Fig.2.1 Steam Cipher using algorithmic bstream generator

A block cipher is an encryption/decryption scheme in which a block of plaintext is treated as
a whole and usea fprodice a cipher text block of equal length. Typically, acll size of 64

or 128 bits isused. In general, they seem applicable to a broader range of applications than
stream ciphers. The vast majority of netwbdsed symmetric cryptographic applicato
makeuse of block ciphers.



b bits

K_L-_\' Encryption
(K) algorithm
Ciphertext

b bits

Fig.2.2 Block Cipher
Feistel Bock Cipher
Feistel proposedhait we can approximate the ideal block cipher by utilizing the concept of a
product cipher, which is the execution of two or more simple ciphers in sequence i such
way that the final result or product is cryptographicalisosger than any of the compamt
ciphers The essence of the approach is to develop a block cipher with a key lenbtts of
and a block length of bits, allowing a total of 987possible tramsftors, rather than the !
transformations available withe ideal block cipher.
In partiaular, Feistel proposed the use of a cipher that alternates substitutions and
permutations, where these terms are defined as follows:
A Substitution: Each plaintextelement or group of elements is uniquely replaced by a
corresponding ciphertext element oogp of elements.
A Permutation: A sequence of plaintext elements is replaced by a permutation of that
sequence. That is, no elements are added or deleted oredepiahe sequence, rather the
order in which the elenmés appear in the sequence is changed

I n fact, Feistel s is a practical applicati
product cipher that alternates confusion and diffusion functions.

Diffusion: A cryptographic technique that seeks to obsdine statistical structure of the
plaintext by spreading out the influence of each individual plaintext digit over many cipher
text digits.

Confusion: A cryptographic technique that seeks to make riflationship between the
statistics of the cipher teand the value of the encryption kay complex as possible. This is
achieved by the use of a complex scrambling algorithm that depends on the key and the input.

Figure 2.3 depicts the structure prepd by Feistel. The inputs to the encryption algorithm
are a plaintext block of lengtBw bits and a keyrhe plaintext block is divided into two
halves lb and R. The two halves of the data pass through rounds of processing and then
combine to produce th@pherext block. Each round i has as inputs &ndRi.1 derived from

the previous roundys well as a subkey;iderived from the overall K. In general, the subkeys

K; are different from K and from each other. In Figure 2.3, 16 rounds are used, aléhgugh
number of rounds could be implemented.

All rounds have the same structure.sfibstitution is performed on the left half of the data.
This is done by applying @und functionF to the right half of the data and then taking the
exclusiveOR of the outpt of that function and the left half of the data. Tleend function
has the same genemdtucture for each round but is parameterized by the round subkey K
Another way to express this is to say that F is a function of-higtitblock of w bits and a



subkeyof y bits, which produces an output value efdthw bits: F(REi, Ki+1). Following
this substitution, a

Output (plaintext)
| RD 7= LEy | LDy7 = RE, |

-t L)
Input {plaintext) e
I Lfﬂ I IHI"'l]- leﬁ:ﬁEl}éﬂﬂlﬁZLEul
- _ < L
= K, e &
= g
=
= = .
= = K,
LD,s=RE, RDs=LE, |
L]
:-'.l K; - L
s g
=
z 3 K,
R-Ez [D,4=RE, RD3=LE;]
L] .
. L
. .
| REy4 [LD2=RE;4| RD;=LE 4|
: . |
= Kys ;; o
= g _
: = Kis
R'EI.E | [D|=RE15§ R‘Dl:LEISI
f AN
= ﬁm = :
s § |
= T = ﬁjf,
[ LEw : REy | [1Dy=REs RDy=LE |
e Input (ciphertext)
¥ _ 1
| LE; | RE; |
Output {ciphertext)

Fig.2.3 Feistel Encryption and Decryption

The exact realization of a Feistel network depends on the choice of the following

parameters andesignfeatures:

ABlock size: Larger block sizes mean greater security (all other thivgjsg equal) but
reduced encryption/decryption speed for a given algorithm. The greater security is achieved
by greater diffusion. Traditionally, a block size of lbis has been considered a reaable



tradeoff and was nearly universal in block cipherides However, the new AES uses a 128

bit block size.
AKey size: Larger key size means greater security but may decrease encryption/ decryption

speed. The greateeaurity is achieved by greatergistance to brutéorce attacks and greater

confusion. Keysizes of 64 bits or less are now widely considered to be inadequate, and 128
bits has become a common size.
A Number of rounds: The essence of the Feistel ciphertligt asingle round offers
inadejuate security but that multiple rounds offer increasirgusegy. A typical size is 16

rounds.

ASubkey generation algorithm: Greater complexity in this algorithm should lead to greater

difficulty of cryptanalysis.

A Round function F: Again, greater compkity generally means greater resistance to
cryptanalysis.

There are two other considerations in the design of a Feistel cipher:
A Fast software encryption/decryption: In many cases, encryption is embedded in
applicationsor utility functions in such avay as to preclude a hardware implementation.
Accordingly, the speed of execution of the algorithm becomes a concern.
AEase of analysisAlthough we would like to make our algorithm as difficult as possible to

cryptanalyzethere s great benefit in makgnthe algorithm easy to analyze. That is, if the

algorithm ca be concisely and clearly explained, it is easier to analyze that algorithm for
cryptanalytic vulnerabilities and therefore develop a higher level of assuranice itss
strength. DES, for exang does not have an easily analyzed functionality.

2.5.1Block Cipher Modes of Operation
When multiple blocks of plaintext are encrypted using the same key, a number of security

issues arise. To apply a block cipher in gaty of applications, five moes of operation have

been defined by NIST. In essence, a moldeperation is a technique for enhancing the effect
of a cryptographic algorithm or adapting the algorithm for an application, such as applying a
block cipher taa sequace of data blocks ordata stream.

() Electronic Code Book (ECB) Mode
This mode is anost straightforward way of processing a series of sequentially listed message

blocks.
Operation

1 The user takes the first block of plaintext and encrypts it wigtkély o produce the

first block of cipher text.

1 He then takes the second block of plaintextl follows the same process with same

key and so on so forth.
The ECB mode isleterministic,

t hat

s, if

pl aintext

under tle samekey, the outputipher text blocks will be the same.
In fact, for a given key techrally we can create a codebook of cipher texts for all possible
plaintext blocks. Encryption would then entail only looking up for required plaintext and
select thecorrespnding cipher tet. Thus, the operation is analogous to the assignment of
code wordsgn a codebook, and hence gets an official name: Electronic Codebook mode of

operation (ECB). It is illustrated as follows:

ECB
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Fig.24 ECB - Encryption and Decigtion
(i) Cipher Block Chaining (CBC) Mode
CBC mode of operation pvides message dependence for generating ciphertext and makes
the sysem nondeterministic.
Operation
The operation of CBC mode is depicted in the following illustration. The steps are asfollo
Load the nbit Initialization Vector (IV) in the topegister
XOR the nbit plaintext block with data value in top register
Enciypt the result of XOR operation with underlying block cipher with key K.
Feed cipher text block into top register and camitheoperation till all plaintext
blocks are processed
1 For decryption, IV data is XORed with first cipher text block decryptec fiitst
cipher text block is also fed into to register replacing IV for decrypting next cipher

= =4 =4 -9

text block
G = E(K, [ @ P
D(K, C;) = D(K, E(K, [C;-1 @ F])
DIK,C)) = C 1@ F
Co@DK.CG)=C@CBdF=PF
| G =EK[P@ V) P, = D(K.C,) @ IV
BC ) —RK[PHC ) j=2....N| P=DK.C)®Cry j=2.....N
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(i) Cipher Feedback (CFB) Mode

In this mode, each ciphertext blogke t s
encrypt the next pintext block.

Operation

6fed

backo

into the

The operation of CFB mode is depicted in the followiHgstraion. For example, in the
system,
an initialization vector (IV) as the initial randomrbit input block. TheV need not be secret.
Steps of operation are:

1 Load the YV in the top register

1 Encrypt the data value in top register with underlying block cipher with key K
t siryption f i c ani
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T Take
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1 Feed cipher text block into top register by shifting already present data to the left and
continue the operation till all plaintext blocks are processed

1 Essentlly, the previous ipher text block is encrypted with the key, and then the

resut is XORed to the current plaintext block
91 Similar steps are followed for decryption. Riecided IV is initially loaded at the start
of decryption

C, = P, @ MSB,[E(K, V)]
P, = C, @ MSB [E(K, IV)]



Fig.26 CFB - Encryption and Decryption

(iv) Output Feedback OFB) Mode

It involves feeding the succage ouput blocks from the underlying block cipher back to it.
These feedback blocks provide string of bits to feed the encryption algorithm which act as the
key-stream generator as in case of CFB mode.

The key steam generated is XOQ&d with the plaintet blodks. The OFB mode requires an
IV as the initial randombit input block. The IV need not be secret.

The operation is depicted in the following illustration:



